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Abstract

We presenta techniquethat improvesrandomtestgen-
eration by incorporating feedba& obtainedfrom executing
testinputsasthey are created.Our techniquebuilds inputs
incrementallyby randomlyselectinga methodcall to apply
and nding argumentfrom amongpreviously-constructed
inputs. As soonas an input is built, it is executedand
cheded againsta setof contractsand lters. Theresult
of the executiondeterminesvhethertheinputis redundant,
illegal, contract-violating or usefulfor genemting more in-
puts. Thetednigueoutputsa testsuite consistingof unit
testsfor the classesundertest. Passingtestscan be used
to ensuethat codecontractsare preservedicrossprogram
changes; failing tests(that violate one or more contract)
pointto potentialerrors that shouldbe corrected.

Our experimentatesultsindicatethat feedbak-directed
random test genemtion can outperform systematicand
undirectedrandomtest genertion, in termsof coverage
and error detection. On four small but nontrivial data
structues(usedpreviouslyin theliterature), our technique
achieveshigheror equalblock andpredicatecoverage than
modelchedking (with and without abstraction) and undi-
rectedrandomgeneation. On 14 large, widely-usedli-
braries (comprising780KLOC),feedba&-directedrandom
testgenemtion nds manypreviously-unknowrerrors, not
foundby eithermodelcheding or undirectedrandomgen-
eration.

1 Intr oduction

Thereis an ongoingcontroversy regardingthe relative
merits of randomtestingand systematidesting. Theoret-
ical work suggestghat randomtestingis as effective as
systematidechniqueg8, 15. However, somebelieve that
in practice,randomtesting cannotbe as effective as sys-
tematictestingbecausenary interestingtestshave very lit-
tle chanceof being createdat random. Previous empiri-
cal studies[9, 18, 28] found that randomtestinput gener
ation achieveslesscodecoveragethan systematioqgenera-
tion techniquesincluding chaining[9], exhaustve genera-
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tion [18], modelcheckingandsymbolicexecution[28].

It isdif cult to generalizeheresultsof thesestudieswith
regardto therelative advantage®f randomandsystematic
testing. The evaluationswereperformedon very smallpro-
grams. Becausehe small programsapparentlycontained
no errors,the comparisorwasin termsof coverageor rate
of mutantkilling [21], notin termsof true error detection,
which is the bestmeasurdo evaluatetestinput generation
techniquesWhile the systematidechniquesisedsophisti-
catedheuristicsto make them more effective, the type of
randomtesting usedfor comparisonis unguidedrandom
testing,with no heuristicso guideits search.

Our work addressesandomgeneratiorof unit testsfor
object-orientedprograms. Such a test typically consists
of a sequencef methodcalls that createand mutateob-
jects, plus an assertionaboutthe resultof a nal method
call. A testcanbe built up iteratively by randomlyselect-
ing a methodor constructorto invoke, using previously-
computedvaluesasinputs. It is only sensibleto build upon
a legal sequencef methodcalls, eachof whoseinterme-
diateobjectsis sensibleandnoneof whosemethodsthrow
anexceptionindicatinga problem.For example,if the one-
methodtesta=sqrt(-1)  is erroneougsay theargumentis
requirecto benon-n@ative),thenthereis no sensen build-
ing uponit to createthe two-methodtest a=sqrt(-1);
b=log(a) . Ourtechniqueusedeedbaclobtainedirom ex-
ecutingthe sequencesit is beingconstructedin orderto
guidethe searchtoward sequencethatyield new andlegal
objectstates. Inputsthat createredundanbr illegal states
arenever extendedthis hasthe effect of pruningthesearch
space.

We have implementedthe techniquein RANDOOP.!
RANDOOP is fully automatic,requiresno input from the
user(otherthanthe nameof a binary for .NET or a class
directoryfor Java), andscaledo realisticapplicationswith
hundredof classesRANDOOP hasfound seriouserrorsin
widely-deployedcommerciabndopen-sourcsoftware.

Figurel shavsatestcasegeneratedy RANDOOP when
runonSun'sJDK 1.5. Thetestcaseshavsaviolation of the
equals contract: a setsl returnedby unmodifiable-

1RANDOOP standsfor “random testerfor objectorientedprograms.



Testcasefor java.util

public  static void testl() {
LinkedList 11 = new LinkedList();
Object 01 = new Object();
11.addFirst(ol);
TreeSet t1 = new TreeSet(I1);

Set sl = Collections.unmodifiableSet(t1);
/I This assertionfails
Assert.assertTrue(s1.equals(sl));

}

Figurel. A testcasegeneratedy RANDOOP. Thetestcasereveals
anerrorin SunsJDK 1.5.

Set(Set) returnsfalse for sl.equals(sl) . This vi-
olatesthere exivity of equals asspeci edin Sun's API
documentation.This testcaseactually revealstwo errors:
onein equals , andonein the TreeSet(Collection)
constructorwhich failed to throw ClassCastException
asrequiredby its speci cation.

Our experimentakesultsindicatethatfeedback-directed
randomtestingcan outperformsystematidestingin terms
of coverageand error detection. On four containerdata
structuresused previously to evaluate ve different sys-
tematic input generationtechniques[28], inputs created
with feedback-directechandomgeneratiorachieve equalor
higherblock andpredicatecoveragd1] thanall thesystem-
atictechniques.

In termsof error detection,feedback-directedandom
testing revealedmary errors across14 widely-deplo/ed,
well-testedJava and .NET libraries totaling 780KLOC.
Model checkingusing JPF[26] wasnot ableto createary
errorrevealingtestinputs:the statespacefor thesdibraries
is enormous,and the model checler ran out of resources
after exploring a tiny, localizedportion of the statespace.
Ourresultssuggesthatfor largelibraries,thesparseglobal
samplingthat RANDOOP performscanreveal errorsmore
ef ciently thanthedenselocalsamplingthatJPFperforms.
And unlike systematictechniquesfeedback-directedan-
domtestingdoesnot requirea specializedvirtual machine,
codeinstrumentationgr theuseof constrainsolversor the-
orem provers. This makes the techniquehighly scalable:
we were able to run RANDOOP on the .NET Framevork
libraries and threeindustrialimplementation®f the JDK,
andfound previously-unknavn errors.

In summary our experimentsindicate that feedback-
directedrandomgeneratiorretainsthe bene ts of random
testing (scalability simplicity of implementation),avoids
randomtestings pitfalls (generatiorof redundanbr mean-
inglessinputs), and is competitve with systematictech-
nigues.

Therestof the paperis structuredasfollows. Section2
describedeedback-directedandomtesting. Section3 de-
scribesexperimentsthat comparethe techniquewith sys-
tematictestingand with undirectedrandomtesting. Sec-
tion 4 surweysrelatedwork, andSection5 concludes.

public class A { public class B {
public  AQ {.} public  B(nt i) {.}
public B ml(A a1) {..} public void m2(B b, A a) {.}
}
sequences; sequence; sequences
A al = new A();
B bl = new B(0); B b2 = new B(0); B b3 = al.ml(al);
seqs vals extendn2, segsyals)
B bl = new B(0);
.. | hsiil,s1:1,s3:10 A al = new A();
hsy; sai S B b3 = al.ml(al);
(|.e.. bl, bl, al) b1.m2(b1,a1);
A al = new A();
. hsi:1,s1:1,s3:1i B b3 = al.ml(al);
hss3; s1i o B bl = new B(0);
(i.e.:b1, b1, al) b1.m2(b1,al);
. i . B bl = new B(0);
|"B1'52i hS]_.l, 32.1, null 1 B b2 = new B(O),
' (i.e.ibl,b2,nul ) | bLm2(b2,null);

Figure2. Threeexampleapplicationsof the extendoperator

2 Technique

An object-orientedunit test consistsof a sequenceof
methodcalls that set up state(such as creatingand mu-
tating objects),and an assertionaboutthe resultof the -
nal call. This sectiondescribesa randomized feedback-
directedtechniquefor generatingsuchunit tests.

2.1 Metho d Sequences

A methodsequencgor simply sequencds asequencef
methodcalls. Eachcall in the sequencéncludesa method
nameand input algumentswhich canbe primitive values
(i.e., constantdike 0, true or null ) or referencevalues
returnedby previousmethodcalls. (We treattherecever, if
ary, asthe rst input argument.)We write s:i to meanthe
valuereturnedby thei-th methodcall in sequence. This
notationappliesonly to non-wid methods.

Whengiving thetextual representationf asequenceye
print it ascodeandassignidenti ers (names)o returnval-
uesof methodcalls. Thisis only for easeof understanding;
speci c identi ers arenot partof a sequenceandareonly
necessarywhenoutputtinga sequencascode.

2.2 Extending sequences

This sectionde nes an extensionoperationthat takes
zeroor moresequenceandproduces nen sequenceEx-
tensionis the coreoperationof the feedback-directeden-
erationalgorithm. The extensionoperationcreatesa new
sequencdy concatenatings input sequenceandappend-
ing a methodcall at the end. More formally, the operator
extend(m segsyals)takesthreeinputs:

m is a methodwith formal parametergincluding the

seqsis alist of sequences.



GenerateSequencesfassescontracts lter s, timeLimif)

1 errorSeqs fg // Theirexecutionviolatesa contract.

2 nonErorSeqs fg // Their executionviolatesno contract.
s while timeLimitnotreachedio

4+ /I Createnew sequence

s m(Ty:::Tx) randomPublicMethogtlasse}

6 bhseqsvald randomSeqsAnd\(nonErorSeqsT: @ :: Tk)
7 newSe extendm; seqsvals

s // Discad duplicates.

o if newSe 2 nonErorSeqq errorSeqghen

10 continue

11 endif

12/l Executenew sequencandched contracts.
13 ho;violated  executénewSey; contracty
14/ Classifynew sequencandoutputs.

s if violated= truethen

16 errorSeqs errorSeqq fnewSelg

17 else

18 nonErorSeqs nonErorSeqy fnewSeg

19 setExtensibleFlaggnewSaey; Iter s;0) // Apply lter s.
20 endif

21 endwhile

22 returntnonErmorSeqserrorSeqs
Figure3. Feedback-directegeneratioralgorithmfor sequences.

is a primitive value, or it is thereturnvalues:i of the
i-th methodcall for a sequence appearingn seqs

The resultof extend(m,segs,vals) is a new sequencéhat
is theconcatenatioof theinputsequenceseqsn theorder

Figure 2 shavs three examplesof applying the operator
Both reuseof a value (asillustratedin the rst example)
anduseof distinctduplicatesequencegasillustratedin the
third example)arepossible.

2.3 Feedback-directed generation

Figure3 shavsthefeedback-directethndomgeneration
algorithm. It builds sequenceicrementally startingfrom
anemptysetof sequencesAs soonasasequences built, it
is executedo ensurghatit createsion-redundaréndlegal
objects,asspeci edby lter sandcontracts Thealgorithm
takesfour inputs: a list of classesfor which to createse-
guencesa list of contracts alist of Iter s, andatime limit
(timeLimif afterwhich the generatiorprocesstops.RAN-
DOOP providesdefault contracts, Iters, andtime limit (2
minutes) sotheonly requiredargumenis thelist of classes.

A sequencehas an associatedbooleanvector: every
value s:i hasa boolean ag s:i.extensiblethat indicates
whetherthe given valuemay be usedasaninput to a nev
methodcall. The ags areusedto prunethe searchspace:
the generatorsetsa value's extensible ag to falseif the
valueis considerededundanbr illegal for the purposeof
creatinga new sequence.Section2.4 explains how these
ags areset.

Sequencereationrst selectsamethodm(Ty::: Tk) at
randomamongthepublic methodsf classegline 5). Next,
it tries to apply the extensionoperatorto m. Recall that
the operatoralsorequiresa list of sequencesanda list of
values;the helperfunctionrandomSeqsAn@ & T : :: Ty)
(calledonline 6 of Figure 3) incrementallybuilds a list of
sequenceseqgsand a list of valuesvals At eachstep,it
addsavalueto vals andpotentiallyalsoa sequencéo seqs
For eachinputargumentof typeT;, it doesthe following:

If T; is a primitive type, selecta primitive valuefrom a

x ed pool of values. (In the implementationthe primi-

tive pool containsa small setof primitiveslike-1, 0, 1,

'a'’ ,true , etc.,andcanbeaugmentedy the useror by

othertools.)

If T; is areferenceype,therearethreepossibilities:use
avaluev from a sequencéhatis alreadyin seqgs select
a (possiblyduplicate)sequencdérom nonErrorSeqsadd
it to seqs andusea valuefrom it; or usenull . Theal-

gorithmselectsamongthesepossibilitiesat random.(By

default,it useswll  only if nosequencé nonErrorSeqs
producesa value of type T;.) Whenusinga valuev of

typeT; producedby an existingsequencghevaluemust
beextensiblethatis, v:extensible= true.

ThesequencaenSeds theresultof applyingtheextension
operatorto m, seqsandvals(line 7). Thealgorithmchecks
whetheran equivalentsequencevas alreadycreatedin a
previousstep(lines9-11). Two sequenceareequialentif
they translateto the samecode,modulovariablenames.If
newvSedis equivalentto a sequencén nonErorSeqsor er-
rorSeqsthealgorithmtriesagainto createa new sequence.

Now, the algorithm has createda new (i.e. not
previously-created) sequence. The helper function
exeute(newSe; contracts) executeseachmethodcall in
the sequenceand checksthe contractsafter eadh call. In
otherwords, the contractsexpressinvariantpropertieshat
hold both at entry and exit from a call. A contracttakes
asinput the currentstateof the system(the runtimevalues
createdin the sequenceso far, and ary exceptionthrown
by thelastcall), andreturnssatis ed or violated (Thister
minology differsfrom someotherusesof “contract” in the
literature.) Figure4 shaws the default contractghat RAN-
DOOP checks.

The outputof executels the pair ho; violated consisting
of the runtime valuescreatedduring the executionof the
sequencé,anda boolean ag violated The ag is setto
trueif atleastone contractwasviolated during execution.
A sequencéhat leadsto a contractviolation is addedto
the seterrorSeqg(lines 15 to 16). If the sequencédeadsto
no contractviolations,line 18 addsit to nonErrorSeqsand
line 19 applieslters toit (seeSection2.4).

2We usea bold sans-serifont for variablesthathold runtimevaluesof
theclassesindertest.



Method
contract |description

Exception| methodthrons no NullPointerException
(Java) if noinputparametewasnull
methodthrows no AssertionError
Exception| methodthrowvs no NullReferenceException

(.NET) if noinputparametewasnull
methodthrows no IndexOutOfRangeException
methodthrows no AssertionError
Object
contract | description
equals o.equals(o)  returnstrue
o.equals(o) throwsnoexception
hashCodg o.hashCode() throws no exception
toString | o.toString() throws no exception

Figure 4. Default contractschecled by RANDOOP. Userscan
extendthesewith additionalcontractsjncluding domain-speci ¢
ones. A contractis createdprogrammaticallyby implementinga
publicinterface.

RANDOOP outputsthetwo input setsnonErrorSegsand
errorSeqgsas JUnit/NUnit tests,along with assertiongep-
resentingthe contractschecled. The rst setcontainsse-
guenceghat violate no contractsand are considerechon-
redundantindlegal with respecto the lters given. These
are teststhat the testedclassespass;they could be used
for regressiontesting. The secondset containssequences
thatviolate oneor morecontracts.Theseareteststhatthe
classedail; they indicatelik ely errorsin thecodeundertest.

2.4  Filtering

Line 19 of Figure 3 applies Iter s (given as inputsto
the algorithm) that determinewhich valuesof a sequence
areextensibleandshouldbe usedasinputsto nev method
calls. A lter takesasinput a sequencendthe valuesre-
sulting from its execution. As a resultof applyinga I-
ter to a sequences, the Iter may setsomes:i.extensible
ags to false with the effect that the value will not be
usedas input to nev methodcalls. The helperfunction
setExtensibleFlaggnewSe; Iter s;o) in line 19 iterates
throughthelist of Iters givenasinputto thealgorithmand
applieseach Iter to newSeqn turn. Below we describethe
three Iters thatRANDOOP useshy default.

Equality. This lter usestheequals() methodto de-
termineif theresultingobjecthasbeencreatecbefore.The
Iter maintainsa setallobjs of all extensibleobjectsthat
have beencreatedby the algorithmacrossall sequencex-
ecutions(the set can include primitive values, which are
boxed). For eachvalue nenSed in the sequenceit sets
newSegq .extensibleto falseif theruntimeo corresponding
to newSed is suchthat9o' 2 allobjs : o:equals( 0').

This heuristicprunesary objectwith the sameabstract
value as a previously-createdralue, evenif their concrete
representationgiffer. This might causeRANDOOP to miss

anerror, if methodcalls on themmight behae differently.
The heuristicworkswell in practicebut canbe disabledor
re ned by theuser For instanceit is straightforwardto use
re ection to write amethodthatdeterminesvhetherntwo ob-
jectshavethesameconcreteaepresentatio(thesamevalues
for all their elds), or a usercould specify more sophisti-
catedcomputation$o determineobjectequality[30].

Null. Null dereferencexceptionscausedy usingnull
asanargumentareoftenuninterestingandusuallypointto
the (possiblyintentional)absencef a null checkonthear-
guments.However, whena null dereferencexceptionoc-
cursin the absencef ary null valuein the input, it often
indicatessomeinternalproblemwith the method.Thenull
Iter setsnewSed .extensibleto falseiff the corresponding
objectis null

Null agumentsarehardto detectstaticallybecausehe
argumentgo amethodn asequencéhemselesareoutputs
of othersequencednsteadthenull Iter checkghevalues
computeddy executionof aspeci ¢ sequence.

Exceptions. Exceptionsfrequentlycorrespondo pre-
conditionviolationsfor amethod andthereforethereis lit-
tle point extendingthem. Furthermorean extensionof the
sequenceavould leadto an exceptionbeforethe execution
completesThis Iter preventstheadditionof asequencéo
the nonErorSeqssetif its executionleadsto anexception,
evenif theexceptionwasnota contractviolation.

2.5 Rep etition

Sometimesagoodtestcaseneedgo call agivenmethod
multiple times. For example,repeatedtallsto add maybe
necessaryo reachcodethatincreaseshe capacityof acon-
tainerobject,or repeatedallsmayberequiredo createwo
equivalentobjectsthat cancausea methodlike equals  to
godown certainbranchesTo increasehechanceshatsuch
casesarereachedyve build repetitiondirectly into the gen-
erator asfollows. Whengeneratinga new sequencewith
probabilityN , insteadf appendingsinglecall of achosen
methodm to createa new sequencethe generatoappends
M calls,whereM is choseruniformly at randombetween
0 andsomeupperimit max. (max andN areusersettable;
thedefaultvaluesaremax = 100andN = 0:1.) Thereare
otherpossiblewaysto addrepetitionto the generatole.g.,
we couldrepeatparametersr entiresubsequences).

3 Evaluation

This sectionpresentsthe resultsof three experiments
that evaluate the effectivenessof feedback-directedan-
dom input generation.Section3.1 evaluatesthe coverage
that RANDOOP achiezeson a collection of containerdata
structuresand comparest with that achieved by system-
atic input generationtechniquesimplementedin the JPF
model checler [26, 28]. Section3.2 usesRANDOOP to
generatetest inputs that nd API contractviolations on



coverage time (seconds)
[ pe][ RP[[ 9PR [[RRy | | 9PF]] RP [[3PR, [] RRy |

o |BinTree | 78| 78|| .78][ 78| [0.14][0.21] 0.14][ 013
¥ ©|BHeap | .95|| 95|| .95|| 86| | 43][059| 62| 66
S 8 |FibHeap| 1| 1 1| e8| | 23|loe3|] 1i]| 27

TreeMap| .72[| .72|| .72|| 68| |o.6s|l08a|| 15| 1.9
o o |BinTree |532]| 54| 521|| 539] [041]| 16[ 20| 42
S 2|BHeap | 101]101]] 883|| 585| | 98| 42| 12]| 15
€ 8 |FibHeap| 93|| 96]| 86| 90.3| | 95| 6.0]| 16| 67
TreeMap| 106(| 106|| 104|| 55| | 47|| 10| 10| 1.9

JPF : Best-performingf 5 systematidechniquesn JPF
RP : RANDOOP: Feedback-directechndomtesting.

JPR, : Undirectedrandomtestingimplementedn JPE

RR, : Undirectedrandomtestingimplementedn RANDOOP.

Figure5. Basicblock coverage(ratio) andpredicatecoverage(ab-
solute)achieved by four input generatiortechniques.

14 widely-usedlibraries,andcomparesvith JPFandwith
undirectedrandomtesting (asimplementedn RANDOOP
andin JCrashef3]). Section3.3usesRANDOOP-generated
regressiortestcasego nd regressiorerrorsin threeindus-
trial implementation®f the Java JDK.

3.1 Generating test inputs for containers

Containerclassediave beenusedto evaluatemary input
generatiortechnique$18, 31, 30, 27, 28]. In arecentpaper
[28], Visseretal. comparedasicblock andaform of predi-
catecoveragg1] achieredby severalinputgeneratioriech-
nigueson four containerclasses:a binary tree (BinTree
1541L.0C), abinomialheap(BHeap, 355L0OC), a bonacci
heap(FibHeap , 286LOC), andared-blackiree(TreeMap,
580 LOC). They useda form of predicatecoveragethat
measureghe coverageof all combinationof a setof predi-
catesmanuallyderivedfrom conditionsin the sourcecode.
They comparedthe coverageachieved by six techniques:
(1) modelchecking,(2) modelcheckingwith statematch-
ing, (3) model checkingwith abstractstatematching,(4)
symbolic execution, (5) symbolic executionwith abstract
statematching,and(6) undirectedandomgeneration.

Visseretal. reportthatthetechniquethatachiesedhigh-
estcoveragewasmodelcheckingwith abstracstatematch-
ing, wherethe abstractstaterecordsthe shapeof the con-
tainer and discardsthe datastoredin the container For
brevity, we'll refer to this techniqueas shape abstac-
tion. Shapeabstractiordominatedall othersystematicech-
niguesin the experiment: it achieved higher coverage,or
achievedthe samecoveragen lessettime, thanevery other
technique’> We comparedeedback-directedandomgen-

SRandomgenerationvasableto achiere the samepredicatecoverage
asshapeabstractiorin lesstime, but this happeneanly for 2 (out of 520)
“lucky” runs.

erationwith shapeabstraction.For eachdatastructure we
performedhefollowing steps.

1. We reproducedVisseret al.'s resultsfor shapeabstrac-
tion on our machine(Pentium4, 3.6GHz,4G memory
running DebianLinux). We usedthe optimal parame-
tersreportedin [28] (i.e., the parametergor which the
techniqueachieveshighestcoverage).

2: We ran RANDOOP on the containers,specifying the
samemethodsundertestas[28]. Randomtestinghas
no obviousstoppingcriterion;we ran RANDOOP for two
minutes(its default time limit).

3: To compareagainstunguidedrandomgeneration,we
alsoreproducedvisseret al!'s resultsfor randomgen-
eration,usingthe samestoppingcriterion as[28]: gen-
erationstopsafter 1000inputs.

4. To obtaina seconddatapointfor unguidedrandomgen-
eration,we ran RANDOOP a secondime, turning off all
Iters andheuristics.

As eachtool ran, we tracked the coverageachiezed by the
testinputsgeneratedgofar. Everytime anew unit of cover-

age (basicblock or predicate)was achieved, we recorded
the coverageand time. To record coverage,we reused
Visseretal.'s experimentainfrastructurewith smallmodi-

cations to tracktime for eachnew coverageunit. For basic
block coveragewe reporttheratio of coverageachievedto

maximumcoveragepossible. For predicatecoverage,we

report(like Visseret al. [28]) only absolutecoverage,be-
causethe maximumpredicatecoverageis not known. We

repeateckachrun tentimeswith differentseedsandreport
averages.

Figure 5 shaws the results. For eachh techniquecon-
taineri pair, we reportthe maximum coverageachiered,
andthetime at which maximumcoveragewasreachedas
trackedby the experimentaframework. In otherwords,the
time shavn in Figure 5 representshe time that the tech-
niguerequitedin orderto achieveits maximuncoverage—
afterthattime, no more coveragewas achievedin the run
of thetool. (But the tool may have continuedrunningun-
til it reachedts stoppingcriterion: on average gachrun of
JPFwith shapeabstractiortook a total of 89 secondsthe
longestrun was 220 secondsfor TreeMap . Every run of
RANDOOP took 120secondsits defaulttime limit.)

For BinTree , BHeap and TreeMap , feedback-directed
randomgenerationachieved the sameblock and predicate
coverageas shapeabstraction. For FibHeap , feedback-
directedrandomgeneratiorachiezed the sameblock cov-
erage,but higher predicatecoverage(96 predicatesthan
shapeabstraction93 predicates) Undirectedrandomtest-
ing was competitve with the other techniquesn achie/-
ing block coverage. For the more challengingpredicate
coveragepothimplementation®f undirectedandomtest-
ing alwaysachievedlesspredicatecoveragethanfeedback-
directedrandomgeneration.



We shouldnotethatthecontainedatastructuresrenon-
trivial. For BHeap, to achieve the highestobsened block
coverageasequenceflengthl4isrequired28]. Thissug-
geststhatfeedback-directecandomgeneratioris effective
in generatingomple testinputs—onthesedatastructures,
it is competitve with systematid¢echniques.

FibHeap and BHeap have a larger input spacethan
BinTree andTreeMap (Visseretal. de ned moretestable
methoddor them,whichleadsto morepossiblesequences).
It is interestingthat for FibHeap and BHeap, feedback-
directedrandomgeneratiorachiezedequalor greaterpred-
icate coverageas shapeabstractionanddid so faster(2.3
timesfasterfor BHeap and15.8timesfasterfor FibHeap ),
despitethe highercompleity. This suggestshatfeedback-
directedrandomgeneratioris competitive with systematic
generatiorevenwhenthe statespaceis larger. (The obser
vationholdsfor muchlargerprogramsausedin Section3.2).

Anotherinterestingactis thatrepetitionof methodcalls
(Section2.5) was crucial. Whenwe analyzedthe inputs
createdby feedback-directedandomgenerationwe saw
that for FibHeap andTreeMap, sequenceshat consisted
of several elementadditionsin a row, followed by several
removals, reachedpredicateghat were not reachecby se-
guenceghat interleaved additionswith removals. This is
why undirectedandomgeneratiorachievedlesscoverage.

Two other systematictechniqueghat generatemethod
sequencefor containersaareRostra[30] and Symstra[31].
Rostrageneratesestsusingboundedexhaustve generation
with statematching. Symstrageneratesnethodsequences
usingsymbolicexecutionandprunesthe statespacebased
on symbolic state comparison. Unfortunately the tools
werenotavailableto us. Theauthorsof RostraandSymstra
remarled[29] thatfor evaluationpurposestheirtechniques
arecomparablevith thoseevaluatedby Visseretal.

Thebestmeasurdo evaluateinputgeneratioriechniques
is error detection,not coverage. Our resultssuggestthat
further experimentationis requiredto better understand
how systematiandrandomtechniquesomparen detect-
ing errorsin datastructures. The next sectionevaluates
feedback-directethndomgeneratiors errordetectiorabil-
ity on widely-usedlibraries,andcomparest with system-
aticand(unguidedyandomgeneration.

3.2 Checking API

In this experiment,we usedfeedback-directedandom
generationundirectedrandomgenerationand systematic
generatiorto createtestsuitesfor 14 widely-usedibraries
comprisinga total of 780KLOC (Figure 6). Section3.2.1
describeghe resultsfor feedback-directedandomtesting.
Section3.2.2 describeghe resultsfor systematictesting.
Section3.2.3 describeghe resultsfor undirectedrandom
testing.

To reducetheamountof testcasesve hadto inspectwe
implementecha testrunnercalled REDUCE, which canre-

contracts

public | public
Java libraries LOC |classesmethods| description

JaraJDK 1.5
java.util [ 39K] 204] 1019 Collectionstext, formatting,efc.
javax.xml | 14K] 68| 437 XML processing.
JakartaCommons
chain 8K 59 226 API for processo ws.
collections 61K| 402 2412] Extensiongo the JDK collections.
jelly 14K 99 724] XML scriptingandprocessing.
logging 4K 9 140| Event-loggingfacility.
math 21K 111 910[ Mathematicsandstatistics.
primitives 6K 294 1908| Type-safecollectionsof primitives.
public | public
.NET libraries |LOC |classesmethods|
ZedGraph 33K 125 3096| Creategplotsandcharts.
.NET Framevork
Mscorlib [185K] 1439 17763 .NET Framaevork SDK classlibraries.
System.Data [196K| 648] 11529 Provide accesdo systemfunctionality
System.Securﬁ{/ 9K 128 1175| anddesignedasfoundationon which
System.XmlI  [I50K| 686 9914 .NET applicationscomponentsand
WehServices | 42K| 304 2527| controlsarebuilt.

Figure6. Librariesusedfor evaluation.

placeJUnitor NUnit. Likethosetools,REDUCE shovsonly
failing tests but REDUCE only shavs a subsebf thefailing
tests. REDUCE patrtitionsthe failing testsinto equivalence
classeswheretwo testsfall into the sameclassif their ex-
ecutionleadsto a contractviolation afterthe samemethod
call. For example,two teststhat exhibit a contractfailure
after a call to the JDK methodunmaodifiableSet(Set)
belongto the sameequialenceclass.This stepretainsonly
onetestper equivalenceclass(chosenat random);the re-
mainingtestsarediscarded.

3.2.1 Feedback-directedrandom generation
For eachlibrary, we performedhefollowing steps:

1. We ran RANDOOP on a library, specifyingall the pub-
lic classesastargetsfor testing. We usedRANDOOP's
default parameter¢contractdrom Figure4, Iters from
Section2.4,and2 minutetime limit). The outputof this
stepwasatestsuite.

2. We compiledthetestsuiteandranit with REDUCE.

3. We manuallyinspectedhefailing testcaseseportedby
REDUCE.

For eachiteration,we reportthefollowing statistics.

1. Testcasegyenerated.Thesizeof thetestsuite(number
of unit tests)outputby RANDOOP.

2. Violation-inducing testcasesThenumberof violation-
inducingtestcaseutputby RANDOOP.

3. REDUCE reportedtestcases.Thenumberof violation-
inducing test casesreportedby REDUCE (after reduc-
tion and minimization) when run on the RANDOOP-
generatedestsuite.

4. Error-revealing test cases. The numberof testcases
reportedby REDUCE thatrevealedanerrorin thelibrary.
We madethis determinatiorasfollows.



violation- | REDUCE | error- errors
testcases| inducing | reported | revealing per
library generated| testcaseq testcaseg testcaseg errors | KLOC
JaraJDK
java.util 22,474 298] 20] 19 6 .15]
Javaxxml 15,311 315 12] 10 2| 14|
JakartaCommong
chain 35,766 1226 20 0 0 0
collections 16,740 188 67 25 4 .07
jelly 18,846 1484 78 0 0 0
logging 764 0 0 0 0 0
math 3,049 27 9 4 2 .09
primitives 49,789 119 13 0 0 0
ZedGraph 8,175 15] 13] 4 4 12]
.NET Framevork
Mscorlib 5,685 51 19 19 19 .10
System.Data 8,026 177 92 92 92 A7
System.Securit 3,793 135 25 25 25 2.7
System.Xml 12,144 19 15 15 15 .10
WehServices 7,941] 146 41 41 41 .98
[Total [[ 208503  4200] 424] 254]  210] |

Figure7. Statisticsfor testcasegjeneratedyy RANDOOP. Section
3.2.1explainsthemetrics.

Javalibraries. We labeleda testcaseaserrorrevealing
only if it violatedanexplicitly statedoropertyin thedoc-
umentatiorfor thecodein question.

.NET libraries. The designguidelinesfor .NET require
thatpublic methodsespecthecontractsn Figure4 (i.e.
.NET hasa strongerspeci cation).We labeledeachdis-
tinct methodthat violated a contractasan error for the
.NET programs:a methodthat leadsto the contractvi-
olation eithercontainsan error, fails to do properargu-
ment checking,or fails to preventinternal errorsfrom
escapingo theuserof thelibrary. Becausé€REDUCE re-
portsonetestcaseper suchmethod,REDUCE-reported
test casescoincide with errorrevealing test casesfor
.NET.

5. Err ors. Thenumberof distincterrorsuncoveredby the
errorrevealingtestcasesWe counttwo errorsasdistinct
if xing themwould involve modifying differentsource
code.

6. Errors per KLOC. The numberof distinct errorsdi-
vided by the KLOC countfor thelibrary.

Err ors discovered. Figure7 shavs the results.RANDOOP

createcdhtotal of 4200distinctviolation-inducingtestcases.

Of those,REDUCE reportedapproximatelyl0% (and dis-
cardedthe restas potentially redundant). Out of the 424
teststhat REDUCE reported 254 wereerrorrevealing. The
other170 wereillegal usesof the librariesor caseswvhere
the contractviolationswere documentedis normal opera-
tion. The 254 errorrevealingtestcasegointedto 210dis-
tinct errors.Next we give representatie examplesof theer

rors(for moredetails,seethelongertechnicalreport[24]).

Eight othermethodsin the JDK createcollectionsthat
return false  on s.equals(s) (like Figure 1). These
eight methodssharedsome code, and togetherthey re-
vealedfour distinct errors. In the Jakartalibraries, a ma-

trix classs implementationof hashCode fails to handlea
valid object con guration wherea specic eld is null

In adifferenterror, aniteratorobjectthrows a NullPoin-
terException if initialized with zero elements(also a
valid con guration). In the .NET libraries, 155 errorsare
NullReferenceException sin the absenceof null in-
puts, 21 are IndexOutOfRangeException s, and 20 are
violations of equals , hashCode or toString  contracts.
RANDOOP alsoled usto discover nonterminatindpehaior
in System.Xml. This error wasassignedhe highestprior-
ity ranking(it canrenderunusableanapplication)andwas
x edalmostimmediately

3.2.2 SystematicTesting

To compardeedback-directechndomtestingwith system-
atic testing, we usedJPFto testthe Java libraries. JPF
doesnot actuallycreatemethodsequences—tmake it ex-
plore methodsequenceghe userhasto manuallywrite a
driver programthat nondeterministicallycalls methodsof
the classesindertest,and JPFexploresmethodsequences
by exploring the driver (for instance,Visseret al. wrote
driver programsfor the containerexperiments[28]). We
wrote a universal driver generatomwhich, given a set of
classescreatesa driver that exploresall possiblemethod
sequencesip to somesequencedength, using only public
methodsand constructors. For this experiment,we aug-
mentedthe drivers with the codethat checled the same
contractsas RANDOOP (Figure4). We performedthe ex-
perimentson a Pentium4, 3.6GHz,4G memory running
DebianLinux.

For eachlibrary, we generate@ universaldriverandhad
JPFexplorethedriver until it ranout of memory We spec-
i ed sequencédength 10 (this was greaterthanthe length
requiredto nd all theJava errorsfrom Figure7). We used
JPFS breadth- rstsearchstrateyy, asdonefor all system-
atic techniquesn [28]. In thatpaper Visseretal. suggest
thatBFSis preferablehanDFSfor thiskind of exploration
scenario.We usedJPF5 default statematching(shapeab-
stractionis not currentlyimplementedn JPF, otherthanfor
thefour containerdrom Section3.1).

For all thelibraries,JPFranoutof memory(after32 sec-
ondson average)withoutreportingary errors.Considering
the size of the libraries, this is not surprising,as JPFwas
barelyableto explorethelibrariesbeforestatespacesxplo-
sionbecamea problem.

RANDOOP was able to explore the spacemore effec-
tively not becauset exploreda larger portion of the state
space—ibnly exploredatiny fractionof anenormoustate
space. For example, java.util declaresabout 1000 pub-
lic methods;considerhow mary sequencesf length 10
arepossible. While JPFthoroughlysampleda tiny, local-
ized portion of the space,RANDOOP sparselysampleda
larger portion. Our resultssuggesthat for large libraries,



sparse global samplingcan reveal errorsmore ef ciently
thandense]ocal sampling.

JCUTE[25] performsconcolictesting asystematitech-
niguethatperformssymbolicexecutionbut usesrandomly-
generatedestinputs to initialize the searchand to allow
the tool to make progresswhen symbolic executionfails
due to limitations of the symbolic approach(e.g. native
calls). Comparingfeedback-directedandom generation
with concolictestingwould be interesting. Unfortunately
JCUTE crashedwhen compiling the drivers generatedor
the classedecausat could not handledriversof the size
generatedor our subjectprograms.

3.2.3 UndirectedRandom Testing

To measurahe bene ts of feedback-directedandomtest-
ing versusundirectedrandomtesting,we reranRANDOOP
asdescribedn Section3.2.1a secondime, usingthe same
parametersbhut disablingthe userof Iters or contractsto
guidegeneration Acrossall libraries,unguidedgeneration
createdl,326 violation-inducingtest cases. Out of these,
REDUCE reported60 testcasesall of which pointedto dis-
tinct errors(58 in the .NET libraries,and?2 in the Java li-
braries). Undirectedgenerationdid not nd ary errorsin
java.utilor javax.xml,andwasunableto createhesequence
thatuncoveredthein nite loop in System.Xml(to con rm
thatthiswasnot duesimply to anunlucky randomseedwe
ran RANDOOP multiple times using differentseeds;undi-
rectedgeneratiomeverfoundthebug).

JCrashef3] is anindependenimplementatiorof undi-
rectedrandomtestgeneratiorwhosegoalis to uncover ex-
ceptionalbehavior that pointsto an error  JCrasheran-
domly generategests, then removes teststhat throw ex-
ceptionsnot consideredy JCrasheto be potentiallyfault-
revealing. We usedJCrasheto generatdestcasedor the
Javalibraries.JCrashetakesasinputalist of classego test
anda “depth” parametethat limits the numberof method
callsit chainstogether We ran JCrashemwith maximum
possibledepth.

JCrasheranfor 639secondscreated total of 698fail-
ing testcasespf which 3 wereerrorrevealingandrevealed
onedistincterror (usingthe samecountingmethodologyas
in Section3.2.1). Jcrashecreatedmary redundanandil-
legal inputsthat could be detectedusingfeedback-directed
heuristics. See[24] for a detaileddescriptionof the test
cases.

Recentvork hasintroduceda new tool, Check'n' Crash
[4], thatimprovesJCrasheby replacingits randomgener
ationby constraintsolving. It would beinterestingto com-
parethis techniqueo ours,or to combinetheir strengths.

3.3 Regression and compliance testing

This sectiondescribesa casestudy in which we used
feedback-directechndomtestingto nd inconsistenciebe-

tweendifferentimplementationof the sameAPI. As our
subjectprogram,we usedthe Java JDK. We testedthree
commerciaimplementationsSun1.5, Sun1.6 beta2, and
IBM 1.5. The goal was to discover inconsistenciese-
tweenthe libraries which could point to regressionerrors
in Sun 1.6 beta2 or complianceerrorsin either of the li-
braries. RANDOOP canoptionally createa regressionora-
clefor eachinput,whichrecordsheruntimebehaior of the
programunderteston theinput by invoking obsener meth-
odson the objectscreatedby theinput. RANDOOP guesses
obsener methodsusinga simple stratgyy: a methodis an
obserer if all of the following hold: (i) it hasno param-
eters, (i) it is public and non-static,(iii) it returnsvalues
of primitive type (or String ), and (iv) its nameis size ,
count ,length ,toString , or beginswith get oris .

We ranRANDOOP on Sunl.5,usingthe optionthatcre-
atesregressionoraclesand the default time limit. RAN-
DOOP generatedi1,046regressiontestcases. We ran the
resultingtestsuiteusingSun1.6 betaandasecondime us-
ing IBM 1.5. A total of 25testcasedailedon Sun1.6,and
73 testcasedailedon IBM 1.5. Oninspection,44 out of
the 98 testcasesevealedinconsistenciethatuncovered12
distincterrorsin theimplementationgotherinconsistencies
re ected differentimplementation®f a permissve speci -
cation).See[24] for thespeci c inconsistencies.

All distributed JDKs must passan extensive compli-
ancetest suite (https://jck.dev.java.net/ , regret-
tably not availableto the public nor to us). Nevertheless,
RANDOOP was ableto nd errors undiscavered by that
suite.Internally, IBM extensvely usescomparisongsgainst
the Sun JDK during testing, but they estimatethat it will
take 100 person-yearso completethat comparatie test-
ing [16]. A tool like RANDOOP could provide someau-
tomatedsupportin thatprocess.

4 RelatedWork

Automatictestinputgeneratioris anactiveresearclarea
with arich literature. We focus on input generatiortech-
niguesthatcreatemethodsequences.

Input space representation. Techniquesthat generate
methodsequencesust rst describewhat a methodse-
guenceis. Despitethe apparensimplicity of sucha task,
previous representationare not expressve enoughto de-
scribeall methodsequencethatcanbe createdor a setof
classes.

Rostra[30] and Symstra[31] internally useHenkel and
Diwan's term-basedrepresentatiofjl7, 29]. For exam-
ple, the term pop(push(s,i).state) is equivalent to
the sequence.push(i); s.pop() . Thisrepresentation
cannotexpressreuseof an object (aliasing): the sequence
Foo f = new Foo(); f.equals(f) is not expressible
asaterm. The representatioralso cannotexpressmuta-
tion of an objectvia a methodthat mutatesits parame-



ter: the sequenceiist | = new ArrayList();
Collections.shuffle(l); l.add(2) is not express-
ible asaterm. While not explicitly stated JCrashef3] and
Eclat[23] follow anequivalentrepresentatioandthussuf-
fer from the samedack of expressiveness.

Random testing. Randomtesting[14] hasbeenusedto
nd errorsin mary applicationsa partiallist includesUnix
utilities [19], Windows GUI applicationg10], Haslell pro-
gramg[2], andJava programg3, 23, 22].

JCrashel3] createstestinputs by using a “parameter
graph”to nd methodcalls whosereturnvaluescansene
as input parameters. RANDOOP doesnot explicitly cre-
ate a parametergraph; insteadit usesa componentset

of previously-createdsequenceso nd input parameters.

RANDOOP createsfewer redundantandillegal inputs be-
causeit discardscomponentsequenceshat createredun-
dant objectsor throw exceptions. JCrashercreatesevery
inputfrom scratchanddoesnot useexecutionfeedback.

Feedback-directetest generationwas introducedwith
theEclattool [23] (developedby two authorsof this paper).
Like RANDOOP, Eclatcreategeststhatarelik ely to expose
errorsby performingrandomgeneratioraugmentedy au-
tomaticpruningbasedn executionresults.Eclatprunesse-
guenceshatappeato beillegal becaus¢hey makethepro-
grambehae differentlythana setof correcttraining runs.
The previous work focusedon automaticclassi cation of
testsin theabsencef anoracle.

The presentwork presentsan orthogonalset of tech-
niguesthatfocusongenerating setof behaiorally-diverse
testinputs,including statematchingto pruneredundantb-
jects, repetitionto generatdow-lik elihoodsequencesra-
clesbasednAPI contractghatcanbeextendedby theuser
and regressionoraclesthat capturethe behaior of a pro-
gramwhenrun onthegeneratedhput. Eclat's performance
is sensitveto thequality of thesamplesxecutiongivenasan
inputto thetool. SinceRANDOOP doesnotrequireasample
execution,it is not sensitve to this parameter Finally, the
presentvork contributesa numberof experimentalevalua-
tions,includinga comparisorwith JPFE awidely-usedtool.
An experimentalcomparisonof Eclat and RANDOOP (or
their combination)s aninterestingavenuefor future work,
asit couldhelpunderstandhe strengthsindweaknessesf
differentfeedback-directedpproaches.

Systematictesting. Many techniqueshave beenproposed
to systematicallyexplore methodsequencef30, 4, 31,12,
25, 5, 28. Boundedexhaustve generationhasbeenim-
plementedn toolslike Rostra[30] andJPF[28]. JPFand
Rostrasharethe useof statematchingon objectsthat are
receversof a methodcall, andprunesequencethatcreate
aredundantecever. RANDOOP performsstatematching
on valuesotherthanthe recever andintroducesthe ner-
grainedconceptof a sequencéhat createssomeredundant
and somenonredundanbbjects(using a boolean ag for

eachobjectin the sequence).Only sequenceshat create
nothing but redundantobjectsare discarded. Rostraand
JPFdo not favor repetitionor usecontractsduring gener
ationto pruneillegal sequencesr createoracles.Rostrais
evaluatedon a setof 11 small programs(34—1000LOC),
and JPFSs sequenceenerationtechniqueswvere evaluated
on 4 datastructuresneithertool found errorsin the tested
programs.

An alternatve to boundedxhaustve explorationis sym-
bolic execution,implementedin tools like Symstra[31],
XRT [12], JPF[2§, andjCUTE [25]. Symbolicexecution
executesmethodsequencesvith symbolic input parame-
ters, builds path constraintson the parametersand solves
the constraintdo createactualtestinputswith concretepa-
rameters.

Check-n-Crash4] createsabstractconstraintsover in-
putsthat causeexceptionalbehaior, andusesa constraint
solver to derive concretetestinputsthat exhibit the behav-
ior. DSD[5] augment&heck-n-Craskvith adynamicanal-
ysisto lter outillegalinputparameters.

Combining random and systematic. Fegusonand Ko-

rel [9] proposedan input generatiortechniquethat begins
by executingthe programundertestwith a randominput,

and systematicallymodi es the input so that it follows a
differentpath. Recentwork by Godefroidetal [11, 25] ex-

ploresDART, asymbolicexecutionapproachhatintegrates
randominput generation.RANDOOP is closerto the other
side of the random-systematispectrum:it is primarily a
randominput generator but usestechniqueshat impose
somesystematizationn the searchto make it more effec-
tive. Our approachandmore systematiapproachesepre-
sentdifferenttradeofs of completenesandscalability and
thuscomplemeneachothet

Comparing random and systematic. Theoreticalstudies
have shavn thatrandomtestingis aseffective asmoresys-
tematictechniquesuchaspartitiontesting[15, 20]. How-
ever, the literature containsrelatively few empirical com-
parisonsof randomtesting and systematictesting. Fer
gusonandKorel comparedasicblock coverageachieved
by inputs generatedising their chainingtechniqueversus
randomlygeneratednputs[9]. Marinov et al. [18] com-
paredmutantkilling rateachiezedby a setof exhaustvely-
generatedestinputswith arandomly-selectedubsebf in-
puts. Visseret al. [28] comparedbasicblock anda form
of predicatecoverageachieved by model checking,sym-
bolic execution,and randomtesting. In all threestudies,
undirectedrandomtestingachieved lesscoverageor killed
fewer mutantsthanthe systemati¢echniques.

In previouswork [6], we comparecEclat's randomgen-
erationand classi cation techniqueq23] with Symclat,a
symbolicversionof Eclat. We conjecturedhatrandomgen-
erationmaybene t from usingrepetition;this wasthe mo-
tivationfor implementingrepetitionin RANDOOP.



5 Conclusion

Feedback-directedandomtesting scalesto large sys-
tems, quickly nds errors in heaily-tested, widely-
deployedapplicationsandachievesbehaioral coverageon
parwith systematid¢echniques.

The exchangeof ideasbetweerntherandomandsystem-
atic approachesould bene t both communities. Groce
et al. proposestructuralheuristics[13] to guide a model
checler; the heuristicsmight also help a randomtestgen-
erator Goingthe otherway, our notion of explorationus-
ing a componentet, or statematchingwhenthe universe
containsmorethanoneobject,could be translatednto the
exhaustvetestingdomain.Combiningrandomandsystem-
atic approachesanresultin techniqueghatretainthe best
of eachapproach.
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