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Threshold cryptosystems and signature schemes gi e ays
to distribute trust throughout a group and increase the a ailability of
cryptographic systems A standard approach in designing these protocols
is to base them upon e isting single ser er systems ha ing the desired
properties

T o recent single ser er signature schemes, one due to ennaro et
al , the other to Cramer and Shoup, ha e been de eloped hich are pro
ably secure using only standard number theoretic hardness assumptions
Catalano et al proposed a statically secure threshold implementation
of these schemes e impro e their protocol to ma e it secure against
an adapti e ad ersary, thus pro iding a threshold signature scheme ith
stronger security properties than any pre iously no n

As a tool, e also de elop an adapti ely secure, erasure free threshold

ersion of the aillier cryptosystem

he a thresh d ry t ra hy ist ena ea  ster eratin
ser erst se reyande ientyi e ents h ry t ra hi tasksassi n
in andde ry tin A thresh d ry t ra hi syste sh dre ain n ti na

and se reeen hena ratin say a st ne ha the ser ers e e
aii s his r e is e ti atedin ra ti e
ne the str n est ad ersaria de s in this settin isthes a ed
de n this settin the ad ersary rr tsser ers er
ti e de endin n its entire ie the tati n and n e in
rr ted the ayersha et hand ert the ad ersary their entire ta
ti n hist ry ie n thin an e erased
Ath hres tsin enera ti arty tati n  arantee easi iity

they ann t ediretya ied ith tin rrin a nsidera e
tati n enaty n ntrast thresh d rt saretai r ade ras ei task

at hand and are there re h re ra tia
e rin thresh d ry t ra hi syste s a ainst ada ti e atta ks has een
thes et e tensi ere entresear h ras re rees ti nsha eas

een nsidered e er n ne these a ers mnsidered the esti n



nstr tin ada ti eyse rethresh d ersi ns si nat reshe es r a y
se rea ainst ada ti e h sen essa e atta ks
n the ther hand stati a y se re thresh d ersi ns the ennar et

a and Cra er h si nat res he eshas een r sed y Cata
an eta n ike the ada ti e ad ersary the stati ad ersarys rr tin
strate y is inde endent the tati n hist ry and an eass edt e
edinad ane tiskn mnthatstatia yse re rt saren tneessariy
ada ti ey se re hie Cataan eta s estthatitis ssi et

t rn their stati a yse res ti nint an ada ti eyse re ne theyd n t
ieane iit mnstr tin

nthis a er ee tendthe r t Cataan et a and tain the rst
nstr ti n  eras re ree ada ti ey se re thresh d ersi n the Cra er
h si nat re s he e rres tsa yas e t the ennar eta

si nat re s he e Pra ti a thresh dsi nat res he es ith this ee se
rity ha en t eene hi ited e re
he rt Cataan eta is n
str ted as s rst they iease re rt rtheh nest t ri s
ad ersary ie the ad ersary h se rr tinstratey ay eadatie t
h annt rethe ayershe ntr st de iate r theirres etie r
t s hen theysh h t se reit a ainst an ad ersary that r es the
ayerst de iate r their rt sar itrariy n thisse nd ste they are
nya et e hiitstati se rity
r startin int isthe h nest t ri s rt Cataan eta n
rdert akeit ada ti eyse reintheeras re ree de e tiietheteh
ni esdet Cra ereta
Cra ereta sh h i en a thresh d ry t syste ith ertain desir
a e r ertiest se rey in the stati de te any arith eti ir it
he enera str t re their nstr ti nisas s thein tst the ir it
are ieninenry ted r he ir itise a ated ate y ate e a ate
ea h ate the ayersr na rres ndin r t rea e rthe ti
iati n ate the ayersr nas eia rt that nin tt i herte ts
and rd esa i herte t n e a the ates aree a ated
the ayers inty de ry tthe i herte t that rres ndst the t t the
ast ate Cra eret a r ide a stati a y se re ti iatin rt
and a stati a y se rethresh d ry t syste ith the re ired r erties
ee tend theres ts Cra ereta int ays e ser ethat their
ti iatin rt is ada ti ey se re nder a eaker de niti n that a
s r aiity ai re r idedthatthe nderyin thresh d ry t syste
isada ti eyse re and ee hi itanada ti eyse rethresh d ry t sys
te ith there ired r erties na ey esh h t se rethe eet
a ersi n  the Pai ier ry t syste a ainst the ada ti e ad ersary
e then the res tin ada ti ey se re ti iatin rt int a
siht di atin thehnest t ri s rt Cataan et a
hisa r ahhas re enera a iatins tisint itieysi ert n
str t rt sse rea ainst theh nest t ri s ad ersary than nes se



re a ainst the a ti e ad ersary n a t the rst res tsinse re ti arty
tati n ere this a r ided y rea e ne an n erta
rt rtheh nest t ri s aseint ne thatisse re a ainst an a
ti e and ada ti e ad ersary in the eras re ree de at nyas a st in
e ldeny

nthis a er e seastandard de t desri etheee tin rt
s and the a a iities the ad ersary e ass e the e isten e arties
ni atin erasyn hr n s r ad ast hanne ithr shin here ¢
a thresh d the ay e 1 ted he a e i re resent the
se rity ara eter
A i ited ay h set rr tany artyatany int

erthe ieti e thesyste as n asitd esnt rr t rethan arties
int ta he hies ay e ased ne erythin the ad ersary has seen t

that int a r ad ast essa es and the tati n hist ries a  ther

rr ted arties hen an ada ti e ad ersary rr ts a arty it is i en
the entire tati n hist ry that arty and takes ntr itsa ti ns r
the ie the syste te that this r hi its the h nest arties r akin

their interna states at any ti e
Ase eted se rity a rt

isde nedintheada ti e de sin thesi ati n aradi rany ada ti e
ad ersary there steistasi atr hi hintera ts ith t r idea
ie  hihis tati na yindistin isha e r thead ersarys ie the
rea rt he ain di ty in desi nin se re rt sintheada tie

de isin ein a et akethe essa es theh nest artiess h that there
are nsistent interna states that an e s ied t the ad ersary hen it
h sest rr tne arties n at e i desinthe rt s s h that

thesi atr ans y nsistent states n eha a h nest artiese et
ne hih e a the sin ein nsistent arty and den te e stress
that the in nsistent arty is h sen at rand y the asi atr and

re ainsthesa ethr h ta si atrs r tines
e 1 desi nsi at rsthats yas ita e ie t the ad ersary
r said an ther ay the ad ersarys ie i e
indistin isha e r area in atin

ieer rse i des e e r1r ted then e ay ass e that
the ad ersary dete ts the si atin erety e a the r a iity this
e ent the the rt n rder t ake ared tin r a sin e
ser er si nat res he et athresh d ersin e i re irethattheerr r e
nnne ii ys aerthan ne n arti ar e a se the err r T

rt s 1 e essthan
na r rt s any de iati n that is dete ta e ya h nest arties

i a sethe is eha in artyt ee dedr a rt s rtheie
the syste n dete tin a dish nest arty the thers restart



r the e innin nt iti ey thisstrate y re entsanad ersary r
ainin s ead antae y aiin t en its it ents a ter itnessin the
h nest arties ehair hisr e i a yineahr nd eery rt
een henn tstatede iity n rsi atrs e i ee iita t hen
is eha in arties a sethe r t t erestarted and hen they a sethe
ad ersaryt ere nd
An tea tther nde 1ieny thisr e then er r nds asin e
rt ee tinis nded ny y a nstant ti e  the thresh d

sine ne rr t arty ay r earestarte eryti e e er the ad ersary
an reat ta ny etrar ndst eee ted era in ati ns
hi hisane ii ea rtied st erthe ie the syste his ass es

that a r t sare nstantr nd hen n aii s arties are resent
hih i1 ethe ase

n this se ti n e address a s e ia kind er kn ede r aeda
irst es ari e rt sin thet arty settin  then
ede mnstrateh t i e entthe ina ti arty settin  sin
A reader a iiar iththe rk Cra ereta anski t
se ti n
he t arty rt s e se hereare ins
ary h nest eri er eret er kn ede r s kn ede ith eret
etenessin hi hthekn ed ee trat rneeds nyt di erent n er
sati nin rdert e tra ta itness ereerthereadert Cra ereta r
r a de niti ns

A is h ike a re
ar it ents he e a arty itst a a e yrnnin s e r a
iisti a rith nthe a e he it ent i esn in r ati na tthe
itted a e Ats e ater sta e the it ent y re eain
the itted a e and the rand ins sed y the it ent a rith
stnt ea et ndadi erent a e and rres ndin rand strin
that d yied the sa e it ent
rad r it ent s he es ha e ne additi na r erty there e ists
a hiha s ¢t nstr t it ents that he an en
ar itrariy s h that this heatin isn t dete ta e Cra ereta r ide
a r a de niti n
he a a ti arty rt is r any

arties t ake ai s kn edes hthata arties i e n ined
a ayersarehnest t ri s anaie ay ahiein this a ist

ake eah r er artii ate in a se arate t arty rt ith ea h
the ther ayers eer thisa rahin rssini ant ni ati n
erhead and itisn tse rea ainst an a ti e ad ersary sin e rt sare

nyh nest eri er er kn ed e



Part ane ient ti arty rt in es h sin a shared it
ha en estrin th hn arti ardistri ti nisre ired esi yneed
t di erent in ati nst enerate di erent ha en e strin s e e t ith

ne ii e r aiity he ha en es are enerated as s ina rer ess
in hase enerateakey ra isi n resistant hash n ti n r t
enerate a ha en e eah arty ntri tes ne rand it then

the hash ntinisa 1iedt the n atentati n these its t identi a
ha en es are reated then either thein tst thehash n ti n ereidenti a

hi h ha ens ith r a iityat st sin e at east ha the arties
areh nest ra  isi ninthehash n tinis nd
he etedesri tin a ti arty rt is as s ina re
r essin hase a i key ratrad r it ents he eis enerated
reah and is distri ted t a the arties y akeydistri tin rt
hi h hides thetra d r a es nasin e r hase s e s set

arties ntains the arties h aret r ekn ede

ah tes the rst essa e thet arty rt t
then r ad astsa it ent here is h senrand vy

y
A ha en e is enerated y the arties asdesri eda e  hissin e
haene i e sed ya the r ers

ah tes the ans e t the ha ene and r ad asts
ery arty an hekeery r y eriyin that and

that isana e tin n ersati nin thet arty rt
Cra ereta r ethese rity this r t a ainst a stati ad ersary
e ha e sh s that it is as se re in the ada ti e settin  sin the sin e
in nsistent arty te hni e e reer the reader t the ersi n this

a e rthe r

sean ada ti e h sen essa ese resi nat res he e s has Cra er

h and a se antia yse re ry t syste s h as Pai ier are

ien rsinat reshe e i e nstr ted as s esides the key air
rase resinat rea rith the key enerati na rith as

enerates the key air rs ese antia yse re ry t syste he

i key r theres tin si nat re she e i e hie

the se ret key is si  y the se ret key the nderyin si nat res he e ie
he si nat re and eri ati na rith s arethe sa e asin the si nat re
she e i en tiseasyt see yahy ridar ent that thisres tin si nat re
s he eisse rea ainst theada ti e h sen essa e atta k
n the in setins e i desriese re rt s rkey enerati n
andsi nin and ie r s se rity rthese rt s

Than s to an anonymous referee for suggesting this impro ement, due to ielsen 2



e a the Cra er h si nat re s he e he i key  the si ner is a
t e here isan A d ss hthat

and are th ri es and are a ed ri es the a es

are th adrati resid es d is a rand ri en er

isa isi nresistant hash ntin hesi nat re na essae isat e

s h that is a rand ri en er is a rand adrati

resid e d here —_— d

he key enerati na rith rthe Cra er h ry t syste  enerates

a i key and a se ret key r i key

i as in de a Pai ier i key here isa rd t t sae

ri es and has rder d and a i herte t d
r a rand

rkey eneratin r t int ee ient tsineitis ny arried
t ne thise ieny enaty an einred t i r eedint stes n
te the arties i r n a enera ti arty tati nt enerate the
i key as s ea h arty i ntri te a rand
strin heres tin key i e ted sin the ir it rsin eser er
key enerati n ith rand ness tained y thee sie r the s
hein tst te arethe a es ie the ins r te and
resh rand its hen sin enera PC the arties i te the
a iiaryin r atine atin the neser era rith r idedinse ti n
r the nderyin enera PC e an sethe r t det Cra eret
a hi h is ada ti ey se re and t erates any n er rr ti ns
e ne ha theser ers n rdert i e ent se re hannesre ired
y Cra ereta e sethenn ittin enry tintehni ed et
Canetti et a and a ardand iesen

he rt desrieda e i ese res se eare ienatar et
i key r aist nstr tasi atr hih n
in t the identity an in nsistent arty si  ates the ad ersarys ie
the tati n r ided the ad ersary d esn t rr ¢t e an se
thesi atr asas r tine r te i ie the a e
asthetar et t t e i as s yit iths erand
ins r arties that are rr ted at the e innin As re arties et r

r ted erti e i re estthat e r ide it ith their in ts
i st r ides e rerand insea hti ethatha ens thead er
sary e er tries t rr  t the in nsistent arty a rts inetheat a
rand ness thea rith isthee sie r the ins a arties there
s tin ie i e rret r te e i rstr nthe neser era rith
r eneratin the si ateda iiaryin r ati nand thesi ated se ret in
r atin ra t ne arty his neser er a rith is des ri ed in

se ti n e i thenr nthesi atr inthesa e ayas r te



i nat re enerati n is d ne in three ste s enerati n en
eratin a eri a e additi e sharin d and tati n
s h that here D d ie tati n

d

Ada ti ey se re eras re ree thresh d rt s r seetin a rand
n er aready e ist see rea e the ned et areki and Lysyan

skaya hese an ee yved r er r in te
sease re rt r tin an additi e sharin d
has een er r ed Let den te the share hed y ayer se
it is a ked ith a i i herte t ah ayer tes
—— d andreeas and r esthat this asd ne rrety
y in kin the rt r r in e aity dis rete arith s a
ayer ais his isdery ted s that the ther ayers an te hate er
is needed ith t hi his takes are te
here re the ny ha en in ie eis the tatin a eri a eaddi
ti e sharin ie te in theea e Cataan eta e ast
this as the he r e isas S s se
is i nin t the taskist te an additi e sharin the a e
d ith i ak enrytins eahshare rthe r e
at hand the a e is rse

sethesi a
trs reahs ei ste sare ien si atrs rstes and arekn n the
ne rste is ien e ereish esi atethesi nat re enerati n
rin tisasinat re n essa e irst er n the si at r
r te and si  ate the distri ted enerati n hen er n the
si  atr r te andarri eata eri a eadditi e sharin inny e
rnthesi atr r te t si  ateraisin the a e t the er
t tain
Cata an eta resent
t ersi ns a d arinersin rt hi h are se re a ainst a stati
ad ersary he rstis ri ate tn tr st hiethese ndaddsr stnessat
the st re eity ere e ieanada ti eyse re ersin ased n
theirsi er rt rrt re ires itst e radast hih
isthesa e stasthe r t Cataan et a
eass ethee istene ah r hi thresh d ry t syste de ned
in A endi eden teanenry tin a essae as_ hen the i
keyis ear r the ntet eas ass eatrad r it ent s he e
asdes ri edin se ti n
sin an ada ti ey se re ti arty rt the rt r
Cra eret a is se re a ainst an ada ti e ad ersary as e e a se its
si atr ny sesasin ein mnsistent arty
irst eass eeistene ase re rt
eanin ti y add dery t hi h has the in sei atin



iin ts — ~ "t a arties i t t ra

arties
ienasita eh r hi thresh d ry t syste an ei e
ented sin the se re and rt s e iethe rt
anda r se rityin A endi A
nthein ersi n r ¢ ea h arty r ides
a i hertetand st r ethatitisanenry ti n er nadditi n eah
arty st ish a 1 herte t and r e that the rres ndin ainte t

ies ithinas eiedrane edesrie th these r s r the Pai ier
ry t syste inse ti n

he rt has the in sei atin
n iin t B ere  is the i key the
h r hi ry t syste isa ri et einerted d  the se ret
is an er nd nthe a e and is the set a i
trad r it ent keys
seretin t the th se ret key share t arty
n i t t  here isdesri ed e
seret t t r eah arty he nstit te an additi e sharin
the in erse ie d
he rt r eeds as S
ah ishesarand enry tin  er and r esthatitis aid
see se ti n A arties interna y te -
ah h ses rand r theran e and rand r
the ran e andenry tsthe t et and ~ resetiey
ah r ad asts a it entt his i herte ts and —
ah de its y radastin  and — and the rand
strin s sedt enerate the it ents
ah arty r esthatits and a esare ithinthe r erres etie
inter as ea h arty rst ishes it entst th a es then r es
that the itted a es are the sa e as their res e ti e ainte ts and
na y r esthat the itted a esare ithinran e
ah arty r eskn ed e its ainte ts and sin a ti arty
rt Let and
he artiesr nthe rt n  and  here -
yadditi n i herte ts his r t se rey testhe a e
as the n t t
a h arty deter ines hether ease is ri e
nyi di ides hi hha ens ith r aiitya t e a seat east
ne is h sen at rand the arties re eat the r t
ther ise a  arties te s h that



s share is r and r te that any

arty an se theh r hi r erties the ry t syste ¢t te
anenry tin  rany e a sethe a es and arekn nt
a arties as e asenry tins™ ra
d
Pr e i ass ease rekey eneratin r t rtheh r hi
ry t syste edesri ethe nstr tin s ha rt r a thresh d
Pai ier ry t syste inse ti n e i as ass ease rekey enerati n
rt rthetra d r it ents he e
Let e the i it ent keys r a the arties Let e the
in nsistent arty and eitstra d r a edeter ined ythesi atr r
the key enerati n r t ien e i nstr tasi atrs r tine
hi h takes in t B
erates as S
reahhnest e et h nesty ishand r e aidity aran
d enrytin er r ish a indin " andrn
see se ti n iththetra d r a e t ieaaser aidity d

nte trat itnesses r the rr t arties h e er any arties a e
in aid r s restartthe r t and e de the At thissta e

and a the artiesh danen ry ti n instead anen ry ti n
hr hthede it ent hase eha eh nesty hatis h serand
and rea hh nest arty it t their i herte ts and de it
h nesty any arties ai t de it restart the r t ande de
the
rin ther ndin hi hthe arties r e ainte tkn ed e se the
S r tine t deter inethe a es and ra rr ted arties

h s ied aid r s any arties ai t ie aid r s restart
the r t and e  de the
et and n n

and
Pr eedeatya rdin t the rt re eatin i

tis earthatthesi at rr nsine eted yn iati e tre ainst

esh nthatthe t t thesi atris tati na y indistin isha e
r the t t arearn the rt Let sass e rn that thisis
n t the ase and that there is an ad ersary hi h an distin ish et een a
rea ieee tin and an intera ti n ith ithnnne ii e

ad anta e e i r ideared ti nthat ses t reakthese anti se rity
the ry t syste th sesta ishin a ntraditin hered tin i e y
a intera tin  ith
C nsider the si  at r hi h re ei es the i key the h
r hi ry t syste the i it ent keys the identity  the
in nsistent arty and its it enttrad r a e n additi n it is



s ied ith "~ a ihertet  here iseither r andana i
iaryin t re resentin the state the ad ersary he ad ersary sintera ti n
ith and itsres tin de isi n  hether the intera ti n asrea rsi

ated i deter ine ithnnne ii e r a iity hether as r he
hy ridsi at r rksas S

rea h isharand enry tin er and r esits aidity
r ish “and iea ase r aidity sin and
thetra d r Let e asin the rt
ra n rr ted h nesty h se and and it t
their i herte ts r h se and r the r erranes t se
the it ent tra d r t reate heatin it ents eeiea
it ents r the rr t arties Let the set rr  t arties at this
int e aed Let and
ra h nest de it the i herte ts h nesty r en
the heatin it entsas and —  any arties ai t en their
it ents restart the r t e din th se arties re er
nesty r e ainte tkn ed e ra h nest arties and se t
etrat and ra h r ided aid r s any arties ai
t ie aid r s restart the r t e din th se arties re er
Let and e r and s h that
esha r ethat
s h and are easy t te and are statisti a y indistin isha e
r and res eti ey hene e tethe in
a e ind the ad ersary t inthe r t ra h nest arties
a ain h nesty de it t their i herte ts — r
en the heatin it entsas inded i herte ts and  here
and T eed e
de it ents r eah rr t arty hih i aid st e the
sa e as the earier aid de it ent any artiesre set en
their it ents t the e innin the
nesty r e ainte tkn ed e n eha a h nest arties
and se and the it ent tra d r t r ide ake
r s ainte tkn ede r and As reeie r s ain
te tkn ed er the rr t arties any arties i einaid r s
t the e innin the
it the
n n  and asintherea rt ~ and the a e
inisha rdin t the r t

irst e stanay ether nnin ti e thehy ridsi atr ts est

sh  that the isee teda yn ian er ti esine e tatin te
that the is nyreahedi a arties en their it ents and r e
ainte t kn ed e rrety Let e the r a iity that the the ad ersary
eha esin this ay i enthat ishestand en ry ti ns  — and et

ede nedsi iary i en that ishes rand  en ry ti ns y



se anti se rity isne ii y set he ntri ti n the t the
e etedr nnin ti e there re isne ii y rethan ti esthee e ted
n er ti esthe isee ted hihis s the ntri tin the
is
en r ethe rre tness the red ti n Certainy i the ad ersary
rr tsany arty esides thehy rid ans ya aid tati n hist ry
e a seitisa tin h nesty n eha that arty en sh thati
the t t isindistin isha er arear n the rt
iiary i the t tisindistin isha e r the t ¢t
here re an ad ersary that an dete t asi  ati n an e sedt
reak the se anti se rity the nderyin ry t syste
irst ass e that hen it is easy t eriy that the hy rid a ts
h nesty n eha a the n rr ted arties and in the rst r nd
indeed ishes arand en ry ti n er s he ny de iati n
r therea rt rsin the reati n  heatin it ents r and
inthe r s ainte tkn ed e tthese it ents are tati na y
indistin isha e r h nest it ents e a se and the
eha ir is indistin isha e r an h nest artys eha i rin the rea
rt
ass e that hen ishesarand enry tin as
inthesi ati n and te that a e nin t h nest arties
are hsen ni r ye et r and tas e i sh  thedistri ti ns
th se aria es are statisti a y indistin isha e r theres etie ni r
distri ti ns in atthe ehair in the hy rid is indistin isha e
r its eha i r nder
t nyre ainst e r enthat aresi iary distri ted ith
res etiey hih ed here eass e rsi i itythat
as is the ase hen and isthe rd t ¢ ar e ri es
a r i ateye a sie irst e statethe in e a

Let s den te as as as and as
ea ythise atie rst ith and a ain ith
t n dethat anyinte er in the inter a an e ritten

th as and as here and

ere and
ienany ed thes s the ad ersaries h sen a esin
the r t and any res eti ey distri ted as the s at east
h nesty hsen ni r a esr res eti ey it is easy
t see y Chern nds that the r a iity that a s tside the ran e
isne ii esine th nds a ara ay r the ean



S se and are edasinthe r t iena

air s h that e resent an e ient
a in that r d es s h that hat
is in e rany i en theree istsa ni e
and e ienty ta e s h that is a ti e
his deter inesthe a e ne the a es ished
y the rst h nest arty in the hy ridsi atr and r that e ans e
r the ther ished a e
eneed nysh that and are seen hin a statisti a
sense ie that their di eren es are s a reati et the si es the inter as
r hi h they aredra n ndeed —— — — and
h s — hihaainisne ii e his etes the r
eintr d e the in n tati n rany den tes Car i hae s
a da ntin de nedasthe ar est rder theee ents tiskn n
that i the ri e at ri ati n an dd inte er is then

r rt s i ake se t t s ha ir se ret sharin er the

inte ers and r s dis rete e aityin r s nkn n rder
he Pai ier ry t syste is ased n
and has the desired h r hi r erties tis ased n the Car i hae
a da ntinin and t se atsre ardin it ra
d and d ere ere a the ry t syste
Let here are ri es Let d
r rand he i keyis and the se ret key is
enry ta essae rand y h se and
te the i herte t d
de ry t te —  d here the d
ain is the set d and —
he Pai ier ry t syste is in the
sense the de niti nin A  endi Cra ereta r ide rt s T
r ainte tkn ed eand r rre t ti iatin eas re ire
a r thata i herte tisanenry tin er is ereya r th resid

sity d ha r andis irt a yidentiat a er kn ede r



adrati resid sity d as ien y rea e d asser et a
inay ere irea r that iena i hertet the rres ndin ainte t
ies ithinas ei ed ran e dt desri ess ha r r itted
a es anda r e aity et een a itted a e and a i herte t in

the Pai ier ry t syste an e nstr ted sin standard te hni es see r
e a e Ca enis h and Lysyanskaya

he se rity the s he e is ased n the site resid sity ass

r e hihiseatythe r e dery tin a i herte t e anti
se rity an e r en ased n the hardness dete tin  th resid es d

eeta resent a thresh d ersi n  the Pai ier ry t syste
sin te hni esdee ed y h r thresh d A si nat res he
ersi n resented thereiskn nt ese re nyinthestati ad ersary de
ass in these anti se rity then nthresh d ersi n

ere e resent then e res t a thresh d Pai ier ry t syste hi h is
se reintheada ti ead ersary de ased nthese rity Pai iers ry

t syste and the e isten e tra d r it ent s he es his ry t sys
te isins ired y thestati a yse rethresh d ersi n resented in eet
a

ea here isthen er arties

e rst des ri ekey enerati ninter s an arty n
tin nin t these rity ara eter his nti nise a ated yatr sted
arty h distri testhe r er a est the arties
Ch seaninteer the rd t t strn ri es enth s h
that and and d et
Ch serand and et d he se ret key
isthe a e r a rand hi h is shared additi ey as s T
a  arties t ne h serand and h sethe ast s h that
d he i keyisthetri e here d
te i eri ati nkeys h se arand i s are r
and et d n additi n te yn ia ak s reah
as s et and h serand
thende nea yn ia s that
ea h arty iethe a es ra ina y te i
it ents r these ak shares sin any ere ty hidin it ent
s he e s h as Pedersen s Let the i a e ea it entt
nder i key andrand strin and ie t arty
tis e kn n that rany arty n ti n thereis an ada
tieyse re rt hi he a atesit here rethereisasi atr hih
iena the t ts the ntine din any a es e nin nyt
intera ts ith the ad ersary and i esit as ita e ie the key enerati n
rt nsetin edesrieh t r ides ita ydistri tedin ts



t thissi at r hiskey eneratin r t ay e eryine ient titis
nyee ted net initiai e the thresh d ry t syste

enry ta essae i krand and te
the i herte t d
P ayer tes his de ry ti nshare
d and r es iaa rt that in ase and in ase
ha e the sa e dis rete in
any arty re sest ish his r i esanin aid
r then the ther arties re nstr t his se ret share as s ah
arty ishesits a k share and rand  strin and a  arties
eri y that at hes th se a es e a se there are at east h nest
arties ea h arty ay iks e h nesty ished a es and y
inter ati n dis er and te d
ea h arty hasa rret a e d ra he essa e
an e ted yeah artyas S
d
sin ethe a e d is art the i key

hein tt thederytinsi atrisat e
he sets and
aresi  ated a es rres ndin t th se in therea r t is the i
herte t t e de ry ted and is its de ry ti n is the identity  the
sin ein mnsistent arty and is its it enttra d r is an ar itrary
in t rres ndin t thestate thead ersary e rethe r t ee tin
nthene tsetin edesri eh thesesi ated a es an e enerated
r nya i key r thesin eser er Pai ier ry t syste
hesi at ra tsh nesty n eha a n rr ted arties e din
y ishin d and r in rre tness  the de ry ti n
shares n eha thesi atr ishes d
and r ides a ase r rre tness sin any rr ted arty
aist r idea rretdery ti nshare thesi at rh nesty inter ates
that arty s se ret share asin the dery tin r t and r eedsnr ay
hesi at rthenh nesty testhe ainte t y ti yin the ished
shares yie din d a yin anddi idin y t et n
t t
he ie the ad ersary nder thesi  ati n is statisti a y indistin ish
aer arearn the rt r ided that a i in tsares ita y
si  ated thead ersary rr tsany arty ther than that arty s
ehair ereeryin atin the rt is nsistent ith the se ret
re eaed t the ad ersary n additi n the ad ersary is entit ed t see and
ra hen the a esare nsistent ith anythin e sethe ad er
sary hasseen r er e e that ithhi h r a iity anyset at
st a es isdistri tedsi iaryre ardess the a e ein shared
and there re thesi ated a es are statisti a y indistin isha e r
th seinarea r n



en sh thatthe t ts thekey ener

atin ntin an esi ated t statisti a seness i en a i key
and the identity = the sin e in nsistent arty tiss ient t
si  ateeery a e rd ed ythekey eneratin n tin e e tthese ret
share e nin t hisis e a sethe entiresi ati nisa rtedi the
ad ersarye eratte tst rr t s eneedn tsi ateits ri atedata
hen these a esare i ent thesi atr rthekey eneratin rt it
enerates a s ita e ie r the ad ersary
Ch se rand and et d Ch se
rand and et hen reah ayer h serand
and reate eri ati nshares d ra arties t
r set d ina y reate it ents
h nesty r yn ias ith ree ter s and rand e ients

ra and andrand
irst n te that the statisti a di eren e et eenthe ni r distri ti ns n
and is s anyset at st se ret keys is
statisti a yindistin isha e et eenarea andsi atedr n th and are
ni r y hsenr theirres eti ed ains and are identi a y distri ted

ith their res e ti e a es in the rea r t n additi n is a rand
ee ent the y i r s ares d e a se
and isa enerat r ith hi h
r a iity andisidenti a y distri ted ithits a eintherea r t
te that any set at st si  ated eri ati nkeys isstatisti a y
set area set e er intherea r t itha ed the a es

eri ati nsharesind eadistri ti n nthe ast e a sethe a es
se ret shares ind eadistri ti n n the ast  hat is it is ne essary and

s ient that d rs e nir y hsen r n
thesi atin e h se d ith tkn in
t st yrand y h sin hi hind esa ni r distri tin n
as desired
ina y en te that the si  ated set is identi a y distri ted t
its nter art in the rea r t y the ere t hidin the it ent
s he e
t re ainst e sh n that the si ated a es ra and r
the ad ersarys h sen are indistin isha e r thseinarea rn tis
ear that the are identi a y distri ted r easethesi atr
eha esh nesty tisas i sthat the ints di erent yn ias are

inde endent e there re sh that ith hi h r a iity the a es
seen y the ad ersary are nsistent itha yn ia ha in ree ter
and e idents r the r errane rany a e

Let ethe yn ia sedinthesi ati n thatis
here the arerand y h sen ay that the ad ersary has
rr ted a set arties ith e isht nda yn ia
s h that ran ar itrary and r C nsider

a yn ia s h that and r hen



eha e y inter ati n

s the e ient in is _ hi h
is ndedina s te a e y
sin e
the e ients are tside the desired ran e nyi any

the e ients are tside y
the ni n nd thisha ens ith r a iityat st hi hisne ii e
n additi n thereisa ietin et eenthe e ients and the e ients

hen and are ed here rethedistri tin the e ients

isstatistia y set mni r asdesired
ith these si  ati ns in
hand the red tin r ne ser er se anti se rity t thresh d se anti
se rity is strai ht r ard Ass e there is an ad ersary that an reak the
se rity thethresh d ry t syste iena i key rthesin e
ser er Pai ier ry t syste e rstsi ate thekey eneratin r t and
anyde ry ti nsasdesri eda e e a thatthe i key the thresh d
ry t syste is d rs e ni r y hsen
he ad ersary then t tst essa es hih esendt an ra
e h res nds itharand enry tin rs erand it e
te d here isthe a e h sen ythekey enerati nsi
at r and i eitt thead ersary 1y ass ti n the ad ersary an distin ish
ithn nne ii e ad anta e hether 1is anen ry ti n r nder
hisise iaentt hether isanenry tin r nder
hen e eha e r kenthese anti se rity the ri ina ry t syste
his etes the red ti n

e are inde ted t n iest r a a edis ssins
e d as ike t thank the an ny s re erees r their detaied and
th ht ents Anna Lysyanskaya a kn  ed es the s rt an
rad ate e shi theL ent e hn ies P r ra andthe erri
Lynh rant ient L i est Chris Peikert is s rted y an Presi

dentia e shi s nsred yAka ai ehn ies

1 Michael en r,Sha old asser,and A i igderson Completeness theorems for
non cryptographic fault tolerant distributed computation In
, pages 1 10, 1



10

11

12

abrice oudot cient proofs that a committed number lies in an inter al In

art reneel, editor, , olumel 0
of , bages 1 Springer erlag, 2000

an Camenisch and Anna Lysyans aya An identity escro scheme ith appointed

eri ers In oe ilian, editor, , olume
21  of , bages 0 Springer erlag, 2001

an Camenisch and Mar us Michels A group signature scheme based on an SA
ariant Technical eport S 2, ICS, epartement of Computer Science,

ni ersity of Aarhus, o ember 1 reliminary ersion in

, ol 11 of

an Canetti Security and composition of multi party cryptographic protocols
,1 11 202, 2000
an Canetti, ri eige, ded oldreich, and Moni aor Adapti ely secure multi
party computation In
, Pages ’ 1
an Canetti, osario ennaro, Stanisla arec i, ugo ra cy , and Tal a
bin Adapti e security for threshold cryptosystems In
Springer erlag, 1
ario Catalano, osario ennaro, and Shai ale i Computing in erses o er a
shared secret modulus In art reneel, editor,
, olumel 0 of , pages1 0 20
Springer erlag, 2000
a id Chaum and Torben ryds edersen allet databases ith obser ers In
rnest ric ell, editor, , olume 0 of
, bages 10 Springer erlag, 1
onald Cramer, I an amgard, Stefan iembo s i, Martin irt, and Tal a
bin cient multiparty computations secure against an adapti e ad ersary In
,pages 11 2 Springer erlag, 1
onald Cramer, I an amgard, and esper uus ielsen Multiparty computation
from threshold homomorphic encryption In irgit t mann, editor,
, Lecture otes in Computer Science Springer
erlag, 2001
onald Cramer and ictor Shoup Signature schemes based on the strong SA
assumption In
, bages 2 ACM press, no 1
I an amgard and esper uus ielsen Impro ed non committing encryption
schemes based on a general comple ity assumption In Mihir ellare, editor,
, olumel 0 of
,pages 2 0 Springer erlag, 2000
o esmedt Society and group oriented cryptography In
Springer erlag, 1
o esmedt and air ran el Threshold cryptography In

, olume of , bages

0 1 Springer erlag,1 0
ou ue, oupard, and  Stern Sharing decryption in the conte t of oting
or lotteries In , Lecture otes in Computer Science

Springer erlag, 2000
air ran el, hilip Mac en ie, and Moti ung Adapti ely secure optimal
resilience proacti € SA In Springer
erlag, 1



1 osario ennaro, Shai ale i, and Tal abin Secure hash and sign signatures
ithout the random oracle In ac ues Stern, editor,
, olumel 2 of , pages 12
1  Springer erlag, 1
1 ded oldreich, Sil io Micali, and A i igderson o to play any mental game
or a completeness theorem for protocols ith honest ma ority In
, pages 21 22 ,1
20 Sha  old asser, Sil io Micali, and Charles ac o The no ledge comple ity
of interacti e proof systems In
,pages2 1 0,1
21 Stanisla arec i and Anna Lysyans aya Adapti ely secure threshold cryptogra
phy introducing cocurrency, remo ing erasures In art reneel, editor,
, olume1l 0 of
, pages1 0 20 Springer erlag, 2000
22 Anna Lysyans aya and Chris ei ert Adapti e security in the threshold set
ting rom cryptosystems to signature schemes Manuscript A ailable from

2 esper uus ielsen ersonal communication

2 ascal aillier ublic ey cryptosystems based on composite residuosity classes
In ac ues Stern, editor, , olume
1 2of , pages 22 2 Springer erlag, 1

2 Torben ryds edersen on interacti e and information theoretic secure eri able
secret sharing In oan eigenbaum, editor,

, olume of , pages 12 1 0 Springer
erlag, 1 2
2 Adi Shamir o to share a secret ;2211 12 1,
o ember 1
2 ictor Shoup ractical threshold signatures In art reneel, editor,

, olume 1 0 of
, bages 20 220 Springer erlag, 2000

he rt takes nin ts — ~ ~ and ret rns n t t
tisi e ented as s
ah arty ishesatra d r it entt arand strin r se
in the ti iatin yrin ee enta rith
he arties en their it ents and te asthee sier
a r eryde itted strin s
ah arty r ns the ti iatin yrin ee enta rith nin ts
and — ith rand  strin yiedin a n rand i herte t —
he arties enter the rt n~ = yiedin n rand i
herte t —
a h arty sesthe deter inisti additi n i herte tsa rith t
te a nin t-  t the rt yie din n
t ot as desired
rthe r se rity e reer the reader t the ersi n the

a er



ere I se ntain ent e r idea di atin thede niti ns ien y
Cra ereta he di ati nisthat ere irese rityin the ada ti e
settin

ere e de nethresh den ry ti ns he esand their se rity r erties

ada ti eyse re thresh d ry t syste

thresh d
key s a e
i key ri ate key
share
key enerati n
es
saes ae
essa e sa  er distin isher
Pr

eas need the ry t syste t ha e the in h r hi r erties



essa e rin ra i keys the essaes ae is arin in

hih e an tee denty sin the i key ny e den te the
rin ere ire that the identity ee ents and
ee ienty ta e r the i key
h r hi heree istsa yn ia ti ea rith hih ien
i key anden ry ti ns — and — t ts
a ni eydeter ined enry ti n — e rite —

Like ise theree istsa yn ia ti ea rith r er r in
s tratin— — T
ti iatin a ihertet yarin ee ent here e istsa r

a 1iisti yn ia ti e a rith hih nin ¢t and
- t tsarand enry tin — e
ass ethat e an ti yarin ee ent r ththe etandri ht e
rite - and —
Let - den tethe ni eenry tin rd ed y sin asthe
rand ins in the ti iatin yrin ee enta rith

Additi n a 1 hertet and arin ee ent Thereeistsa r a iis
ti yn ia ti e a rith hih nin t and —

t tsa ni eydeter inedenry ti n ™

e rite T -

inda e heree istsa r a iisti yn ia ti ea rith hi h
nin t and — t tsanen ry ti n s h that
- here is h sen ni r y atrand

Che k i herte tness y e den te the set ssi een ry ti ns

any essa e nder the i key ien and it is easy
t he k hether

Pr ainte t kn ed e Let is a i key

here e ists a rt r r in thereati n er
ien y
Let ethesi at r rthis rt hi his stas eia ase
des ri edin se ti n
Pr rre t ti iati n Let isa i key
here e ists a rt r r in thereati n
er ien y

e a anys hs he e eetin these additi na re ire entsa

r these r erties itis earh t er r additin t i herte ts

se the a rith in yan tina indin ste he re ainin
erati nt es rted is se re ti iatin i herte ts hatis 1 en
~and deter ine a i herte t ~s h that ith t eakin any
in r atina t r Cra ereta i e the rt r

ti iatin and r eitsse rity a ainst a stati ad ersary



