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1 INTRODUCTION

Applications currently hosted on public clouds often experience unpredictable performance,
which causes them to violate their Quality-of-Service (QoS) constraints [15, 24, 51, 52, 54,
65, 69]. There are many reasons behind performance unpredictability, including interference
between applications sharing a server platform, unexpected spikes in user load, misconfigured
resource reservations from the user’s perspective, and system hiccups and failures [32, 42, 61,
62, 68]. Although public clouds provide some monitoring capabilities to users, these often do
not extend to shared resources like the CPU cache, a significant culprit for contention and QoS
violations.

The desire to reduce interference in shared caches has prompted a lot of recent work. Page
coloring [41, 49, 70, 71], for example, is used by some cloud providers to avoid cache contention
by removing sharing, albeit by reducing the available cache capacity per user. Similarly, the Cache
Monitoring Technology (CMT) and Cache Allocation Technology (CAT) [12, 36] allow the OS
or hypervisor to track cache usage, and dynamically partition cache capacity among co-scheduled
applications [63, 68, 76].

Nonetheless, leveraging such techniques in the cloud remains challenging: (1) cloud providers
have little visibility into the impact of cache allocations on end-to-end application performance; (2)
several cloud infrastructures consist of older platforms, where these features are not available; and
(3) cloud users themselves often do not have an accurate depiction of the cache resources allocated
to their applications by the cloud provider [13, 29]. As we discuss in Section 5, the hints that the OS
or hypervisor provide are often significantly over- or underestimated, resulting in unpredictable
performance and QoS violations, especially for latency-critical, interactive services [10, 19, 20,
23, 24, 35, 42, 46, 47, 54, 57]. Notably, users have no visibility into how much cache is available
to them at each point in time, which would allow them to adjust their application’s behavior to
better leverage available resources.

In this work, we bridge this gap between the visibility the cloud provider and the cloud user have
into shared resources and allow cloud services to leverage this information to optimize their QoS.
Specifically, we present Cachelnspector, a lightweight CPU cache probing tool that offers cloud
applications accurate, real-time information on the allocated cache resources of a multi-tenant
public cloud. In particular, Cachelnspector measures:

(1) The effective allocated capacity of each cache level;
(2) The throughput and latency of each cache level; and
(3) The throughput and latency of main memory.

Cachelnspector can be used as either a stand-alone profiling tool or an application runtime dis-
closing cache resource dynamics. The application interface is simple and language independent.
We have validated the ability of Cachelnspector to determine the performance and capacity of each
level in the memory hierarchy in a dedicated, controlled environment. We then use Cachelnspec-
tor to quantify the variability and consistency of cache resources on public clouds, and find that
cache allocations vary significantly over time, and across cloud providers, availability zones, and
instance types. We also show a significant deviation between the cache resources that are adver-
tised or reported by the OS (or hypervisor) and the effective cache capacity allocated to virtual
machines (VMs).

Cachelnspector is compatible with all major Infrastructure-as-a-Service (IAAS) cloud
providers, including Amazon EC2, Windows Azure, and Google Cloud Engine, and requires less
than a second to measure cache capacity, allowing it to capture fine-grained changes in allocated
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resources. Having this information allows cloud users to manage their available resources better.
In Appendix A, we show how self-adjusting cloud services could benefit from Cachelnspector. We
open sourced Cachelnspector [2] on GitHub for public access.

2 MOTIVATION

Cloud providers typically employ multi-tenancy to increase system utilization. Modern proces-
sors have deep cache hierarchies, whose size and sharing model varies across cache levels, with
typical high-end server platforms like Intel Xeon sharing tens of megabytes of L3 cache among
tens of cores. Cache sharing improves utilization, and—for cases where applications share working
sets—it also improves performance. However, in the general case where applications with disjoint
working sets compete for the limited shared cache capacity, cache sharing leads to contention and
unpredictable performance. To avoid the negative effects of cache sharing, Intel platforms have
introduced hardware and software support for cache partitioning (e.g., with techniques like Intel’s
CAT [21]). Configuring cache partitions in a way that preserves QoS requires a closer interaction
than what is currently available between the cloud provider who has access to the partitioning
techniques and the user who observes the impact of partitioning on application performance.

In the following, we show the impact of cache contention and cache partitioning on application
performance using a set of popular scientific and deep learning applications:

o pbzip2is a multi-threaded version of bzip2 [30]. We measure the time to compress the Linux
kernel 4.13.4 source code.

e mkl_mm performs matrix multiplication with Intel’s Math Kernel Library [38]. We measure
the time for 1,000 C « A X B operations, where A, B, and C are double float square matrices
of order 1,000.

e gccis the GNU C compiler. We measure the time needed to compile the Linux kernel 4.13.4.

e mnist_deep is a deep learning application in TensorFlow [13], which trains a CNN [45] to
recognize handwritten digits. We measure the time for 500 iterations.

All applications’ working sets in this experiment fit in main memory to avoid the impact of long
disk I/O accesses. Additionally, we focus on L3 contention in an Intel CPU since it offers hardware
support for partitioning; nevertheless, our approach can be applied to other CPU architectures.

2.1 Cache Contention

To simulate cache contention, we ran cache poisoner processes alongside the preceding applica-
tions. Each cache poisoner allocates and sequentially touches int64_t integers in a memory buffer
with a stride equal to the cache line size. Using different buffer sizes, we can control the stress on
the cache. Applications run on an Intel Xeon E5-2699 v4 processor with 22 CPU cores sharing a
55-MB L3 cache. We ran one application at a time on 8 cores and cache poisoners on the other 14.

Figure 1(a) shows the performance impact of L3 cache contention. The x-axis shows the buffer
size used by the cache poisoner, and the right y-axis shows the L3 capacity available to the applica-
tion, as measured by Cachelnspector; the measurement approach is described in detail in Section 3.
The left y-axis shows the application runtime, normalized to the execution time when running
in isolation. All applications experience degraded performance as the cache poisoner’s footprint
increases, with pbzip2 taking 90% to 100% longer to complete when its available L3 capacity drops
to 6 MB. mkl_mm is least affected by contention; nevertheless, its runtime still increases by 40%
when available L3 capacity is 6 MB.
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Fig. 1. Application performance with unmanaged cache contention (left) and with cache partitioning (right).
The blue belts show the L3 cache range measured by Cachelnspector.

2.2 Cache Partitioning

Cache partitioning allows cloud providers to isolate shared cache capacity across tenants. CAT [12]
does so at cache way granularity. This avoids cache contention by allocating non-overlapping ways
to each application but reduces the total cache size available per job.

Figure 1(b) shows application performance as the allocated L3 partitions increase. The server’s
L3 cache has 20 ways with a total size of 55 MB. Each way corresponds to 2.75 MB of cache capacity.
As before, applications run on eight cores, and L3 partitions change from one way to the entire
20 ways. pbzip2, gcc, and mnist_deep do not experience significant performance changes as long
as the allocated L3 cache is greater than four ways (11 MB). Below four ways, they all experience
dramatic performance degradations. mkI_mm is the most sensitive to L3 allocations, taking 20%
more time to complete when allocated four cache ways, and 7x longer when allocated a single way,
than when allocated the entire L3 (55 MB). Because CAT partitions cache capacity strictly, if the
application working set is larger than the allocated L3 partition, the cache hit ratio can drop to the
point where the benefit from having a cache at all is negligible [68]. Given the strong correlation
between cache partitions and application performance, it is critical for cloud users to know how
much cache capacity they are being allocated across virtual instances and cloud providers.

2.3 Application Tuning

In resource-constrained settings, the application often needs to be optimized to make the most out
of the available cache capacity. In the event where its entire working set does not fit in the avail-
able cache, the user can prioritize the caching of the most performance-critical data. For example,
Intel SSE/SSE2 provides non-temporal instructions that allow applications to control which data
is cached [10, 47], and flushing everything else. Similarly, an application can force hot data to stay
in the L3 using CAT. Once hot data is loaded into the allocated cache ways, the application calls
CAT to unmap them so that the specific data cannot be evicted. Finally, if an application can tol-
erate some loss of output quality, as many machine learning and data mining applications can, it
can sacrifice some precision in its output to improve execution time, under insufficient cache re-
sources. For all of these optimizations to occur, an application needs to know precisely how much
cache it is allocated at each point in time.

3 MEASUREMENT TECHNIQUES

Cachelnspector is a lightweight runtime that measures the effective cache size available to users
of a public cloud, as well as the throughput and latency of CPU caches and memory. Cacheln-
spector includes a profiling and a sampling phase. In the profiling phase, Cachelnspector deter-
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Fig. 2. Throughput exhibits cliffs as cache pressure increases (a) and using KDE to determine cache
throughput (b).

mines the throughput and latency of each level of the memory hierarchy.! In the sampling phase,
Cachelnspector detects, for each cache level, the cache size available to the application at each point
in time. The profiling phase involves introducing increasing pressure in each cache level through
a set of carefully crafted microbenchmarks. This process can be time consuming, but only needs to
happen once to determine the performance limits of each cache level and the memory. In contrast,
the sampling phase only takes a few 100 ms to run and repeats periodically to capture changes in
allocated cache capacity.

The methodology is platform independent and can be easily ported to other architectures with
private and shared caches. The Intel Xeon servers we use have private L1 caches for instruction
and data, private L2 caches, and a shared L3 cache. The code footprint of the examined applications
is small enough to fit in the L1i caches, and hence we focus our analysis on data caches; however,
the same methodology can be applied to instruction caches for larger cloud applications.

3.1 Profiling Cache/Memory Throughput

The memory system’s throughput is largely affected by the cache capacity, application working
set size, and access pattern locality. To quantify cache and memory throughput, we first measure
the read/write throughput of each level in the memory hierarchy by varying the working set size.
In general, as working set size increases throughput drops, often exhibiting cliff effects as larger,
slower levels of the hierarchy come into play [16, 17, 25, 42, 67, 72]. Figure 2(a) shows such a
stairstep graph for our server platform. Each stair level corresponds to the throughput of a partic-
ular cache level or memory. In the following, we describe how read throughput is measured; write
throughput is measured similarly.

Cachelnspector’s throughput microbenchmark first allocates a memory buffer of a given work-
ing size, starting from a few kilobytes, and writes data in each entry ensuring that the memory
pages are allocated, loaded, and cached. Then it repeatedly reads the buffer sequentially. For each
read operation, the benchmark loads an aligned word to CPU registers. Depending on the archi-
tecture, the word can be 32-bit or 64-bit. We also recommend using SIMD instructions to stress
the memory hierarchy. We leverage as many registers as possible, eight for Intel x86, to efficiently
use the execution pipeline. Read throughput is computed based on the microbenchmark’s total
execution time. To avoid re-warming up caches and incurring unpredictable performance from
the OS scheduler’s actions, we disable the process scheduling using the real-time FIFO policy with
the highest priority and pin the benchmark to a core.

ITo avoid confusion, we note that profiling here considers available hardware resources rather than application
performance.
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ALGORITHM 1: Read Throughput Microbenchmark

: Allocate memory buffer buf of size buf_sz
: Fill buf with 0xa5
cnt < num_traverse > register variable
: Start Timer
: while cnt > 0 do
ofst « 0 > register variable
while ofst < buf_sz do
Load 1K bytes from buf+ofst to registers
ofst « ofst + 1024
end while
cnt «—cnt -1
: end while
: End Timer
: t « ReadTimer()
: return buf_sz X num_traverse/t

N B S v

e e e

Algorithm 1 shows the pseudocode of the read throughput microbenchmark. buf_sz specifies
the size of the buffer to read from. num_traverse specifies how many times the buffer is traversed.
clock_gettime[3] can take tens of nanoseconds, which are not negligible when requiring pre-
cise throughput measurements. Therefore, the value of num_traverse is chosen large enough to
amortize the overhead of clock time reading and small enough to be time efficient. We set the
buffer size to 128 MB, which completes in 10 ms.

Line 8 moves 1,024 bytes as a batch to amortize the overhead of loop execution, which includes
two instructions—one to increment the counter and another for the conditional jump—a much
more expensive implementation despite the branch predictor’s effectiveness for the specific loop.
In doing so, it only adds 0.016 instructions to move a 64-bit value. Using even larger batches is
possible; however, it runs the risk of thrashing the instruction cache. We also leverage single in-
struction multiple data (SIMD) parallelism like AVX [53] and Neon [64] to intensify the workload
so that the performance difference between cache levels is clear.

By changing the buffer size, we can measure the performance of each cache level and of mem-
ory. Figure 2(b) shows the density of the data points in Figure 2(a) grouped by throughput. Using
Kernel Density Estimation (KDE) with a Gaussian kernel, we extract the maxima—marked
by brown dots—which correspond to the height of the plateaus in Figure 2(a), and capture the
throughput of the different cache levels and main memory.

To obtain the KDE curve, we start with one-fourth of the reported L1 cache size and increase it
by 2% at a time, until it reaches 256 MB. This procedure results in approximately 500 buffer sizes,
sufficient to cover all cache levels. Although a wider buffer size range is possible, given typical
L3 sizes in modern servers, it would significantly increase the profiling time. From the KDE curve
above, we calculate the top N maxima, where N is the number of cache levels plus one for main
memory.

Discrepancies with OS statistics. The OS usually reports cache information including the number of
levels and sizes (e.g., through sysf's in Linux). This information is either read directly from hard-
ware or provided by the hypervisor; however, it does not always accurately capture the amount
of resources available to a process (see Section 5). Even though Cachelnspector does not rely on
the OS-reported cache sizes, KDE requires knowing the correct number of cache levels to extract
maxima. We use density-based spatial clustering (DBSCAN) [28] to verify the number of cache
levels reported by the OS. DBSCAN’s € parameter determines the density threshold in the KDE
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curve. We empirically set € to 0.03GBps, which correctly identifies the number of cache levels in
all of our experiments.

Although cliff effects have been long observed in cache hierarchies, we found that the drop in
throughput is not always steep. If the cache replacement policy were simple LRU, the performance
drop ought to be sudden (cliff effect [17]), because a sequential workload would not benefit almost
at all from a cache that is not large enough to entirely fit the buffer. However, modern CPUs
employ more sophisticated replacement policies than LRU, which allow the microbenchmark to
benefit from caching, despite its streaming nature [40, 63, 75].

3.2 Profiling Cache/Memory Latency

A common way to test memory latency is to use a randomized circular singly linked list [26].
While traversing the linked list, the CPU needs to wait until the address has been loaded into a
register by the current read instruction before it can begin executing the next. By counting how
many reads are performed in a given period of time, we can calculate the average latency of a
Memory access.

ALGORITHM 2: Latency Microbenchmark

: Allocate memory buffer buf of size buf_sz

: Initialize a randomized circular linked list in buf

cnt « num_read D> register variable
ent <0 D> register variable
: Start Timer

: while cnt > 0 do

ent « buf[ent] > 128 times

R A A >

ent « buf[ent]
cnt <« cnt — 128
: end while

: End Timer

: t « ReadTimer()

: return t/cnt

T > T T S
N N =]

Algorithm 2 shows the pseudocode for the latency microbenchmark in Cachelnspector. As with
the throughput microbenchmark, to amortize the loop management overhead, we perform 128
read instructions in each loop iteration. buf_sz is the memory size of the linked list. num_read is
the number of read operations we issue. We set num_read = 2%° so that each round takes several
milliseconds, dwarfing the overhead of reading the timer. As before, we disable the scheduler and
pin the microbenchmark to a core.

We model the average memory access latency in Equation (1), where L, is the measured average
latency, n is the number of cache levels, H; is the hit ratio in the i th cache/memory level, and L; is
the latency of the i*" cache/memory level we want to determine. We use level n + 1 to represent

memory.
n+1

Lm=ZHl->x<Li (1)

If hardware performance counters are available, it should be easy to measure the cache hit/miss
counts [12, 29, 73]. Based on observed latencies and corresponding hit counts, we can determine
cache latencies by linear regression. However, in a public cloud, such resources are usually hidden
from a cloud user. Therefore, we design a hardware-independent approach that works excitingly
well.
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Fig. 3. Cache latency measurement and curve fit using the latency model derived from Equations (1) and (2).

In Equation (2), we model the hit rate, which is essentially the probability of a memory access
being served by a specific cache level. The independent variable x represents the size of the linked
list buffer. The parameter S; is the size of the it" cache level. We define Sy = 0 and S, = x for
generality.

0 ifx < Si—l
Hi(x) ={ =22 ifS;  <x<S; )
S5 if x> S

X

The first condition means the size of the linked list buffer is smaller than the (i — 1)** cache level.
Ideally, the buffer should be well fit in the (i — 1)** cache level without accessing the i*" cache
level. The second condition means the linked list buffer is greater than the (i — 1)*" cache level but
smaller than the i’ cache level. Ideally, the buffer will use the whole (i — 1)* h cache level, and only
(x — S;i—1) of the buffer will be cached at level i. Since the linked list access is unifiedly randomized,
Hi(x) is proportional to the size of data cached in the i*" level, but not higher. The third condition
means the linked list buffer is greater than the i*" cache level. It is easy to deduce H;(x) similarly.

Combining Equation (1) and Equation (2), we can get a function L, (x) with 2n + 1 parameters:
S1,82,...,Spand Ly, Ly, . . ., Lp41. By running Algorithm 2 with the linked list buffers of different
size, we can collect many (x, L,,(x)) data points. Please note that L,,(x) is a continuous function,
allowing us to fit function L,,(x) with non-linear least square to determine those parameters.
Figure 3 shows the measurement of latency (blue dots) along with the fitted model (dashed line).
We use the same experiment environment and buffer size set in Figure 2(a). It is clear that the fitted
model matches the observed value very well.

Obtaining the actual cache/memory latency is more complicated than Equation (1) implies. For
instance, the L1 latency depends on the addressing mode [6, 7], and the L3 latency varies depending
on the cache coherency operations involved [12]. In some processors, like the Intel Core microar-
chitecture, cache latency is different for load and store instructions. For the sake of simplicity, we
did not separately measure load and store latencies in this work.

3.2.1  Running in Virtualized Environments. Translation Lookaside Buffer (TLB) misses are
common during the latency profiling phase because memory accesses are randomly distributed
across tens of megabytes, increasing TLB contention. Worse, the TLB miss penalty is much higher
in hardware-assisted virtualization environments due to nested page tables [14, 18]. In extreme
situations, a TLB miss inside a guest OS could use five times more memory references than one
outside [18]. Since our approach does not exclude this penalty, the measured latency would be
significantly higher than the real value. Our test in a KVM guest with an Intel Sandy Bridge CPU
shows that the measured L3 cache latency is twice that of ground truth.
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To reduce the number of TLB misses, we enable huge pages [74]. x86 CPUs normally supports
2-MB and 1-GB huge pages capable of caching the translation entries for 64-MB and 4-GB data,
respectively, in an L1 TLB. Although the largest page size eliminates most of the TLB misses, in
our experiments we did not observe measurable differences between 2-MB and 1-GB huge pages.
We believe enforcing huge page table is feasible because cloud providers usually make it available
to cloud users [5, 9].

3.2.2 Cache Associativity. Most of the modern CPU cache architectures use set-associative pol-
icy. With a fixed size, the more ways a cache has, the more cache slots data can use, but the more
expensive it becomes. CPU architectures adopt different set/way layouts for different trade-offs
between performance and cost.

For example, Intel Skylake and Intel Sandy Bridge CPUs both have 256-KB L2 cache per core.
The former’s is four-way 1,024 sets, and the latter’s is eight-way 512 sets. The cacheline size is 64
bytes. Consider a 1-MB randomized circular linked list in contiguous physical memory. In Skylake,
1,024 bytes (size of 16 cache lines) of the list share a cache set of 4 cache lineswhereas in Sandy
Bridge, 2,048 bytes (size of 32 cache lines) share a cache set of 8 cache lines. Although a Sandy
Bridge core has more eviction choices, it does not get better performance than a Skylake core in
Algorithm 2 because all eviction candidates have the same probability of being accessed in the
future, due to the randomness of the data. Therefore, cache associativity does not affect latency
profiling.

Please note that the paging mechanism in OSs may break the assumption that data evenly shares
the cache sets. Uneven sharing will change the probability distribution we used in Equation (2).
To avoid this uneven sharing, we again enforce huge pages so that a single page can cover all
available cache sets, satisfying the evenness assumption.

3.3 Sampling Phase

In the sampling phase, we determine the available capacity in each level of the cache hierarchy.
Since the sampling phase is repeated frequently to capture changes in cache allocations, it needs
to be lightweight. We achieve this by employing binary search in the results of Figure 2(a) to
determine available cache capacities. The x coordinates of the cliffs in Figure 2(a) correspond to
cache sizes. Additionally, the y coordinates of the plateaus are known from throughput profiling.
Based on this, we determine the x coordinate of a cliff using Algorithm 3.

Algorithm 3 has three input parameters. T is the cache/memory throughput performance ob-
tained with throughput profiling, in descending order. We can measure either read or write
throughput. H contains the cache sizes reported by the OS, ordered by their distance from the
core. D is the depth of the binary search. For each cliff between adjacent entries in T, we search for
the working set size that corresponds to a throughput halfway from the top to the bottom of the
cliff. Line 12 calls Algorithm 1 to determine the throughput at buffer size h. Figure 2(a) shows that
increasing the buffer size may occasionally result in a slightly higher throughput, presumably due
to the efficacy of the cache replacement policy. Therefore, throughput is not a monotonic function
over the buffer size, which can theoretically introduce inaccuracies in the above estimation since
binary search assumes a sorted input. In Section 4, we show that this estimation is accurate in
practice.

The depth of the binary search D controls the overhead and accuracy of Cachelnspector. Too
few runs would lead to inaccurate cache size estimates, whereas too many runs would incur high
measurement overheads. Figure 4(a) shows the convergence of the measured cache size as the
binary search depth increases in four controlled private environments and in two public cloud
instances. We tested Cachelnspector on an Intel Xeon E5-2690 v0 processor with a 20-MB L3 cache,
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ALGORITHM 3: Computing Cache Sizes

L T N T N T N N S S
B S 2 e AN L O

25:

: cache_sizes « []
: fori « 1,len(T) — 1do

Y (T[] + T[i +1])/2

cache_sizes[i] < BSEARCH(Y,H[i],0,0,D)
: end for
: return cache_sizes

: function BSEARCH(y, h, , u, d)

b1
ub «— u
nh < h
thp « throughput at h
if thp < y&&d > 0 then
Ib—h
else if thp > y&&d > 0 then
ub «— h
else
return h
end if
if ub = 0 then
nh « nhx2
else
nh « (Ib + ub)/2
end if

return BSEARCH(y, nh, Ib,ub,d — 1)

26: end function

> target throughput

> lower bound
> upper bound
> size hint

without any background workload (20MB IDLE). In the same environment, we started a process
touching 8-MB memory repeatedly to simulate a moderately memory-intensive background task
(20MB 8MB-BWS). We used the same server but ran Cachelnspector in a KVM guest OS (20MB KVM
8MB-BWS), and we additionally tested Cachelnspector on an Intel Xeon E5-2688 v4 (55-MB L3) using
CAT to allocate a 22-MB L3 partition to the application (22MB CAT). Finally, we ran Cachelnspector
on Amazon EC2 with r4.large and m4.large instances (AMZ r4.large and AMZ m4.large).

We see that binary search converges after eight to nine rounds. For L1 and L2, the measured
size converges even faster because the search range is tighter. Figure 4(b) shows the measurement
time versus the binary search depth. The total time required for binary search to converge is 240
to 300 ms.
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Shared Memory § #define MAX_CL (4)
Y #define MAX_DS (16)
Cache typedef struct {
Info :> union {
o uint64_t cache_size[MAX_CL][MAX_DS];
t Application Processes uints_t _bytes[PAGE_SZ1;

} page;

Cachelnspector } cache_info_t;
extern const cache_info_t* get_cache_info();

(a) Architecture (b) API

Fig. 5. Cachelnspector runtime.

In some cases, the cliffs of Figure 2(a) can be wide, which has an impact on application perfor-
mance. To account for such cases, we examine multiple working set sizes within a cliff’s range.
For example, if the throughput of L3 cache and memory are 17 GBps and 10 GBps, respectively,
Cachelnspector will examine working set sizes for throughputs of 16 GBps, 15 GBps, ..., down to
11 GBps.

3.4 Cachelnspector Runtime

We implemented a runtime to disclose the dynamic cache information collected during the sam-
pling phase, as shown in Figure 5(a). The core of this runtime is a data structure called cache
info, which is a table containing the cache size measurements. The size of cache info is exactly
one page to fit in a single page in shared memory. Application code reads cache info using the
only get_cache_info() API defined in the Cachelnspector library as shown in Figure 5(b). Based
on the cache information, an application can adapt itself for performance, for example, using the
Protean code mechanism [47].

To run an application, Cachelnspector runtime first initializes the cache info in shared memory
and then launches the application process(es). The runtime periodically pauses the application
processes and executes a sampling phase to collect the cache size information in cache info.
Higher sampling frequency captures more dynamics but introduces higher overhead. The runtime
flexibly allows user control over the sampling frequency for different demands. The user can also
limit the sampling on a specific cache level to lower the overhead because, usually, only the last-
level cache is shared and dynamic.

3.5 Other Implementation Considerations

3.5.1  Power Management. Modern OSs leverage dynamic voltage and frequency scaling to bal-
ance between CPU power consumption and performance. In addition, new processors overclock
to boost CPU performance when load is high [4, 59]. Both dynamic voltage and frequency scal-
ing and overclocking take microseconds to take effect. To ensure that our benchmark runs in a
consistent environment, we introduce a warming up stage, which runs the benchmark for several
rounds but ignores results.

New power management hardware smartly controls the frequency of each CPU core separately
according to power policy as well as thermal constraints. For instance, the Intel Xeon E5-2699 v4
processor allows only 2 out of 22 cores to overclock to a maximum of 3.6 GHz simultaneously. If all
22 cores are busy, they can overclock to 2.8 GHz simultaneously. Although some cloud providers al-
low control over CPU frequency from inside specific instances (e.g., Amazon m4 . 10x1arge), cloud
users cannot directly control CPU frequency in most cases. Thus, the profiling stage and sampling
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stages may run at different CPU frequencies, resulting in inaccurate cache size measurements.
Therefore, we measure the L1 cache latency in the beginning of the sampling phase. If this L1
cache latency does not match what we measured during profiling, we drop the sampling data.

3.5.2 Cache Inclusion Policy. In a multi-level cache architecture, if a cache level must contain
the data in a higher level, it is called inclusive cache. On the contrary, if a cache level must not
contains the data in a higher level, it is called exclusive cache. A third policy is called non-inclusive
non-exclusive, which is neither strictly inclusive nor strictly exclusive [22]. Although inclusive
cache policy are common, some processors adopt the non-inclusive non-exclusive policy to avoid
back-invalidation [39]. Cachelnspector currently assumes inclusive policy for all cache. When non-
inclusive cache is involved, the sampling stage might over-report the size of non-inclusive cache
level if it is shared, because the data cached in a higher level will not be evicted when the corre-
sponding entries are evicted from non-inclusive cache by a competing core. However, as sequential
workload minimizes the number of useful entries in the higher cache level(s), we cautiously ne-
glect the preceding effect of non-inclusive cache policy. We plan to investigate the non-inclusive
policy more thoroughly in future work.

3.5.3  Multicore Instances. To evaluate a VM with multiple cores, we pin the microbenchmark
on one core and leave the other cores idle. The public cloud hypervisor may share one physical
core among the VMs, and users have no control over the affinity between virtual and physical
cores. In this case, our benchmark competes for compute and private cache resources and reports
the allocated shares as shown in Section 2.1. Sharing physical cores only occurs for the smallest
offered instances and is unlikely in practice.

3.5.4  Security. Security is a vital issue in the cloud. We argue that Cachelnspector does not in-
troduce vulnerabilities into the existing system. Cachelnspector runs without application-specific
information or exposing application information. The coarse grind throughput and latency mea-
surement data collected from Cachelnspectoris hard to be useful for side-channel attacks like Melt-
down [50], Spectre [44], and Flush+Reload [77]. Please note that Meltdown and Spectre require
the latency data of separate cache lines, whereas Cachelnspector can only provide the latency es-
timation of a whole cache level. Cachelnspector does detect the time pattern of available cache
resources in a shared environment, as shown in Section 5. However, it is easy for a cloud provider
to isolate sensitive applications with CAT [12] when such a protection is required. We claim that
using Cachelnspector is orthogonal to cloud security.

4 CACHEINSPECTOR VALIDATION

We first evaluate Cachelnspector’s accuracy of detecting cache sizes, as well as latency using four
different private servers. We use private servers for the validation study, avoiding the uncontrol-
lable interference from external workloads on a public cloud. Next we evaluate Cachelnspector us-
ing a variety of VM instances in both public and private clouds. Due to the time and cost involved,
we have not tested Cachelnspector on all of the hundreds of types of instances available on public
cloud providers. Instead, we selected 10 types of instances from Amazon North Virginia, Google
US-Central, Microsoft Azure US East US2, and a private cloud deployment called Fractus. Then we
use trace-driven experiments to demonstrate how cache information can benefit applications.
We measure cache size on two private servers with different hardware and configuration settings
to ensure Cachelnspector’s generality and platform independence. Server 1 has two Intel Xeon E5-
2690 v0 processors and 96 GB of memory. Each of its processors has 8 cores with 32 KB of L1 data
cache and 256 KB of unified L2 cache per core, and shared 20 MB of unified L3 cache. Server 2 has
two Intel Xeon E5-2699 v4 processors and 128 GB of memory. Each of its processors has 55 MB of
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Table 1. Cache Size Measurement Accuracy
Server Level Documented Measured (KB)
(KB) Bare Metal | Virtualized (KVM)
L1D 32 32.4(0.49) 32.5(0.5)
Server 1 L2 256 312.8 (32.6) 294.8 (53.4)
L3 20,480 19,982 (70.0) 18,703.3 (873)
L1D 32 34 (0) 31.9 (1.66)
Server 2 L2 256 265 (15.1) 223.8 (31.1)
L3 56,320 50,981.8 (681) 44,393 (708.6)
S L1D 32 32.75 (1.09) 32.6 (0.8)
erver 2 +
CAT L2 256 227.25 (42.5) 236.6 (17.0)
L3 22,528 19,950.8 (1189) 16,494 (721.8)
Table 2. Latency Measurement Accuracy
Level Documented Measured (ns)
(ns) Regression | Bare Metal (2M page) | KVM (2M page) | KVM (4K page)
L1D 1.05 1.06 1.05 1.06 1.06
L2 3.16 3.17 3.08 3.24 3.45
L3 10.00~11.32 10.65 10.04 10.49 25.12
Mem N/A 75.96 78.04 106.11 115.17

L3 cache shared among 22 cores with CAT capability, and its per-core L1 and L2 cache sizes are
identical to those in Server 1.

The servers run Linux 4.x and KVM hypervisor. The KVM guests also run Linux 4.x. We run
Cachelnspector in the host OS (Bare Metal) as well as in a KVM virtual machine (KVM). We pin
the Cachelnspector process to one CPU core to avoid being scheduled on different cores. In CAT
experiments, we use the rdtset command to allocate 8 of the 20 cache ways to the Cachelnspector
process. If the Cachelnspector is running inside KVM guest, we allocate the same amount of cache
ways to the KVM process since CAT is not available inside the VM. Table 1 compares the measured
cache size with ground truth from hardware documents. The measured cache sizes are the centers
of corresponding cliffs found by Algorithm 3. We run it five times and calculate the average—
the numbers in parentheses report standard deviation. We did not run any background workload
during the measurement.

We can see that L1 cache measurements are within 6% of the documented values. L2 and L3
cache measurements are also close to the documented values, but more scattered than L1 data
because, as shown in Figure 2(a), the performance cliffs falling from L2 and L3 are less steep. The
cache replacement policies for L2 and L3 are likely different from L1’s, but we have not yet found
details in publicly available information. Unlike the L1 data cache, L2 and L3 caches hold both data
and code.

Table 2 shows cache latency profiling on Server 1. The documented latencies are calculated
according to Intel’s manual [11]. The Regression column derives from the cache hit ratio, which is
measured by hardware performance counter, using linear regression and the model in Equation (1).
Please note that the regression approach does not involve Equation (2), because the hit rate is
known. The rest of the numbers are determined by Algorithm 2. By default, we use a 2-MB huge
page to minimize the TLB miss penalty. We also show cache latencies measured inside a KVM guest
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Fig. 6. Determining cache latency and hit ratio. The observed latency rises dramatically when the working
set size grows beyond the cache boundary. The stacked hit ratio shows the percentage of the cache level in
which memory accesses are ultimately served.

with normal 4-KB pages. The regression results are close to the documented values. Although some
cloud providers do expose program counters to cloud users in very limited types of instances,?
most cloud providers disable them for security and complexity reasons. Fortunately, the results
from Algorithm 2 have only slightly higher errors than the regression results if 2-MB huge pages
are used. Without a huge page, Algorithm 2 will incur a much higher overhead than with a huge
page.

Figure 6 shows the relationship between measured latency and cache hit ratio. The stacked area
shows the hit ratio for each cache level. Each time the working set size grows across the L, cache
boundary, the observed latency grows abruptly because the L, cache hit ratio drops quickly, as
shown at the top of Figure 6. This effect, however, levels off when the working set size grows
further and the hit ratio drops correspondingly. When the working set size grows close to the size
the of L, cache, the latency begins to jitter because the working set begins to overflow out of
the L, cache and into the next level. The dashed horizontal lines correspond to the regression
latencies in Table 2.

To show that our approach is architecture independent, we also validated Cachelnspector on
CloudLab m400 servers with X-Gene APM883208-X1 processors [26]. Please refer to the Cacheln-
spector GitHub repository [2] for the experiment result.

4.1 Cachelnspector Overhead

The Cachelnspector profiling phase involves running Algorithms 1 and 2 approximately 500 times
with different buffer sizes. Initializing random cyclic linked lists with tens of millions of entries in
latency profiling (Algorithm 2) is time consuming. It took more than 4 minutes to get a data point
in Figure 3 when the buffer size is 100 MB. Fortunately, the profiling phase runs only once at the
beginning. Therefore, we treat it as deployment overhead. We focus on the sampling overhead in
Cachelnspector runtime in the rest of this section.

We evaluated the runtime overhead using the pbzip2 application described in Section 2. We first
run pbzip2 without enabling Cachelnspector sampling and use its running time as the baseline.
Then, we run the same workload with a sampling phase triggered once every 2, 5, 10, 20, and 40
seconds. In the sampling phase, we limited Cachelnspector to evaluate only the shared last-level
cache allocation. We keep the unused cores idle to avoid interfering with pbzip2 execution. We run
each test five times and calculate the average and standard deviation. Figure 7 shows the results,
clustered in the number of threads. It is clear that the higher the sampling frequency is, the more

2 Amazon EC2 exposes the program counters in dedicated instances like m4.16xlarge and i3.16xlarge [34].
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Fig. 7. Cachelnspector runtime overhead.

overhead it incurs. With a 2-second interval, Cachelnspectoradds about 20% to the baseline running
time. When the frequency drops to once every 20 seconds, the overhead is at most 2.5%. It translates
to 400- to 500-ms running time for each sampling phase, including the overhead of stopping and
resuming the application process(es). The number matches our observation in Figure 4(b). This
trend is not sensitive to the number of threads involved in this application because the overhead
of stopping and resuming threads is negligible compared to the sampling overhead. The almost
invisible error bars show that the overhead is consistent across each run.

5 CACHE RESOURCES IN PUBLIC CLOUDS

We measured the cache resources in different types of VM instances from multiple cloud providers.
Due to the time and cost involved, we have not tested Cachelnspector on all of the hundreds of types
of instances available on public cloud providers. Instead, we selected 10 types of instances from
Amazon North Virginia, Google US-West, Microsoft Azure US East US2, and a controlled local
environment to show the profiling results. An important consideration is the stationarity of these
measurements. To this end, we monitored cache size measurement fluctuation in days using four
instances from Amazon, Google, and Azure.

5.1 Throughput and Latency Profiling

Figure 8 compares throughput and latency profiling of CPU caches and memory for various VM
instance types. The first two rows are for the bare metal and virtualized instances running on a
local server, Server 1, as we used in Section 4. The others are for cloud instances.

From the results in the controlled environment, we can see that virtualization adds negligi-
ble overhead to throughput and latency of the memory hierarchy. Figure 8(a) and (c) show that
azure_f2 and azure_ds2v?2 instances have much higher L1 and L2 cache throughput than the
others. That is because they use a newer CPU model with AVX512 support, allowing process-
ing 512-bit data per instruction. The others only have AVX2 capable of processing 256-bit data
per instruction. We noticed that the measured performance of the L1/2 cache of local servers is
significantly higher than that in the cloud despite the hardware difference. According to the L1
cache latencies, Cachelnspector can reach the highest Turbo Boost frequency, whereas cloud in-
stances do not. We monitored a couple of cloud instances in Amazon and Google for weeks but
found no evidence that they ever boosted to the highest CPU frequency. For example, the Amazon
EC2 m4.1large instance has an Intel E5-2686 v4 core as reported, which can overclock to 3 GHz.
However, our test results show that its L1 cache latency is 1.53 ns. Since each L1 access uses four
instructions, we can infer the CPU frequency is around 2.6 GHz. The hardware manual points out
that each core can boost to at most 2.7 GHz if all of them boost simultaneously. The coincidence
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Fig. 8. Cache and memory performance in a controlled environment and three public cloud providers.

implies that the cloud provider might throttle the CPU frequency for fairness in the cloud. But it
could also be the case that all other cores are busy. We have not validated our speculation with
cloud providers yet.

5.2 Stationarity

To understand how effective cache sizes change over time, we ran Cachelnspector sampling every
minute in Amazon EC2, Google Cloud Platform, and Microsoft Azure Cloud for one week. Due to
our limited budget, we selected four instances as shown in Figure 9. A dark blue line shows the
time series of estimated cache size. Recall that Algorithm 3 determines the cache size using a buffer
size corresponding to the throughput halfway from the top to the bottom of a cliff (Figure 2(a)).
To estimate the width of a cliff, we pick five extra buffer sizes, two larger and two smaller than
the estimated cache size, whose throughput measurement increase (decrease) evenly to the faster
(slower) level in the cache/memory hierarchy, as we illustrate in the last paragraph in Section 3.3.
The light blue scaled belts in Figure 9 show the distances between those buffer sizes. The brown
dashed lines show the cache sizes reported by the OS.

We can see that in Amazon EC2 (Figure 9(a)) and Azure Cloud (Figure 9(c) and (d)), the L1 and
L2 cache measurements agree with OS-reported sizes. The L3 cache size measurements fluctuate
significantly and are much smaller than the stated size because our instances share the L3 cache
with others. This is because the L3 cache is shared and co-located instances have a fluctuating
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Fig. 10. An example of diurnal cycles of L3 cache measurements.

workload. The L3 cache size measurement in Figure 9(b) shows a cliff pattern: the observed mea-
surements are stable for hours but suddenly drop or rise by more than 10 MB to another level.
We also saw a similar pattern using an m4.large instance in the Amazon Ohio region. It could
be some co-located batch workload lasting for hours that suddenly started or stopped. Another
possible reason is that the hypervisor uses CAT to adjust the cache allocation since those instances
reported CAT capable processors. We do not explore the reasons for the resource fluctuation in
this work. Instead, we argue that Cachelnspector can detect the changes and give application op-
portunities to adapt. Figure 9(b) shows a high discrepancy between measured L2/L3 cache sizes
and those reported by the OS. We suspect that instances—specified as running on either the In-
tel Sandy Bridge or Broadwell platform—are actually run on servers with the new Intel Skylake
platform that has 1 MB of L2 cache per core, because the results match what we measured on that
platform.

We found that many L3 cache measurements in our experiment show diurnal cycles. Figure 10
shows a whole-week measurement of the L3 cache sizes using an n1-standard-2 instance in
Google Cloud. We smooth the measurement using exponential weighted moving average to filter
out high-frequency components and then run fast Fourier transformation to identify the peri-
odicity. Figure 11(a) shows that the energy concentrates around the center (low frequency). The
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Fig. 12. Continuous L3 cache sampling with an m4.large instance in the Amazon Ohio Region.

zoom-in view in Figure 11(b) reveals the high energy spike at frequency 7, whose period is 1 day
(one-seventh of a week). We suspect that the measured instance may be collocated with some daily
workload.

We also investigated how cache allocation fluctuates in short time scales because cache alloca-
tion is less useful if it changes too fast. Therefore, we ran Cachelnspector continuously for a day
using four cloud instances as well as in a VM in our controlled environment. This experiment
gave us three to five data points of L3 cache size measurements. We found that the measurements
change in a range no wider than a few tens of megabytes, but they are relatively stable. Figure 12(a)
shows a typical distribution of the difference between adjacent measurements. This one uses an
m4.large instance running in the Amazon Ohio Region. The distribution fits a normal distribu-
tion centered on zero (¢ = 2.4MB). Figure 12(b) shows a zoomed-in view, which is stable in over a
minute.

Finally, we evaluated the cache size prediction error. We assume that an application invokes
Cachelnspector to sample cache allocation periodically and change its behavior accordingly. We
define the prediction window as the interval of two Cachelnspector invocations. The prediction er-
ror is the average difference between the sample and the measurements inside a window. Figure 13
shows how the prediction error grows by increasing the window size. For all tested cases, more
frequent sampling results in a lower prediction error. Most of them can achieve a prediction error
of 10% with a 100-second window. The Google instance (ggl_n1s2) displays a strong variation and
hence has the highest prediction error. Since the background workload is light in the controlled
environment (server1_KVM), its cache resource does not change frequently. Therefore, its predic-
tion error is below 3% with hour-long windows. The prediction error is also low with Amazon
m4.2xlarge instances. This instance type has four physical cores (eight virtual CPU cores) but only
~13MB L3 cache as measured, which we believe is exclusive.

ACM Transactions on Architecture and Code Optimization, Vol. 18, No. 3, Article 35. Publication date: June 2021.



Cachelnspector: Reverse Engineering Cache Resources in Public Clouds 35:19

N
o

—— amz_r4.large amz_m4.2xlarge serverl_kvm
amz_m4.large —=- ggl_nls2

—
v

=
o

Relative Error (%)

v

o

10° 10t 102 103 104
Predict Window size (sec)

Fig. 13. L3 cache capacity prediction error.

6 RELATED WORK

Major cloud providers allow cloud users to see resource usage statistics with monitoring tools
like Amazon CloudWatch, Google Stackdriver, and Azure Monitor. Although those tools provide
rich statistics from hardware utilization (e.g., CPU and memory utilization per minute) to service
performance (e.g., query execution time), we have not found any of them report the dynamic
information of CPU cache resources, which significantly fluctuates as shown in Section 5.

Application profiling tools (a.k.a. performance profiler) report detailed information about an
application during an application run [1, 31, 33, 37, 48, 58, 60]. For example, the Top-Down Char-
acterization supported by Intel’s VTune [37] reveals the utilization of CPU resources. Based on the
event counters reported from a monitor tool called EMON, it pins down the performance bottle-
necks like high cache miss rate, excessive TLB flushes, or too much branch misprediction. Linux
perf is an event-based tracing infrastructure in the Linux kernel. Similar to VTune, perf relies
on hardware performance counters. OProfile, perf-tools, and Valgrind are user-friendly profilers
built upon perf [29, 41, 49]. System software developers have long used those tools to optimize
algorithm and data structure for performance. However, those tools assume a static environment
regarding hardware resources like CPU cache. They do not detect the changes in resource alloca-
tion, which are common in the cloud due to sharing or scheduling. Instead, Cachelnspector detects
those changes, allowing dynamic performance tuning. Moreover, Cachelnspector does not rely on
the hardware performance counters, which are rarely available from a cloud instance.

Closest to our profiling stage are CPU microbenchmarks [8, 55, 56]. STREAM has long been
used for cache/memory throughput benchmarking [55, 56]. However, it assumes that the cache
size is known in advance, which is invalid in the cloud. CacheBench does not assume knowing
the cache size a priori and tests the throughput using a wide range of buffer sizes [8]. CacheBench
has a feature called guess cache size.> To guess the cache size, CacheBench first measures memory
throughput using a series of buffer sizes growing exponentially. Then it looks for 10% or more
drops between two consecutive measurements to determine cache sizes. This approach assumes
steep cliffs in Figure 2(a), which does not generally hold anymore, and we found that CacheBench
is unable to determine L2/3 cache sizes. In addition, CacheBench takes minutes to find a result
because it tests a wide range of buffer sizes each time—Cachelnspectoruses binary search to identify
cache size in just hundreds of milliseconds. Finally, Cachelnspector can measure cache and memory
latencies; it adapts to both virtualized and bare-metal environments, which neither STREAM nor
CacheBench considers.

7 CONCLUSION

We presented Cachelnspector, a new system for measuring the cache and memory resources al-
located to a user in a public cloud in a practical and online manner. Specifically, Cachelnspector

3This feature is disabled by default. We enabled it for our experiments.
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quantifies the capacity, throughput, and latency of each level of the memory hierarchy, allowing
users to determine the best cloud offerings for their applications. Furthermore, we showed that
Cachelnspector allows users to leverage this information to adjust their application’s behavior to
changing, and in some cases, constrained resources in a way that avoids performance degradations.
Current public clouds still offer limited visibility of architectural characteristics and allocation of
shared resources to their users. Cachelnspector is a first step toward bridging this gap between the
cloud provider and cloud user’s view of public cloud resources, in a way that promotes resource
efficiency and performance predictability.

APPENDIX
A  SELF-ADJUSTING CLOUD SERVICES

Approximate computing applications are good candidates for settings where cache allocations
change over time, since they can tolerate some loss of output quality for improved execution time
and/or reduced resource requirements. We use a set of machine learning Spark jobs, and Xapian,
a latency-critical, search engine [43], to demonstrate their potential. We first characterize the re-
lationship between cache capacity allocation and execution time for each examined Spark job and
Xapian, as output quality decreases. We allow quality to drop by at most 5% from nominal execu-
tion (precise). This is achieved through several approximation techniques, namely:

o Loop perforation: We reduce the number of executed loops by (1) only executing the first
(max;, /p) iterations, and (2) executing every p'" iteration, or not executing every p*"
iteration to reduce memory pressure.

e Data type precision: We lower the precision of suitable data types to reduce memory foot-
print. To identify eligible data types, we use the ACCEPT framework [66].

o Algorithmic exploration: We explore alternative algorithmic designs for search, sort,
and graph traversal methods, which optimize for reduced resource usage instead
of performance.

e Synchronization elision: We opportunistically execute parallel code regions without syn-
chronization primitives like locks to avoid serialization delays and memory coherence
traffic.

Once we obtain the approximate variants that are close to the performance-accuracy Pareto
frontier, we modify the original application to also include calls to the approximate variants. At
runtime, we use a dynamic recompilation tool, based on DynamoRIO [27], to switch between
precise and approximate versions of an application, when needed. Once Cachelnspector determines
the allocated shared cache capacity, the system determines whether to lower the application’s
output quality or not. The prompt for a switch are Linux signals, such as SIGTERM and SIGQUIT.

Figure 14 shows an example of this operation for four Spark jobs running ML applications (SVD,
PCA, k-means, and Naive Bayes) on an Amazon EC2 m4.large instance. When Cachelnspector de-
termines that the application has insufficient cache resources to meet its performance require-
ments, DynamoRIO invokes the least aggressive approximate variant of the application that allows
it to meet its QoS. When cache resources return to nominal levels, the job switches back to precise
execution. For all four jobs, inaccuracy is 2.1% on average and never exceeds the 5% threshold. The
vertical dotted lines show the required completion time for each job, whereas the solid line of the
same color shows when the job would complete, if approximation was not employed. The bottom
of Figure 14 also shows the process for an interactive, latency-critical service. Inaccuracy again
is adjusted based on the available cache resources, ensuring that the tail latency QoS is met at all
times.
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Fig. 15. Impact of reverse engineering the effective cache resources in a public cloud with Cachelnspector.

In general, dynamic recompilation can introduce significant runtime overheads if invoked at
the granularity of individual instructions. To avoid such overheads, DynamoRIO is only invoked
at coarse, function granularity, which allows it to always incur less than 5.6% overhead in execution
time.

Figure 15 shows the impact of Cachelnspector's measurements on a wider range of application.
In this experiment, we run a set of analytics applications from Spark’s MLIib framework in a two-
socket server, shared among multiple applications, and equipped with Intel’s CAT mechanism.
The leftmost bars show each job’s performance when cache resources are unlimited, whereas the
light blue bars show the execution time per job when cache resources are limited, due to con-
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tention. All applications experience significant performance degradation—27% on average and up
to 45%. Unfortunately, in this case, there is little the user can do to reverse the impact of resource
contention, beyond requesting more resources, and/or migrating to a different server platform, or
cloud provider altogether. In contrast, when Cachelnspectorinforms the user of the instantaneously
available cache resources, the application can be adjusted to avoid the impact of the degraded per-
formance. In all cases, the Spark applications tolerate 1% to 2% of loss in their output quality? in
return for completing at the same time as when cache resources were plentiful.
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