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Logging into a Web Service



Experimental Setup

 15 users
 ~10 typing samples each
 “A quick brown fox jumps over the lazy

dog.”



Keypress Duration

 Some consistency found across users
 Mean & standard dev. profiling
 Variations across different users



Keypress Duration



Press/Release Ordering

 Ordering differences

 Distance metric (relative ordering)

 Trial 1: P1 - R1 - P2 - P3 - R2 - R3

 Trial 2: P1 - P2 - R1 - R2 - P3 - R3



Relative Keystroke Speeds

 Relative speed of particular keys may
remain consistent

 Distance metric between two samples



Relative Keystroke Speeds



Shift Key Usage

 4 classes of shift-key users
 Type 1 - LEFT-SHIFT
 Type 2 - RIGHT-SHIFT
 Type 3 - MIXED

CONSISTENT
 Type 4 - MIXED

INCONSISTENT



Contributions

 Applied statistical analysis methods for
password scenario

 Proposed four metrics for
distinguishing typing patterns

 Conducted experiments to validate and
assess goodness of each metric


