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Abstract

‘We describe a simple and novel cryptographic construction
that we refer to as a fuzzy vault. A player Alice may place
a secret value & in a fuzzy vault and “lock” it using a set
A of elements from some public universe U. If Bob tries
to “unlock” the vault using a set B of similar length, he
obtains k only if B is close to A, i.e., only if A and B over-
lap substantially. In constrast to previous constructions of
this flavor, ours possesses the useful feature of order invari-
ance, meaning that the ordering of A and B is immaterial
to the functioning of the vault. Our scheme enjoys provable
security against a computationally unbounded attacker.

1 Introduction

Alice is a movie lover. She is looking to find someone who
shares her taste in movies, but does not want to reveal in-
formation about her preferences indiscriminately to other
people. One approach she might take is to compile a set
A of her favorite movies and publish it in a concealed form.
For instance, Alice might post to a Web newsgroup a cipher-
text C'4 representing an encryption of her telephone number
tel 4 under the set (here, key) A. In this case, if another per-
son, say Bob, comes along with a set B of his own favorites
that is identical to A, then he can decrypt C4 and obtain
Alice’s phone number. If Bob tries to decrypt C4 with a
set different than Alice’s, he will fail to obtain her telephone
number. A drawback to this approach is its exactitude, or
lack of error-tolerance. If Bob’s interests are very similar to
Alice’s, e.g., if he likes two or three films that Alice doesn’t,
then he will not learn tel 4. It seems very likely in this case,
though, that Alice would still like Bob to obtain her tele-
phone number, as their tastes are quite similar.

In this paper, we introduce the notion of a fuzzy vault.
This is a cryptographic construction whereby Alice can lock
her telephone number tel 4 using the set A, yielding a vault
denoted by V4. If Bob tries to unlock the vault V4 using his
own set B, he will succeed provided that B overlaps largely
with A. On the other hand, anyone who tries to unlock
Va with a set of favorite movies differing substantially from
Alice’s will fail, helping to ensure that Alice’s set of favorites
remains private. Thus, a fuzzy vault may be thought of
as a form of error-tolerant encryption operation where keys
consist of sets. Our fuzzy vault proposal has two important
features that distinguish it over similar, prior work. First,
the sets A and B may be arbitrarily ordered, i.e., true sets
rather than sequences. Second, in contrast to previous work,
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we are able to prove information-theoretic security bounds
over some natural non-uniform distributions on the set A.

FError-tolerant cryptographic algorithms are useful in
many circumstances in which security depends on human
factors, and thus exactitude represents a drawback. We of-
fer just a few examples here, all of which might benefit from
use of our fuzzy vault scheme:

1. Privacy-protected matching: As an extension of
our movie lover’s example above, we might consider a
business scenario. Bisco Corp. is looking to sell routers
possessing a set A = {a1,a2,...,ax} of specifications.
It might publish a fuzzy vault V4 with its identity &,
locked under A. If Disco Corp. is looking for routers
with a set B of similar specifications, then it will be
able to open the vault. Anyone who tries to unlock
the vault with a dissimilar set will not learn x. (We
address this idea in detail later in the paper, and de-
cribe an important security enhancement using on-line
throttling mechanisms.)

2. Personal entropy systems: Proposed by Ellison et
al. [5], this is a system that enables users to recover
passwords by answering a series of questions. In recog-
nition of the unreliability of human memory, the system
permits users to answer some of these questions incor-
rectly. A serious vulnerability in this system is exposed
in [2], who show more broadly that the underlying
hardness assumption is weak. Our fuzzy vault scheme
offers an alternative implementation that is provably
secure in an information-theoretic sense and that may
involve use of sets, and not just fixed-order answers.

3. Biometrics: Alice authenticates to her server us-
ing fingerprint information. Her system administrator
wishes to store her fingerprint on the server or, more
precisely, a set A of features characterizing her finger-
print. (Such sets are known as biometric templates.) If
an attacker breaks into the server, however, Alice does
not want her template A compromised. An additional
complication is that biometric systems are error-prone:
When Alice tries to authenticate herself, her fingerprint
reader is likely to produce a template A’ that is simi-
lar to, but not identical to A (with bit errors and ran-
dom permutation and erasure of elements). Alice might
store a PIN locked in a fuzzy vault on a set A of fea-
tures describing her fingerprint, thereby achieving both
error-tolerance and privacy. Note that order-invariance
is critical here. It is usually not possible to impose an
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