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Meltdown & Spectre on the Headlines in 2018
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Meltdown and Spectre: ‘worst ever’ CPU bugs 
affect virtually all computers 

Everything from smartphones and PCs to cloud computing affected by major 
security flaw found in Intel and other processors – and fix could slow devices.

Quotes from https://www.theguardian.com/technology/2018/jan/04/meltdown-
spectre-worst-cpu-bugs-ever-found-affect-computers-intel-processors-security-flaw
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Microarchitectural

Side Channels

Side Channel

via Software Resources

Memory Corruption 
Vulnerabilities

Many Others …
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Limitations of Looking At 
Microarchitectural-only Side Channels
• Part 1: Miss threats that arise from compound threat models

• Part 2: Misunderstand root causes of existing side channel attacks
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Microarchitectural 
side channels
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Attacks

Memory Corruption 
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SW HWMicroarchitectural 
Attacks

Memory Corruption 
Attacks

PACMAN
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PACMAN: Attacking ARM Pointer Authentication with Speculative Execution; 
Joseph Ravichandran*, Weon Taek Na*, Jay Lang, Mengjia Yan; ISCA, 2022.



Buffer Overflow
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Buffer Overflow
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Buffer[0]
Buffer[1]

...
Function Pointer

Buffer Overflow 
overwrites the 

function pointer!
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ARM Pointer Authentication
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ARM Pointer Authentication
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PAC = crypto_func(pointer, salt, key)
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Sign

Two Operations

12

Verify
Before saving a pointer to 
memory, compute the PAC

Before using a pointer, 
check the pointer's PAC
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Buffer Overflow

14

Buffer[0]
Buffer[1]

...
Function PointerPAC

Buffer Overflow 
corrupts the PAC

Invalid PAC means we crash!
14



Extending ARM Pointer Authentication
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Extending ARM Pointer Authentication
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Extending ARM Pointer Authentication

The security properties of these mechanisms 

have been examined solely under the memory safety threat model.
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Threat Model
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Threat Model
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Memory 
corruption 

vulnerability

Control-flow 
hijacking 

attack

PAC

last line of defense 
for software attacks 

PACMAN
Bypass defenses using 

microarchitectural attacks 
16



Key Insight

Break PAC with Microarchitectural Attacks 

1. Guess a PAC speculatively to prevent crashes

2. Leak verification results via side channel

1717



Speculative Execution

18

Branch Inst A Inst B

timeIn-order execution:

if (…) {  //Branch
Inst A
Inst B

}
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Speculative Execution

18

Branch Inst A Inst B

timeIn-order execution:

Branch
Inst A Inst B

Speculative execution: time

if (…) {  //Branch
Inst A
Inst B

}

Micro-architecture side 
effects are not rolled back 18



PACMAN Gadgets

if (condition):

  verified_ptr = AUT(guess_ptr) // AUT

  load(verified_ptr)            // LD

Data Gadget

1919



Attack Procedure
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Attack Procedure

20

if (condition):

  verified_ptr = AUT(guess_ptr) // AUT

  load(verified_ptr)            // LD

time

Incorrect 
PAC

Branch 
mispredict

Branch 
mispredict

AUT 
succeeds

AUT 
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Speculative  
Load a valid ptr
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No Load issued

Correct 
PAC

20



TARGET

21Image: Apple ("Apple Unleashes M1")

The world's first desktop CPU
that supports Pointer Authentication.
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Challenges of Real World Hardware

• No documentation of microarchitectural details.

• No high resolution timer.

• macOS is a difficult system to integrate attacks on.

22

Essentially, we had to reinvent the wheel.



Conjectured TLB Hierarchy
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PAC Oracle Accuracy
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PAC Oracle Accuracy
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With a highly reliable PAC oracle, the attacker can brute-force the PAC value.



PacmanOS
A Rust-based bare metal

environment for performing experiments.
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PACMAN @DEFCON
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SW HWMicroarchitectural 
Attacks

Memory Corruption 
Attacks

PACMAN

27

Takeaway 1: New threats arise from 
compound threat models

ASLR Bypass 
using  

Side Channels*

*Speculative Probing: Hacking Blind in 
the Spectre Era; Göktaş et al; CCS’20



Limitations of Looking At 
Microarchitectural-only Side Channels
• Part 1: Miss threats that arise from compound threat models

• Part 2: Misunderstand root causes of existing side channel attacks
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Microarchitectural 
side channels

28
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Shared 

Resources

Microarchitectural Timing Side Channels

SHARE

SHARE

Machine Learning is used to 
DECODE the signal

Signal 30

DECODE

"Victim Secret"

Root 
Cause 
🤔



* Shusterman, et al. "Prime+Probe 1,JavaScript 0: Overcoming Browser-based Side-Channel Defenses.” USENIX Security’21

loop {
  start = time()
  counter = 0;
  while(time() - start < 5ms) {
    counter++;
    SWEEP_CACHE();
  }
  Trace[start] = counter;
}

ATTACKER'S CODE

A Cache-Occupancy Attack*
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Website Fingerprinting

INFER "b.com"
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http://b.com
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loop {
  start = time()
  counter = 0;
  while(time() - start < 5ms) {
    counter++;
    SWEEP_CACHE();
  }
  Trace[start] = counter;
}

ATTACKER'S CODE

A Surprising Experiment

REMOVE MEMORY ACCESSES

Chrome on 
Linux

Chrome on 
Windows

Safari on 
macOS

97%93%97%

73%
80%

91%

Sweep-Counting Attack Our Attack

33
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🤔

ML-assisted side-channel attacks work as a black box. 
It is challenging to find the root cause.It is challenging to find the root cause(s).
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System 
Interrupts

c
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Hardware 
Device

Time
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process
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finish executing  
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Movable interrupts
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Non-movable interrupts

⬅ Timer interrupts
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Non-movable interrupts
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Non-Movable Interrupts

• Can’t be isolated from any cores


• Are necessary for the operating system to function


• Have not been studied in detail for side channels

42



Background 
Research

Hypothesis

Experiment

Analyze data

Observation

Conclusion
What could cause 

throughput to change 
over time?

Frequency scaling

Repeat experiment with 
frequency scaling 

disabled

Train machine learning 
model → 94.2% 

accuracy

95.2% accuracy when 
memory accesses 

removed

Little to no signal from 
frequency scaling What else?

CPU core contention

Repeat experiment

94.0% accuracy

94.2% accuracy with no 
frequency scaling

Little to no signal from 
CPU core contention

Scientific 
method

What else?

Interference from 
interrupts

94.0% accuracy with 
separate cores

Repeat experiment

88.2% accuracy

There’s still 

a lot of signal!

88.2% accuracy with 
movable interrupts 

isolated

43



Background 
Research

Hypothesis

Experiment

Analyze data

Observation

Conclusion
What could cause 

throughput to change 
over time?

Frequency scaling

Repeat experiment with 
frequency scaling 

disabled

Train machine learning 
model → 94.2% 

accuracy

95.2% accuracy when 
memory accesses 

removed

Little to no signal from 
frequency scaling What else?

CPU core contention

Repeat experiment

94.0% accuracy

94.2% accuracy with no 
frequency scaling

Little to no signal from 
CPU core contention

Scientific 
method

What else?

Interference from 
interrupts

94.0% accuracy with 
separate cores

Repeat experiment

88.2% accuracy

There’s still 

a lot of signal! What else?

88.2% accuracy with 
movable interrupts 

isolated

43



Background 
Research

Hypothesis

Experiment

Analyze data

Observation

Conclusion
What could cause 

throughput to change 
over time?

Frequency scaling

Repeat experiment with 
frequency scaling 

disabled

Train machine learning 
model → 94.2% 

accuracy

95.2% accuracy when 
memory accesses 

removed

Little to no signal from 
frequency scaling What else?

CPU core contention

Repeat experiment

94.0% accuracy

94.2% accuracy with no 
frequency scaling

Little to no signal from 
CPU core contention

Scientific 
method

What else?

Interference from 
interrupts

94.0% accuracy with 
separate cores

Repeat experiment

88.2% accuracy

There’s still 

a lot of signal! What else?

Non-movable interrupts

88.2% accuracy with 
movable interrupts 

isolated

43



Background 
Research

Hypothesis

Experiment

Analyze data

Observation

Conclusion
What could cause 

throughput to change 
over time?

Frequency scaling

Repeat experiment with 
frequency scaling 

disabled

Train machine learning 
model → 94.2% 

accuracy

95.2% accuracy when 
memory accesses 

removed

Little to no signal from 
frequency scaling What else?

CPU core contention

Repeat experiment

94.0% accuracy

94.2% accuracy with no 
frequency scaling

Little to no signal from 
CPU core contention

Scientific 
method

What else?

Interference from 
interrupts

94.0% accuracy with 
separate cores

Repeat experiment

88.2% accuracy

There’s still 

a lot of signal! What else?

Non-movable interrupts

88.2% accuracy with 
movable interrupts 

isolated

Repeat experiment

43



Background 
Research

Hypothesis

Experiment

Analyze data

Observation

Conclusion
What could cause 

throughput to change 
over time?

Frequency scaling

Repeat experiment with 
frequency scaling 

disabled

Train machine learning 
model → 94.2% 

accuracy

95.2% accuracy when 
memory accesses 

removed

Little to no signal from 
frequency scaling What else?

CPU core contention

Repeat experiment

94.0% accuracy

94.2% accuracy with no 
frequency scaling

Little to no signal from 
CPU core contention

Scientific 
method

What else?

Interference from 
interrupts

94.0% accuracy with 
separate cores

Repeat experiment

88.2% accuracy

There’s still 

a lot of signal! What else?

Non-movable interrupts

88.2% accuracy with 
movable interrupts 

isolated

Repeat experiment
This experiment is 

impossible! 43



System Instrumentation

In the kernel space: use eBPF

• Allows instrumentation of the Linux kernel at runtime

• We developed a tool to monitor interrupt characteristics by recording time at 

beginning and end of interrupt handlers


In the user space: attacker code in Rust

• Records time leaves and re-enters the user space
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c

c

Hardware 
Interrupt

Time

victim 
process

attacker 
process

interrupt arrives 
at the core

finish executing  
interrupt handler99% of gaps can be 

explained by the presence 
of interrupts
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cache side 
channel

process 
isolation

interrupt side 
channel
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cache side 
channel

process 
isolation

interrupt side 
channel

Takeaway 2: There’s 
always a bigger fish!  

Need comprehensive 
security analysis in 

complex SW-HW systems 
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•  88.2% → 91.6%

• How to decipher signals from the ML model output?
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Takeaway 1: New threats arising from compound threat models

Takeaway 2: Need comprehensive security analysis for complex SW-HW systems
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Microarchitectural-Only Side Channels
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Learning Computer Architecture Security 
For Fun — 5 Lab Assignments
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