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Abstract

We presenta techniquethat improvesrandomtestgen-
eration by incorporating feedback obtainedfromexecuting
testinputsasthey are created.Our techniquebuilds inputs
incrementallyby randomlyselectinga methodcall to apply
and �nding argumentsfrom amongpreviously-constructed
inputs. As soon as an input is built, it is executedand
checked against a set of contractsand �lters . The result
of theexecutiondetermineswhethertheinput is redundant,
illegal, contract-violating, or usefulfor generatingmore in-
puts. Thetechniqueoutputsa testsuiteconsistingof unit
testsfor the classesunder test. Passingtestscan be used
to ensure that codecontractsarepreservedacrossprogram
changes; failing tests(that violate one or more contract)
point to potentialerrors that shouldbecorrected.

Our experimentalresultsindicatethat feedback-directed
random test generation can outperform systematicand
undirectedrandomtest generation, in terms of coverage
and error detection. On four small but nontrivial data
structures(usedpreviouslyin theliterature),our technique
achieveshigheror equalblock andpredicatecoveragethan
modelchecking (with and without abstraction) and undi-
rectedrandomgeneration. On 14 large, widely-usedli-
braries(comprising780KLOC),feedback-directedrandom
testgeneration �nds manypreviously-unknownerrors, not
foundby eithermodelchecking or undirectedrandomgen-
eration.

1 Intr oduction

Thereis an ongoingcontroversyregardingthe relative
meritsof randomtestingandsystematictesting. Theoret-
ical work suggeststhat randomtesting is as effective as
systematictechniques[8, 15]. However, somebelieve that
in practice,randomtestingcannotbe as effective as sys-
tematictestingbecausemany interestingtestshavevery lit-
tle chanceof being createdat random. Previous empiri-
cal studies[9, 18, 28] found that randomtest input gener-
ation achieveslesscodecoveragethansystematicgenera-
tion techniques,includingchaining[9], exhaustive genera-

tion [18], modelchecking,andsymbolicexecution[28].
It is dif�cult to generalizetheresultsof thesestudieswith

regardto therelative advantagesof randomandsystematic
testing.Theevaluationswereperformedonverysmallpro-
grams. Becausethe small programsapparentlycontained
no errors,thecomparisonwasin termsof coverageor rate
of mutantkilling [21], not in termsof trueerrordetection,
which is thebestmeasureto evaluatetestinput generation
techniques.While thesystematictechniquesusedsophisti-
catedheuristicsto make them more effective, the type of
randomtestingusedfor comparisonis unguidedrandom
testing,with noheuristicsto guideits search.

Our work addressesrandomgenerationof unit testsfor
object-orientedprograms. Such a test typically consists
of a sequenceof methodcalls that createand mutateob-
jects, plus an assertionaboutthe result of a �nal method
call. A testcanbe built up iteratively by randomlyselect-
ing a methodor constructorto invoke, using previously-
computedvaluesasinputs.It is only sensibleto build upon
a legal sequenceof methodcalls, eachof whoseinterme-
diateobjectsis sensibleandnoneof whosemethodsthrow
anexceptionindicatingaproblem.For example,if theone-
methodtesta=sqrt(-1) is erroneous(say, theargumentis
requiredto benon-negative),thenthereis nosensein build-
ing upon it to createthe two-methodtest a=sqrt(-1);
b=log(a) . Our techniqueusesfeedbackobtainedfrom ex-
ecutingthesequenceasit is beingconstructed,in orderto
guidethesearchtowardsequencesthatyield new andlegal
objectstates.Inputsthat createredundantor illegal states
areneverextended;this hastheeffectof pruningthesearch
space.

We have implementedthe techniquein RANDOOP.1

RANDOOP is fully automatic,requiresno input from the
user(other thanthe nameof a binary for .NET or a class
directoryfor Java), andscalesto realisticapplicationswith
hundredsof classes.RANDOOP hasfoundseriouserrorsin
widely-deployedcommercialandopen-sourcesoftware.

Figure1 showsatestcasegeneratedby RANDOOP when
runonSun'sJDK 1.5.Thetestcaseshowsaviolationof the
equals contract: a set s1 returnedby unmodifiable-

1RANDOOP standsfor “random testerfor object-orientedprograms.”
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Testcasefor java.util

public static void test1() {
LinkedList l1 = new LinkedList();
Object o1 = new Object();
l1.addFirst(o1);
TreeSet t1 = new TreeSet(l1);
Set s1 = Collections.unmodifiableSet(t1);
// This assertionfails
Assert.assertTrue(s1.equals(s1));

}

Figure1. A testcasegeneratedby RANDOOP. Thetestcasereveals
anerrorin Sun's JDK 1.5.

Set(Set) returnsfalse for s1.equals(s1) . This vi-
olatesthe re�exivity of equals asspeci�ed in Sun's API
documentation.This testcaseactually revealstwo errors:
one in equals , and one in the TreeSet(Collection)
constructor, which failed to throw ClassCastException
asrequiredby its speci�cation.

Our experimentalresultsindicatethat feedback-directed
randomtestingcanoutperformsystematictestingin terms
of coverageand error detection. On four containerdata
structuresusedpreviously to evaluate � ve different sys-
tematic input generationtechniques[28], inputs created
with feedback-directedrandomgenerationachieveequalor
higherblockandpredicatecoverage[1] thanall thesystem-
atic techniques.

In termsof error detection,feedback-directedrandom
testing revealedmany errors across14 widely-deployed,
well-testedJava and .NET libraries totaling 780KLOC.
Model checkingusingJPF[26] wasnot ableto createany
error-revealingtestinputs:thestatespacefor theselibraries
is enormous,and the model checker ran out of resources
after exploring a tiny, localizedportion of the statespace.
Ourresultssuggestthatfor largelibraries,thesparse,global
samplingthat RANDOOP performscanreveal errorsmore
ef�ciently thanthedense,localsamplingthatJPFperforms.
And unlike systematictechniques,feedback-directedran-
domtestingdoesnot requirea specializedvirtual machine,
codeinstrumentation,or theuseof constraintsolversor the-
orem provers. This makes the techniquehighly scalable:
we were able to run RANDOOP on the .NET Framework
librariesand threeindustrial implementationsof the JDK,
andfoundpreviously-unknownerrors.

In summary, our experimentsindicate that feedback-
directedrandomgenerationretainsthe bene�ts of random
testing(scalability, simplicity of implementation),avoids
randomtesting's pitfalls (generationof redundantor mean-
inglessinputs), and is competitive with systematictech-
niques.

Therestof thepaperis structuredasfollows. Section2
describesfeedback-directedrandomtesting. Section3 de-
scribesexperimentsthat comparethe techniquewith sys-
tematictestingand with undirectedrandomtesting. Sec-
tion 4 surveysrelatedwork, andSection5 concludes.

public class A {
public A() {...}
public B m1(A a1) {...}

}

public class B {
public B(int i) {...}
public void m2(B b, A a) {...}

}

sequences1 sequences2 sequences3

B b1 = new B(0); B b2 = new B(0);
A a1 = new A();
B b3 = a1.m1(a1);

seqs vals extend(m2, seqs,vals)

hs1 ; s3 i
hs1 :1, s1 :1, s3 :1 i

(i.e.: b1, b1, a1)

B b1 = new B(0);
A a1 = new A();
B b3 = a1.m1(a1);
b1.m2(b1,a1);

hs3 ; s1 i
hs1 :1, s1 :1, s3 :1 i

(i.e.: b1, b1, a1)

A a1 = new A();
B b3 = a1.m1(a1);
B b1 = new B(0);
b1.m2(b1,a1);

hs1 ; s2 i
hs1 :1, s2 :1, null i
(i.e.: b1, b2, null )

B b1 = new B(0);
B b2 = new B(0);
b1.m2(b2,null);

Figure2. Threeexampleapplicationsof theextendoperator.

2 Technique

An object-orientedunit test consistsof a sequenceof
methodcalls that set up state(such as creatingand mu-
tating objects),andan assertionaboutthe resultof the �-
nal call. This sectiondescribesa randomized,feedback-
directedtechniquefor generatingsuchunit tests.

2.1 Metho d Sequences

A methodsequence, or simplysequence, is asequenceof
methodcalls. Eachcall in thesequenceincludesa method
nameandinput arguments,which canbe primitive values
(i.e., constantslike 0, true or null ) or referencevalues
returnedby previousmethodcalls. (Wetreatthereceiver, if
any, asthe �rst input argument.)We write s:i to meanthe
valuereturnedby the i -th methodcall in sequences. This
notationappliesonly to non-void methods.

Whengiving thetextualrepresentationof asequence,we
print it ascodeandassignidenti�ers (names)to returnval-
uesof methodcalls.This is only for easeof understanding;
speci�c identi�ers arenot part of a sequenceandareonly
necessarywhenoutputtinga sequenceascode.

2.2 Extending sequences

This sectionde�nes an extensionoperationthat takes
zeroor moresequencesandproducesa new sequence.Ex-
tensionis thecoreoperationof the feedback-directedgen-
erationalgorithm. The extensionoperationcreatesa new
sequenceby concatenatingits input sequencesandappend-
ing a methodcall at the end. More formally, the operator
extend(m,seqs,vals)takesthreeinputs:

� m is a methodwith formal parameters(including the
receiver, if any) of typeT1; : : : ; Tk .

� seqsis a list of sequences.
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GenerateSequences(classes, contracts, �lter s, timeLimit)
1 errorSeqs fg // Theirexecutionviolatesa contract.
2 nonErrorSeqs fg // Theirexecutionviolatesnocontract.
3 while timeLimitnot reacheddo
4 // Createnew sequence.
5 m(T1 : : : Tk )  randomPublicMethod(classes)
6 hseqs; valsi  randomSeqsAndVals(nonErrorSeqs; T1 : : : Tk )
7 newSeq  extend(m; seqs; vals)
8 // Discard duplicates.
9 if newSeq 2 nonErrorSeqs[ errorSeqsthen

10 continue
11 end if
12 // Executenew sequenceandcheck contracts.
13 h~o; violatedi  execute(newSeq; contracts)
14 // Classifynew sequenceandoutputs.
15 if violated= true then
16 errorSeqs errorSeqs[ f newSeqg
17 else
18 nonErrorSeqs nonErrorSeqs[ f newSeqg
19 setExtensibleFlags(newSeq; �lter s; ~o) // Apply�lter s.
20 end if
21 endwhile
22 returnhnonErrorSeqs; errorSeqsi

Figure3. Feedback-directedgenerationalgorithmfor sequences.

� valsis a list of valuesv1 : T1; : : : ; vk : Tk . Eachvalue
is a primitive value,or it is the returnvalues:i of the
i -th methodcall for a sequences appearingin seqs.

The resultof extend(m,seqs,vals) is a new sequencethat
is theconcatenationof theinputsequencesseqsin theorder
thatthey appear, followedby themethodcallm(v1; : : : ; vk ).
Figure 2 shows threeexamplesof applying the operator.
Both reuseof a value (as illustratedin the �rst example)
anduseof distinctduplicatesequences(asillustratedin the
third example)arepossible.

2.3 Feedback-directed generation

Figure3 showsthefeedback-directedrandomgeneration
algorithm. It builds sequencesincrementally, startingfrom
anemptysetof sequences.As soonasasequenceis built, it
is executedto ensurethatit createsnon-redundantandlegal
objects,asspeci�edby �lter s andcontracts. Thealgorithm
takesfour inputs: a list of classesfor which to createse-
quences,a list of contracts, a list of �lter s, anda time limit
(timeLimit) afterwhich thegenerationprocessstops.RAN-
DOOP providesdefault contracts,�lters, andtime limit (2
minutes),sotheonly requiredargumentis thelist of classes.

A sequencehas an associatedbooleanvector: every
value s:i has a boolean�ag s:i .extensiblethat indicates
whetherthegiven valuemay be usedasan input to a new
methodcall. The �ags areusedto prunethesearchspace:
the generatorsetsa value's extensible�ag to false if the
valueis consideredredundantor illegal for the purposeof
creatinga new sequence.Section2.4 explainshow these
�ags areset.

Sequencecreation�rst selectsa methodm(T1 : : : Tk ) at
randomamongthepublicmethodsof classes(line 5). Next,
it tries to apply the extensionoperatorto m. Recall that
the operatoralsorequiresa list of sequencesanda list of
values;thehelperfunction randomSeqsAndVals(T1 : : : Tk )
(calledon line 6 of Figure3) incrementallybuilds a list of
sequencesseqsand a list of valuesvals. At eachstep,it
addsavalueto vals, andpotentiallyalsoasequenceto seqs.
For eachinputargumentof typeTi , it doesthefollowing:

� If Ti is a primitive type, selecta primitive valuefrom a
�x ed pool of values. (In the implementation,theprimi-
tive pool containsa smallsetof primitiveslike -1 , 0, 1,
'a' , true , etc.,andcanbeaugmentedby theuseror by
othertools.)

� If Ti is a referencetype,therearethreepossibilities:use
a valuev from a sequencethat is alreadyin seqs; select
a (possiblyduplicate)sequencefrom nonErrorSeqs, add
it to seqs, andusea valuefrom it; or usenull . Theal-
gorithmselectsamongthesepossibilitiesat random.(By
default,it usesnull only if nosequencein nonErrorSeqs
producesa valueof type Ti .) Whenusinga valuev of
typeTi producedbyanexistingsequence, thevaluemust
beextensible, that is, v:extensible= true.

ThesequencenewSeqis theresultof applyingtheextension
operatorto m, seqs, andvals(line 7). Thealgorithmchecks
whetheran equivalentsequencewas alreadycreatedin a
previousstep(lines9–11).Two sequencesareequivalentif
they translateto thesamecode,modulovariablenames.If
newSeqis equivalentto a sequencein nonErrorSeqsor er-
rorSeqs, thealgorithmtriesagainto createa new sequence.

Now, the algorithm has created a new (i.e. not
previously-created) sequence. The helper function
execute(newSeq; contracts) executeseachmethodcall in
the sequenceandchecksthe contractsafter each call. In
otherwords,thecontractsexpressinvariantpropertiesthat
hold both at entry andexit from a call. A contracttakes
asinput thecurrentstateof thesystem(theruntimevalues
createdin the sequenceso far, and any exceptionthrown
by thelastcall), andreturnssatis�ed or violated. (This ter-
minologydiffersfrom someotherusesof “contract” in the
literature.)Figure4 shows thedefault contractsthat RAN-
DOOP checks.

Theoutputof executeis thepair h~o; violatedi consisting
of the runtime valuescreatedduring the executionof the
sequence,2 anda boolean�ag violated. The �ag is set to
true if at leastonecontractwasviolatedduring execution.
A sequencethat leadsto a contractviolation is addedto
theseterrorSeqs(lines15 to 16). If thesequenceleadsto
no contractviolations,line 18addsit to nonErrorSeqs, and
line 19applies�lters to it (seeSection2.4).

2Weusea bold sans-seriffont for variablesthathold runtimevaluesof
theclassesundertest.
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Method
contract description
Exception methodthrows no NullPointerException
(Java) if no inputparameterwasnull

methodthrows no AssertionError
Exception methodthrows no NullReferenceException
(.NET) if no inputparameterwasnull

methodthrows no IndexOutOfRangeException
methodthrows no AssertionError

Object
contract description
equals o.equals(o) returnstrue

o.equals(o) throws noexception
hashCode o.hashCode() throws no exception
toString o.toString() throws no exception

Figure 4. Default contractschecked by RANDOOP. Userscan
extendthesewith additionalcontracts,includingdomain-speci�c
ones.A contractis createdprogrammaticallyby implementinga
public interface.

RANDOOP outputsthetwo input setsnonErrorSeqsand
errorSeqsasJUnit/NUnit tests,alongwith assertionsrep-
resentingthe contractschecked. The �rst setcontainsse-
quencesthat violate no contractsandareconsiderednon-
redundantandlegal with respectto the �lters given. These
are teststhat the testedclassespass;they could be used
for regressiontesting. The secondsetcontainssequences
thatviolateoneor morecontracts.Theseareteststhat the
classesfail; they indicatelikely errorsin thecodeundertest.

2.4 Filtering

Line 19 of Figure 3 applies�lter s (given as inputs to
the algorithm) that determinewhich valuesof a sequence
areextensibleandshouldbeusedasinputsto new method
calls. A �lter takesasinput a sequenceandthe valuesre-
sulting from its execution. As a result of applying a �l-
ter to a sequences, the �lter may set somes:i .extensible
�ags to false, with the effect that the value will not be
usedas input to new methodcalls. The helper function
setExtensibleFlags(newSeq; �lter s;~o) in line 19 iterates
throughthelist of �lters givenasinput to thealgorithmand
applieseach�lter to newSeqin turn. Below wedescribethe
three�lters thatRANDOOP usesby default.

Equality. This �lter usesthe equals() methodto de-
termineif theresultingobjecthasbeencreatedbefore.The
�lter maintainsa set allobjs of all extensibleobjectsthat
have beencreatedby thealgorithmacrossall sequenceex-
ecutions(the set can include primitive values,which are
boxed). For eachvalue newSeq:i in the sequence,it sets
newSeq:i .extensibleto falseif theruntimeo corresponding
to newSeq:i is suchthat9o' 2 allobjs : o:equals( o' ) .

This heuristicprunesany objectwith the sameabstract
valueasa previously-createdvalue,even if their concrete
representationsdiffer. This might causeRANDOOP to miss

anerror, if methodcallson themmight behave differently.
Theheuristicworkswell in practicebut canbedisabledor
re�ned by theuser. For instance,it is straightforwardto use
re�ection to writeamethodthatdetermineswhethertwo ob-
jectshavethesameconcreterepresentation(thesamevalues
for all their �elds), or a usercould specifymoresophisti-
catedcomputationsto determineobjectequality[30].

Null. Null dereferenceexceptionscausedby usingnull
asanargumentareoftenuninteresting,andusuallypoint to
the(possiblyintentional)absenceof a null checkon thear-
guments.However, whena null dereferenceexceptionoc-
curs in the absenceof any null valuein the input, it often
indicatessomeinternalproblemwith themethod.Thenull
�lter setsnewSeq:i .extensibleto falseif f thecorresponding
objectis null .

Null argumentsarehardto detectstaticallybecausethe
argumentsto amethodin asequencethemselvesareoutputs
of othersequences.Instead,thenull �lter checksthevalues
computedby executionof aspeci�c sequence.

Exceptions. Exceptionsfrequentlycorrespondto pre-
conditionviolationsfor a method,andthereforethereis lit-
tle point extendingthem. Furthermore,anextensionof the
sequencewould leadto an exceptionbeforethe execution
completes.This �lter preventstheadditionof asequenceto
thenonErrorSeqssetif its executionleadsto anexception,
evenif theexceptionwasnota contractviolation.

2.5 Rep etition

Sometimes,agoodtestcaseneedsto call agivenmethod
multiple times. For example,repeatedcalls to add maybe
necessaryto reachcodethatincreasesthecapacityof acon-
tainerobject,or repeatedcallsmayberequiredto createtwo
equivalentobjectsthatcancausea methodlike equals to
godown certainbranches.To increasethechancesthatsuch
casesarereached,we build repetitiondirectly into thegen-
erator, asfollows. Whengeneratinga new sequence,with
probabilityN , insteadof appendingasinglecall of achosen
methodm to createa new sequence,thegeneratorappends
M calls,whereM is chosenuniformly at randombetween
0 andsomeupperlimit max. (max andN areuser-settable;
thedefault valuesaremax = 100andN = 0:1.) Thereare
otherpossiblewaysto addrepetitionto thegenerator(e.g.,
wecouldrepeatparametersor entiresubsequences).

3 Evaluation

This sectionpresentsthe resultsof three experiments
that evaluate the effectivenessof feedback-directedran-
dom input generation.Section3.1 evaluatesthe coverage
that RANDOOP achieveson a collectionof containerdata
structures,andcomparesit with that achieved by system-
atic input generationtechniquesimplementedin the JPF
model checker [26, 28]. Section3.2 usesRANDOOP to
generatetest inputs that �nd API contractviolations on
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coverage time (seconds)
JPF RP JPFU RPU JPF RP JPFU RPU

bl
oc

k

co
ve

ra
ge

BinTree .78 .78 .78 .78 0.14 0.21 0.14 0.13

BHeap .95 .95 .95 .86 4.3 0.59 6.2 6.6

FibHeap 1 1 1 .98 23 0.63 1.1 27

TreeMap .72 .72 .72 .68 0.65 0.84 1.5 1.9

pr
ed

ic
at

e

co
ve

ra
ge

BinTree 53.2 54 52.1 53.9 0.41 1.6 2.0 4.2

BHeap 101 101 88.3 58.5 9.8 4.2 12 15

FibHeap 93 96 86 90.3 95 6.0 16 67

TreeMap 106 106 104 55 47 10 10 1.9

JPF : Best-performingof 5 systematictechniquesin JPF.
RP : RANDOOP: Feedback-directedrandomtesting.
JPFU : Undirectedrandomtestingimplementedin JPF.
RPU : Undirectedrandomtestingimplementedin RANDOOP.

Figure5. Basicblock coverage(ratio) andpredicatecoverage(ab-
solute)achievedby four input generationtechniques.

14 widely-usedlibraries,andcompareswith JPFandwith
undirectedrandomtesting(as implementedin RANDOOP

andin JCrasher[3]). Section3.3usesRANDOOP-generated
regressiontestcasesto �nd regressionerrorsin threeindus-
trial implementationsof theJava JDK.

3.1 Generating test inputs for containers

Containerclasseshavebeenusedto evaluatemany input
generationtechniques[18, 31, 30, 27, 28]. In arecentpaper
[28], Visseretal. comparedbasicblockandaform of predi-
catecoverage[1] achievedby severalinputgenerationtech-
niqueson four containerclasses:a binary tree(BinTree ,
154LOC), a binomialheap(BHeap, 355LOC), a �bonacci
heap(FibHeap , 286LOC), andared-blacktree(TreeMap ,
580 LOC). They useda form of predicatecoveragethat
measuresthecoverageof all combinationsof asetof predi-
catesmanuallyderivedfrom conditionsin thesourcecode.
They comparedthe coverageachieved by six techniques:
(1) modelchecking,(2) modelcheckingwith statematch-
ing, (3) model checkingwith abstractstatematching,(4)
symbolic execution,(5) symbolic executionwith abstract
statematching,and(6) undirectedrandomgeneration.

Visseretal. reportthatthetechniquethatachievedhigh-
estcoveragewasmodelcheckingwith abstractstatematch-
ing, wherethe abstractstaterecordsthe shapeof the con-
tainer and discardsthe datastoredin the container. For
brevity, we'll refer to this techniqueas shapeabstrac-
tion. Shapeabstractiondominatedall othersystematictech-
niquesin the experiment: it achieved highercoverage,or
achievedthesamecoveragein lessertime, thaneveryother
technique.3 We comparedfeedback-directedrandomgen-

3Randomgenerationwasableto achieve thesamepredicatecoverage
asshapeabstractionin lesstime,but this happenedonly for 2 (out of 520)
“lucky” runs.

erationwith shapeabstraction.For eachdatastructure,we
performedthefollowing steps.

1: We reproducedVisseret al.'s resultsfor shapeabstrac-
tion on our machine(Pentium4, 3.6GHz,4G memory,
runningDebianLinux). We usedthe optimal parame-
tersreportedin [28] (i.e., the parametersfor which the
techniqueachieveshighestcoverage).

2: We ran RANDOOP on the containers,specifying the
samemethodsundertest as [28]. Randomtestinghas
noobviousstoppingcriterion;weranRANDOOP for two
minutes(its default time limit).

3: To compareagainstunguidedrandomgeneration,we
also reproducedVisseret al.'s resultsfor randomgen-
eration,usingthesamestoppingcriterionas[28]: gen-
erationstopsafter1000inputs.

4: To obtaina seconddatapoint for unguidedrandomgen-
eration,we ranRANDOOP a secondtime, turningoff all
�lters andheuristics.

As eachtool ran,we tracked thecoverageachievedby the
testinputsgeneratedsofar. Every timeanew unit of cover-
age(basicblock or predicate)wasachieved, we recorded
the coverageand time. To record coverage,we reused
Visseretal.'sexperimentalinfrastructure,with smallmodi-
�cations to tracktimefor eachnew coverageunit. For basic
block coverage,we reporttheratio of coverageachievedto
maximumcoveragepossible. For predicatecoverage,we
report (like Visseret al. [28]) only absolutecoverage,be-
causethe maximumpredicatecoverageis not known. We
repeatedeachrun tentimeswith differentseeds,andreport
averages.

Figure5 shows the results. For eachh technique,con-
tainer i pair, we report the maximumcoverageachieved,
andthe time at which maximumcoveragewasreached,as
trackedby theexperimentalframework. In otherwords,the
time shown in Figure5 representsthe time that the tech-
niquerequiredin order to achieveits maximumcoverage—
after that time, no morecoveragewasachieved in the run
of the tool. (But the tool may have continuedrunningun-
til it reachedits stoppingcriterion: on average,eachrun of
JPFwith shapeabstractiontook a total of 89 seconds;the
longestrun was220 seconds,for TreeMap . Every run of
RANDOOP took 120seconds,its default time limit.)

For BinTree , BHeap andTreeMap , feedback-directed
randomgenerationachieved the sameblock andpredicate
coverageas shapeabstraction. For FibHeap , feedback-
directedrandomgenerationachieved the sameblock cov-
erage,but higher predicatecoverage(96 predicates)than
shapeabstraction(93 predicates).Undirectedrandomtest-
ing was competitive with the other techniquesin achiev-
ing block coverage. For the more challengingpredicate
coverage,bothimplementationsof undirectedrandomtest-
ing alwaysachievedlesspredicatecoveragethanfeedback-
directedrandomgeneration.
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Weshouldnotethatthecontainerdatastructuresarenon-
trivial. For BHeap, to achieve the highestobserved block
coverage,asequenceof length14is required[28]. Thissug-
geststhat feedback-directedrandomgenerationis effective
in generatingcomplex testinputs—onthesedatastructures,
it is competitivewith systematictechniques.

FibHeap and BHeap have a larger input spacethan
BinTree andTreeMap (Visseret al. de�ned moretestable
methodsfor them,whichleadsto morepossiblesequences).
It is interestingthat for FibHeap and BHeap, feedback-
directedrandomgenerationachievedequalor greaterpred-
icatecoverageasshapeabstraction,anddid so faster(2.3
timesfasterfor BHeap and15.8timesfasterfor FibHeap ),
despitethehighercomplexity. Thissuggeststhatfeedback-
directedrandomgenerationis competitive with systematic
generationevenwhenthestatespaceis larger. (Theobser-
vationholdsfor muchlargerprogramsusedin Section3.2).

Anotherinterestingfactis thatrepetitionof methodcalls
(Section2.5) was crucial. When we analyzedthe inputs
createdby feedback-directedrandomgeneration,we saw
that for FibHeap and TreeMap , sequencesthat consisted
of several elementadditionsin a row, followed by several
removals, reachedpredicatesthat werenot reachedby se-
quencesthat interleaved additionswith removals. This is
why undirectedrandomgenerationachievedlesscoverage.

Two other systematictechniquesthat generatemethod
sequencesfor containersareRostra[30] andSymstra[31].
Rostrageneratestestsusingboundedexhaustivegeneration
with statematching.Symstrageneratesmethodsequences
usingsymbolicexecutionandprunesthestatespacebased
on symbolic statecomparison. Unfortunately, the tools
werenotavailableto us.Theauthorsof RostraandSymstra
remarked[29] thatfor evaluationpurposes,their techniques
arecomparablewith thoseevaluatedby Visseretal.

Thebestmeasureto evaluateinputgenerationtechniques
is error detection,not coverage. Our resultssuggestthat
further experimentationis required to better understand
how systematicandrandomtechniquescomparein detect-
ing errors in data structures. The next sectionevaluates
feedback-directedrandomgeneration'serror-detectionabil-
ity on widely-usedlibraries,andcomparesit with system-
aticand(unguided)randomgeneration.

3.2 Chec king API contracts

In this experiment,we usedfeedback-directedrandom
generation,undirectedrandomgeneration,andsystematic
generationto createtestsuitesfor 14 widely-usedlibraries
comprisinga total of 780KLOC (Figure6). Section3.2.1
describesthe resultsfor feedback-directedrandomtesting.
Section3.2.2 describesthe resultsfor systematictesting.
Section3.2.3 describesthe resultsfor undirectedrandom
testing.

To reducetheamountof testcaseswehadto inspect,we
implementeda test runnercalled REDUCE, which canre-

public public
Java libraries LOC classesmethods description

JavaJDK 1.5
java.util 39K 204 1019 Collections,text, formatting,etc.
javax.xml 14K 68 437 XML processing.

JakartaCommons
chain 8K 59 226 API for process�o ws.
collections 61K 402 2412 Extensionsto theJDK collections.
jelly 14K 99 724 XML scriptingandprocessing.
logging 4K 9 140 Event-loggingfacility.
math 21K 111 910 Mathematicsandstatistics.
primitives 6K 294 1908 Type-safecollectionsof primitives.

public public
.NET libraries LOC classesmethods
ZedGraph 33K 125 3096 Createsplotsandcharts.
.NET Framework
Mscorlib 185K 1439 17763 .NET Framework SDK classlibraries.
System.Data 196K 648 11529 Provide accessto systemfunctionality
System.Security 9K 128 1175 anddesignedasfoundationon which
System.Xml 150K 686 9914 .NET applications,components,and
Web.Services 42K 304 2527 controlsarebuilt.

Figure6. Librariesusedfor evaluation.

placeJUnitorNUnit. Likethosetools,REDUCE showsonly
failing tests,but REDUCE only showsasubsetof thefailing
tests. REDUCE partitionsthe failing testsinto equivalence
classes,wheretwo testsfall into thesameclassif their ex-
ecutionleadsto a contractviolation after thesamemethod
call. For example,two teststhat exhibit a contractfailure
after a call to the JDK methodunmodifiableSet(Set)
belongto thesameequivalenceclass.Thisstepretainsonly
onetestper equivalenceclass(chosenat random);the re-
mainingtestsarediscarded.

3.2.1 Feedback-directedrandom generation

For eachlibrary, we performedthefollowing steps:

1. We ran RANDOOP on a library, specifyingall the pub-
lic classesastargetsfor testing. We usedRANDOOP's
default parameters(contractsfrom Figure4, �lters from
Section2.4,and2 minutetime limit). Theoutputof this
stepwasa testsuite.

2. We compiledthetestsuiteandranit with REDUCE.
3. We manuallyinspectedthefailing testcasesreportedby

REDUCE.

For eachiteration,wereportthefollowing statistics.

1. Testcasesgenerated.Thesizeof thetestsuite(number
of unit tests)outputby RANDOOP.

2. Violation-inducing testcases.Thenumberof violation-
inducingtestcasesoutputby RANDOOP.

3. REDUCE reportedtestcases.Thenumberof violation-
inducing test casesreportedby REDUCE (after reduc-
tion and minimization) when run on the RANDOOP-
generatedtestsuite.

4. Err or-revealing test cases. The numberof test cases
reportedby REDUCE thatrevealedanerrorin thelibrary.
We madethisdeterminationasfollows.

6



violation- REDUCE error- errors
test cases inducing reported revealing per

library generated test cases test cases testcases errors KLOC

JavaJDK
java.util 22,474 298 20 19 6 .15
javax.xml 15,311 315 12 10 2 .14

JakartaCommons
chain 35,766 1226 20 0 0 0
collections 16,740 188 67 25 4 .07
jelly 18,846 1484 78 0 0 0
logging 764 0 0 0 0 0
math 3,049 27 9 4 2 .09
primitives 49,789 119 13 0 0 0

ZedGraph 8,175 15 13 4 4 .12
.NET Framework
Mscorlib 5,685 51 19 19 19 .10
System.Data 8,026 177 92 92 92 .47
System.Security 3,793 135 25 25 25 2.7
System.Xml 12,144 19 15 15 15 .10
Web.Services 7,941 146 41 41 41 .98

Total 208,503 4200 424 254 210

Figure7. Statisticsfor testcasesgeneratedby RANDOOP. Section
3.2.1explainsthemetrics.

Java libraries. We labeleda testcaseaserror-revealing
only if it violatedanexplicitly statedpropertyin thedoc-
umentationfor thecodein question.

.NETlibraries. Thedesignguidelinesfor .NET require
thatpublicmethodsrespectthecontractsin Figure4 (i.e.
.NET hasa strongerspeci�cation).We labeledeachdis-
tinct methodthat violateda contractasan error for the
.NET programs:a methodthat leadsto thecontractvi-
olation eithercontainsan error, fails to do properargu-
ment checking,or fails to prevent internal errorsfrom
escapingto theuserof thelibrary. BecauseREDUCE re-
portsonetestcaseper suchmethod,REDUCE-reported
test casescoincide with error-revealing test casesfor
.NET.

5. Err ors. Thenumberof distincterrorsuncoveredby the
error-revealingtestcases.Wecounttwo errorsasdistinct
if �xing themwould involve modifying differentsource
code.

6. Err ors per KLOC. The numberof distinct errorsdi-
videdby theKLOC countfor thelibrary.

Err ors discovered. Figure7 shows theresults.RANDOOP

createdatotalof 4200distinctviolation-inducingtestcases.
Of those,REDUCE reportedapproximately10% (anddis-
cardedthe restas potentially redundant).Out of the 424
teststhatREDUCE reported,254wereerror-revealing.The
other170 wereillegal usesof the librariesor caseswhere
the contractviolationsweredocumentedasnormalopera-
tion. The254error-revealingtestcasespointedto 210dis-
tinct errors.Next wegiverepresentativeexamplesof theer-
rors(for moredetails,seethelongertechnicalreport[24]).

Eight othermethodsin the JDK createcollectionsthat
return false on s.equals(s) (like Figure 1). These
eight methodssharedsome code, and togetherthey re-
vealedfour distinct errors. In the Jakartalibraries,a ma-

trix class's implementationof hashCode fails to handlea
valid object con�guration wherea speci�c �eld is null .
In a differenterror, an iteratorobjectthrows a NullPoin-
terException if initialized with zero elements(also a
valid con�guration). In the .NET libraries,155 errorsare
NullReferenceException s in the absenceof null in-
puts, 21 are IndexOutOfRangeException s, and 20 are
violationsof equals , hashCode or toString contracts.
RANDOOP alsoled usto discover nonterminatingbehavior
in System.Xml.This error wasassignedthehighestprior-
ity ranking(it canrenderunusableanapplication)andwas
�x edalmostimmediately.

3.2.2 SystematicTesting

To comparefeedback-directedrandomtestingwith system-
atic testing, we usedJPF to test the Java libraries. JPF
doesnot actuallycreatemethodsequences—tomake it ex-
plore methodsequences,the userhasto manuallywrite a
driver programthat nondeterministicallycalls methodsof
theclassesundertest,andJPFexploresmethodsequences
by exploring the driver (for instance,Visser et al. wrote
driver programsfor the containerexperiments[28]). We
wrote a universal driver generatorwhich, given a set of
classes,createsa driver that exploresall possiblemethod
sequencesup to somesequencelength,usingonly public
methodsand constructors. For this experiment,we aug-
mentedthe drivers with the code that checked the same
contractsasRANDOOP (Figure4). We performedthe ex-
perimentson a Pentium4, 3.6GHz,4G memory, running
DebianLinux.

For eachlibrary, wegeneratedauniversaldriverandhad
JPFexplorethedriveruntil it ranout of memory. We spec-
i�ed sequencelength 10 (this wasgreaterthan the length
requiredto �nd all theJava errorsfrom Figure7). We used
JPF's breadth-�rst searchstrategy, asdonefor all system-
atic techniquesin [28]. In thatpaper, Visseret al. suggest
thatBFSis preferablethanDFSfor thiskind of exploration
scenario.We usedJPF's default statematching(shapeab-
stractionis notcurrentlyimplementedin JPF, otherthanfor
thefour containersfrom Section3.1).

For all thelibraries,JPFranoutof memory(after32sec-
ondsonaverage)without reportingany errors.Considering
the sizeof the libraries, this is not surprising,asJPFwas
barelyableto explorethelibrariesbeforestatespaceexplo-
sionbecamea problem.

RANDOOP was able to explore the spacemore effec-
tively not becauseit exploreda larger portion of the state
space—itonly exploredatiny fractionof anenormousstate
space. For example, java.util declaresabout 1000 pub-
lic methods;considerhow many sequencesof length 10
arepossible.While JPFthoroughlysampleda tiny, local-
ized portion of the space,RANDOOP sparselysampleda
larger portion. Our resultssuggestthat for large libraries,
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sparse,global samplingcan reveal errorsmore ef�ciently
thandense,local sampling.

jCUTE[25] performsconcolictesting, asystematictech-
niquethatperformssymbolicexecutionbut usesrandomly-
generatedtest inputs to initialize the searchand to allow
the tool to make progresswhen symbolic executionfails
due to limitations of the symbolic approach(e.g. native
calls). Comparingfeedback-directedrandomgeneration
with concolic testingwould be interesting.Unfortunately,
jCUTE crashedwhencompiling the driversgeneratedfor
the classesbecauseit could not handledriversof the size
generatedfor oursubjectprograms.

3.2.3 Undir ectedRandomTesting

To measurethe bene�ts of feedback-directedrandomtest-
ing versusundirectedrandomtesting,we reranRANDOOP

asdescribedin Section3.2.1a secondtime,usingthesame
parameters,but disablingthe userof �lters or contractsto
guidegeneration.Acrossall libraries,unguidedgeneration
created1,326violation-inducingtest cases.Out of these,
REDUCE reported60 testcases,all of whichpointedto dis-
tinct errors(58 in the .NET libraries,and2 in the Java li-
braries). Undirectedgenerationdid not �nd any errorsin
java.utilor javax.xml,andwasunableto createthesequence
thatuncoveredthe in�nite loop in System.Xml(to con�rm
thatthiswasnotduesimply to anunlucky randomseed,we
ran RANDOOP multiple timesusingdifferentseeds;undi-
rectedgenerationnever foundthebug).

JCrasher[3] is an independentimplementationof undi-
rectedrandomtestgenerationwhosegoal is to uncoverex-
ceptionalbehavior that points to an error. JCrasherran-
domly generatestests, then removes teststhat throw ex-
ceptionsnot consideredby JCrasherto bepotentiallyfault-
revealing. We usedJCrasherto generatetestcasesfor the
Javalibraries.JCrashertakesasinputa list of classesto test
anda “depth” parameterthat limits thenumberof method
calls it chainstogether. We ran JCrasherwith maximum
possibledepth.

JCrasherranfor 639seconds,createda total of 698fail-
ing testcases,of which3 wereerror-revealingandrevealed
onedistincterror(usingthesamecountingmethodologyas
in Section3.2.1). Jcrashercreatedmany redundantandil-
legal inputsthatcouldbedetectedusingfeedback-directed
heuristics. See[24] for a detaileddescriptionof the test
cases.

Recentwork hasintroducedanew tool, Check'n' Crash
[4], that improvesJCrasherby replacingits randomgener-
ationby constraintsolving. It would beinterestingto com-
parethis techniqueto ours,or to combinetheir strengths.

3.3 Regression and compliance testing

This sectiondescribesa casestudy in which we used
feedback-directedrandomtestingto �nd inconsistenciesbe-

tweendifferent implementationsof the sameAPI. As our
subjectprogram,we usedthe Java JDK. We testedthree
commercialimplementations:Sun1.5,Sun1.6beta2, and
IBM 1.5. The goal was to discover inconsistenciesbe-
tweenthe librarieswhich could point to regressionerrors
in Sun1.6 beta2 or complianceerrorsin eitherof the li-
braries.RANDOOP canoptionallycreatea regressionora-
clefor eachinput,whichrecordstheruntimebehavior of the
programunderteston theinputby invokingobservermeth-
odson theobjectscreatedby theinput. RANDOOP guesses
observer methodsusinga simplestrategy: a methodis an
observer if all of the following hold: (i) it hasno param-
eters,(ii) it is public andnon-static,(iii) it returnsvalues
of primitive type (or String ), and(iv) its nameis size ,
count , length , toString , or beginswith get or is .

We ranRANDOOP onSun1.5,usingtheoptionthatcre-
atesregressionoraclesand the default time limit. RAN-
DOOP generated41,046regressiontestcases.We ran the
resultingtestsuiteusingSun1.6betaandasecondtimeus-
ing IBM 1.5. A total of 25 testcasesfailedon Sun1.6,and
73 testcasesfailed on IBM 1.5. On inspection,44 out of
the98 testcasesrevealedinconsistenciesthatuncovered12
distincterrorsin theimplementations(otherinconsistencies
re�ecteddifferentimplementationsof a permissive speci�-
cation).See[24] for thespeci�c inconsistencies.

All distributed JDKs must passan extensive compli-
ancetest suite (https://jck.dev.java.net/ , regret-
tably not available to the public nor to us). Nevertheless,
RANDOOP was able to �nd errors undiscovered by that
suite.Internally, IBM extensively usescomparisonsagainst
the Sun JDK during testing,but they estimatethat it will
take 100 person-yearsto completethat comparative test-
ing [16]. A tool like RANDOOP could provide someau-
tomatedsupportin thatprocess.

4 RelatedWork

Automatictestinputgenerationis anactiveresearcharea
with a rich literature. We focuson input generationtech-
niquesthatcreatemethodsequences.

Input space representation. Techniquesthat generate
methodsequencesmust �rst describewhat a methodse-
quenceis. Despitethe apparentsimplicity of sucha task,
previous representationsare not expressive enoughto de-
scribeall methodsequencesthatcanbecreatedfor a setof
classes.

Rostra[30] andSymstra[31] internallyuseHenkel and
Diwan's term-basedrepresentation[17, 29]. For exam-
ple, the term pop(push(s,i).state) is equivalent to
thesequences.push(i); s.pop() . This representation
cannotexpressreuseof an object (aliasing): the sequence
Foo f = new Foo(); f.equals(f) is not expressible
as a term. The representationalso cannotexpressmuta-
tion of an object via a methodthat mutatesits parame-
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ter: the sequenceList l = new ArrayList(); ...;
Collections.shuffle(l); l.add(2) is not express-
ible asa term. While not explicitly stated,JCrasher[3] and
Eclat[23] follow anequivalentrepresentationandthussuf-
fer from thesamelackof expressiveness.

Random testing. Randomtesting[14] hasbeenusedto
�nd errorsin many applications;apartiallist includesUnix
utilities [19], WindowsGUI applications[10], Haskell pro-
grams[2], andJava programs[3, 23, 22].

JCrasher[3] createstest inputs by using a “parameter
graph” to �nd methodcalls whosereturnvaluescanserve
as input parameters. RANDOOP doesnot explicitly cre-
ate a parametergraph; insteadit usesa componentset
of previously-createdsequencesto �nd input parameters.
RANDOOP createsfewer redundantand illegal inputs be-
causeit discardscomponentsequencesthat createredun-
dant objectsor throw exceptions. JCrashercreatesevery
input from scratchanddoesnotuseexecutionfeedback.

Feedback-directedtest generationwas introducedwith
theEclattool [23] (developedby two authorsof thispaper).
Like RANDOOP, Eclatcreatesteststhatarelikely to expose
errorsby performingrandomgenerationaugmentedby au-
tomaticpruningbasedonexecutionresults.Eclatprunesse-
quencesthatappearto beillegalbecausethey makethepro-
grambehave differently thana setof correcttraining runs.
The previous work focusedon automaticclassi�cation of
testsin theabsenceof anoracle.

The presentwork presentsan orthogonalset of tech-
niquesthatfocusongeneratingasetof behaviorally-diverse
testinputs,includingstatematchingto pruneredundantob-
jects,repetitionto generatelow-likelihoodsequences,ora-
clesbasedonAPI contractsthatcanbeextendedby theuser,
and regressionoraclesthat capturethe behavior of a pro-
gramwhenrunon thegeneratedinput. Eclat'sperformance
issensitiveto thequalityof thesampleexecutiongivenasan
inputto thetool. SinceRANDOOP doesnotrequireasample
execution,it is not sensitive to this parameter. Finally, the
presentwork contributesa numberof experimentalevalua-
tions,includinga comparisonwith JPF, a widely-usedtool.
An experimentalcomparisonof Eclat and RANDOOP (or
their combination)is aninterestingavenuefor futurework,
asit couldhelpunderstandthestrengthsandweaknessesof
differentfeedback-directedapproaches.

Systematictesting. Many techniqueshave beenproposed
to systematicallyexploremethodsequences[30, 4, 31, 12,
25, 5, 28]. Boundedexhaustive generationhasbeenim-
plementedin tools like Rostra[30] andJPF[28]. JPFand
Rostrasharethe useof statematchingon objectsthat are
receiversof a methodcall, andprunesequencesthatcreate
a redundantreceiver. RANDOOP performsstatematching
on valuesotherthanthe receiver andintroducesthe �ner -
grainedconceptof a sequencethatcreatessomeredundant
and somenonredundantobjects(using a boolean�ag for

eachobject in the sequence).Only sequencesthat create
nothing but redundantobjectsare discarded. Rostraand
JPFdo not favor repetitionor usecontractsduring gener-
ationto pruneillegal sequencesor createoracles.Rostrais
evaluatedon a setof 11 small programs(34–1000LOC),
andJPF's sequencegenerationtechniqueswere evaluated
on 4 datastructures;neithertool founderrorsin the tested
programs.

An alternativeto boundedexhaustiveexplorationis sym-
bolic execution, implementedin tools like Symstra[31],
XRT [12], JPF[26], andjCUTE [25]. Symbolicexecution
executesmethodsequenceswith symbolic input parame-
ters,builds pathconstraintson the parameters,andsolves
theconstraintsto createactualtestinputswith concretepa-
rameters.

Check-n-Crash[4] createsabstractconstraintsover in-
putsthat causeexceptionalbehavior, andusesa constraint
solver to derive concretetestinputsthatexhibit thebehav-
ior. DSD[5] augmentsCheck-n-Crashwith adynamicanal-
ysisto �lter out illegal input parameters.

Combining random and systematic. Fergusonand Ko-
rel [9] proposedan input generationtechniquethat begins
by executingthe programundertestwith a randominput,
and systematicallymodi�es the input so that it follows a
differentpath.Recentwork by Godefroidet al [11, 25] ex-
ploresDART, asymbolicexecutionapproachthatintegrates
randominput generation.RANDOOP is closerto theother
side of the random-systematicspectrum:it is primarily a
randominput generator, but usestechniquesthat impose
somesystematizationin the searchto make it moreeffec-
tive. Our approachandmoresystematicapproachesrepre-
sentdifferenttradeoffs of completenessandscalability, and
thuscomplementeachother.

Comparing random and systematic. Theoreticalstudies
haveshown thatrandomtestingis aseffectiveasmoresys-
tematictechniquessuchaspartitiontesting[15, 20]. How-
ever, the literaturecontainsrelatively few empirical com-
parisonsof randomtesting and systematictesting. Fer-
gusonandKorel comparedbasicblock coverageachieved
by inputsgeneratedusing their chainingtechniqueversus
randomlygeneratedinputs [9]. Marinov et al. [18] com-
paredmutantkilling rateachievedby a setof exhaustively-
generatedtestinputswith a randomly-selectedsubsetof in-
puts. Visseret al. [28] comparedbasicblock anda form
of predicatecoverageachieved by model checking,sym-
bolic execution,and randomtesting. In all threestudies,
undirectedrandomtestingachievedlesscoverageor killed
fewermutantsthanthesystematictechniques.

In previouswork [6], we comparedEclat's randomgen-
erationandclassi�cation techniques[23] with Symclat,a
symbolicversionof Eclat.Weconjecturedthatrandomgen-
erationmaybene�t from usingrepetition;this wasthemo-
tivationfor implementingrepetitionin RANDOOP.
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5 Conclusion

Feedback-directedrandomtesting scalesto large sys-
tems, quickly �nds errors in heavily-tested, widely-
deployedapplications,andachievesbehavioral coverageon
parwith systematictechniques.

Theexchangeof ideasbetweentherandomandsystem-
atic approachescould bene�t both communities. Groce
et al. proposestructuralheuristics[13] to guide a model
checker; the heuristicsmight alsohelp a randomtestgen-
erator. Going the otherway, our notion of explorationus-
ing a componentset,or statematchingwhenthe universe
containsmorethanoneobject,couldbe translatedinto the
exhaustivetestingdomain.Combiningrandomandsystem-
atic approachescanresultin techniquesthat retainthebest
of eachapproach.
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