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Abstract

Testing involvestwo major activities: generating test
inputs and determiningwhetherthey reveal faults. Auto-
matedtest generation techniquesinclude randomgener-
ation and symbolicexecution. Automatedtest classi�ca-
tion techniquesincludeonesbasedon uncaughtexceptions
and violationsof operational modelsinferred from manu-
ally provided tests. Previous research on unit testingfor
object-orientedprograms developedthree pairs of these
techniques: model-basedrandomtesting, exception-based
randomtesting, andexception-basedsymbolictesting. We
developa novelpair, model-basedsymbolictesting. Wealso
empiricallycompare all four pairs of thesegeneration and
classi�cation techniques. The resultsshowthat the pairs
arecomplementary(i.e., revealfaultsdifferently),with their
respectivestrengthsandweaknesses.

1. Intr oduction

Unit testing checksthe correctnessof program units
(components)in isolation. It is an importantpart of soft-
ware development;if the units are incorrect, it is hard to
build a correctsystemfrom them.Unit testingis becoming
acommonandsubstantialpartof thesoftwaredevelopment
practice:at Microsoft, for example,79%of developersuse
unit tests[24], andthecodefor unit testsis oftenlargerthan
theprojectcodeundertest[23].

Creationof a test suite requirestest input generation,
which generatesunit test inputs, and test classi�cation,
whichdetermineswhethera testpassedor failed. (This pa-
per often usesthe term “test” for “test input”, and it uses
“classi�cation” for determiningthe correctnessof an exe-
cution,which is sometimescalledtheoracleproblem.)Pro-
grammerscantestmanually, usingtheir intuition or experi-
enceto make up test inputsandusingeither informal rea-

soningor experimentationto determinethe properoutput
for eachinput. One alternative is to use formal speci�-
cations,which canaid both testgenerationandclassi�ca-
tion [4]. Suchspeci�cationsaretime-consuminganddif�-
cult to producemanuallyandoftendo not exist in practice.
This researchfocuseson testingtechniquesthatdo not re-
quirea priori speci�cations.

In object-orientedlanguages,eachunit testis asequence
of methodcalls. In this context, techniquesfor automated
testgenerationincluderandomgeneration(RanGen)[6,18]
andsymbolicexecution(SymGen)[17,26–28,33]. RanGen
createsrandomsequencesof methodcallswith randomval-
uesfor methodarguments.SymGenexecutesmethodse-
quenceswith symbolic arguments,builds constraintson
thesearguments,andsolvestheseconstraintsto produceac-
tual testswith concretevaluesfor methodarguments.

Techniquesfor automatedtest classi�cation include
thosebasedonuncaughtexceptions(UCExp)[6,17,26,33]
andoperationalmodels(OpModel)[18,34]. UCExp clas-
si�es a test as potentially faulty if it throws an uncaught
exception. OpModel�rst infers anoperationalmodel[15]
from the teststhat programmersmanuallywrite. (Many
other techniquesthat automatetestgenerationneglect the
manuallywritten tests.) The operationalmodel includes
propertiessuchas object invariantsand methodpre- and
post-conditions.As in othermodel-basedtechniques,ex-
ecutionsthat violate the propertiesareclassi�ed aspoten-
tially faulty. SinceOpModelalsocatchesuncaughtexcep-
tions,wecanview UCExpasOpModelwith a trivial model
whereall propertiesaresetto true .

Previous researchproposedthreepairs of the RanGen
or SymGengenerationtechniquesandthe UCExp or Op-
Model classi�cation techniquesfor object-orientedpro-
grams: exception-basedrandomtesting [6], model-based
randomtesting [18], and exception-basedsymbolic test-
ing [17,26,33]. Weproposeanovelpair, model-basedsym-
bolic testing,andcomparethesefour pairs.



This papermakesthefollowing contributions.
New test generationapproach. We proposemodel-based
symbolic testing. Our approachusessymbolic execution
to automateboth generationand classi�cation of object-
orientedunit tests.As in OpModel[15,18,34],ourapproach
�rst infers an operationalmodel for a setof classesunder
test. It thensymbolicallyexecutesboth the methodsfrom
theseclassesandtheoperationalmodelto generatemethod
sequenceswith symbolicargumentsandto classifythese-
quencesthat violate themodelfor someconstraintson the
methodarguments.It �nally solvestheconstraintson these
symbolicargumentsandoutputsa small numberof (con-
crete)testinputsthatarelikely to revealfaults.
Implementation. We have implementedour approachin
a tool called Symclat. Symclatprovides automaticsym-
bolic execution for Java, whereasseveral previous stud-
ies[17,26,33,34] requiredmanualinstrumentationfor sym-
bolic execution.
Empirical study. We presentastudythatempiricallycom-
paresthe four pairs of RanGen/SymGengenerationand
UCExp/OpModelclassi�cation techniques.Our study in-
vestigatesthe effectivenessof the four pairs in revealing
faults. The main questionis whethersomepair subsumes
another. More speci�cally, we comparetwo tools that im-
plementautomatedtest generation—Eclat[18] basedon
RanGenandour tool SymclatbasedonSymGen—andthat
bothprovidetestclassi�cationbasedonOpModelandUC-
Exp. Thestudyuses61 subjectsthat area subsetof those
usedin apreviousstudyonEclat[18].

Theresultsshow that thepairsandtechniquesarecom-
plementary. Thetwo pairsbasedon RanGencanrevealall
(but one)faultsthatthetwo pairsbasedonSymGenreveal.
Also, RanGencanreveal faults that SymGendoesnot re-
veal. However, RanGendependson the randomseedand
doesnot revealall faultsfor all seeds.SymGendoesnot re-
veal somefaultsthatRanGencanrevealbecauseSymGen
doesnotexplorecertainprogrammingconstructs(partlybe-
causeSymclatis a prototypebut moreimportantlybecause
of theunderlyingtheoreticallimits of theoremproversand
constraintsolversusedin symbolicexecution).UCExpand
OpModelarecomplementaryin revealingfaults.OpModel
�nds somefaults that violate a post-conditionbut do not
throw an exception,so UCExp doesnot �nd them. How-
ever, OpModelmissessomefaultsthanUCExp�nds asOp-
Model labelsactuallyfault-revealingtestsasillegalbecause
someinferredpre-conditionsaretoostrong.
Suggestedimpr ovements.Basedon theaboveresults,we
give several suggestionsfor improving the existing tech-
niquesandtools for testgenerationandclassi�cation. We
alsoprovide severalguidelinesfor usingtheexisting tools.
In summary, sincethe generationand classi�cation tech-
niquesarecomplementaryin revealingfaults,we propose
thatall techniquesbeappliedon thecodeundertest.

2. Framework

We �rst describea common framework for different
techniquesfor testgenerationandclassi�cation. We then
presenttwo tools, Eclat and Symclat, that instantiatethe
framework.

The input to the framework is a set of classesand a
modelof their correctbehavior (consistingof methodpre-
andpost-conditionsandobject invariants). The userdoes
not needto provide the model directly; instead,the user
canprovide a (passing)testsuitefor theclassesundertest,
andthetoolstheninfer themodel[8]. Theframework uses
themodelto classifythegeneratedtestinputs. Theoutput
of the framework is a setof testinputsthatarepotentially
fault-revealingfor thecodeundertest. Theframework has
threecomponents:generation,classi�cation,andreduction.
Testgeneration. A testis a sequenceof methodcalls(and
argumentsto thecalls) thatexercisetheclassesundertest.
This componentgeneratestestsby randomlyor symboli-
cally exploring thestatespace:

� RanGen: Generatestestinputsby constructingmethod
sequencesandmethodargumentsin a randomfashion.

� SymGen: Generatestest inputs by exhaustively ex-
ploring methodsequenceswith symbolic variablesas
methodarguments;translatessymbolicargumentsinto
concretevaluesby solving theconstraintsaccumulated
duringthesymbolicexecution.

Test classi�cation. This componentexecuteseach test
(concretelyor symbolically),andclassi�estheexecutionas
normal (satis�es all pre- andpost-conditions),illegal (vi-
olatessomepre-condition)or fault-revealing (satis�es all
pre-conditionsbut violatessomepost-conditionor throws
an uncaughtexception). This componentusesa modelin-
ferredfrom the input testsuiteor a trivial modeloblivious
to theexisting testsuite:

� OpModel: Labels as illegal or fault-revealing a test
whose execution violates the inferred model; labels
asnormal a test whoseexecutiondoesnot violate the
model.It is importantto notethatSymGenexecutesthe
operationalmodelsymbolicallywhile RanGenexecutes
it concretely.

� UCExp: Labelsasfault-revealinga testwhoseexecu-
tion throwsanuncaughtexception

Test reduction. This componentselectsa subsetof thein-
puts labeledfault-revealing[18]; its goal is to selectonly
oneof possiblymany fault-revealingtestinputsthatuncover
thesamefault. It considerstwo testinputsequivalentif they
leadto thesameviolation pattern,i.e., violate thesameset
of modelpropertiesor throw the sameexceptionfrom the
sameprogrampoint. Reductionoutputsonerepresentative
from eachequivalenceset.



Generation+classi�cationpairs. Threeof thefour pairsof
random/symbolicgenerationand model-based/exception-
basedclassi�cation(RanGen+OpModel,RanGen+UCExp,
SymGen+UCExp)have beenpreviously studied[6,18,32–
34]. This paperproposesa new pair, SymGen+OpModel.
Our comparison of these four pairs uses two tools,
Eclat [18] (which implementstwo pairsbasedon RanGen)
andSymclat(which implementstwo pairsbasedon Sym-
Gen). We comparethe four generation+classi�cationpairs
with andwithout reduction.

2.1. Eclat: Random Exploration

We next brie�y describeEclat [18], a tool for ran-
dom test generationthat we use to evaluate the pairs
RanGen+OpModelandRanGen+UCExp.Eclattakesasin-
put a set of classesto test and an existing test suite (that
the codepasses).Eclat outputsa setof testslikely to re-
veal faults. Eclat usesDaikon [8] to dynamicallyinfer an
operationalmodelconsistingof a setof likely programin-
variants.Daikonobtainsthemodelfrom theexecutiontrace
of theexisting testsuite.Eclatinstrumentstheclasseswith
theinferredmodelto detectinvariantviolationsby running
thegeneratedtests.

Eclat generatesrandom test inputs, executeseach of
them,anddetectsruntimeviolationsof the model. If the
executionhas no violations of invariants,Eclat classi�es
the input as normal. If the executionhasa pre-condition
violation, Eclat classi�es the input as illegal anddiscards
it. Finally, if the execution has no pre-conditionviola-
tionsbut apost-conditionviolation(or theexecutionthrows
an uncaughtexception),Eclat classi�es the input asfault-
revealing. Eclat givesall fault-revealing inputs to the re-
ducerthatselectsa subsetto reportto theuser.

2.2. Symclat: Sym bolic Exploration

We next describeSymclat,a symbolic exploration en-
ginethatwe implementedto evaluatetestgenerationbased
on symbolic execution in SymGen+OpModeland Sym-
Gen+UCExp. Symclattakesas input a setof classesand
an existing testsuite. Symclatoutputsa setof testslikely
to reveal faults. Like Eclat, SymclatusesDaikon to infer
an operationalmodelbasedon the existing testsuite. Un-
like Eclat, which executesthe model concretely, Symclat
executesthemodelsymbolically.

Symclatbuilds on our previous work on symbolic ex-
ploration of Java programs[33]. The key extensionthat
Symclatprovides is symbolic executionof model proper-
ties. Symclatalsoprovidesa signi�cant advancein terms
of implementation:Symclathasa fully automaticsymbolic
execution,whereasseveralpreviousprojects[17,26,33,34]

requiredmanualinstrumentation.We next describetheim-
portantpartsof Symclat.
Path exploration. A symbolicexecutionengineneedsto
executeeachcodepathsymbolically, and it alsoneedsto
explore(all) differentpaths.Executionof onepathoperates
on a symbolicstatethat consistsof a symbolicheapanda
pathcondition[33]. The pathconditionaccumulatescon-
straintsfrom the conditionalbranchesencounteredalong
the path. At eachconditionalbranch,symbolicexecution
mayneedto explorebothoutcomes.

Our Symclatimplementationbuilds on Java PathFinder
(JPF)[25], an explicit-statemodel checker for Java. JPF
works by interpretingbytecodeinstructions.We modi�ed
the interpretationof all bytecodeinstructionsin JPFsuch
that they operateon the symbolicstate. We usethe exist-
ing JPFfeaturesfor exploring Java bytecodes,storingand
restoringstates,andbacktracking.Combiningtheexisting
featuresfor exploration with our symbolic executionen-
ablessymbolicexplorationof methodsequences.
Staterepresentation,infeasibility, subsumption. A sym-
bolic stateconsistsof a symbolic heapand a pathcondi-
tion. Without lossof generality[33], Symclatassumesthat
it shouldgeneratemethodsequencesfor only one object
undertest. The symbolicheapis rootedin a referenceto
suchanobjectandmaycontainsymbolicvariablesandex-
pressions. A path condition consistsof a conjunctionof
constraintsanddenotesthebranchingdecisionsmadefrom
thebeginningof theexecutionto thecurrentprogrampoint.
Symbolic executionmay generateinfeasiblepathsdue to
unsatis�ableconstraints. Symclatusesthe CVC Lite [2]
theoremprover to determinefeasibility of pathconditions
andto avoid explorationof infeasiblepaths. Furthermore,
Symclatavoids explorationof equivalentstatesusingstate
subsumptionintroducedin our previouswork [33].
Exploration of method sequences.Symclatusesdrivers
to exhaustively exploresequencesof methodsup to agiven
boundfor the sequencelength. Eachdriver speci�es the
methodsthatSymclatshouldexplore andtheir arguments.
In the currentSymclatimplementation,the usermanually
writes all drivers. It would be possibleto automatically
producesomedrivers,e.g., drivers that include all public
methodsin the classesundertest (conceptually, Eclat al-
readyusessuchdriversautomatically[18]). But it is of-
ten necessaryto manuallyconstrainthe drivers to reduce
the exploration space. The currentSymclat implementa-
tion allows only primitive methodarguments,but we de-
scribebelow how theusercanprovide wrappersto handle
non-primitivearguments.Theargumentsaresymbolicvari-
ablesfrom which symbolicexecutionbuilds symbolicex-
pressionsandpathconditions. For moredetailson explo-
ration,seeourpreviouswork [33].
Model execution. Symclat usesDaikon [8] to generate
modelsfor theclassesundertest.Symclatinstrumentsthese



classesto checkmodelpropertiesat methodentryandexit
points. (Symclatchecksobjectinvariantsandmethodpre-
conditionsat entry andobject invariantsandmethodpost-
conditionsat exit.) The tool discardsthe propertiesthat it
cannothandledue to limitations of theoremprovers, for
instancenon-linearinteger constraints.We point out that
Symclatdoesnot translateDaikonpropertiesinto Javacode
asEclatdoes[18]. Suchtranslationwould enableSymclat
to directly apply symbolic executionof Java codeon the
symbolicexecutionof properties. However, suchtransla-
tion would resultin unnecessarilymany executionpathsfor
properties.Instead,Symclatusesaspecial(declarative)rep-
resentationfor Daikonpropertiesandinterpretseveryprop-
erty in its entiretyasa singleexecutionpath.

At methodentry, Symclatconjoinsthepre-conditionto
thecurrentpathconditionandcheckssatis�ability. If it is
satis�ed,Symclatproceedswith theexecution.If not,Sym-
clatbacktracksasgeneratingtestsalongthisexecutionpath
wouldproduceillegaltests.At methodexit, Symclatchecks
if it is possibleto satisfythenegationof thepost-condition
in the context of the currentpath condition. If so, Sym-
clat hasfounda potentiallyfault-revealingpath,namelyan
executionthatsatis�esall pre-conditionsbut resultsin avi-
olatedpost-condition. Symclatusesthe POOC[20] con-
straintsolver to generateconcretevaluesfor the symbolic
variablesin the path condition (conjoinedwith the nega-
tion of post-condition).Thosesymbolicvariablesrepresent
argumentsof methodsin thetestsequence.Whenthevari-
ablesget concretevalues,Symclatoutputsa testthat con-
sistsof methodsequenceswith concretearguments.
Non-primiti ve arguments and wrappers. Symclat can
directly explore only methodswith primitive arguments.
When non-primitive argumentsappearin the methodsof
theclassesundertest,theusercanprovidewrapperclasses
to Symclat. For example, consider testing the method
equals(Object) declaredin aclassC. Thismethodtakes
two arguments,so the wrapperde�nes two �elds, onefor
the receiver and the other for the actual argument. The
wrapperalso declaresoperationsto constructand mutate
the receiver, and to copy the receiver to the argument. If
theclassC hasamethodm(int) for mutation,thewrapper
lookslike thefollowing:

class CequalsWrapper {
C receiver;
Object argument;
public void equals() { receiver.equals(argument) ; }
public void alias() { argument = receiver ; }
public void cons() { receiver = new C() ; }
public void m(int i) { receiver.m(i) ; }
... }

Symclatcanthenusedriversfor the wrappersto generate
teststhat operateon the wrappersinsteadof on the actual
classesundertest.Sequencesof methodcalls(withoutnon-
primitivearguments)onthewrapperscanthenbetranslated

into sequencesof methodcalls (with non-primitive argu-
ments)on theclassesundertest.
Limitations. In our implementation,symbolic variables
canonly have integer types,symbolic expressionscannot
index arrays,andthe operators% and/ arenot supported
due to limitations on the underlying theoremprover and
constraintsolver, CVC Lite [2] and POOC[20], respec-
tively. When theseoperatorsappearin path conditions,
Symclatbacktrackstheexecution.Whensymbolicexpres-
sionsappearin a loopconditional,Symclatunrollstheloop
a limited numberof times. Thus,Symclatcannotcatchin-
�nite recursionthat resultsin stack over�ow exceptions.
In addition,Symclatusesarbitrary-precisioninteger arith-
meticprovidedby thetheoremproverandconstraintsolver.
As a result, Symclatdoesnot catcherrorsdue to integer
arithmeticover�ows.

Several of theselimitations could be handledin im-
provedversionsof thesymbolicengine.For instance,tests
could be reportedwhenthe explorationreachesthe bound
limits setfor thebranchingtree,makingit possibleto report
in�nite loopsandstackover�owsat theexpenseof decreas-
ing precision. Integerscould be encodedin the �nite do-
mainwith bitvectorsto reporton arithmeticover�ows and
to decideon expressionswith % and /, and arrayscould
have symbolic representationsin order to allow symbolic
dereferences.

3. Experimental Study

Our studycomparesfour pairsof techniquesdiscussed
in Section2 with andwithout reductionof testsuites.We
useEclatandSymclatfor testgenerationwith RanGenand
SymGen,respectively. Both EclatandSymclatcanuseei-
therUCExpor OpModelfor classi�cation.We�rst describe
theexperimentalsetup,thencomparethepairs,and�nally
summarizetheresultsof comparison.

3.1. Exp erimen tal Setup

We describehow we ran the tools, what subjectswe
usedin theexperiments,andhow we labeledthe testspro-
ducedby the tools. We ran Eclat in its default con�gura-
tion: bottom-upsequencegeneration,four roundsof pool
iteration,andmaximumof 100 inputsper roundper sub-
ject [18]. As the resultsof Eclatdependon the initial ran-
dom seeds,we ran Eclat for ten differentseeds.We con-
ductedall the experimentson a dual-processorIntel Xeon
2.8 GHz machinerunningLinux version2.6.15with 2 GB
memory. We seta time boundof two minutesfor running
testgenerationin Symclatfor eachsubject. In this setup,
Eclat (for eachseed)and Symclat take roughly the same
time,approximately� vehoursto generatethetestsfor both
OpModelandUCExp,with andwithout reduction.



subject NCNB LOC #methods
UBStack8 88 11
UBStack12 88 11
UtilMDE 1832 69

BinarySearchTree 186 9
StackAr 90 8
StackLi 88 9

IntegerSetAsHashSet 28 4
Meter 21 3
DLList 286 12

E OneWayList 171 10
E SLList 175 11

OneWayList 88 12
OneWayNode 65 10

SLList 92 12
TwoWayList 175 9

RatPoly(46 versions) 582.51 17.20

Figure 1. Size of the subjects.

Subjects. Figure1 lists the subjectprogramsusedin our
experiments.We show the numberof non-comment-non-
blank(NCNB) linesof codeandthetotal numberof meth-
ods for eachsubject. UBStack is the implementationof
theuniqueboundedstackusedin previousstudieson test-
ing [6, 18,22,34]. This codecomeswith two test suites,
consistingof 8 and12 test cases.UtilMDE is a support-
ing classfrom Daikon. BinarySearchTree, StackAr, and
StackLiaretakenfrom atextbook[30] thatprovidesasetof
exampleusesfor theclasses.Thenext ninesubjectsareex-
ampleclassesfrom thedistribution of Java ModelingLan-
guage(JML) [16], togetherwith formalspeci�cations(writ-
tenin JML). RatPolyrefersto 46studentsolutionsto anas-
signmentin theMIT class6.170.Theassignmentaskedthe
studentsto implementthecoreoperationsfor rationalpoly-
nomials.Thecoursestaff providedsomesupportingclasses
andatestsuiteto thestudents.Thenumbersin thetableare
averagesover46differentimplementations.

Our subjectsare a subsetof thoseusedin a previous
studyon Eclat [18]. We selectedall subjectsthat Symclat
cancurrentlyexplore; the studyon Eclat used631 imple-
mentations,but approximately90% of them containpro-
grammingconstructsthatSymclatcannotcurrentlyexplore.
Moreover, RanGencanexplore all methodsfrom the sub-
jects,while SymGenmay not be ableto executeall meth-
odseven for theselectedsubjects.In UtilMDE, for exam-
ple, the currentSymclatimplementationcanexplore only
the two (overloaded)create combinations methodsas
the other67 methodsheavily useString objects,float
numbers,or otherconstructsnot currentlysupported.
Testlabeling. Wenext describehow welabelthetestsgen-
eratedby differenttechniques.Thegoalis to determinethe
teststhat revealactual faults. We useformal JML speci�-
cations(usedin theEclatstudy)for eachsubjectanddetect

teststhat violate the speci�cations. However, we separate
arithmetic(integer)over�ows thatseveraltestsfor RatPoly
implementationsproduce.This potentialtypeof fault is in-
herentin all RatPolysubjectsbecausetheproblemsetasked
thestudentsto usea staff-providedclassfor rationalnum-
bersbasedon the�x ed-precisionnumbers(Java 32-bit int
numbers).Sincethestaff-providedclasscanover�ow, the
student-writtencodecan produceresultsthat differ from
thosebasedon an arbitrary-precisionnumbers,but these
resultsshouldnot be consideredfaults. We instrumented
the staff-providedclassto detectover�ows during testex-
ecution,andwe discardfrom thegeneratedteststhosethat
resultin over�ows.

We label eachtest as follows. A test that producesa
JML violation or throws an uncaughtexceptionbefore an
over�ow is labeledasa failing test. Suchtestrevealsamis-
matchbetweenthe codeand the speci�cation, and in our
study, every suchtestindeedrevealedanactualfault in ei-
therthecodeor thespeci�cation.
Distinct faults. We alsodeterminefor eachtestsuite the
numberof distinctspeci�cationviolations.Therationaleis
thatthenumberof distinctfaultsrevealedbyatestsuitemay
be morevaluablethanthe numberof fault-revealingtests.
For example,a testsuitewith ten fault-revealingteststhat
all revealthesamefault maybelessusefulthana testsuite
with ten testsof which only two reveal faultsbut distinct
faults. Eachtestthat violatesa speci�cationeitherthrows
an uncaughtexception(violating the implicit speci�cation
thatthecodeshouldnot throw uncaughtexceptions)or vio-
latessomeexplicit partof thespeci�cation(objectinvariant,
internalmethodpre-condition,or methodpost-condition).

We label two testsashaving the sameviolation if they
eitherviolatethesamepartof thespeci�cationat thesame
programpointor throw thesameexceptionat thesamepro-
gram point. This is similar to the reductiondescribedin
Section2 but usesJML speci�cationsinsteadof theinferred
operationalmodels. We found this approachto be precise
for our experiments:two failing testsarelabeledwith dis-
tinct speci�cationviolationsif andonly if thesetestsreveal
distinctactualfaultsin thesubjects.

3.2. Comparison of Techniques

Figure 2 shows the resultsof running the subjectsin
all four pairswith reductionof generatedtestsuites. The
columnsshow thenumberof non-arithmetic-over�ow tests
generated(TG); the numberof failing tests(FT) that ei-
ther violate JML speci�cationsor raise uncaughtexcep-
tions;andtheprecision(Pr),whichshowstheratioof fault-
revealingtests,FT/TG.Thenumberof falsepositivesis the
complementof theprecision,TG-FT. TheFT columnalso
showsthenumberof distinctfaultsin theparentheses.Since
Eclatusesrandomgeneration,its resultsdependon theran-



subject RanGen+OpModel RanGen+UCExp SymGen+OpModel SymGen+UCExp
#TG #FT Pr. #TG #FT Pr. #TG #FT Pr. #TG #FT Pr.

UBStack(8) 3.0 2.0(2.0) 0.67 2.0 2.0(2.0) 1.00 3 2(2) 0.67 2 2(2) 1.00
UBStack(12) 1.0 1.0(1.0) 1.00 2.0 2.0(2.0) 1.00 1 1(1) 1.00 2 2(2) 1.00

UtilMDE 10.8 1.7(1.7) 0.15 11.3 1.6(1.6) 0.14 2 0(0) 0.00 10 0(0) 0.00
DLList 5.0 0.9(0.9) 0.18 5.0 1.0(1.0) 0.20 4 0(0) 0.00 4 0(0) 0.00

E OneWayList 0.0 0.0(0.0) - 15.0 0.4(0.4) 0.03 4 0(0) 0.00 4 0(0) 0.00
OneWayList 6.0 0.9(0.9) 0.15 14.8 1.0(1.0) 0.07 6 0(0) 0.00 6 0(0) 0.00

SLList 3.0 0.8(0.8) 0.26 7.0 0.9(0.9) 0.13 6 0(0) 0.00 6 0(0) 0.00
TwoWayList 0.0 0.0(0.0) - 22.3 3.0(1.0) 0.14 2 0(0) 0.00 2 0(0) 0.00

s5 0.1 0.0(0.0) 0.00 1.5 0.3(0.3) 0.15 1 0(0) 0.00 7 1(1) 0.14
s7 20.0 0.8(0.5) 0.04 17.1 0.2(0.2) 0.01 4 1(1) 0.25 9 1(1) 0.11
s13 0.9 0.4(0.4) 0.43 1.5 0.3(0.3) 0.15 2 0(0) 0.00 7 1(1) 0.14
s14 2.3 1.0(0.6) 0.38 3.1 1.3(1.0) 0.42 3 0(0) 0.00 7 0(0) 0.00
s21 0.0 0.0(0.0) - 14.0 5.4(1.1) 0.39 0 0(0) - 12 1(1) 0.08
s24 0.7 0.6(0.5) 0.92 1.4 0.3(0.3) 0.15 2 1(1) 0.50 7 1(1) 0.14
s33 2.0 2.0(1.0) 1.00 3.0 1.9(1.0) 0.64 3 1(1) 0.33 8 1(1) 0.12
s39 1.1 1.0(1.0) 0.95 1.9 0.9(0.9) 0.45 1 0(0) 0.00 6 0(0) 0.00
s46 0.3 0.3(0.3) 1.00 1.5 0.3(0.3) 0.15 2 1(1) 0.50 7 1(1) 0.14

Total (17subjects) 56.2 13.4(11.6) 0.51 124.4 22.8(15.3) 0.31 46 7(7) 0.20 106 11(11) 0.17

4 othersubjects 0 0(0) - 0 0(0) - 0 0(0) - 0 0(0) -
40 othersubjects 57 0(0) 0 86 0(0) 0 53 0(0) 0 234 0(0) 0

Figure 2. Comparison of generation+c lassi�cation pair s with reduction of test suites.

dom seed,andthe columnsfor RanGenshow the average
resultsfor tendifferentseeds.

For 4 of the61 subjects,no pair generatedany test. For
40 subjects,the pairsgeneratedsometestsbut no test re-
sultedin any failure.These44subjectsappearat thebottom
of Figure2; thefewertests(falsepositives)apairgenerates
for thesesubjects,thebetterit is. Figure2 shows detailed
resultsfor the17 subjectsfor which at leastonepair found
a fault.

We next discuss the fault-revealing effectivenessof
RanGenandSymGengenerationtechniqueswith OpModel
andUCExpclassi�cationtechniques.
Complementarytestgenerationtechniques.RanGenand
SymGenarecomplementarytechniquesfor testgeneration.
SymGenis deterministicanddoesnot dependon random
seeds.However, SymGenoftencannotexplorecode(which
containscertainprogrammingconstructs);we ranSymclat
on only 61 out of 631 subjectsfrom the Eclat study[18],
and Symclatcannoteven explore all the codefrom these
10%of subjects.A betterimplementationof SymGencould
explore more subjects,but SymGencannotexplore arbi-
trary codedue to the theoreticallimitations of the under-
lying technology(incompletenessof theoremproversand
constraintsolversdue to undecidability). RanGencan, in
contrast,explore all codeandthusreveal somefaults that
SymGenmisses. However, which faults RanGenreveals
dependson therandomseedusedto generatetestinputs.
Sensitivity of RanGen. RanGenis sensitive to thechoice
of randomseed. For somesubjects,RanGengeneratesa
fault-revealing test for every seed(e.g., s33); sometimes,
this is becauseRanGengenerates(almost) the samere-
sults for all ten seeds(e.g., UBStack 8/12). In other
cases,RanGengeneratesafault-revealingtestonly for some
of the ten seeds(3–9 in RanGen+OpModeland 2–9 in

RanGen+UCExp).Consider, for example,thesubjectcode
s7.RanGen+OpModelgeneratesonaverage20testsfor this
subject,i.e., totalof 200testsfor tenseeds.Only 8 of these
200testsreveala fault, andfor only � ve of thetenseedsis
thereat leastonetestthatrevealsthefault.

Missing faults. RanGencanmiss faults for two reasons:
(i) it doesnot generatea fault-revealingmethodsequence,
or (ii) it doesgenerateapotentiallyfault-revealingsequence
but doesnot generatetheappropriateargumentvalues.For
example,subjectss5,s13,s24,ands46have a fault in the
methoddiv of therationalpolynomialclass.RanGendoes
not detectthe fault for every seedasit doesnot selectthe
appropriatevaluesfor themethodargumentsin thetests.As
anotherexample,subjects37hasafault in themethodadd ,
but revealingthis fault requiresthat theNaNpolynomialbe
passedto add . RanGendoesnot often generatea method
sequencethatbuilds theNaNpolynomial.

SymGenmissesfaults(thatRanGen�nds) for two main
reasons:(i) it doesnot generatelong enoughmethodse-
quences,or (ii) it is givenincompletedriversandwrappers.
For example,RanGendetectsa real fault in UtilMDE as
create combinations endsup in an in�nite recursion
whentwo of its argumentsare0. RanGendetectsthis sce-
nariobecausethetestexecutionresultsin a stackover�ow.
SymGenmissesthe fault as the stackover�ow requiresa
long executionsequence.RanGenalso revealsa fault in
UtilMDE in themethodreplaceString , which getsinto
an in�nite loop when one of the argumentsis the empty
string. In this case,the executionexceedsthe maximum
heapsizedueto theallocationof stringsin theloop. (With-
out heapover�ow, RanGenwould insteadreport that the
in�nite-loop executiontimed out.) As discussed,SymGen
doesnot evenexploremethodswith stringarguments.For
s21ands33(without reduction,Figure3), RanGenreveals



a fault that requiresa shortexecution,but SymGenmisses
thisfaultasits explorationtimeexpiresbeforereachingthis
particularexecution.

As anotherexample, for 5 of the 12 subjectsfrom
the textbook andJML samples(DLList , E OneWayList ,
OneWayList , SLList , andTwoWayList ), RanGengener-
atessometeststhat violate the formal JML speci�cations.
All thesetestsgive as the input to the toString meth-
odsa list that containsitself, which leadsto in�nite recur-
sion.Sincethepre-conditionsfor toString donotspecify
that the list cannotcontainitself, thesetestsviolate (total)
JML speci�cations.But, thepreferredway to correctthese
“f aults” seemsto be changingthespeci�cation(e.g.,to be
partial) rather than the implementation. SymGenmisses
all thesefaults since the drivers and wrappers(discussed
in Section2.2)donotallow a list to beaddedto itself.
Falsepositives. All techniquesgeneratesomefalseposi-
tives,i.e., teststhatdo not actuallyrevealfaults.For exam-
ple, for UBStack8, both +OpModelpairsgeneratethree
tests,two of which exposetwo differentfaults,but oneof
which is a falsepositive dueto an incorrectly inferred in-
variant. For UBStack12, each +OpModelpair generates
only onetestthatdetectsanactualfault. This increasesthe
precisionof the test suite but also missesthe other fault.
UBStack12 differs from UBStack8 only in the testsfrom
which theoperationalmodelis inferred. (Thus,the results
for thesetwo subjectsdiffer only for thetwo pairsbasedon
OpModel.)Theoperationalmodelfor UBStack12 includes
atoostrongpre-condition.Namely, thepre-conditionstates
that the argumentof equals shouldnot be null , so the
teststhat set it to null are classi�ed as illegal, although
they arelegalandfault-revealing.

As anotherexample, the pairs basedon RanGengen-
erate some false positives for DLList , E OneWayList ,
OneWayList , SLList , andTwoWayList . This is due to
theweakmethodpre-conditions(in theinferredoperational
modelsfor OpModeland true for UCExp). For instance,
anactualspeci�cationfor OneWayList is thatareadof the
next elementof a list shouldthrow an exceptionif the it-
eratoris pastthe endof the list. This propertyis present
only in the formal speci�cation,andthussometestsclas-
si�ed with uncaughtexceptionsleadto this exceptionalbut
correctbehavior.
Complementary test classi�cation techniques. UCExp
andOpModelarecomplementarytechniquesfor testclas-
si�cation. In theexperiments,UCExprevealedmorefaults
thanOpModel(total of 15.3+11to 11.6+7distinct faults).
But each techniquerevealed some faults that the other
missed.The non-trivial modelscanmake OpModelbetter
or worsethanUCExp. In general,OpModelis worsewhen
it labelsasillegal a testthatviolatesanincorrectlyinferred
pre-conditionalthoughthe test is legal and throws an ex-
ception,andOpModelis betterwhenit labelsaspotentially

fault-revealinga testthatviolatesapost-conditionalthough
thetestdoesnot throw anexception.

3.3. Reduction

Figure3 shows theresultsof runningthesubjectsin all
four pairs without reductionof generatedtest suites. We
highlight the caseswheretestsuiteswithout reductionre-
vealmorefaultsthanwith reduction. But testsuiteswith-
out reductionoften have lower precisionthanwith reduc-
tion (althoughthe precisioncanbe alsohigher, depending
on the quality of the inferred invariants). In otherwords,
reductiondecreasesthefault-revealingeffectiveness,while
slightly increasingthe (average)precision. More impor-
tantly from the user's perspective, reductiondecreasesthe
absolutenumberof teststhatneedto bemanuallyinspected.

Wenext discussthecaseswhenreductionremovesfault-
revealingtests. For four subjects(UtilMDE, s7, s14,and
s33)andvariousgeneration+classi�cationpairs,reduction
removesall teststhatrevealoneof thefaultsbut still keeps
someteststhat reveal other faults. For two subjects(s37
ands42),reductionremovesall fault-revealingtests.(Thus,
thesesubjectshavenoseparaterowsin Figure2.) Notealso
that reductionremovesall testsfor somerandomseedsin
pairsbasedon RanGen.For example,for E OneWayList
andRanGen+UCExp,thefault is revealedfor all tenseeds
without reductionbut for only four seedswith reduction.
Reductionremoves fault-revealing tests becausethe in-
ferredoperationalmodelfor OpModelor true for UCExp
differ from the actualspeci�cation for the code;two tests
thatdo (not) violatethemodelin anequivalentway canvi-
olatetheactualspeci�cationin differentways.

We �nally discussthe effect of reductionon the preci-
sionandthesizeof generatedtestsuites.For all four pairs,
reductionimprovesthe averageprecisionfor subjectswith
faults. For example, for RanGen+UCExp,the precision
goesfrom 0.20to 0.31;to �nd afault-revealingtesttheuser
needsto inspect,on average,about3 tests(with reduction)
insteadof 5 tests(without reduction).This improvementis
important,but an even biggerimprovementis for subjects
without faults. For them, the precisionis 0, and the user
needsto inspectall generatedteststo determinethat none
revealsa fault. Reductiondecreasesthenumberof testsan
orderof magnitude,from 723–4,805(for variouspairswith-
out reduction)to 53–234(for variouspairswith reduction).

3.4. Impro ving Test Generation

We give several suggestionsfor improving the existing
techniquesandtools for testgenerationandclassi�cation.
We alsogivesuggestionsfor usingsuchtools.

RanGenmaybeimprovedby runningit multiple times;
it �nds nearlyall faultsthatSymGendoes,for at leastone



subject RanGen+OpModel RanGen+UCExp SymGen+OpModel SymGen+UCExp
#TG #FT Pr. #TG #FT Pr. #TG #FT Pr. #TG #FT Pr.

UBStack(8) 29.7 19.6(2.0) 0.66 17.0 17.0(2.0) 1.00 118 75(2) 0.64 91 90(2) 0.99
UBStack(12) 10.9 10.9(1.0) 1.00 17.0 17.0(2.0) 1.00 26 25(1) 0.96 91 90(2) 0.99
*UtilMDE* 166.4 14.5(1.8) 0.09 174.9 22.7(*2.2*) 0.13 2 0(0) 0.00 10 0(0) 0.00

DLList 332.8 18.0(1.0) 0.06 299.8 18.3(1.0) 0.08 75 0(0) 0.00 75 0(0) 0.00
E OneWayList 0.0 0.0(0.0) - 803.6 10.6(1.0) 0.02 235 0(0) 0.00 235 0(0) 0.00
OneWayList 247.5 18.9(1.0) 0.08 715.7 14.3(0.9) 0.02 1,973 0(0) 0.00 1,973 0(0) 0.00

SLList 244.7 34.8(1.0) 0.14 560.6 29.6(1.0) 0.06 1,983 0(0) 0.00 1,983 0(0) 0.00
TwoWayList 0.0 0.0(0.0) - 889.2 29.8(1.0) 0.04 61 0(0) 0.00 61 0(0) 0.00

s5 0.1 0.0(0.0) 0.00 26.3 0.4(0.3) 0.02 28 0(0) 0.00 135 2(1) 0.01
*s7* 349.2 22.4(1.0) 0.06 326.9 20.0(1.0) 0.06 134 44(1) 0.33 698 218(*2* ) 0.31
s13 1.6 0.7(0.4) 0.50 26.3 0.4(0.3) 0.02 16 0(0) 0.00 73 1(1) 0.01

*s14* 8.6 3.0(0.7) 0.34 33.0 4.0(1.0) 0.12 34 8(*2* ) 0.24 112 25(*1* ) 0.22
s21 0.0 0.0(0.0) - 64.9 27.9(1.1) 0.42 0 0(0) - 317 70(1) 0.22
s24 0.8 0.7(0.6) 0.92 26.2 0.4(0.3) 0.02 11 1(1) 0.09 53 1(1) 0.02

*s33* 26.0 25.5(*1.2*) 0.97 57.0 30.8(*1.4*) 0.53 32 7(1) 0.22 126 15(1) 0.12
*s37* 0.3 0.0(0.0) 0.00 25.8 0.0(0.0) 0.00 24 0(0) 0.00 111 1(*1* ) 0.01
s39 12.1 11.7(1.0) 0.97 38.3 12.4(0.9) 0.31 20 0(0) 0.00 54 0(0) 0.00

*s42* 235.5 0.1(*0.1*) 0.00 238.7 0.0(0.0) 0.00 25 0(0) 0.00 177 0(0) 0.00
s46 0.4 0.4(0.3) 1.00 26.3 0.4(0.3) 0.02 31 4(1) 0.13 301 2(1) 0.01

Total (19subjects) 1,666.6 181.2(13.1) 0.42 4,367.5 256.0(17.7) 0.20 4,828 164(9) 0.14 6,676 515(14) 0.15

4 othersubjects 0 0(0) - 0 0(0) - 0 0(0) - 0 0(0) -
38othersubjects 723 0(0) 0 1,546 0(0) 0 1,417 0(0) 0 4,805 0(0) 0

Figure 3. Comparison of generation+c lassi�cation pair s without reduction of test suites.

of thetenseeds.(It doesnot �nd thefault in s33.)Running
RanGenmultipletimesincreasesgenerationtime; in ourex-
perimentalsetup,eachrun of RanGentakesaboutasmuch
time as the run of SymGen. But a more importantques-
tion for the future work is how to combinethe testsuites
generatedby multiple runsin orderto reducetheusertime
necessaryto inspectthecombinedtestsuite.

RanGenmay be improved by biasing its selectionto
boundaryandspecialvaluesthat aremorelikely to reveal
faults. For instance,in RatPolysubjects,RanGenshould
biasselectionto 0 for integersandto NaN for polynomials
andnot selectthevaluesuniformly from a largepool. The
tools shouldallow the usersto specify suchvalues. The
toolsmayalsotry to determinesuchvaluesby staticor dy-
namicanalysisof code.

RanGenmaybeimprovedbyselectingvaluesthatsatisfy
certainrelationships.For example,to generateanargument
valuein a methodsequence,RanGencanbiasits selection
to thevaluesalreadyselectedin that sequence.This leads
to selectingequalvaluesin a sequence.The tools should
allow theusersto provideheuristicsfor selection[5].

In additionto biasingselectionof inputsto methodcalls,
RanGenmay bene�t from biasingthe selectionof method
calls.For example,anerrorthatRanGenwasunableto �nd
for several seedsrequiresusingtwo equivalentpolynomi-
alsasargumentsto a methodcall. Equivalentpolynomials
can be obtainedby repeatinga sequenceof methodcalls
thatcreatesonepolynomial,but purely randomgeneration
is unlikely to producesuchrepetition.

SymGen may be improved by combining it with
RanGen.A recentproposalis to do thatby executingcode
with both symbolic valuesand randomvalues[3, 11,21].

But therearemany otherways,suchasrandomlychoosing
methodsequencesandthensymbolicallyexploring thear-
gumentvaluesor exhaustively choosingthesequencesbut
randomlychoosingtheargumentvalues,assuggestedelse-
where[33]. It would bealsoimportantto empiricallycom-
parethesetechniquewith (biased)randomgenerationfor a
largenumberof subjects.

Usersshoulduseboth UCExp andOpModelclassi�ca-
tionswith thetools. Thesetwo classi�cationscomplement
eachotherandcanbeeasilyusedin any tool thatprovides
OpModel. (Recall that UCExp is just a specialcasewith
all modelpropertiesbeingtrue .) Additionally, it is helpful
whenuserscanprovide someactualspeci�cationsasthey
enablemore preciseclassi�cation. In general,tools may
combineany numberof classi�ersin additionto UCExpand
OpModelandclassifyatestaspotentiallyfault-revealingas
long asany of the classi�ers �nds it fault-revealing; such
combinationincreasesthenumberof revealedfaults,but it
wouldbenecessaryto evaluatethesizeof thegeneratedtest
suitesandtheir precision.

Usersshouldinitially applyreductionasit increasesthe
precisionof the generatedtest suitesand decreasestheir
size.But reductioncanmissfaults,sowhenmoreresources
areavailablefor testing,usersshouldalsoinspecttheentire
generatedtestsuites,without reduction.We leave it asthe
futurework to evaluatewhatresultsuserswould achieve in
differentinspectionscenarios.

3.5. Threats to Validit y

Thethreatsto externalvalidity primarily includethede-
greeto whichthesubjectprograms,faults,manuallywritten



testcases,andtestingtoolsarerepresentative of trueprac-
tice. The subjectprogramsexcept for UtilMDE are rela-
tively small. Thesethreatscould be reducedby moreex-
perimentson a largersetof subjectsandtools. Thethreats
to internalvalidity areimplementationeffectsthatcanbias
ourresults.Faultsin our two toolsmightcausesucheffects.
To reducethesethreats,we manuallyinspectedthe results
for all subjectprogramsfor SymGenandfor oneof theran-
domseedsfor RanGen.Onethreatto constructvalidity is
thatour experimentsusetheviolationsof manuallywritten
JML speci�cationsassymptomsof fault exposure.These
JML speci�cationsmaybeweakandthusmisssomefaults
thatarein factexposedby thegeneratedtests.

4. RelatedWork

Therearenumerouscomparisonsof techniquesfor test
generation(or selection),andmany comparisonstake ran-
dom testing as the baseline. For example, Duran and
Ntafos [7] and Hamlet and Taylor [13] empirically com-
paredrandomtestingandpartitiontestingsuchaspathtest-
ing. They observed that randomtestingcould be a cost-
effective alternative to pathtesting. FranklandWeiss[10]
experimentallycomparedbranchtesting,data�ow testing,
andrandomtesting.They observedthatbranchor data�ow
testingperformedsomewhatbetterthanrandomtestingon
mostsubjects.Weyuker andJeng[31] analyticallyshowed
that partition testingis moreeffective thanrandomtesting
whenat leastonesubdomainof thepartitionhasahighcon-
centrationof fault-revealinginputs.Our empiricalcompar-
ison considerstest generationand test classi�cation tech-
niques(with andwithout reduction).

There are several comparative studiesof static fault-
�nding tools. Rutar et al. [19] compared� ve suchtools
against� ve opensourceprojects. Their resultsshow that
noneof the � ve toolsstrictly subsumesanotherin termsof
the fault-�nding capability. They proposeda meta-toolfor
combiningand correlatingthe outputsof these� ve tools.
Wagneret al. [29] did a casestudythatappliedthreestatic
fault-�nding toolsaswell ascodereview andmanualtest-
ing to several industrialprojects. Their studyshowed that
thestatictoolspredominantly�nd differentfaultsthanman-
ual testingbut a subsetof faults found by reviews. They
proposeda combinationof thesethreetypesof techniques.
Zitser at al. [35] applied� ve static fault-�nding tools on
threeopensourceprojectsand found the averageratesof
false positives producedby thesetools to be high. Our
comparativestudyfocuseson different(dynamic)testgen-
erationandclassi�cationtechniques,notstaticfault-�nding
tools.

Symclat developedin this researchextends the work
on using inferred operationalmodels to guide test-input
generationandexecutionclassi�cation. Harderet al. [15]

developedthe operationaldifferencetechniquethat auto-
matically generatesor augmentsan existing test suite by
addingtestcasesuntil theinferredoperationalmodelstops
changing. Hangaland Lam [14] developedthe DIDUCE
tool thatcontinuouslychecksa program'sbehavior against
the incrementallyinferred operationalmodels. Jov [34]
andEclat [18] tools automaticallyusemodelsinferredby
Daikon [8]. Agitar Agitator [1], a commercialtool, alsoin-
fers operationalmodelsfrom test executionsbut suggests
thesemodelsto developersto manuallyandselectively pro-
motethemto assertions.In contrastto theseprevioustools,
Symclatusessymbolicexecutionto systematicallyexplore
thecodeundertestandtheoperationalmodels.

Varioustest-generationtools have alsobeendeveloped
for object-orientedprogramsthat are not equippedwith
speci�cations. For example, JCrasher[6] generatesran-
dommethodsequencesfor producingnon-primitivemethod
argumentsand some default values for primitive argu-
ments. Visseret al. [26] usedthe Java PathFindermodel
checker[25] to systematicallyexploretheobject-statespace
of the classunder test, concretelyor symbolically. Ros-
tra [32] concretelyexplores the object-statespacein a
similar way, while Symstra[33] usessymbolic execution
and prunesstateexploration basedon the symbolic-state
comparisons. More recently, several testing tools for C
programs—DART [11], EGT [3], and CUTE [21]—have
beendevelopedto combinerandomgenerationand sym-
bolic execution. Therearealsomany approachesto auto-
matedtestgenerationnotbasedonrandomor symbolicexe-
cution.As just two examples,FergusonandKorelproposed
the chainingapproach[9], andGuptaet al. [12] proposed
theuseof iterative relaxationmethod.Our studyconsiders
only randomandsymbolicexecution,but it alsoconsiders
classi�cation. Our tool Symclatimproveson the existing
tools (basedon symbolicexecution)by using the inferred
operationalmodelsfor classi�cation.

5. Conclusions

We have presentedan empirical comparisonof auto-
matedgenerationandclassi�cation techniquesfor object-
orientedunit testing.Speci�cally, we have comparedpairs
of test-generationtechniquesbasedon randomgeneration
or symbolic execution and test-classi�cation techniques
basedon uncaughtexceptionsor operationalmodels. Our
studyshows that the techniquesarecomplementaryin re-
vealingfaults. Therefore,the toolsandusersshouldapply
several techniqueson the samecodeundertest. In the fu-
ture,thecomparisonshouldbeextendedto moregeneration
andclassi�cation techniques.Also, it would be useful to
investigatehow to combinevarioustechniquesto increase
theeffectivenessof revealingfaultswhile notdecreasingthe
precisionof generatedtestsuites.
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