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Abstract

Testing involvestwo major activities: genemting test
inputs and determiningwhetherthey reveal faults. Auto-
matedtest geneation techniquesinclude randomgener
ation and symbolicexecution. Automatedtest classi ca-
tion techniquesincludeonesbasedon uncaughtexceptions
and violations of operational modelsinferred from manu-
ally providedtests. Previous reseach on unit testingfor
object-orientedprograms developedthree pairs of these
techniques: model-basedandomtesting exception-based
randomtesting and exception-basedymbolictesting We
developa novelpair, model-basedymbolictesting We also
empirically compae all four pairs of thesegeneition and
classi cation techniques. The resultsshowthat the pairs
arecomplementaryi.e., revealfaultsdifferently),with their
respectivestrengthsandweaknesses.

1. Intr oduction

Unit testing checksthe correctnessof program units
(components)n isolation. It is an importantpart of soft-
ware development;if the units are incorrect, it is hardto
build a correctsystemfrom them. Unit testingis becoming
acommonandsubstantiapartof the softwaredevelopment
practice:at Microsoft, for example,79% of developersuse
unit testg[24], andthe codefor unit testsis oftenlargerthan
theprojectcodeundertest[23].

Creationof a test suite requirestest input generation,
which generateaunit test inputs, and test classi cation,
which determinesvhethera testpassedr failed. (This pa-
per often usesthe term “test” for “test input”, andit uses
“classi cation” for determiningthe correctnes®f an exe-
cution,whichis sometimegalledtheoracleproblem.)Pro-
grammersantestmanually usingtheir intuition or experi-
enceto make up testinputsandusing eitherinformal rea-
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soningor experimentatiorto determinethe properoutput
for eachinput. One alternative is to useformal speci -
cations,which can aid both testgeneratiorand classi ca-
tion [4]. Suchspeci cationsaretime-consuminganddif -
cult to producemanuallyandoftendo not exist in practice.
This researcHocuseson testingtechniqueghat do not re-
quireapriori speci cations.

In object-orientedanguagesgachunit testis asequence
of methodcalls. In this contet, techniqguedor automated
testgenerationincluderandomgeneratior{RanGenJ6, 18]
andsymbolicexecution(SymGen)17,26-28,33]. RanGen
creategsandomsequencesf methodcallswith randomval-
uesfor methodarguments. SymGenexecutesmethodse-
guenceswith symbolic aguments,builds constraintson
theseargumentsandsolvestheseconstraintgo produceac-
tualtestswith concretevaluesfor methodarguments.

Techniquesfor automatedtest classi cation include
thosebasedn uncaughexception UCEXxp)[6,17,26,33]
andoperationaimodels(OpModel)[18,34]. UCExp clas-
si es a testas potentially faulty if it throws an uncaught
exception. OpModel rst infers anoperationaimodel[15]
from the teststhat programmeramanually write. (Many
othertechniqueghat automatetest generatiomeglect the
manually written tests.) The operationalmodel includes
propertiessuch as object invariantsand method pre- and
post-conditions.As in othermodel-basedechniquesgex-
ecutionsthat violate the propertiesare classi ed aspoten-
tially faulty. SinceOpModelalsocatchesuncaughtexcep-
tions,we canview UCExpasOpModelwith atrivial model
whereall propertiesaresetto true .

Previous researchproposedthree pairs of the RanGen
or SymGengenerationtechniquesand the UCExp or Op-
Model classi cation techniquesfor object-orientedpro-
grams: exception-basedandomtesting[6], model-based
randomtesting [18], and exception-basedymbolic test-
ing [17,26,33]. We proposeanovel pair, model-basedym-
bolic testing,andcomparehesefour pairs.



This papemakesthefollowing contrikutions.

New test generation approach. We proposemodel-based
symbolic testing. Our approachusessymbolic execution
to automateboth generationand classi cation of object-
orientedunittests.Asin OpModel[15,18,34],ourapproach
rst infers an operationaimodelfor a setof classesunder
test. It thensymbolically executesboth the methodsfrom
theseclasse@ndtheoperationamodelto generatenethod
sequencewith symbolicargumentsandto classifythe se-
guenceghatviolate the modelfor someconstrainton the
methodargumentslt nally solvestheconstraintonthese
symbolic agumentsand outputsa small numberof (con-
crete)testinputsthatarelik ely to revealfaults.
Implementation. We have implementedour approachin
a tool called Symclat. Symclatprovides automaticsym-
bolic executionfor Java, whereasseveral previous stud-
ies[17,26,33,34] requiredmanualnstrumentatiorior sym-
bolic execution.

Empirical study. We presenta studythatempiricallycom-
paresthe four pairs of RanGen/SymGemenerationand
UCExp/OpModelclassi cation techniques.Our studyin-
vestigateghe effectivenessof the four pairsin revealing
faults. The main questionis whethersomepair subsumes
another More speci cally, we comparetwo tools thatim-
plementautomatedtest generation—Eclaf18] basedon
RanGerandour tool Symclatbasedon SymGen—andhat
bothprovide testclassi cationbasedn OpModelandUC-
Exp. The studyuses61 subjectshat area subsetof those
usedin apreviousstudyon Eclat[18].

Theresultsshow thatthe pairsandtechniquesare com-
plementary Thetwo pairsbasedon RanGercanrevealall
(but one)faultsthatthe two pairshasedon SymGerreveal.
Also, RanGencanreveal faultsthat SymGendoesnot re-
veal. However, RanGendependon the randomseedand
doesnotrevealall faultsfor all seedsSymGendoesnotre-
veal somefaultsthat RanGencanreveal because&SsymGen
doesnotexplorecertainprogrammingonstructgpartly be-
causeSymclatis a prototypebut moreimportantlybecause
of the underlyingtheoreticalimits of theoremproversand
constraintsolversusedin symbolicexecution).UCExpand
OpModelarecomplementaryn revealingfaults. OpModel

nds somefaults that violate a post-conditionbut do not
throw an exception,so UCExp doesnot nd them. How-
ever, OpModelmissesomefaultsthanUCExp nds asOp-
Modellabelsactuallyfault-revealingtestsasillegal because
someinferredpre-conditionsaretoo strong.
Suggestedmpr ovements. Basedon the above results,we
give several suggestiondor improving the existing tech-
niguesandtoolsfor testgeneratiorand classi cation. We
alsoprovide sereralguidelinesfor usingthe existing tools.
In summary sincethe generationand classi cation tech-
niguesare complementaryn revealingfaults, we propose
thatall techniquede appliedon the codeundertest.

2. Framework

We rst describea common framework for different
techniquedor testgenerationand classi cation. We then
presenttwo tools, Eclat and Symclat, that instantiatethe
framawork.

The input to the framework is a set of classesand a
modelof their correctbehavior (consistingof methodpre-
and post-conditionsand objectinvariants). The userdoes
not needto provide the model directly; instead,the user
canprovide a (passing}testsuitefor the classesindertest,
andthetoolstheninfer themodel[8]. Theframework uses
the modelto classifythe generatedestinputs. The output
of the framawork is a setof testinputsthatare potentially
fault-revealingfor the codeundertest. The framavork has
threecomponentsgenerationglassi cation,andreduction.
Testgeneration. A testis a sequencef methodcalls (and
argumentgo the calls) that exercisethe classesundertest.
This componentgenerategestsby randomlyor symboli-
cally exploring the statespace:

RanGen: Generatetestinputsby constructingnethod
sequenceandmethodargumentsn arandomfashion.
SymGen: Generatedest inputs by exhaustvely ex-
ploring methodsequencesvith symbolic variablesas
methodarguments;translatessymbolicargumentsinto
concretevaluesby solving the constraintsaccumulated
duringthe symbolicexecution.

Test classi cation. This componentexecuteseach test
(concretelyor symbolically),andclassi estheexecutionas
normal (satis es all pre- and post-conditions)jllegal (vi-
olatessomepre-condition)or fault-revealing (satis es all
pre-conditionsbut violatessomepost-conditionor throws
an uncaughtexception). This componenusesa modelin-
ferredfrom theinput testsuiteor a trivial modeloblivious
to theexisting testsuite:

OpModel: Labelsasillegal or fault-revealing a test
whose execution violates the inferred model; labels
asnormal a testwhoseexecutiondoesnot violate the
model.lt is importantto notethat SymGenexecuteghe
operationamodelsymbolicallywhile RanGerexecutes
it concretely

UCEXxp: Labelsasfault-revealinga testwhoseexecu-
tion throws anuncaughexception

Testreduction. This componenselectsa subsebf thein-
puts labeledfault-revealing [18]; its goal is to selectonly
oneof possiblymary fault-revealingtestinputsthatuncover
thesaméfault. It considergwo testinputsequialentif they
leadto the sameviolation pattern,i.e., violate the sameset
of model propertiesor throw the sameexceptionfrom the
sameprogrampoint. Reductionoutputsonerepresentatie
from eachequialenceset.



Generation+classi cation pairs. Threeof thefour pairsof
random/symbolicgenerationand model-basedéeception-
basecclassi cation (RanGen+OpModeRanGen+UCExp,
SymGen+UCExphave beenpreviously studied[6, 18,32—
34]. This paperproposesa hew pair, SymGen+OpModel.
Our comparison of these four pairs uses two tools,
Eclat[18] (whichimplementswo pairsbasedon RanGen)
and Symclat(which implementstwo pairsbasedon Sym-
Gen). We comparethe four generation+classi catiopairs
with andwithout reduction.

2.1. Eclat: Random Exploration

We next briey describeEclat [18], a tool for ran-
dom test generationthat we use to evaluate the pairs
RanGen+OpModandRanGen+UCExpEclattakesasin-
put a setof classedo testand an existing test suite (that
the codepasses).Eclat outputsa setof testslikely to re-
vealfaults. EclatusesDaikon [8] to dynamicallyinfer an
operationamodelconsistingof a setof likely programin-
variants.Daikon obtainsthemodelfrom theexecutiontrace
of the existing testsuite. Eclatinstrumentghe classesvith
theinferredmodelto detectinvariantviolationsby running
thegeneratedests.

Eclat generatesandomtest inputs, executeseach of
them, and detectsruntime violations of the model. If the
execution has no violations of invariants, Eclat classi es
the input asnormal. If the executionhasa pre-condition
violation, Eclat classi es the input asillegal and discards
it. Finally, if the executionhasno pre-conditionviola-
tionsbut a post-conditiorviolation (or theexecutionthrows
an uncaughtexception), Eclat classi es the input asfault-
revealing. Eclat givesall fault-revealinginputsto the re-
ducerthatselectsa subseto reportto theuser

2.2. Symclat: Symbolic Exploration

We next describeSymclat, a symbolic exploration en-
ginethatwe implementedo evaluatetestgeneratiorbased
on symbolic executionin SymGen+OpModebnd Sym-
Gen+UCExp. Symclattakes asinput a setof classesand
an existing testsuite. Symclatoutputsa setof testslikely
to revealfaults. Like Eclat, SymclatusesDaikon to infer
an operationaimodel basedon the existing testsuite. Un-
like Eclat, which executesthe model concretely Symclat
executeghe modelsymbolically

Symclatbuilds on our previous work on symbolic ex-
ploration of Jara programs[33]. The key extensionthat
Symclatprovidesis symbolic executionof model proper
ties. Symclatalsoprovidesa signi cant advancein terms
of implementationSymclathasa fully automaticsymbolic
execution,whereasereralpreviousprojects[17,26,33,34]

requiredmanualinstrumentationWe next describetheim-
portantpartsof Symclat.

Path exploration. A symbolic executionengineneedsto
executeeachcodepath symbolically andit alsoneedsto
explore (all) differentpaths.Executionof onepathoperates
on a symbolicstatethat consistsof a symbolicheapanda
pathcondition[33]. The pathconditionaccumulategon-
straintsfrom the conditional branchesencounteredalong
the path. At eachconditionalbranch,symbolic execution
may needto explore bothoutcomes.

Our Symclatimplementatiorbuilds on Java PathFinder
(JPF)[25], an explicit-state model checler for Java. JPF
works by interpretingbytecodeinstructions. We modi ed
the interpretationof all bytecodeinstructionsin JPFsuch
thatthey operateon the symbolic state. We usethe exist-
ing JPFfeaturesfor exploring Java bytecodesstoringand
restoringstates andbacktracking.Combiningthe existing
featuresfor exploration with our symbolic executionen-
ablessymbolicexplorationof methodsequences.
Staterepresentation,infeasibility, subsumption. A sym-
bolic stateconsistsof a symbolic heapand a path condi-
tion. Without lossof generality[33], Symclatassumeshat
it should generatemethodsequence$or only one object
undertest. The symbolic heapis rootedin a referenceto
suchan objectandmay containsymbolicvariablesandex-
pressions. A path condition consistsof a conjunctionof
constraintanddenoteghe branchingdecisionamadefrom
thebeginningof theexecutionto the currentprogrampoint.
Symbolic executionmay generateinfeasiblepathsdue to
unsatis ableconstraints. Symclatusesthe CVC Lite [2]
theoremprover to determinefeasibility of path conditions
andto avoid exploration of infeasiblepaths. Furthermore,
Symclatavoids explorationof equivalentstatesusingstate
subsumptiorintroducedn our previouswork [33].
Exploration of method sequences.Symclatusesdrivers
to exhaustvely explore sequencesf methodsupto agiven
boundfor the sequencdength. Eachdriver speci es the
methodsthat Symclatshouldexplore andtheir aguments.
In the currentSymclatimplementationthe usermanually
writes all drivers. It would be possibleto automatically
producesomedrivers, e.g., driversthat include all public
methodsin the classesundertest (conceptually Eclat al-
readyusessuchdriversautomatically[18]). But it is of-
ten necessaryo manually constrainthe driversto reduce
the exploration space. The current Symclatimplementa-
tion allows only primitive methodarguments,but we de-
scribebelov how the usercanprovide wrappersto handle
non-primitveargumentsTheargumentsaresymbolicvari-
ablesfrom which symbolic executionbuilds symbolic ex-
pressionsand path conditions. For more detailson explo-
ration,seeour previouswork [33].

Model execution. SymclatusesDaikon [8] to generate
modelsfor theclassesindertest. Symclatinstrumentshese



classego checkmodelpropertiesat methodentry and exit

points. (Symclatchecksobjectinvariantsand methodpre-
conditionsat entry and objectinvariantsand methodpost-
conditionsat exit.) Thetool discardsthe propertiesthat it

cannothandledue to limitations of theoremprovers, for

instancenon-linearinteger constraints. We point out that
Symclatdoesnot translateDaikon propertiesnto Jasacode
asEclatdoes[18]. Suchtranslationwould enableSymclat
to directly apply symbolic executionof Jara code on the
symbolic executionof properties. However, suchtransla-
tion would resultin unnecessarilynary executionpathsfor

propertieslnstead Symclatusesaspecialdeclaratve)rep-
resentatiorfor Daikon propertiesandinterpretsavery prop-
ertyin its entiretyasa singleexecutionpath.

At methodentry, Symclatconjoinsthe pre-conditionto
the currentpath conditionand checkssatis ability. If it is
satis ed, Symclatproceedsvith theexecution.If not, Sym-
clatbacktracksasgeneratingestsalongthis executionpath
would producdllegaltests.At methodexit, Symclatchecks
if it is possibleto satisfythe negation of the post-condition
in the context of the currentpath condition. If so, Sym-
clat hasfound a potentiallyfault-revealingpath,namelyan
executionthatsatis esall pre-conditionsut resultsin avi-
olated post-condition. Symclatusesthe POOC[20] con-
straintsolver to generateconcretevaluesfor the symbolic
variablesin the path condition (conjoinedwith the nega-
tion of post-condition). Thosesymbolicvariablesrepresent
argumentf methodsn thetestsequenceWhenthe vari-
ablesget concretevalues,Symclatoutputsa testthat con-
sistsof methodsequencewith concretearguments.
Non-primiti ve arguments and wrappers. Symclatcan
directly explore only methodswith primitive arguments.
When non-primitive argumentsappearin the methodsof
the classesindertest,the usercanprovide wrapperclasses
to Symclat. For example, considertesting the method
equals(Object) declaredn aclassC. This methodtakes
two arguments so the wrapperde nestwo elds, onefor
the recever and the other for the actualagument. The
wrapperalso declaresoperationsto constructand mutate
the recever, andto copy the recever to the argument. If
theclassC hasamethodm(int)  for mutation,thewrapper
lookslik e thefollowing:

class CequalsWrapper {

C receiver;
Object argument;
public void equals() { receiver.equals(argument) .
public  void alias() { argument = receiver .
public void cons() { receiver =new C() ; }
{ receiver.m(i) .

public  void m(int i)

}

Symclatcanthenusedriversfor the wrappersto generate
teststhat operateon the wrappersinsteadof on the actual
classesindertest. Sequencesf methodcalls (withoutnon-
primitiveagumentspnthewrappercanthenbetranslated

into sequence®f methodcalls (with non-primitive argu-

ments)ontheclassesindertest.

Limitations. In our implementation,symbolic variables
canonly have integer types, symbolic expressionsannot
index arrays,andthe operators% and/ are not supported
due to limitations on the underlying theoremprover and
constraintsolver, CVC Lite [2] and POOC|[20], respec-
tively. When theseoperatorsappearin path conditions,
Symclatbacktrackghe execution. Whensymbolicexpres-
sionsappeain aloop conditional,Symclatunrollstheloop

a limited numberof times. Thus, Symclatcannotcatchin-

nite recursionthat resultsin stackover ow exceptions.
In addition, Symclatusesarbitrary-precisiorinteger arith-

meticprovidedby thetheoremproverandconstrainsolver.

As a result, Symclatdoesnot catcherrorsdueto integer
arithmeticover ows.

Several of theselimitations could be handledin im-
provedversionsof the symbolicengine.For instancetests
could be reportedwhenthe explorationreachegshe bound
limits setfor the branchingree,makingit possibleto report
in nite loopsandstackover owsattheexpenseof decreas-
ing precision. Integerscould be encodedn the nite do-
mainwith bitvectorsto reporton arithmeticover ows and
to decideon expressionawith % and/, and arrayscould
have symbolic representations orderto allow symbolic
dereferences.

3. Experimental Study

Our study comparegour pairs of techniquesdiscussed
in Section2 with andwithout reductionof testsuites. We
useEclatandSymclatfor testgeneratiorwith RanGerand
SymGenyfespectiely. Both Eclatand Symclatcanuseei-
therUCExpor OpModelfor classi cation.We rst describe
the experimentalsetup thencomparethe pairs,and nally
summarizeheresultsof comparison.

3.1. Exp erimen tal Setup

We describehow we ran the tools, what subjectswe
usedin the experimentsandhow we labeledthe testspro-
ducedby the tools. We ran Eclatin its default con gura-
tion: bottom-upsequencegenerationfour roundsof pool
iteration, and maximumof 100 inputs per round per sub-
ject[18]. As theresultsof Eclatdependon theinitial ran-
dom seedswe ran Eclat for ten differentseeds.We con-
ductedall the experimentson a dual-processomntel Xeon
2.8 GHz machinerunningLinux version2.6.15with 2 GB
memory We seta time boundof two minutesfor running
testgenerationin Symclatfor eachsubject. In this setup,
Eclat (for eachseed)and Symclattake roughly the same
time, approximately ve hoursto generatehetestsfor both
OpModelandUCExp, with andwithoutreduction.



subject NCNB LOC | #methods
UBStack8 88 11
UBStack12 88 11
UtiIIMDE 1832 69
BinarySearchiiee 186 9
StackAr 90 8
StackLi 88 9
IntegerSetAsHashSet 28 4
Meter 21 3
DLList 286 12
E_OneWayList 171 10
E_SLList 175 11
OneWayList 88 12
OneWayNode 65 10
SLList 92 12
TwoWayList 175 9
RatPoly(46 versions) 582.51 17.20

Figure 1. Size of the subjects.

Subjects. Figurel lists the subjectprogramsusedin our
experiments. We shav the numberof non-comment-non-
blank (NCNB) lines of codeandthetotal numberof meth-
ods for eachsubject. UBStackis the implementationof
the uniqueboundedstackusedin previous studieson test-
ing [6, 18,22,34]. This codecomeswith two testsuites,
consistingof 8 and 12 testcases. UtiIMDE is a support-
ing classfrom Daikon. BinarySearchiee, StackAr and
StackLiaretakenfrom atextbook[30] thatprovidesa setof
exampleusesfor the classesThenext ninesubjectsareex-
ampleclassedrom the distribution of Java Modeling Lan-
guaggJML) [16], togethemwith formalspeci cations(writ-
tenin JML). RatPolyrefersto 46 studentsolutionsto anas-
signmentn theMIT class6.170.Theassignmenasledthe
studentgo implementthe coreoperationdor rationalpoly-
nomials.Thecoursestaf providedsomesupportingclasses
andatestsuiteto thestudentsThenumbersn thetableare
averageover 46 differentimplementations.

Our subjectsare a subsetof thoseusedin a previous
studyon Eclat[18]. We selectedall subjectshat Symclat
cancurrently explore; the study on Eclat used631 imple-
mentations but approximately90% of them contain pro-
grammingconstructshatSymclatcannotcurrentlyexplore.
Moreover, RanGencanexplore all methodsfrom the sub-
jects,while SymGenmay not be ableto executeall meth-
odseven for the selectedsubjects.In UtiIMDE, for exam-
ple, the currentSymclatimplementationcan explore only
thetwo (overloaded)reate _combinations methodsas
the other 67 methodsheavily useString objects,float
numberspr otherconstructsiot currentlysupported.
Testlabeling. We next describenow we labelthetestsgen-
eratecby differenttechniquesThe goalis to determinethe
teststhatreveal actual faults. We useformal JML speci -
cations(usedin the Eclatstudy)for eachsubjectanddetect

teststhat violate the speci cations. However, we separate
arithmetic(integer) over ows that severaltestsfor RatPoly
implementationproduce.This potentialtype of faultis in-
herentin all RatPolysubjectdbecaus¢heproblemsetasled
the studentgo usea staf-provided classfor rationalnum-
bersbhasedonthe x ed-precisiomumberqJava 32-bitint
numbers).Sincethe staf-provided classcanover ow, the
student-writtencode can produceresultsthat differ from
thosebasedon an arbitrary-precisiomnumbers,but these
resultsshouldnot be consideredaults. We instrumented
the staf-provided classto detectover ows during testex-
ecution,andwe discardfrom the generatedeststhosethat
resultin over ows.

We label eachtest as follows. A testthat producesa
JML violation or thraws an uncaughtexceptionbefore an
over ow is labeledasafailing test Suchtestrevealsa mis-
matchbetweenthe codeand the speci cation, andin our
study every suchtestindeedrevealedan actualfaultin ei-
therthecodeor the speci cation.

Distinct faults. We alsodeterminefor eachtestsuite the
numberof distinctspeci cationviolations. Therationaleis
thatthenumberof distinctfaultsrevealedby atestsuitemay
be more valuablethanthe numberof fault-revealingtests.
For example,a testsuite with ten fault-revealingteststhat
all revealthe samefault may belessusefulthanatestsuite
with ten testsof which only two reveal faults but distinct
faults. Eachtestthat violatesa speci cation eitherthrows
an uncaughtexception(violating the implicit speci cation
thatthe codeshouldnotthrow uncaughexceptions)or vio-

latessomeexplicit partof thespeci cation(objectinvariant,
internalmethodpre-conditionor methodpost-condition).

We label two testsashaving the sameviolation if they
eitherviolate the samepart of the speci cationat the same
programpointor throw the sameexceptionat the samepro-
gram point. This is similar to the reductiondescribedn
Section2 butusesJML speci cationsinsteacbf theinferred
operationaimodels. We found this approachto be precise
for our experiments:two failing testsarelabeledwith dis-
tinct speci cationviolationsif andonly if thesetestsreveal
distinctactualfaultsin the subjects.

3.2. Comparison of Techniques

Figure 2 shaws the resultsof running the subjectsin
all four pairswith reductionof generatedestsuites. The
columnsshawv the numberof non-arithmetic-wer ow tests
generated TG); the numberof failing tests(FT) that ei-
ther violate JML speci cationsor raise uncaughtexcep-
tions; andthe precision(Pr), which shavs theratio of fault-
revealingtests FT/TG. Thenumberof falsepositivesis the
complemenbf the precision,TG-FT. The FT columnalso
shavsthenumberof distinctfaultsin theparenthesessince
Eclatusesrandomgenerationits resultsdependntheran-



subject RanGen+OpModel RanGen+UCExp SymGen+OpModel SymGen+UCEXxp

#TG H#FT Pr. #TG #FT Pr. #1G | #FT Pr. #1G #FT Pr.
UBStack(8) 3.0 2.0(2.0) 0.67 2.0 2.0(2.0) 1.00 3 2(2) | 0.67 2 2(2) 1.00
UBStack(12) 1.0 1.0(1.0) 1.00 2.0 2.0(2.0) 1.00 1 1(1) | 1.00 2 2(2) 1.00
UtIMDE 10.8 1.7(1.7) 0.15 [ 11.3 1.6(1.6) 0.14 2 0(0) | 0.00 10 0(0) 0.00
DLList 5.0 0.9(0.9) 0.18 5.0 1.0(1.0) 0.20 4 0(0) | 0.00 4 0(0) 0.00
E_OneWayList 0.0 0.0(0.0) - 15.0 0.4(0.4) 0.03 4 0(0) | 0.00 4 0(0) 0.00
OneWayList 6.0 0.9(0.9) 0.15 | 14.8 1.0(1.0) 0.07 6 0(0) | 0.00 6 0(0) 0.00
SLList 3.0 0.8(0.8) 0.26 7.0 0.9(0.9) 0.13 6 0(0) | 0.00 6 0(0) 0.00
TwoWayList 0.0 0.0(0.0) - 22.3 3.0(1.0) 0.14 2 0(0) | 0.00 2 0(0) 0.00
s5 0.1 0.0(0.0) 0.00 15 0.3(0.3) 0.15 1 0(0) | 0.00 7 1(1) 0.14
s7 20.0 0.8(0.5) 0.04 [ 171 0.2(0.2) 0.01 4 1(1) | 0.25 9 1(1) 0.11
s13 0.9 0.4(0.4) 0.43 15 0.3(0.3) 0.15 2 0(0) | 0.00 7 1(1) 0.14
s14 2.3 1.0(0.6) 0.38 3.1 1.3(1.0) 0.42 3 0(0) | 0.00 7 0(0) 0.00
s21 0.0 0.0(0.0) - 14.0 5.4(1.1) 0.39 0 0(0) - 12 1(1) 0.08
s24 0.7 0.6(0.5) 0.92 1.4 0.3(0.3) 0.15 2 1(1) | 0.50 7 1(1) 0.14
s33 2.0 2.0(1.0) 1.00 3.0 1.9(1.0) 0.64 3 1(1) | 0.33 8 1(1) 0.12
s39 1.1 1.0(1.0) 0.95 1.9 0.9(0.9) 0.45 1 0(0) | 0.00 6 0(0) 0.00
s46 0.3 0.3(0.3) 1.00 15 0.3(0.3) 0.15 2 1(1) | 0.50 7 1(1) 0.14
Total (17 subjects) | 56.2 | 13.4(11.6) | 0.51 | 124.4 | 22.8(15.3)| 0.31 46 7(7) | 0.20 | 106 | 11(11) | 0.17
[ 4othersubjects | 0 ] 0(0) [ - T 0 ] 0(0) [ - T OJOo@®[ - T 0 1700 [ - ]
| 40othersubjects | 57 | 0(0) | 0o ] 8 | 0(0) | 0 [ 53 JoO][ O [ 23] 00 [ 0 |

Figure 2. Comparison of generation+c lassi cation

dom seed,andthe columnsfor RanGenshaw the average
resultsfor tendifferentseeds.

For 4 of the 61 subjectsno pair generatedhry test. For
40 subjects the pairs generatedsometestsbut no testre-
sultedin ary failure. These44 subjectsaappeaatthebottom
of Figure2; thefewertests(falsepositives)a pair generates
for thesesubjectsthe betterit is. Figure2 shavs detailed
resultsfor the 17 subjectdor which at leastonepair found
afault.

We next discussthe fault-revealing effectivenessof
RanGerandSymGergeneratioriechniquesvith OpModel
andUCEXxpclassi cationtechniques.

Complementarytestgenerationtechniqgues.RanGerand
SymGenarecomplementaryechniquedor testgeneration.
SymGenis deterministicand doesnot dependon random
seedsHowever, SymGeroftencannotexplorecode(which
containscertainprogrammingconstructs) we ran Symclat
on only 61 out of 631 subjectsfrom the Eclat study[18],
and Symclatcannoteven explore all the codefrom these
10%o0f subjects A betteimplementatiorof SymGercould
explore more subjects,but SymGencannotexplore arbi-
trary codedue to the theoreticallimitations of the under
lying technology(incompletenessf theoremproversand
constraintsolversdue to undecidability). RanGencan, in
contrast,explore all codeandthusreveal somefaultsthat
SymGenmisses. However, which faults RanGenreveals
depend®ntherandomseedusedto generataestinputs.

Sensitvity of RanGen. RanGens sensitve to the choice
of randomseed. For somesubjects,RanGengenerates
fault-revealing test for every seed(e.g., s33); sometimes,
this is becauseRanGengenerateqalmost) the samere-
sults for all ten seeds(e.g., UBStack 8/12). In other
casesRanGergenerateafault-revealingtestonly for some
of the ten seeds(3—9 in RanGen+OpModebnd 2-9 in

pairs with reduction of test suites.

RanGen+UCExp)Considerfor example,the subjectcode
s7.RanGen+OpModeajeneratesnaverage20testsfor this
subjectj.e., total of 200testsfor tenseedsOnly 8 of these
200testsrevealafault,andfor only ve of thetenseedsds
thereatleastonetestthatrevealsthefault.

Missing faults. RanGencan missfaultsfor two reasons:
(i) it doesnot generatea fault-revealingmethodsequence,
or (i) it doesgeneratapotentiallyfault-revealingsequence
but doesnot generatehe appropriateargumentvalues.For
example,subjectssb, s13,s24,ands46have a faultin the
methoddiv of therationalpolynomialclass.RanGerdoes
not detectthe fault for every seedasit doesnot selectthe
appropriatevaluesfor themethodargumentsn thetests.As
anotherexample,subjects37hasafaultin themethodadd,
but revealingthis fault requiresthatthe NaN polynomialbe
passedo add. RanGendoesnot often generatea method
sequencéhatbuilds the NaN polynomial.

SymGenmissedaults(thatRanGennds) for two main
reasons:(i) it doesnot generatdong enoughmethodse-
guencesor (i) it is givenincompletedriversandwrappers.
For example, RanGendetectsa real fault in UtiIIMDE as
create _combinations  endsup in anin nite recursion
whentwo of its agumentsare 0. RanGendetectshis sce-
nariobecausehe testexecutionresultsin a stackover ow.
SymGenmissesthe fault asthe stackover ow requiresa
long executionsequence.RanGenalso revealsa fault in
UtIIMDE in the methodreplaceString , which getsinto
an in nite loop when one of the argumentsis the empty
string. In this case,the executionexceedsthe maximum
heapsizedueto theallocationof stringsin theloop. (With-
out heapover ow, RanGenwould insteadreport that the
in nite-loop executiontimed out.) As discussedsymGen
doesnot even explore methodswith string arguments.For
s21ands33(without reduction,Figure 3), RanGerreveals



afault thatrequiresa shortexecution,but SymGenmisses
thisfaultasits explorationtime expiresbeforereachinghis
particularexecution.

As anotherexample, for 5 of the 12 subjectsfrom
the textbook and JML samples(DLList , E.OneWaylList ,
OneWaylList , SLList , andTwoWayList ), RanGergener
atessometeststhat violate the formal JML speci cations.
All thesetestsgive asthe input to the toString  meth-
odsa list that containsitself, which leadsto in nite recur
sion. Sincethepre-conditiondor toString  donotspecify
thatthe list cannotcontainitself, thesetestsviolate (total)
JML speci cations.But, the preferredway to correctthese
“faults” seemgo be changingthe speci cation (e.g.,to be
partial) ratherthan the implementation. SymGenmisses
all thesefaults sincethe drivers and wrappers(discussed
in Section2.2)do notallow alist to beaddedto itself.

False positives. All techniqgueggeneratesomefalseposi-
tives,i.e., teststhatdo not actuallyrevealfaults. For exam-
ple, for UBStack8, both _+OpModelpairs generatehree
tests,two of which exposetwo differentfaults,but one of
which is a falsepositive dueto anincorrectlyinferredin-
variant. For UBStack12, each_+OpModelpair generates
only onetestthatdetectsan actualfault. Thisincreaseshe
precisionof the test suite but also missesthe other fault.
UBStack12 differsfrom UBStack8 only in the testsfrom
which the operationaimodelis inferred. (Thus,the results
for thesetwo subjectdiffer only for thetwo pairsbasedn
OpModel.)Theoperationamodelfor UBStack12includes
atoo strongpre-condition.Namely the pre-conditiorstates
that the agumentof equals shouldnot be null , sothe
teststhat setit to null areclassi ed asillegal, although
they arelegal andfault-revealing.

As anotherexample, the pairs basedon RanGengen-
erate some false positives for DLList , E.OneWayList ,
OneWayList , SLList , and TwoWayList . Thisis dueto
theweakmethodpre-conditiongin theinferredoperational
modelsfor OpModelandtrue for UCExp). For instance,
anactualspeci cationfor OneWayList is thatareadof the
next elementof a list shouldthrow an exceptionif the it-
eratoris pastthe endof the list. This propertyis present
only in the formal speci cation, and thus sometestsclas-
si ed with uncaughexceptiondeadto this exceptionalbut
correctbehaior.

Complementary test classi cation techniques. UCExp
and OpModelare complementaryechniquedor testclas-
si cation. In the experiments UJCExprevealedmorefaults
thanOpModel (total of 15.3+11to 11.6+7distinctfaults).
But eachtechniquerevealed some faults that the other
missed. The non-trivial modelscanmake OpModelbetter
or worsethanUCEXxp. In general OpModelis worsewhen
it labelsasillegal atestthatviolatesanincorrectlyinferred
pre-conditionalthoughthe testis legal and throws an ex-
ception,andOpModelis betterwhenit labelsaspotentially

fault-revealingatestthatviolatesa post-conditioralthough
thetestdoesnotthrow anexception.

3.3. Reduction

Figure 3 shaws the resultsof runningthe subjectsn all
four pairs without reductionof generatedest suites. We
highlight the caseswheretest suiteswithout reductionre-
veal morefaultsthanwith reduction. But testsuiteswith-
out reductionoften have lower precisionthanwith reduc-
tion (althoughthe precisioncanbe alsohigher depending
on the quality of the inferredinvariants). In otherwords,
reductiondecreasethe fault-revealingeffectivenesswhile
slightly increasingthe (average)precision. More impor-
tantly from the user’s perspecire, reductiondecreasethe
absolutemumberof teststhatneedtio bemanuallyinspected.

We next discusghe casesvhenreductionremovesfault-
revealingtests. For four subjects(UtiIMDE, s7, s14,and
s33)andvariousgeneration+classi catiopairs, reduction
removesall teststhatreveal oneof the faultsbut still keeps
someteststhat reveal other faults. For two subjects(s37
ands42),reductionremovesall fault-revealingtests.(Thus,
thesesubjectshave no separateowsin Figure2.) Notealso
that reductionremovesall testsfor somerandomseedsn
pairsbasedon RanGen.For example,for E.OneWayList
andRanGen+UCExpthefaultis revealedfor all tenseeds
without reductionbut for only four seedswith reduction.
Reductionremoves fault-revealing tests becausethe in-
ferredoperationaimodelfor OpModelor true for UCExp
differ from the actualspeci cationfor the code;two tests
thatdo (not) violatethe modelin anequialentway canvi-
olatetheactualspeci cationin differentways.

We nally discussthe effect of reductionon the preci-
sionandthe sizeof generatedestsuites.For all four pairs,
reductionimprovesthe averageprecisionfor subjectswith
faults. For example, for RanGen+UCExpthe precision
goesfrom 0.20t0 0.31;to nd afault-resealingtesttheuser
needgo inspect,on averageabout3 tests(with reduction)
insteadof 5 tests(without reduction).This improvementis
important,but an even biggerimprovementis for subjects
without faults. For them, the precisionis 0, andthe user
needsto inspectall generatedeststo determinethat none
revealsa fault. Reductiondecreasethe numberof testsan
orderof magnitudefrom 723—-4,805for variouspairswith-
out reduction)to 53—234(for variouspairswith reduction).

3.4. Impro ving Test Generation

We give sereral suggestiongor improving the existing
techniquesandtools for testgeneratiorand classi cation.
We alsogive suggestion$or usingsuchtools.

RanGermmay be improvedby runningit multiple times;
it nds nearlyall faultsthat SymGendoes,for atleastone



subject RanGen+OpModel RanGen+UCExp SymGen+OpModel SymGen+UCExp
#TG #FT Pr. #TG #FT Pr. #TG #FT Pr. #TG #FT Pr.
UBStack(8) 29.7 19.6(2.0) | 0.66 17.0 17.0(2.0) 1.00 118 75(2) | 0.64 91 90(2) 0.99
UBStack(12) 10.9 10.9(1.0) 1.00 17.0 17.0(2.0) 1.00 26 25(1) | 0.96 91 90(2) 0.99
*UtIMDE* 166.4 14.5(1.8) | 0.09 1749 | 22.7¢2.2*) | 0.13 2 0(0) 0.00 10 0(0) 0.00
DLList 332.8 18.0(1.0) | 0.06 | 299.8 18.3(1.0) | 0.08 75 0(0) 0.00 75 0(0) 0.00
E_OneWayList 0.0 0.0(0.0) - 803.6 10.6(1.0) | 0.02 235 0(0) 0.00 | 235 0(0) 0.00
OneWayList 247.5 18.9(1.0) | 0.08 | 715.7 14.3(0.9) | 0.02 | 1,973 0(0) 0.00 | 1,973 0(0) 0.00
SLList 244.7 34.8(1.0) | 0.14 | 560.6 29.6(1.0) | 0.06 | 1,983 0(0) 0.00 | 1,983 0(0) 0.00
TwoWayList 0.0 0.0(0.0) - 889.2 29.8(1.0) | 0.04 61 0(0) 0.00 61 0(0) 0.00
s5 0.1 0.0(0.0) 0.00 26.3 0.4(0.3) 0.02 28 0(0) 0.00 135 2(1) 0.01
*ST* 349.2 22.4(1.0) 0.06 | 326.9 20.0(1.0) | 0.06 134 44(1) | 0.33 | 698 218¢2*) | 0.31
s13 1.6 0.7(0.4) 0.50 26.3 0.4(0.3) 0.02 16 0(0) 0.00 73 1(1) 0.01
*s14* 8.6 3.0(0.7) 0.34 33.0 4.0(1.0) 0.12 34 8(*2*) | 0.24 112 25(¢1%) 0.22
s21 0.0 0.0(0.0) - 64.9 27.9(1.1) | 0.42 0 0(0) - 317 70(1) 0.22
s24 0.8 0.7(0.6) 0.92 26.2 0.4(0.3) 0.02 11 1(1) 0.09 53 1(1) 0.02
*s33* 26.0 25.5¢1.2%) | 0.97 57.0 30.8¢1.4*) | 0.53 32 7(1) 0.22 126 15(1) 0.12
*s37* 0.3 0.0(0.0) 0.00 25.8 0.0(0.0) 0.00 24 0(0) 0.00 111 1(*1%) 0.01
s39 12.1 11.7(1.0) 0.97 38.3 12.4(0.9) | 0.31 20 0(0) 0.00 54 0(0) 0.00
*s42* 235.5 0.1¢0.1%) 0.00 | 238.7 0.0(0.0) 0.00 25 0(0) 0.00 177 0(0) 0.00
s46 0.4 0.4(0.3) 1.00 26.3 0.4(0.3) 0.02 31 4(1) 0.13 | 301 2(1) 0.01
Total (19subjects) | 1,666.6 | 181.2(13.1) | 0.42 | 4,367.5| 256.0(17.7)| 0.20 | 4,828 | 164(9) | 0.14 | 6,676 | 515(14) | 0.15
4 othersubjects | 0 0(0) [ - 0 0(0) [ O 000) | 0 000)

| 38othersubjects | 723 | 0(0) | 0 ] 1546 | 0(0) | 0 [1417] 00 | O [4805] 00 [ 0 |

Figure 3. Comparison of generation+c lassi cation

of thetenseeds(It doesnot nd thefaultin s33.)Running
RanGemultipletimesincreasegenerationime;in ourex-

perimentalksetup,eachrun of RanGentakesaboutasmuch
time asthe run of SymGen. But a more importantques-
tion for the future work is how to combinethe testsuites
generatedy multiple runsin orderto reducethe usertime

necessaryo inspectthe combinedestsuite.

RanGenmay be improved by biasingits selectionto
boundaryand specialvaluesthat are morelikely to reveal
faults. For instance,in RatPolysubjects,RanGenshould
biasselectionto 0 for integersandto NaN for polynomials
andnot selectthe valuesuniformly from alarge pool. The
tools shouldallow the usersto specify suchvalues. The
toolsmayalsotry to determinesuchvaluesby staticor dy-
namicanalysisof code.

RanGemaybeimprovedby selectingraluesthatsatisfy
certainrelationshipsFor example to generat@nargument
valuein a methodsequenceRanGerncanbiasits selection
to the valuesalreadyselectedn thatsequenceThis leads
to selectingequalvaluesin a sequence.The tools should
allow theusersto provide heuristicsfor selection5].

In additionto biasingselectiorof inputsto methodcalls,
RanGemmay bene t from biasingthe selectionof method
calls. For example anerrorthatRanGerwasunableto nd
for several seedsequiresusingtwo equivalentpolynomi-
alsasamgumentgo a methodcall. Equivalentpolynomials
can be obtainedby repeatinga sequencef methodcalls
that createsone polynomial,but purely randomgeneration
is unlikely to producesuchrepetition.

SymGen may be improved by combining it with
RanGen.A recentproposalis to do thatby executingcode
with both symbolic valuesand randomvalues[3, 11,21].

pair s without reduction of test suites.

But therearemary otherways,suchasrandomlychoosing
methodsequenceandthensymbolically exploring the ar-

gumentvaluesor exhaustiely choosingthe sequencebut

randomlychoosingthe agumentvalues,assuggesteelse-
where[33]. It would bealsoimportantto empiricallycom-
parethesetechniquewith (biasedyandomgeneratiorfor a
large numberof subjects.

Usersshoulduseboth UCExp and OpModelclassi ca-
tionswith thetools. Thesetwo classi cationscomplement
eachotherandcanbe easilyusedin ary tool thatprovides
OpModel. (Recallthat UCExp s just a specialcasewith
all modelpropertiedbeingtrue .) Additionally, it is helpful
whenuserscan provide someactualspeci cationsasthey
enablemore preciseclassi cation. In general,tools may
combineany numberof classi ersin additionto UCExpand
OpModelandclassifyatestaspotentiallyfault-revealingas
long asary of the classi ers nds it fault-revealing; such
combinationincreaseshe numberof revealedfaults,but it
would benecessario evaluatethe sizeof thegeneratedest
suitesandtheir precision.

Usersshouldinitially applyreductionasit increaseshe
precisionof the generatedest suitesand decreasesheir
size.But reductioncanmissfaults,sowhenmoreresources
areavailablefor testing,usersshouldalsoinspectheentire
generatedestsuites,without reduction. We leave it asthe
future work to evaluatewhatresultsuserswould achiese in
differentinspectionscenarios.

3.5. Threats to Validit y

Thethreatsto externalvalidity primarily includethe de-
greeto whichthesubjectprogramsfaults,manuallywritten



testcasesandtestingtools arerepresentatie of true prac-
tice. The subjectprogramsexceptfor UtiIMDE arerela-
tively small. Thesethreatscould be reducedby more ex-

perimentson a larger setof subjectsandtools. Thethreats
to internalvalidity areimplementatioreffectsthatcanbias
ourresults.Faultsin ourtwo toolsmight causesucheffects.
To reducethesethreats,we manuallyinspectedhe results
for all subjectprogramdor SymGenandfor oneof theran-
domseeddor RanGen.Onethreatto constructvalidity is

thatour experimentausethe violationsof manuallywritten

JML speci cationsas symptomsof fault exposure. These
JML speci cationsmay beweakandthusmisssomefaults
thatarein factexposedby the generatedests.

4. RelatedWork

Thereare numerouscomparison®f techniquedor test
generation(or selection),andmary comparisongake ran-
dom testing as the baseline. For example, Duran and
Ntafos [7] and Hamlet and Taylor [13] empirically com-
paredrandomtestingandpartitiontestingsuchaspathtest-
ing. They obsened that randomtestingcould be a cost-
effective alternatve to pathtesting. Frankland Weiss[10]
experimentallycomparedbranchtesting,data ow testing,
andrandomtesting. They obsenedthatbranchor data ow
testingperformedsomeavhat betterthanrandomtestingon
mostsubjects.Weyuker and Jeng[31] analyticallyshoved
that partition testingis more effective thanrandomtesting
whenatleastonesubdomairof the partitionhasahigh con-
centrationof fault-revealinginputs. Our empiricalcompar
ison considergest generationand test classi cation tech-
nigues(with andwithout reduction).

There are several comparatie studiesof static fault-

nding tools. Rutaret al. [19] compared ve suchtools
against ve opensourceprojects. Their resultsshav that
noneof the vetoolsstrictly subsumegnotherin termsof
thefault- nding capability They proposeda meta-toolfor
combiningand correlatingthe outputsof these ve tools.
Wagneret al. [29] did a casestudythatappliedthreestatic
fault- nding tools aswell ascodereview andmanualtest-
ing to severalindustrial projects. Their study shaved that
thestatictoolspredominantlynd differentfaultsthanman-
ual testingbut a subsetof faults found by reviews. They

proposeda combinationof thesethreetypesof techniques.

Zitser at al. [35] applied ve static fault- nding tools on
threeopensourceprojectsand found the averageratesof
false positives producedby thesetools to be high. Our
comparatve studyfocuseson different(dynamic)testgen-
erationandclassi cationtechniquesnot staticfault- nding
tools.

Symclat developedin this researchextendsthe work
on using inferred operationalmodelsto guide test-input
generatiorand executionclassi cation. Harderet al. [15]

developedthe operationaldifferencetechniquethat auto-
matically generate®r augmentsan existing test suite by
addingtestcaseauntil the inferred operationamodelstops
changing. Hangaland Lam [14] developedthe DIDUCE
tool that continuouslychecksa programs behaior against
the incrementallyinferred operationalmodels. Jov [34]
and Eclat [18] tools automaticallyuse modelsinferred by
Daikon[8]. Agitar Agitator [1], acommerciakool, alsoin-
fers operationalmodelsfrom test executionsbut suggests
thesemodelsto developergo manuallyandselectvely pro-
motethemto assertionsin contrasto theseprevioustools,
Symclatusessymbolicexecutionto systematicallyexplore
thecodeundertestandtheoperationamodels.
Varioustest-generatiortools have also beendeveloped
for object-orientedprogramsthat are not equippedwith
speci cations. For example, JCrasher6] generatesan-
dommethodsequencefor producingnon-primitivemethod
argumentsand some default values for primitive argu-
ments. Visseret al. [26] usedthe Java PathFindermodel
checler[25] to systematicallyxploretheobject-statespace
of the classundertest, concretelyor symbolically Ros-
tra [32] concretely explores the object-statespacein a
similar way, while Symstra[33] usessymbolic execution
and prunesstateexploration basedon the symbolic-state
comparisons. More recently several testingtools for C
programs—IART [11], EGT [3], and CUTE [21]—have
beendevelopedto combinerandomgenerationand sym-
bolic execution. Thereare alsomary approacheso auto-
matedestgeneratiomotbasedn randomor symbolicexe-
cution. As justtwo examplesFergusonandKorel proposed
the chainingapproach9], and Guptaet al. [12] proposed
the useof iterative relaxationmethod. Our studyconsiders
only randomandsymbolicexecution,but it alsoconsiders
classi cation. Our tool Symclatimproveson the existing
tools (basedon symbolic execution)by usingthe inferred
operationamodelsfor classi cation.

5. Conclusions

We have presentedan empirical comparisonof auto-
matedgenerationand classi cation techniquegfor object-
orientedunit testing. Speci cally, we have comparedoairs
of test-generatioechniqueshasedon randomgeneration
or symbolic execution and test-classi cationtechniques
basedon uncaughtexceptionsor operationaimodels. Our
study shaws that the techniquesare complementaryn re-
vealingfaults. Therefore the tools andusersshouldapply
several techniqueson the samecodeundertest. In the fu-
ture,thecomparisorshouldbe extendedo moregeneration
and classi cation techniques.Also, it would be usefulto
investigatehow to combinevarioustechniquedo increase
theeffectivenes®f revealingfaultswhile notdecreasinghe
precisionof generatedestsuites.
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