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My chief research interest is software engineering, with a focus on programmer productivity. I develop
theoretical and practical techniques and tools for helping people to create, understand, and modify software
systems. My research activities span the spectrum from programming language design and type theory, to static
and dynamic program analysis, to testing, to development environments.

Much of my research is empirical in nature: it concerns both how peopledo, and how theyshould, develop
and maintain software. Even my more speculative work is motivated by practical problems encountered by
programmers (including myself!) who wish to create or maintain reliable software. This desire to cross-fertilize
science and engineering makes me more likely to put theory to work in the service of applications than to do
theory for its own sake (though with some exceptions [Ern95a, WE02]).

This attitude leads me to be an experimentalist: my research ideas are realized in prototypes and are evaluated
by use in the lab, by case studies, or by controlled human experiments [NE02c, SE04b]. I freely share these
artifacts; I believe this is an important part of responsible scientific practice, so that others can reproduce and
extend the results and implementations.

Formal methods are a frequent source of inspiration for me. My work reduces the burdens that they place
on users and finds new applications for both exact and approximate specifications. As one example, my research
on invariant detection (a type of behavior modeling that provides an alternative to formal specifications) was
inspired by the desire to perform formal verification — despite the fact that formal specifications are usually
absent, and are too difficult and expensive to develop for most software systems.

A related goal is to raise tools from the syntactic to the semantic level, creating a discipline of semantics-
based software engineering. I was the first to propose refactorings based on program behavior rather than lexical
metrics such as the number of lines in a method [KEGN01]. My work on test suite generation measures coverage
based on program semantics rather than lexical properties [HME03].

Machine learning is another theme in my research [EF89, EMW97, DLE03, EP05]. Programmers embed
substantial knowledge in their programs and test suites, and machine learning provides a way of reifying and
exploiting that knowledge (e.g., via semantics-based program analysis). For example, I applied machine learning
to the domains of error detection [BE04b] and mode selection [LE04] by use of novel representations of the
abstractions of those domains. My work on invariant detection [Ern00] devised new machine learning algorithms
for the domain of program executions. Generation of models for test generation [AEK+06] takes a temporal tack.

Another of my goals is to bridge the gap between static analysis (which tends to be sound) and dynamic
analysis (which tends to be more precise and scalable) [Ern03]. Much of my work incorporates both static
and dynamic components; examples include my work on component upgrades [ME03, ME04a, ME04b], test
factoring [SE04a], verification [NE02b, NE02c, NEG+04], test generation [PLEB06, dPM+06, AEK+06], side
effect analysis [BE04a, TE05, AEGK06], and type inference [GPME06], among others.

I next present some recent research contributions. I have been fortunate to work with talented colleagues, but
for brevity this document uses singular pronouns (“I”, “my”). Finally, I discuss some educational contributions.

Programming language design

My work in programming language design focuses on bringing new capabilities to real languages in a backward-
compatible way, and building implementations to assess their utility. This pragmatic approach promises to aid
both today’s and tomorrow’s programmers.

I devised a type system for expressing and enforcing immutability constraints: an immutable reference cannot
be used to modify the abstract state of its referent [BE04a, TE05]. Such a type system increases expressiveness;
provides machine-checked documentation; detects and prevents subtle errors; and enables transformations. For
a statically type-safe language, the type system guarantees reference immutability. If the language is extended
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with immutability downcasts, then run-time checks enforce the reference immutability constraints. The system
is implemented in a backward- and forward-compatible way in the Java language and has been demonstrated on
programs of up to 120,000 lines of code. I developed a formal model for expressing type soundness and two
distinct type inference algorithms [Tsc06, AEGK06].

I designed an extension to Java’s annotation system that permits annotations to appear on any use of a type
and lifts other restrictions. This makes user-defined type qualifiers practical in Java for the first time, and our
tools enable programmers to define their own type qualifiers and enforce their semantics at compile time. Sun
accepted the proposal for incorporation into Java 7 [EC06].

Static analysis

My recent static analysis work uses type inference and checking, abstract interpretation (dataflow analysis), and
pointer analysis to address parametric polymorphism and deadlock.

I designed sound, precise, and scalable analyses for refactoring Java programs to use parametric polymor-
phism (“generics”), which improves type safety and expressiveness. One analysis [DKTE04] converts client code
to supply type parameters at each use of generic classes. It uses a context-sensitive pointer analysis to determine
possible types at allocation sites, and a set-constraint-based analysis (that incorporates guarded, or conditional,
constraints) to choose consistent types for allocation and declaration sites. Another analysis [KETF06] addresses
the problem of converting library definitions; this is harder, since adding type parameters changes the very con-
straints that may have led to adding the type parameters. Another difficulty is that many legal but undesirable
solutions exist. Ours is the first correct (not to mention practical) solution, and it outperforms human experts and
has found better parameterizations for widely-distributed libraries (as confirmed by the libraries’ authors).

I devised a flow-sensitive, context-sensitive deadlock detection technique for libraries [WTE05]. Unlike
approaches for single programs, it guarantees that no client program can cause deadlocks in the library code. It
found exploitable deadlocks in the JDK and elsewhere, and proved other libraries to be free of deadlocks.

Verification

Formal verification remains a labor-intensive activity beyond the scope of most development efforts. My research
automated hitherto manual parts of the program verification process.

Automated theorem provers require written annotations or specifications, which can be difficult and tedious
for humans to provide; many researchers consider it as hard to decide what to prove as to actually prove it. By
contrast, dynamic modeling techniques provide a set of candidate annotations, but those properties are potentially
unsound. My research combines static and dynamic analyses, guaranteeing soundness of the dynamic analysis
and lessening the annotation burden for users of the static analysis [NE01, BCC+05]. In experiments, over 90%
of the dynamic analysis output was provable, and it supplied over 90% of the annotations that would otherwise
be written by a human [NE02b]. A controlled human experiment verified the benefits for programmers [NE02c].

Proof assistants can perform more sophisticated proof steps but perform more limited search. Proof assistants
require the user to supply not only the goal, but also the lemmas that lead up to it and each step of the proof. I
showed how to obtain lemmas from generalization over program executions, and proof steps (or “tactics”) from
the structure of the test cases [NEG+04]. The technique reduced by over 90% the human interaction required to
prove three realistic distributed algorithms, for both the LP and Isabelle theorem provers [NE02a].

Coping with unanticipated environments

Many software failures result from use of software in circumstances for which it was not designed or tested. I
have devised several analyses that address the important and practical problem of mitigating such failures.

I developed a technique to assess whether replacing a component of a software system by a purportedly
compatible component may change system behavior [ME03]. An automated logical comparison checks that the
new component was tested (by the vendor) in all the circumstances in which the old component was run (by the
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user). The technique operates before integrating the new component into the system or running system tests, it
is user-specific, and it requires no formal specifications Our implementation identified incompatibilities among
(supposedly compatible) versions of the Linux C library, and it approved the upgrades for other programs that
were unaffected by the changes [ME04a]. I proved correctness of the upgrade model [ME04b].

I proposed a technique for finding latent code errors, which are not yet manifest as user-visible faults [BE04b].
The technique generates machine learning models of program properties known to result from errors, then ap-
plies these models to new code to rank properties that may lead to errors. The technique outperforms previous
attempts by using a superior model of program behavior that permits generalizing over disparate programs.

Some programs operate in several modes, such as robot navigation on roads, in buildings, or in open ter-
rain. Multi-mode programs may under-perform in unanticipated environments, even if they operate properly
in situations for which they were designed and tested. Program steering [LE04] generalizes from good execu-
tions to build a new mode selector that can replace the built-in one when the program is performing poorly. In
experiments, program steering substantially improved performance in unanticipated situations.

I automated and scaled up a previously manual technique for run-time enforcement of data structure consis-
tency [DEG+06], by automatically inferring the consistency specifications; violations of them are repaired at run
time. The resulting system withstood a hostile “Red Team” evaluation in which an outside company attempted
to defeat the protection mechanism.

Dynamic analysis

Dynamic analysis is complementary to static analysis: although dynamic analysis is often unsound, it also tends
to be more precise, scalable, and applicable to legacy programs. My work applies dynamic analysis, with good
effect, to problems that in the past have only been addressed statically.

I designed an algorithm for inferring abstractions in programs that use primitive datatypes [GPME06]. It
infers programmer intent from the structure of operations and the interaction of values and variables in the
program. Implementations, for both C++ and Java, use a novel multi-level analysis that simultaneously utilizes
both source-level and binary-level information. Programmers found the results helpful for program maintenance.

I devised a staged approach to mutability (side effect) analysis [AEGK06], which indicates which variables
are used in a read-only manner and which may be modified. My approach combines multiple fast, simple
mutability analysis stages (both static and dynamic). All stages are sound, but accommodate optional heuristics
that trade off soundness and accuracy. The resulting system outperforms previous analyses (some of which are
extremely complex and sophisticated), in terms of both scalability and overall accuracy.

I devised the first technique that automatically proposes refactorings based on semantic, not syntactic, prop-
erties. In a case study, a developer agreed with most of the recommendations regarding his code [KEGN01].

Testing

A common theme in my testing research is investigating how to exploit impoverished test suites. Users seem
willing to write small test suites or to supply a few sample executions, but they are reluctant or unable to write
more comprehensive or more focused test suites. My research helps to automate such tasks, among other testing
tasks. The research spans test generation, test selection, test classification, and test execution.

I devised techniques that guide random testing to generate test inputs that are structurally complex while
avoiding ones that are either illegal or redundant. One technique incorporates feedback from executing previously-
generated inputs [PE04a, PLEB06]; that is, it integrates the test generation and test execution phases to improve
them both. It found serious, previously-unknown errors in widely-deployed commercial applications. Another
technique uses inferred models of legal method call sequences to bias test generation toward legal method
sequences, increasing coverage and creating data structures beyond the ability of undirected random genera-
tion [AEK+06]. Our random testing techniques are the first to outperform symbolic and systematic techniques
on their own benchmarks [dPM+06, PLEB06], and our techniques scale much better.
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Test factoring [SE04a] automatically creates fast, focused unit tests from slow system-wide tests. Each
new unit test exercises only a subset of the functionality exercised by the system tests (thanks to a capture-
replay technique that create mock objects for untested behavior), so it is more amenable to test selection and
prioritization. Use of factored unit tests helps to catch errors earlier in a test run, reducing the time until a
programmer becomes aware of an error [SAPE05].

Automated techniques can generate many test inputs, but without a formal specification, it can be difficult to
know whether a particular execution has triggered a program error. I devised a technique for selecting tests that
are likely to expose errors — tests whose run-time behavior is maximally different from succeeding runs [PE04a].
The same paper also gives techniques for test input generation and for converting a test input into a test case.

The operational coverage technique [HME03] is analogous to structural code coverage techniques, but it
operates in the semantic domain of program properties rather than the syntactic domain of program text. The
technique is automated, and it outperforms structural coverage techniques that require substantial human effort.
More importantly, it is complementary to structural techniques, so both can be productively applied.

Continuous testing [SE03] uses excess cycles on the developer’s workstation to continuously run regression
tests in the background. This simple but novel and practical idea provides early notification of errors, which
reduces the cost of fixing them. Developers need not remember to run tests, nor wait for them to complete. A
controlled human experiment indicated that continuous testing reduces errors [SE04b].

Invariant detection

Invariants, such as those in assert statements or formal specifications, are useful for many purposes. Program-
mers rarely provide them, because of their high costs and limited benefits. My research addresses both parts of
the value proposition: it makes likely invariants easier to obtain, via automated dynamic analysis, and it makes
them more useful, by creating analyses and tools that utilize them. Dynamic invariant detection demonstrated
that it is possible to automatically capture valuable semantic information from program runs, and it demonstrated
that such information can be usefully applied to tasks that had been traditionally performed with sound abstrac-
tions. Additionally, dynamic invariant detection opened the way to new analyses for which program models
generated dynamically are better-suited than those from static analysis or from humans. Dynamic techniques
for determining invariants complement static ones, which lack knowledge of the program execution environment
and for which real-world constructs like pointer analysis remain difficult, unsolved technical problems.

Since introducing the concept of dynamic invariant detection [ECGN99, Ern00, ECGN01], I have extended
the technique to pointer-directed data structures [EGKN99] and conditional properties (implications) [DDLE02,
DLE03], devised techniques that filter out less useful properties and add useful ones [ECGN00], and developed
more scalable online algorithms [PE04b].

This work is being commercialized by 3 companies (Agitar, Determina, and Scrutiny) and is used internally
by many more. It has inspired over a dozen additional implementations of invariant detection. I distribute and
support the Daikon invariant detector [EPG+06]. Around 100 publications describe research that depends on
running Daikon as part of its methodology. Yet more research has used the Daikon source code in case studies.
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Teaching

My teaching (both in the classroom, and research mentoring) stresses both theory and its practical applications,
for two reasons. First, reifying an abstraction often makes it easier to understand and remember: many people
most easily grasp the general via the specific. Second, and perhaps more important, grounding concepts motivates
them: it shows why we should care about them and how they might be useful. Discussing practical applications
is a powerful way of bringing the curriculum alive, and all the more so when it leads the way to new discoveries
rather than merely explaining old ideas. When students get to explore new material, they become more excited
by the material and take it to heart. It is then that teaching is most effective, exciting, and worthwhile. It is also
natural to segue from learning facts that one does not yet know to learning facts that no one yet knows.

I applied these ideas at Rice University, where I introduced a project-oriented laboratory in software engi-
neering and redesigned the data structures and algorithms class from scratch. Likewise, I made several changes
to MIT’s 6.170 Laboratory in Software Engineering. I made specification and testing an integral part of the cur-
riculum, composed realistic problems that were hard to solve without using these techniques, graded students on
the quality of their programs, and used an integrated sequence of problem sets instead of disassociated problems.
Students came to learn that specification and testing are powerful techniques for building programs, not tedious
exercises to be done for their own sake in the classroom and with little relation to software engineering. I simi-
larly motivated documentation and correctness by having students return to their programs a month after writing
them; this also gave them a chance to return to a problem with better skills and to observe their own progress.
I took a similar approach in creating one of the most popular modules of the UPOP (Undergraduate Practice
Opportunities Program) IAP (January wintersession) activity [EC05]: specification was a means to a plausible
end, students were given the chance to reflect and improve, and students came out appreciating, not hating,
it. This UPOP module and my other teaching materials have been used at universities across the country. A
common theme in my teaching is letting studentstry-fail-understand-succeed: this illustrates the inadequacy of
naive methods, emphasizes the utility of the techniques being taught, and improves confidence and enjoyment.
I also created another IAP class — a month-long programming competition (6.187) that is more realistic than
competitions of a few hours with artificial problems — and a graduate class in program analysis (6.893/6.883),
among other educational contributions.

I enjoy combining research and education, for I find the activities complementary: practicing either strength-
ens the other, for both are about simplifying complex phenomena into basic, easy-to-understand underlying
concepts. I aimed some of my research at educational venues [Ern95a] (even though it was subsequently invited
for submission to Theoretical Computer Science). My research tools have been used in dozens of classes inside
and outside MIT — both because they ease software development, relieving students of tedium, and because they
aid understanding of program analysis and lead to new research ideas.

My 12 M.Eng. (a 5-year undergraduate degree) students have produced 16 refereed papers. In the past
5 years, my students won three departmental M.Eng. thesis awards; a fourth project won the undergraduate
research prize. My PhD students have also won many awards and fellowships.
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