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BRIEF STATEMENT OF THE PROBLEM:

In this thesis, we build a formal framework for modeling and analysis of hybrid sys-

tems based on the Hybrid Input/Output Automaton (HIOA) model of Lynch, Segala, and

Vaandrager. To systematically describe the trajectories of HIOA, we add new structure to

it. The result is the Structured Hybrid I/O Automaton (SHIOA) model—a specialization of

HIOA that allows the description of its trajectories using differential and algebraic equations

and inequalities, mode invariants, and stopping conditions. To model probabilistic discrete

behavior in hybrid systems we introduce another related model, the Probabilistic Timed 1/0

Automaton (PTIOA). For each model, we define the notions of invariance, stability, and ex-

ternal or visible behavior of automata. For a pair of automata, we define what it means for

one to be an abstraction of the other, and for both to be equivalent. We define composition

of a pair of automata, and prove theorems that show that abstraction and equivalence, are

preserved under composition.

Based on the SHIOA model we present a formal specification language for non-probabilistic

hybrid systems. This language is the basis for the development of a set of software tools

that includes a language frontend for checking specifications and a theorem prover interface.

For hybrid systems modeled as SHIOA and PTIOA, we present a set of methods for

proving invariance and stability properties of automata, and abstraction and equivalence



relationships between a pair of automata. Invariant properties and abstraction relations
can be used to prove safety of hybrid systems; our proof methods for these properties rely
on induction on the length of the executions of automata models. Owing to the structure
of the models, we can reason about the discrete and the continuous parts of the system
independently, within a single inductive proof. We demonstrate these proof techniques with
several case studies including a supervisory controller for a helicopter system and a motion

coordination algorithm that uses virtual nodes.

For proving stability of SHIOA, we first show that the standard techniques based on
Common and Multiple Lyapunov functions can be applied in our framework. Secondly, to
prove the stability of a SHIOA whose individual modes of are known to be stable, that
is, their Lyapunov functions are known, we use the Average Dwell Time (ADT) criterion
of Hespanha and Morse. We present two complementary methods—one based on proving
invariants and the other based on solving an optimization problem—for proving the ADT-
like properties. We show that Lyapunov function based arguments and probabilistic variants
of the ADT criteria can be applied to prove stability of PTIOAs. We demonstrate these
methods by analysing stability of several hybrid systems, including a scale-independent

hysteresis switch.

We develop connections to several software tools for supporting the above proof methods.
We present a scheme for translating HIOA specifications to the language of the PVS theorem
prover, and a methodology for designing PVS proof strategies. By partially automating
proofs, these strategies aid the process of proving invariants and simulation relations. We
also present a method for formulating the ADT verification problem for certain classes of
SHIOA and PTIOA as mixed integer linear programs, which we solve using the Gnu LP

solver Kkit.
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1 Overview

A formal framework is developed for modeling and analysis of hybrid systems, consisting of
mathematical models, proof methods for invariance, stability, abstraction, and equivalence
of these models, and a set of software tools for supporting these proof methods. The
next section motivates this work. Section 3 provides an overview of previous research in
modelling hybrid system. Section 4 summarizes the key contributions of the thesis and
Section 5 gives an overview of the thesis. The Hybrid Input/Output Automaton (HIOA)
model of Lynch, Segala, and Vaandrager—the mathematical basis of this work is described in
Section 5.1. The Structured Hybrid I/0O Automaton (SHIOA) model is developed by adding
new structure to the HIOA model, which allows systematic description of the trajectories.
Another related model, the Probabilistic Timed I/0 Automaton (PTIOA) is introduced to
model probabilistic discrete behavior in hybrid systems. These new automata models are
described in Section 5.2. Based on the SHIOA model a new formal language for specifying
non-probabilistic hybrid systems is described in Section 5.3. Inductive methods for proving
invariants and simulation relations for SHIOA along with application of these methods to
verification of hybrid systems are presented in Section 5.4. Methods for proving stability
of ordinary and probabilistic hybrid systems based on Lyapunov functions, Average Dwell
Time criterion of Hespanha and Morse, and the probabilistic extensions of the latter, are
presented in Section 5.5. Finally, the software tool support for the above proof techniques are
described in Section 5.6. These include an interface to the PVS theorem prover for partially
automating invariant and simulation proofs, and a method for verifying ADT properties of
certain classes of SHIOA and PTIOA by solving a mixed integer linear programs using the
Gnu LP solver kit.

2 Motivation

Real-time and embedded systems are now pervasive, ranging from wrist-top devices to on-
board instruments of spacecrafts. Fueled by the growth of the wireless communications and
faster CPUs, embedded devices are rapidly growing in complexity, and are being deployed
to perform increasingly more critical and sophisticated tasks. Embedded systems are often
called hybrid systems, because the models used to represent them involve both discrete and
continuous time phenomena. For system designers to guarantee a high level of assurance
for embedded or hybrid systems a formal framework is necessary. A framework for handling

design and analysis of complex hybrid systems should have the following features:

e The mathematical models for representing hybrid systems, the primary objects of



the framework, should be capable of capturing the range of discrete and continuous

phenomena that arise in typical applications.

e There should be a well defined notion of external behavior or visible behavior for the
models. The notion of external behavior allows us to define what it means for one
component to be an implementation of another component, or for two components to

be equivalent.

e The framework should be compositional. That is, one should be able to build larger
and more complex systems by putting together smaller components. These compo-
nents should be allowed to communicate both discretely and continuously with each
other and with the environment. The composition operation should respect the notions
of equivalence and implementation. That is, if component A is an implementation of

B, then for every environment C, A||C should be an implementation of B||C.

e The framework should provide methods for proving the commonly encountered types
of properties for the models, like invariant properties, implementation and equivalence
relations, and stability. In the course of such proofs, wherever existing analysis tech-
niques from computer science and control theory are useful in practice, it should be

possible to apply those techniques within the framework.

e The framework should be suitable as a basis for supporting software tools, and wher-

ever possible, should facilitate automatic analysis.

The traditional literatures in control theory and computer science study hybrid systems
from two different perspectives. Computer scientists have modeled hybrid systems as state
transition systems augmented with simple differential equations (see e.g., [3,37]), and have
concentrated on safety verification. The safety of an automaton, is specified by a set of
invariant properties or as a more abstract automaton. So, safety verification consists of
proving invariant properties or abstraction relations, sometimes both. Control theorists,
on the other hand, have viewed hybrid systems as dynamical systems with special boolean
variables, and have developed techniques for proving stability, controllability, and for syn-
thesizing controllers (see e.g., [48,80]). We argue that there is a need for a general framwork
for hybrid systems that draws from the strengths and insights of both these disciplines and

offers all the above features.

In this thesis we develop a framework for specification and analysis of hybrid systems
based on the interactive state machine model Hybrid Input/Output Automaton (HIOA) of

Lynch, Segala, and Vaandrager [55]. A hybrid I/O automaton consists of sets of actions and



variables—both partitioned into input, output, and internal categories, and sets of transi-
tions and trajectories. Hybrid behavior of a system is modeled as an alternating sequence of
actions and trajectories, which is called an execution of the system. The input and output
actions (variables) are used to model discrete (resp. continuous) communication between
components. This partitioning of the variables and actions leads to a natural definition for
the external behavior or trace corresponding to a given execution of the automaton, which
is the sequence obtained by removing the internal variables and actions from the execution.
An automaton A is said to be an implementation of automaton B if the set of traces of A is
contained in that of B. The HIOA framework provides composition theorems which allow
us to reason about components of hybrid systems separately and then put them together
in a meaningful way. In the thesis we develop methods for proving invariant and stability

properties, and for proving abstraction and equivalence relationships between automata.

Apart from the applications to analysis of embedded systems, the theory of hybrid I/O
automata and its probabilistic extensions are of independent interest because they pave the
way towards a theory of complicated, interacting systems, encompassing discrete, continu-
ous, and probabilistic behavior. These models are essential for improving our understanding

of complex systems (selected references: [9, 10, 23,39, 67]).

3 Related work : Hybrid system models

We give a brief overview of the models for hybrid systems that are available in the literature.
We first describe state machine based models and then dercribe a representative model
developed form the dynamical systems perspective. In discussing these models we follow
the conceptual developments of the models rather than the chronological order in which the

models appeared.

3.1 Timed and hybrid automata

Models for qualitative reasoning about concurrent systems have been studied in great detail.
Examples include w-automata [21], modal logics [58,74], I/O automata [31,52]. These
formalisms either abstract away time completely, retaining only the sequence of events, or
assume the time sequence to be a monotonically increasing sequence of integers. These
are not entirely satisfactory settings for reasoning about systems that must interact with

physical processes and critically depend upon real-time constraints.

An earlier timed version of the I/O automata model [54], addressed this problem by
associating lower and upper time bounds with the discrete transitions of the automaton. In

[59] Merritt, Modugno, and Tuttle generalized this idea to associate time bounds on sets of



actions instead of individual transitions. The result was the MM T-automaton model which
is a special kind of I/O automaton that has an equivalence relation on the set of internal
and output actions. The equivalence classes are called tasks, and time bounds are associated
with each task. From any point in an execution where a task gets enabled, some action in

the task occurs within the corresponding time bounds.

Alur and Dill introduced the Timed Automaton model [4], in which it is possible to
directly express the time taken by an execution of an automaton, and not just the interval
between the successive transitions. A timed automaton is a finite automaton with a finite
set of real valued clocks that evolve at constant rates. The clocks can be reset to 0 with
the transitions of the automaton, and keep track of the time elapsed since the last reset.
The discrete transitions are associated with constraints on the clock values called guards. A
transition may be taken when the corresponding guard constraint is satisfied by the current

clock values.

The Alur, Henzinger, et. al. Hybrid Automaton (AH) model [3, 34] generalizes the Alur-
Dill timed automaton model so that the continuous variables do not necessarily evolve at
constant rates. The AH model is defined by a set of continuous variables and a graph with
vertices (called locations) and edges. The state of a AH hybrid automaton consists of the
location and the values of the continuous variables. Each edge defines a discrete transition
and is associated with a label, a guard, and a reset map. Each location is associated with an
invariant and a set of differential equations. At a given location the values of the continuous
variables evolve according to the differential equations of that location. A discrete transition
corresponding to an outgoing edge of the location may be taken when the guard of the edge is
satisfied by the current values of the continuous variables. The result of a discrete transition
is a change of the location and a resetting of the continuous variables according to the reset
map of the edge. The AH framework provides a parallel composition operator for putting

together pairs of automata.

The Alur-Dill timed automaton and the Alur-Henzinger hybrid automaton models have
been the basis for a large body of research on formal-language theoretic study of hybrid
systems, and for the development of algorithms for automatic analysis (selected refer-
ences: (2,3, 36, 38]). Several successful software tools have been built based on the developed
algorithms (see, e.g., [10,35]).

On the other hand, the focus of the timed and hybrid I/O automaton models have
been to develop a general framework with well defined notion of external behavior, parallel
composition and abstraction. Several timed extensions of the basic I/O automaton model
had been presented in [24, 57, 59] before the final version of the timed I/O automaton (TIOA)
model appeared in [45,46]. A TIOA is a nondeterministic, possibly infinite state, state



machine. The state of a TIOA is described by a valuation of a set of internal variables. The
state of a TIOA can change in two ways: instantaneously by the occurrence of a discrete
transition, which is labeled by a discrete action, or according to a trajectory which is a
function that describes the evolution of the variables over intervals of time. An execution

of the system is given by an alternating sequence of actions and trajectories.

The actions of a TIOA are classified as input, output, or internal, which provides a
natural definition for external behavior. The external behavior of a TIOA is defined by
a trace—essentially, a sequence of the input/output actions interspersed with trajectories
that only capture the passage of time. For abstraction, the TIOA framework defines what
it means for one TIOA, A, to implement another TIOA, B, namely, that any trace of A
is also a trace of B. The notion of a simulation relation from A to B provides a sufficient
condition for proving the A implements B. The framework provides a composition opera-
tion, by which TIOAs modelling individual timed components can be combined to produce
a model for a larger timed system. The model for the composed system can describe in-
teraction among components through simultaneous participation in input/output actions.
The Hybrid I/0 automaton (HIOA) [55,56] model generalizes the TIOA model by allow-
ing components to communicate continuously through shared input and output variables.
Accordingly, a trace of a HIOA contains input/ouput actions and trajectories of the in-
put/ouput variables. Composition, implementation, and simulation relations for HIOA are
defined analogously to accomodate this more general notion of traces. The timed and hybrid
I/0 automaton models have been used to verify safety of several hybrid systems through
inductive invariant proofs and simulation relations (see, for example, [30,47,50, 53,81, 82],
and [33]). Supporting software tools for TIOAs and composed HIOAs are available [43],
which include a frontend for the specification language, a simulator, and an interface to the

PVS theorem prover [49].

The Alur-Dill timed automaton, AH, TIOA, and HIOA models are all closely related.
AH generalizes the Alur-Dill timed automaton model and HIOA generalizes TIOA. In [46]
it has been shown that the Alur-Dill timed automaton model is a specialization of the timed
I/0O automaton model. In this thesis we show that, AH and TIOA, in fact have the same ex-
pressive power and therefore HIOA subsumes AH. In particular, (1) HIOA provides enough
structure to capture interesting discrete behavior and not just mode changes of a hybrid
system. The discrete state of a HIOA may have more information than just the mode of
the system. And the discrete transitions of HIOA may modify its discrete state to perform
interesting computations and not just bring about mode changes. (2) Component HIOAs
may communicate not only discretely through shared actions but also continuously through

shared variables. In the AH model, automaton components communicate through shared



actions and may evolve over a common set of variables, but there is no structure on the vari-
ables to model continuous communication between components. The extra expressive power
of HIOAs does not necessarily imply that HIOA is a better model than AH. For example,
the algorithmic analysis techniques that have been developed for AH are not applicable to
general HIOA. Regarding external behavior and abstractions, there is no inherent notion
of external behavior for the AH model: AH automata do not distinguish between internal
state variables and externally visible variables, nor does it distinguish between internal and
external transitions. There are however, several types of abstractions for AH automata,
for example, discrete abstraction [5], predicate abstraction [79], each of which rely on some
implicit notion of external behavior. For example, in [5] it has been shown that for certain
classes of AH automata, a discrete abstraction may be obtained that is equivalent to the

original with respect to temporal logic formulas.

In this thesis, our focus is on developing a variety of proof methods, not just automatic
ones, for general classes of hybrid systems that arise in practice. Therefore the HIOA
model is suitable for our purpose because of its expressive power, inherent notion of external
behavior, and the availability of simulation relation based proof methods for implementation

relations.

3.2 General hybrid dynamical systems and switched systems

The General Hybrid Dynamical System (GHDS) and Controlled GHDS (CGHDS) models
were introduced by Branicky in [13]. These models subsume and unify several other models
for hybrid systems, including those proposed in [6,8,16,68], and the AH hybrid automata
model. GHDS represents a hybrid system as an interacting collection of dynamical systems,
each evolving on continuous-variable state spaces, with switching among systems occurring
at autonomous jump times, when the state is in a specified subset of the constituent state
spaces. The set of continuous variables of each constituent dynamical system may be differ-
ent. In each of the constituent dynamical system, the dynamics of the continuous variables
may be continuous time, discrete time, or mixed, and are generally given by difference or
differential equations. The switched system model [41,48] is a special case of the GHDS
model where all the constituent dynamical systems have the same state space and the right
hand side of the differential equations defining the dynamical systems are globally Lipschitz
continuous. Switched systems may also be viewed as higher-level abstractions of hybrid
systems, obtained by neglecting the details of the discrete behavior and instead considering
switching signals from a suitable class, that brings about the switching between the different
dynamical systems. CGHDS adds the possibility of continuous control of each constituent

dynamical system, and the ability to discontinuously reset the state variables when the state



is in another specified subset of the constituent state spaces.

The GHDS model has been used to compare computational capabilities of discrete, con-
tinuous, and hybrid systems, and for developing analysis tools for limit cycle existence,
robustness, and stability. In [15] the CGHDS model is used to develop algorithms for con-
troller synthesis in an optimal control framework. The switched system model has been
widely used to obtain many results related to stability of hybrid systems (see, e.g., [48]).
The basic tool for studying stability of switched systems relies on the existence of a Com-
mon Lyapunov function whose derivative along the trajectories of all the modes satisfies
the suitable inequalities. When such a function is not known or does not exist, Multiple
Lyapunov functions [14] are useful for proving stability of a chosen execution. The dwell
time [65] and the average dwell time criteria of Morse and Hespanha [41] define restricted
classes of switching signals, based on switching speeds, and one can conclude the stability
of a system with respect to these restricted classes. More recently, Liberzon and Chatter-
jee [17, 18] have applied Lyapunov function type arguments to derive stability conditions for

stochastic hybrid systems.

The GHDS framework does not explicitly provide a notion of external behavior, though
it has been pointed out that a GHDS can be refined by adding inputs and outputs. We
are not aware of any study that develops the theory of abstraction relations for GHDS.
One advantage of the hybrid I/O automaton model over GHDS, is that it provides enough
structure to inductively prove invariants and simulation relations. From an applicability
point of view, the mathematical machinery and tools based on the GHDS framework have

not been translated to supporting linguistic or software tools.

3.3 DModels for probabilistic hybrid systems

Probabilistic or stochastic models are used to capture uncertainties about the system model.
Uncertainties may affect the behavior of a hybrid system model, in many different ways.
For example, there might be uncertainties about the outcome of the discrete transitions, the
parameters of the differential equations might be uncertain, or there may be some white-
noise-like disturbance affecting the continuous evolution. Consequently, various models for

probabilistic hybrid systems are possible.

In [42] the transitions between the modes of the system are guided by a discrete time
Markov chain, and within each mode the evolution of the continuous variables is described by
stochastic differential equations. In [39], a model for stochastic hybrid systems is proposed
where transitions between discrete modes are triggered by transitions between states of a
continuous-time Markov chain and the rate at which transitions occur is allowed to depend

both on the continuous and the discrete states. Both these models develop the theory for



finding invariant distributions over the state space. These models do not define external

behavior or composition of model components.

Probabilistic extensions of I/O automata were presented by Segala in [75-77]. The
notion of traces is generalized to trace distributions that define the external behavior of
a probabilistic automaton. Each trace distribution is induced by a probabilistic scheduler
which resolves all nondeterministic choices. These extensions are natural, but the resulting
abstraction relations are not compositional. Difficulties arise from the interaction between
probabilistic choice and the resolution of nondeterminism of the model. This is because
nondeterministic choices are resolved by a powerful global scheduler, which can use arbitrary
information about the execution so far in resolving nondeterministic choices. For example,
such a scheduler may resolve nondeterministic choices in one automaton component in a

composed system based on internal state information of the other component.

More recently, a special case of PIOAs, switched PIOAs, has been proposed in [19] in
which these difficulties have been overcome by carefully defining a local scheduler for each

automaton, which resolves local nondeterministic choices using local information only.

4 Key contributions of the thesis

We believe that the HIOA framework provides suitable compositionality and abstraction
theorems and proof techniques, for hierarchical and component-wise analysis of hybrid sys-
tems. Based on the HIOA model we propose a unified framework for modelling and analysis
of both ordinary and probabilistic hybrid systems. The framework provides new mathe-
matical models for ordinary and probabilistic hybrid systems. It gives methods for proving
invariance, stability, abstraction, and equivalence of hybrid systems, and a set of software

tools supporting these proof techniques.

Mathematical models. To systematize the description of the trajectories of a hybrid
I/0 automaton, we specialize the HIOA model by adding extra structure to it. This allows
us to describe the trajectories using state models consisting of differential and algebraic
equations. We call the resulting model Structured HIOA. A special case of this model that
does not have input and output variables, and does not distinguish between input, output,
and internal actions, is the Structured Hybrid Automaton (SHA). We use the SHA model
to develop methods for proving internal stability of non-probabilistic hybrid systems.

We will also present a new model for probabilistic hybrid systems called Probabilis-
tic Timed I/O Automata (PTIOA). This is a compositional model that captures non-
probabilistic continuous behavior, and both probabilistic and non-deterministic discrete

behavior. Analogous to the developments for non-probabilistic hybrid systems, for inter-



nal stability analysis of probabilistic hybrid systems, we will work with a special case of
PTIOA—Probabilistic Timed Automaton (PTA)—which is purely probabilistic (all non-
deterministic choices are resolved) and does not distinguish among input, output, and in-

ternal actions.

We establish the relationship among all the new models and the existing models in the

I/0O automaton family. For the new models we formally define the following notions:

e Invariant property: A condition that is satisfied in all reachable states.

o Stability property: Starting form any state, every execution converges to some equi-

librium state.

o Abstraction and equivalence relations: One system is an implementation of another;

two systems are equivalent with respect to external behavior.

o Composition operation: An operation for putting two system components together.
And we will prove the following types of theorems:

e Abstraction or equivalence through simulation relations: We define simulation relations
on the state spaces of a pair of automata A and B, that provide sufficient conditions
for establishing that A is an implementation of B, or that A and B are equivalent

with respect to their external behavior.

e Closure under composition: If A and B are automata of a particular type, then their

composition A||B is also an automaton of the same type.

e Composition preserves abstraction: If A is an implementation of B, then for every

environment C, A||C is an implementation of B||C.

HIOA language. We present a formal language called HIOA for specifying non-probabilistic
hybrid systems. HIOA is based on the SHIOA mathematical model, and is an extension
of the TOA language [31]. It provides constructs for describing the trajectories of a hybrid
system in a natural way using differential and algebraic equations, mode invariants, and
stopping conditions. We give the syntax and the semantics of the HIOA language and il-
lustrate its usage with several examples. This language is used throughout the thesis for

describing the hybrid systems we use as case studies.

Proof methods for invariant properties and simulation relations. We present meth-
ods for proving invariant properties of SHIOA and implementation relationships between a

pair of automata, SHIOA or PTIOA. The proof methods rely on induction over the length



of the executions of the automaton (or the pair of automata) in question, followed by a
case analysis of actions and trajectories. Such inductive methods allow us to reason about
the discrete and the continuous parts of the execution independently of each other. This
feature of the model facilitates the use of available techniques from both control theory and
computer science, within a single proof. For example, to prove that a certain closed set is an
invariant for a given automaton, we show that the continuous part of the induction can be
proved by invoking a well known theorem from control theory on subtangential relationships

between the boundary of the invariant set and the vector field of the trajectories.

We illustrate the proof methods with several small examples. We also apply these tech-
niques to verify the correctness of two interesting hybrid systems: a supervisory controller
for a model helicopter system, and a distributed motion coordination algorithm that uses

virtual nodes.

Proof methods for stability. A system is said to be stable if it converges to an equilibrium
state starting from any state. So, the inductive proof techniques that are available for
proving invariance cannot be directly applied to prove stability. In this thesis we focus on
internal stability analysis of hybrid systems and therefore work with the SHA and PTA
models that distinguish among input, output, and internal actions. We show that the
standard techniques based on Common and Multiple Lyapunov functions can be applied to

the SHA model.

In cases where the individual modes of the system are known to be stable, that is, their
Lyapunov functions are known, we prove the stability of the complete system by verifying an
Average Dwell Time (ADT) property. We have developed two complementary techniques
for proving ADT properties. The first technique relies on transforming the given automaton
A to a new automaton A’, such that A satisfies the ADT property in question if and only
if A’ has a certain invariant property. Then the techniques developed above for proving
invariant properties can be used on A’ to verify the ADT of A. The second technique relies
on solving an optimization problem over the set of executions of an automaton, to search
for a counterexample execution that violates the candidate ADT property. We show that
for finitely initialized SHA and certain classes linear SHA, it is necessary and sufficient to
optimize over a small set of execution fragments, and therefore it is possible to solve the
optimization problem efficiently. We apply both the techniques to verify the ADT of several

hybrid systems, including a scale-independent hysteresis switch.

We extend both the invariant and the optimization based techniques to verify proba-

bilistic variants of the ADT property for PTA.

Software tools. We have developed the following connections to software tools to support

10



the various proof methods developed in the thesis. The tools have been applied to analyze

several illustrative examples.

e We have designed a scheme for translating HIOA specifications to the language of
the PVS theorem prover [49]. This allows us to construct invariant and abstraction
proofs using the PVS theorem prover, without having to rewrite the specifications of

the hybrid systems in the language of PVS.

e We have developed several PVS strategies for proving two kinds of abstraction re-
lations, refinements and forward simulations, for SHIOA specifications [?]. These
strategies exploit the known structure of inductive proofs to partially automate the
proofs process. The infrastructure we have laid down for developing these strategies

will simplify the development of other strategies.

e We present a methodology for formulating the ADT verification problem of a certain
classes of SHA and PTA as Mixed Integer Linear Programs (MILP), which allows us
to verify ADT properties automatically using MILP solvers.

5 Thesis overview

In this section we provide an overview of the proposed thesis. We describe the hybrid I/O
automaton framework of Lynch, Segala, and Vaandrager, and introduce the new mathe-
matical models that are derived from it. We highlight the important features of the HIOA
specification language. We present the proof methods for invariant properties and abstrac-
tion relations, and describe the two major case studies that rely on these methods. We
describe the proof methods for stability based on ADT properties of ordinary and proba-

bilistic hybrid systems. Finally, we describe the connections to the various software tools.

5.1 Hybrid I/O automata framework

We fix the time azis T to be R>¢. A variable in this framework represents either a state
component of the system, or a named channel through which information flows from one
system component to another. Let V be a set of state variables. Each variable v € V
is associated with a static type, denoted by type(v), which is the set of values that v can
assume, and a dynamic type, denoted by dtype(v), which is a set of functions from left-
closed intervals in T to type(v) that is closed under time-shift, restriction to subintervals,
and pasting. We say that a variable v € V' is it is discrete if dtype(v) is the pasting closure

of the set of constant functions; it is continuous if it is not discrete and dtype(v) is the
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pasting closure of the set of continuous functions; Given a set of variables V', the discrete

and the continuous subsets will be denoted by V; and V..

A wvaluation v for the set of variables V' is a function that associates each variable v € V'
to a value in type(v). The set of all valuations of V' is denoted by val(V). A trajectory T of
V is a mapping 7 : J — val(V), where J is a left closed interval of time with left endpoint
equal to 0, such that for each v € V, 7 | v € dtype(v). In other words, a trajectory specifies
the values of all state variables on a time interval, with the constraint that their evolution
be consistent with their dynamic types. We denote the domain of trajectory 7 by 7.dom.
The first time of 7 is is written as 7.ftime. If 7.dom is right closed then 7 is closed and
its limit time is the supremum of 7.dom and is written as 7.ltime. The first valuation of T,

T.fval is 7(0), and if 7 is closed, then the last valuation of 7, T.lval, is T(7.ltime).

Definition 5.1 A hybrid Input/Output automaton is a tuple A consists of :

1. a set V' of variables, partitioned into internal X, input U, and output variables Y.

2. a set A of actions, partitioned into internal H, input I, and output actions O.

~o
)

set of states @Q C val(X),

+~
s}

non-empty set of start states © C @,
5. a set of discrete transitions D C Q x A X Q.

6. a set of trajectories 7T for V, such that T is closed under prefix, suffix, and concate-

nation.

A hybrid I/0O automaton satisfies two axioms: E1 input action enabling: input actions
cannot be blocked, and E2 input trajectory enabling: the automaton is able to accept any
trajectory of the input variables either by allowing time to progress for the entire length of

the trajectory or by reacting with some action in H U O.

Executions, traces, invariance, and stability. An execution of an automaton models
a run or a particular hybrid behavior of the system. An execution fragment of A is an
alternating sequence of actions and trajectories « = 7g,a1,71,0az2..., such that the first
and last states of the trajectories “match up” with the transitions. The first state of an
execution fragment «, «. fstate, is 7g. f state. An execution fragment is closed if the sequence
is finite and the domain of the final trajectory is a finite closed interval. The length of an
execution fragment is the number of actions and trajectories in the sequence. The limit

time of a, a.ltime, is defined as )", 7;.ltime. An execution fragment « is an ezecution of A
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if a.fstate € ©. A state is said to be x € Q of A is reachable if it is the last state of some
execution of A. An invariant T of A is a condition on X that remains true in all reachable

states of A.

Stability is a property of the continuous variables X. of A. Given a state x € @, we
define |x| to be the standard Euclidean norm of the valuation of X, at x. We say that A is
uniformly stable with origin as the equilibrium point if for every € > 0, there exists a § > 0,

such that for every execution fragment «, |a.fstate| < ¢ implies |a.lstate| < e.

The external behavior of a hybrid I/O automaton is captured by the set of traces of
its executions, which record input/output actions and the trajectories that describe the of
input/output variables. Two hybrid I/O automata A; and Az are said to comparable if
they have the same external interface, that is, Uy = Us, Y7 = Y5, I1 = I, and O = Os.
An important feature of this framework is the formal notion of abstraction or implementa-
tion through behavioral containment. If A4; and Ay are comparable then we say that A4,

implements As if the traces of A; are included among those of As.

The hybrid I/O automaton framework derives its strength from powerful composition-
ality results. For example, two “well behaved” hybrid I/O automata A; and Ay can be
composed and the resulting object is also an automaton of the same type. Moreover, if A4
implements As, and B is well behaved with respect of both A; and As, then A; composed

with B implements As composed of B.

5.2 New mathematical models

The hybrid I/O automata model of [55] does not specify any means for describing the
trajectories of an automaton. For developing analysis techniques that rely on precise nature
of the trajectories, we incorporate extra structure in the model to allow specification of
the trajectories in a systematic way. The result is the Structured HIOA (SHIOA) model
which specializes the hybrid I/O automaton model, by adding state models for describing
the trajectories of the automaton. In this proposal, for brevity and to avoid extra notation,
we present the Structured Hybrid Automaton (SHA) SHA model which is a version of the
SHIOA, that does not have input and output variables, and does not distinguish between
input, output, and internal actions. We also present a brief overview of the new models for

probabilistic hybrid systems.
5.2.1 Structured Hybrid Automata.

For a trajectory 7 for a set of variables V', with some abuse of notation we use the variable
name v € V to denote the function 7 | v : 7.dom — type(v). So, for any t € 7.dom,

v(t) denotes (7 | v)(t). For some v € V, and a function f : val(V) — R, 7 satisfies the
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algebraic equation v = f if for every ¢t € T.dom, v(t) = f(t), where f(t) is the value of the
function f at 7(t). If f is integrable when viewed as a function of time over the domain
of 7, then we say, that 7 satisfies the differential equation d(v) = f if for every t € T.dom,
v(t) = v(0) + f(f f(#)dt'. This notation can be extended to inequalities and differential

inclusions.

Definition 5.2 A state model F' for a set of variables X, is a set of differential equations
for X., of the form x. = f(x.), such that for every x € val(X), there exists a trajectory
T starting from x, with the property that T | X. satisfies F, and for all t € T.dom, T |
Xq(t) =7 | X4(0). The prefiz and suffiz closure' of the set of trajectories of X that satisfy

the above conditions is denoted by traj(X, F).

Definition 5.3 A Structured Hybrid Automaton (SHA) is a tuple H = (X,Q, 0, A, D, P),

where

1. X is a set of variables, including a special discrete variable called mode.
2. Q Cwal(X) is a of states.

3. © C Q is a non-empty set of start states.

4. A is a set of actions.

5. A set D C Q x AxQ of discrete transitions. A transition (x,a,x’) € D is a mode
switch if x.mode # x".mode. The set of mode switching transitions is denoted by M.

The enabling predicate of action a € A is Pre, = {x € Q | 3/, (x,a,x') € D}.

6. An indexed family P of state models F;, i € P, for X. For each F;, i € P and
X € @ with x.mode = i, there exists a trajectory T such that if T.dom is finite then

T.lstate € Pre, for some a € A.

The set of trajectories T4 of SHA A is defined in terms of the state models P4 as | traj(Xa, F;).

i€Pa
Assuming that the right hand sides of the differential equations in the state models are lo-
cally Lipschitz, the differential equations have solutions defined globally in time. As a
consequence the set of trajectories 74 satisfies the input enabling condition E2. An SHA
is initialized if for each mode switching action a € M, there exists a set R, C @, such that

for every x % x’ € D, X' € R,. An SHA is finitely initialized if Uaens Ra is finite. In

Section 5.5 we use the SHA model for internal stability analysis of hybrid systems.

LA prefiz of trajectory T, is obtained by restricting T to a subset of its domain. A suffiz of T is obtained
by restricting its domain to a subset [t, 00) and shifting the restricted trajectory to 0.
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A Structured HIOA classifies the actions of a SHA, into input, output, and internal
subclasses, and adds input and output variables. The SHIOA model is suitable for input-to-
state stability analysis and is also the basis for the development of the HIOA language, which
is discussed in Section 5.3. Executions, traces, invariant properties, and implementation
relationships of SHIOA are defined in a way that is analogous to the definitions for HIOA.

We prove the following composition theorems for SHIOA.

Theorem 5.1 If A and B are SHIOA, then their parallel composition A||B is also a SH-
I0A.

Theorem 5.2 Given a pair of SHIOAs A and B, If A is an implementation of B, then for

every context C, A||C is an implementation for B||C.

5.2.2 Models for probabilistic hybrid systems.

As a compositional model for probabilistic hybrid systems, we develop probabilistic exten-
sions of the timed I/O automaton following the models presented in [76] and [19]. We
propose a new model, Probabilistic Timed 1/O Automaton (PTIOA), in which the compo-
nent automata communicate discretely only (i.e., all continuous variables are internal), and
the trajectories of the continuous variables are nondeterministic (not probabilistic). We
define the notion trace distributions for PTIOA. We show how invariant distributions can
be proved inductively. Extending the notion of abstraction (resp. equivalence) relation
between a pair of PTIOAs, A and B, to be containment (resp. equality) of two sets of
trace distributions, we define simulation relations on the state spaces A and B, that are
sufficient to inductively prove that A is an implementation of (resp. equivalent to) B. For
composition of a pair of PTIOAs, as in [19], the nondeterministic choices within a compo-
nent are resolved by a local scheduler that relies only on local history of the component,
and the inter-component choices are resolved by a global scheduler, that uses externally
available information of each component. Using these ideas we prove composition theorems
for PTIOAs.

For developing methods for proving internal stability of probabilistic hybrid systems, we
work with a special case of PTIOA, which we call Probabilistic Timed Automaton (PTA).
A PTA does not distinguish among input, output, and internal actions, and all nondeter-
ministic choices are resolved by a local scheduler, making it a purely probabilistic hybrid

automaton.
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5.3 Specification language: HIOA

The HIOA language is a formal language for specifying hybrid systems, based on the SHIOA
model. An earlier version of the language was developed in [60]. The variables, actions and
transitions of a hybrid I/O automata are specified in HIOA in the same way as in the IOA
language [31]. Each variable has an explicitly defined static type, and an implicitly defined
dynamic type. All Real variables are considered to be continuous, and variables of any
other simple type or of the type discrete Real are discrete. The trajectories are defined
using a set of trajectory definitions. A trajectory definition w is defined by an invariant
inv(w), a stopping condition stop(w), and a state model described by a set of differential
and algebraic equations daes(w). W4 denotes the set of trajectory definitions of .A. Each
w € W4 defines a set of trajectories, denoted by traj(w). A trajectory 7 belongs to traj(w)

if the following conditions hold: for each t € T.dom:
1. 7(t) € inv(w).
2. If 7(t) € stop(w), then t = r.ltime.
3. For each v € X, 7 | v satisfies daes(w).

4. For each discrete variable v, (7 | v)(t) = (7 | v)(0); that is, v remains constant over

T.

The set of trajectories 74 of automaton A is the concatenation closure of the functions
in UwGWA traj(w). We show that the entities described by this specification language are
indeed structued hybrid I/O automata. The HIOA language has been used to specify many
hybrid systems [63, 64], including all the examples in this thesis.

A subset of the HIOA language without input and output variables, called the TIOA
language, has been identified and a frontend for this language has been implemented [44].
Based on this language, a set of software tools is being developed in the TDS group; these
include a language front-end, a simulator, and an interface to the Prototype Verification

System (PVS) theorem prover [71].

5.4 Proof methods for invariant properties and simulation relations

An invariant property Z of a SHIOA A is proved by induction on the length of closed
executions of A. The induction consists of a base case: Z holds for all start states, and an
induction step which consists of: (1) A discrete part—which tests that for every transition
(x,a,x') € D, if x satisfies Z then x’ also satisfies Z, (2) A continuous part—which tests

that for every closed trajectory 7 € 7, if the first state of 7 satisfies Z then the last state of
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7 also satisfies Z. Thus, this method breaks down invariant proofs into a discrete part and
a continuous part. This structure, allows us to seamlessly apply results from the computer

science and powerful theorems from systems theory within the same proof.

Simulation relations provide sufficient conditions to show that one automaton is an
implementation of another one. A simulation from A to B is a relation R C Q4 X @5,
satisfying the following conditions: (1) For every start state of A, there exists a related
start state of B, (2) For every pair of related states, and every action (or trajectory) « of
A, there exists a closed execution fragment (§ of B, such trace(a) = trace(8), and a.lstate

and f.lstate are related.

We have verified several hybrid systems using composition theorems to decompose the
system, and then using invariant and simulation proofs to derive the properties of interest.
In the next two sections we describe two of our major case studies; the thesis covers other

case studies including proving timing properties of distributed algorithms.
5.4.1 Supervisory Controller for Model Helicopter

In this section we describe the safety verification of a supervisory controller of a model
helicopter system. The helicopter is driven by two rotors mounted at the two ends of its
frame. The rotor inputs are either controlled by the user and the pitch dynamics is described

by
6, + Q% cos, = U(t) (1)

where Q is the characteristic frequency of the system and U is the net input for the pitch
axis ranging over U,,;n and U,,q,. User input may damage the equipment by pitching the
helicopter too high or too low. The safety condition to be verified is that the pitch angle 02
is within 6,,;, and 6,,4,, which are the lower and the upper safety bounds corresponding
to the helicopter hitting the ground and a fragile mechanical stop. So, the set of safe states
S = {s| Omin < $.0) < Omaz}. The Sensor automaton conveys the state (69,07) to the
controllers every A time with arbitrary bounded errors, €q for pitch angle and €; for velocity.
The UsrCtrl automaton reads the sensor outputs and triggers an output control(ug) action,
which communicates the user’s output U, to the supervisor. The Actuator automaton
models the actuator and the D/A converter. There is a delay Tact in the actuator response
which is modeled as a fixed-length FIFO buffer of Supervisor outputs. The supervisory
controller is designed to prevent the helicopter from reaching unsafe states. It periodically
observes the position and the velocity of the helicopter and overrides the user controller by

conservatively estimating the worst that might happen if the latter is allowed to remain in

control. The design of the supervisor is limited by the actuator bandwidth, the sampling
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rate, and sensor inaccuracies. In particular, the supervisor operated in to modes: in the
user mode the sampled state (62, 6!) is within a region U, and the user’s output U, is fed
to the Actuator. If the sampled state is not in U then the supervisor goes into the sup
mode, and overrides the user’s output by its own recovery action, U, or Unaz, and gives

back control to the user when the state is once again in I. The variable rt is a reset timer

to measure, how long the system has been in sup mode most recently.

The Safety of the system is verified by and proving a sequence of invariants for the
composed system automaton to establish that all the reachable states are contained in the
set C C S. We use a standard technique to prove this by induction, which is to strengthen
the invariants. We define a sequence of regions B:,0 < t < 7uc, such that, By = R,
B.. = C, and t < ¢ implies B; C By. Some of the key invariants we used to establish

safety are listed below. Here, s.v denotes the valuation of variable v in state s.
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Figure 1: left: HIOA model of the Quanser System. center: Important regions in the
pitch-velocity space. right: Trajectories of the system in the supervisor mode after 7.¢s.

1. ssmode =usr = s€ R.

2. ssmode = sup A s.rt < Taer = S € Byt

3. s.mode = sup A st > Tace A 8.01 > I1(5.0°) = U = Upin.-
4. somode = sup A $.1t > Taer = s € C.

The proofs of these invariants illustrate one of the strengths of the HIOA framework, which
is that it allows us to reason about the discrete and the continuous mechanisms in the
system, independently, using the tools that are most suited for each part. For example, to
prove the continuous part of the last invariant we invoke the following well known result

from control theory.

Theorem 5.3 (Theorem 3.2.21 of [11]) Consider an autonomous system & = g(x). The
relatively closed set W is positively (or negatively) weakly invariant if and only if g(x) (or
—g(x)) is subtangential to W at x for allx € W.
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Now, using this theorem, to show that a trajectory of the hybrid I/O automaton preserves
the invariant C, we have to show that the tangent to the trajectory points inwards at every
point on the boundary of C. The boundary of C is defined by four curves, and the tangent
to every trajectory satisfying s.mode = sup and s.rt > 7., can be obtained by replacing
U(t) with Upin or Unae in Equation (1). So, we can check that the tangent indeed points

inwards at every point on the boundary.

5.4.2 Mbobile Robot Coordination using Virtual Nodes

We model a framework for distributed motion coordination for mobile robots and use formal
techniques to prove the correctness of a simple coordination algorithm. Interest in such al-
gorithms stem from the developments in the field of mobile sensor networks. The framework
uses the notion of “virtual nodes” for mobile ad hoc networks. A virtual node is an abstract,
relatively well-behaved active node that is implemented using less well-behaved real nodes.
Virtual nodes have been be used to solve problems such as providing atomic memory [29],
geographic routing [27], and point-to-point routing [28]. The goal of the motion coordina-
tion problem we study is to uniformly positioning mobile nodes on a known differentiable

curve I'.

Our physical model of the system consists of a finite but unknown number of communi-
cating physical nodes in a bounded square B in R?. We assume that each node has a unique
identifier from a set Z. Formally, our physical layer model consists of three types of hybrid
I/O automata: (1) automata PN, to model physical nodes with identifiers ¢ € Z, (2) an
automaton that models the communication service between the physical nodes, and (3) a

“real world” automaton to model the physical locations of all the nodes and the real time.

The bounded square B is partitioned into a m x m square grid, with each grid square
corresponding to a zone. Our virtual layer abstraction consists of: (1) client node automata
CN; with identifiers ¢ € Z, (2) one stationary virtual node automaton VN for each zone, (3)
a virtual communication service for the VNs and the CNs, and (4) an automaton RW to
model the physical locations of all the CN's and the real time. The Virtual Node abstraction
is used as a means to coordinate the movement of client nodes in a zone. A VN controls
the motion of the CNs in its zone by broadcasting target waypoints for the CNs: VN,
periodically receives information from clients in its zone, exchanges information with its
neighbors, and sends out a message containing a calculated target point for each client node
“assigned” to its zone. VN performs two tasks when setting the target points: (1) it re-
assigns some of the CNs that are assigned to itself to neighboring VNs, and (2) it sends a
target position on I' to each CN that is assigned to itself.

We model each component of this system as a hybrid I/O automaton, and prove the
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following properties of the algorithm: if there are no failures or recoveries of physical nodes
after a certain point in time, then: (1) within finite time the set of nodes in each zone
becomes fixed, and the size of the set is “approximately” proportional to the length of I' in
the zone, (2) within finite time all physical nodes in the zones that contain some part of T’

are located on T, and (3) in the limit, all the nodes in each zone are evenly spaced on T

5.5 Proof methods for stability

In control theory literature, many different notions of stability are used—asymptotic, uni-
form, bounded-input-output, global [48,51]—which we show, can be adopted to the HIOA
framework. However, all these definitions of stability are concerned only with the contin-
uous state of hybrid systems. On the other hand, the notion of stability has been widely
used in designing self-stabilizing distributed algorithms [26,69]. In the thesis we propose a
general definition of stability of hybrid systems, that encompasses both its discrete and its

continuous variables.

In general, stability is a stronger notion than invariance, because a system is stable only if
it converges to an equilibrium state starting from any state; whereas, an invariant property
is preserved when the system starts from a state that already satisfies the invariant. So,
the inductive proof techniques that are available for proving invariance cannot be directly
applied to prove stability. For developing proof methods, we are primarily concerned with
internal stability of (probabilistic) hybrid systems under the usual meaning of stability, that
concerns only the continuous state of the system. Therefore we work with the SHA and

PTA models, and with the definition of stability given in Section 5.1.

Lyapunov methods. The basic tool for studying stability of hybrid systems relies on the
existence of a Common Lyapunov function whose derivative along the trajectories of all the
modes satisfies the suitable inequalities. When such a function is not known or does not
exist, Multiple Lyapunov functions [14] is an useful tool for proving stability of a chosen
execution. We show that both these techniques can be applied in the SHA model. We

illustrate the application of these techniques with examples.

Stability under slow switching. We develop techniques for proving stability of hybrid
systems that switch “slowly”. The Average Dwell Time [41] criteria define restricted classes
of switching signals, based on switching speeds, and one can conclude the stability of a
system with respect to these restricted classes. In the SHA model, the discrete transitions
of the automaton define the speed of switching, and so the average dwell time property can

be formalized as a property of the automaton.

Definition 5.4 Let N(«) denote the number of switches over an execution fragment o of a
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SHA A. The execution fragment has an average dwell time 1, > 0 if there exists a positive

number Ng such that:

a.ltime

N(a) < No + (2)

Ta
If all reachable execution fragments of A have average dwell times of at least T, then A has

an average dwell time 7,.

A large ADT means that the system spends enough time in each mode, so as to dissipate
the transient energy gained through mode switches. Having a large average dwell time itself
is not sufficient for stability, in addition, the individual modes of the automaton must also
be stable. In fact, the problem of testing the stability of a hybrid system can be broken
down into, (a) finding Lyapunov functions for the individual modes, and (b) checking the
average dwell time property. We assume that a solution to part (a)— a set of Lyapunov
functions for the individual modes — is known from existing techniques, and we present

two complementary methods for part (b), that is, verifying the ADT property.
5.5.1 Invariant Approach

A given automaton A4 has average dwell time 7,, if all its executions have average dwell time
of at least 7,. In general, properties of executions are harder to check than invariant prop-
erties which are properties of the state. Our first method transforms the given automaton
by adding some extra state to it, so that the original automaton has ADT 7, if and only
if the corresponding transformed automaton A’ satisfies a particular invariant property Z.
This transformation allows us to prove ADT for automaton A by checking the invariant Z

for automaton A" which can be done using the techniques described in Sections 5.4.

The application of this method is illustrated by analyzing the hysteresis switching logic
unit of a supervisory control system taken from [40]. For certain restricted types of hy-
brid I/O automata, invariants can be checked automatically by a model checking tool like

HyTech [35]. So, for such systems, the the ADT property an also be checked automatically.
5.5.2 Optimization based approach.

This method is complementary to the previous one; it searches for an execution of the given
automaton A, that violates the candidate ADT property 7,, failing which, it declares that
the ADT property is satisfied. From Definition 5.4 it follows that a given 7, > 0 is not an
average dwell time of a given SHA A if for every N there exists an execution « of A such

that

ti ti
N(a) > No+ 2 60 8, () 2 N(a) — 2797 S N,

a Ta
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This formula can be verified by optimizing the following function:
OPT1: «o* € argmax$S-, (o)

over all the executions of A. If the optimal value S, (a*) is bounded then A has average
dwell time 7, with the optimal value as the corresponding constant Ny. Otherwise, if the

optimal value is unbounded then 7, is not an ADT for A.

In general, the optimization problem OPT1 may not be solvable using standard mathe-
matical programming tools because, among other things, the optimal executions of .4 may
not have finite descriptions. However, for certain useful classes of SHA, OPT1 is solvable.
For example, we show that for rectangular, finitely initialized SHA, it is necessary and suffi-
cient to optimize the objective over the simple cyclic execution fragments of the automaton.
This reduces the search space dramatically, and makes it possible to formulate and solve
this, more constrained, optimization problem as a Mixed Integer Linear Program. Similarly,
we show that for a useful subclass of linear hybrid systems OPT1 reduces to detecting a
negative-cost cycle in a weighted graph, which can be done efficiently using Bellman-Ford
algorithm [22]. Also, we note that, if there exists an efficient algorithm for solving OPT1,
then we can use this algorithm with binary search, and find the ADT of the given automa-
ton. We illustrate the application of this method by verifying and finding the ADT of several
hybrid systems, including a hysteresis switch with monitoring signals that are generated by

linear differential equations.

Stability of PTA through ADT. We will develop techniques for proving stability of
probabilistic hybrid systems modeled as PTA (see Section 5.2.2), using probabilistic variants
of ADT. Stability conditions for probabilistic switched systems using Lyapunov function like
arguments have been derived in [17,18]. As in the deterministic case, we will develop an

approach for proving ADT properties through invariant distributions.

We will show that for PTAs, the problem of proving almost sure stability, using Lyapunov
arguments can also be formulated as an optimization problem that can be solved efficiently.
For special classes of PTA that arise naturally, we will show that the optimization based
approach leads to automatic verification techniques. For example, we first consider a model
in which the mode switch transitions occur periodically, every A time, and leads to a
probability distribution over the modes of the automaton. This corresponds to a hybrid
system in which the discrete transitions are triggered by a discrete time Markov chain. In
this simple setting we show that the ADT property reduces to detecting the minimum cost
cycle in a graph, and therefore can be solved using the Bellman-Ford algorithm. Next, we
consider a slightly more general model in which mode transitions occur at any rate, not

just at a fixed rate A, depending on both the continuous and the discrete states of the
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automaton. We will show how the ADT verification problem for this class of PTA can be

formulated and solved as an optimization problem.

5.6 Software Tools

Theorem provers are used to construct proofs interactively, thus giving the highest level
of assurance. Also, with a theorem prover, saved proof scripts can be executed quickly to
re-check the validity of a proof after changes have been made to a specification. Various
tools have been developed to translate IOA specifications to different theorem provers, for
example, Larch [12,32], PVS [25], and Isabelle [66,73]. In this work, we have chosen to use
the PVS theorem [71, 78] prover, because it provides an expressive specification language
and an interactive prover with powerful decision procedures. PVS also provides a way of
developing special strategies or tactics for partially automating proofs, and it has been used

in many real life verification projects [72].

To verify a property in PVS the user invokes the theorem prover and supplies proof com-
mands to manipulate the proof obligations or subgoals, until all the subgoals are resolved.
This procedure may involve a lot of interaction, at a very low level of detail between the user
and the theorem prover. The Timed Automaton Modeling Environment (TAME) [7] demon-
strates that for stylized proofs, like proof of invariants in the MM T-automaton model [59],
it is possible to minimize this interaction and to allow the user to interact with the prover
at a more abstract level that embodies the natural high-level steps typically needed in hand

proofs.

SHIOA to PVS Translation. We have designed a scheme for translating SHIOA spec-
ifications to the language of the PVS theorem prover. A translator based on this scheme
will enable users to verify SHIOA specifications using the theorem prover, without having
to re-write them in PVS. The translation scheme is based on a PVS theory template, like
the one provided by Timed Automata Modeling Environment (TAME) [7]. This template
is instantiated with the state variables, actions, transitions, and trajectories, of a particular
hybrid I/O automata, to obtain the description of the automaton in PVS. In the TAME
template theory, passage of time is written as a time pasage action, with the task time
bounds of the automaton encoded in the enabling condition of this action. This approach,
however, if applied directly to translate trajectories of SHIOA, does not allow assertion of
properties that must hold throughout the duration of the trajectory. Herein lies the main
challenge in designing the translation scheme: to translate the trajectories without imposing
too many restrictions on the nature of the trajectories. Our translation scheme solves this

problem by embedding the trajectory as a functional parameter of the time passage action.
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This translation scheme has been used to implement a TIOA to PVS translator [49].

Framework for developing PVS Strategies. TAME provides several PVS strategies for
proving invariant properties of timed I/O automata. Abstraction properties involve a pair
of automata, and hence to express them generally, one needs a way to represent abstract au-
tomaton objects in PVS. The most convenient way to represent abstract automaton objects
would be to make them instances of a type “automaton”. This proved to be challenging
because no general automaton type can be defined in PVS, and unlike Isabelle/HOL [70],
PVS does not support parametric polymorphism. With the theory instantiation feature of
PVS, we have designed a framework that supports defining abstraction relations between
two automata that is both straightforward for a user and clean from the point of view of
the strategy developer. This support relies on a new automaton theory and a library of

property theories.

The theory automaton, is an abstract declaration of the elements that specify an au-
tomaton in PVS. The property theories define abstraction properties, for example, for-
ward simulation, refinement, etc., in terms of two parameters A and B that are theories of
type automaton. A particular PVS automaton theory when interpreted as an instance of
the automaton theory, provides concrete definitions of automaton’s elements. Abstraction
properties are stated in a separate PVS theory as follows: Two PVS automaton theories
specifying the abstract and the concrete machines are imported. These theories are inter-
preted as instances of the automaton theory. The abstraction relation between the variables
of the automata that is to be proved is defined. Then, the relevant property theory is

imported to state the abstraction property as a theorem to be proved.

Strategies for abstraction proofs. We have developed PVS strategies for proving forward
simulation and refinement, between a pair of timed I/O automaton. Strategies are macros
made up of many PVS proof commands embedded in Lisp code. Our strategies exploit the
known structure of invariant and abstraction proof of hybrid I/O automata, to partially

automate proofs of abstractions.

We have developed two generic strategies for aiding forward simulation proofs: PROVE_FWD_SIM
and FWD_SIM_ACTION_REC. These strategies rely on several substrategies together with
some of the strategies that were developed earlier. PROVE_FWD_SIM is PROVE_RE-
FINEMENT first breaks down a forward simulation theorem into its base case and induction
step, and then splits the induction step into cases for the individual action subtypes of the
concrete automaton. The FWD_SIM_ACTION_REC strategy is meant to be applied to
the individual action branches produced by PROVE_FWD_SIM,; it is used to prove the

induction step where an input or output action of the concrete automaton is simulated by
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an sequence of actions of the abstract automaton. This strategy takes as input an action
sequence o = ai, dsq, ..., a4y, a starting state s, and a known target state s, and produces

the following set of subgoals:
e sp = trans(a,,trans(a,_1,trans(a,—_2,...,trans(ai, s1)...))),
e For each action a; in o, a; is internal, and
e Foreachi €1,...,n, a; is enabled in trans(a;_1, trans(a;—a,...,5)...).

The strategy then discharges some of these subgoals by expanding definitions and simplify-
ing. The remaining non-trivial subgoals are then presented to the user with properly labeled
sequents. We have used these strategies in verifying several case studies, including the a

two task race system, a tree based leader election algorithm, a memory module [20, 61, 62].

Solving MILPs for verifying ADT properties. In Section 5.5.2 we have discussed how
ADT properties of SHA and PTA can be viewed as optimization problems. To automatically
verify ADT properties using standard tools for solving Mixed integer linear programs, one
has to carefully formulate and express the optimization problem in a way that can be
effectively solved by a tool. For certain classes of SHA and PTA, we present a methodology
for expressing the ADT verification problem in the Gnu LP Kit (GLPK) [1], and solve the
resulting MILP using the GLPK solver.
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