


We again ran TPC-C, this time with 128 warehouses and 512
client terminals (with no wait time). Figure 6 shows how aggregate
throughput varies with increasing round-trip latency between the
application and the DB server (we artificially introduced latency us-
ing a Linux kernel configuration parameter on the client machines.)
We note that with latencies up to 20 ms, the drop in throughput is
only about 12%, which is comparable to the latency of 10–20 ms
we observe between AWS’s east coast data center and MIT. The
principal cause of this latency degradation is that locks are held for
longer in the clients, increasing conflicts and decreasing throughput.
Since TPC-C is a relatively high contention workload, it is likely that
real-world workloads will experience lower throughput reductions.

Combining the results from the previous experiments, we ex-
pect an overall throughput reduction of about 40% when running
CryptDB, our transaction coordinator, and a remote application,
all at once. However, due to the linear scalability achieved via
partitioning, we can compensate for this overhead using additional
servers. As a result of the high consolidation ratios we measured on
real applications, we still expect significant reduction in the overall
hardware footprint, on the order of 3.5:1 to 10:1.

7. RELATED WORK

Scalable database services. Commercial cloud-based relational
services like Amazon RDS and Microsoft SQL Azure have begun
to appear, validating the market need. However, existing offerings
are severely limited, supporting only limited consolidation (often
simply based on VMs), lacking support for scalability beyond a
single node, and doing nothing to provide any data privacy or ability
to process queries over encrypted data. Some recent approaches [16,
17] try to leverage VM technologies, but our experiments show that
these are significantly inferior in performance and consolidation to
Relational Cloud’s DBMS-aware DBaaS design.

Multi-tenancy. There have been several efforts to provide extreme
levels of multi-tenancy [1, 12], aiming to consolidate tens of thou-
sands of nearly inactive databases onto a single server, especially
when those databases have identical or similar schemas. The key
challenge of this prior work has been on overcoming DBMSs’ lim-
itations at dealing with extremely large numbers of tables and/or
columns. These efforts are complementary to our work; we target
heterogeneous workloads that do not share any data or schemas, and
which impose significant load to the underlying DBMS in aggregate
or even on their own—hence our focus on profiling and placement.

Scalability. Scalable database systems are a popular area for re-
search and commercial activity. Approaches include NoSQL sys-
tems [3, 4, 2, 14], which sacrifice a fair amount of expressive power
and/or consistency in favor of extreme scalability, and SQL-based
systems that limit the type of transactions allowed [11, 7]. We differ
from these in that we aim to preserve consistency and expressivity,
achieving scalability via workload-aware partitioning. Our partition-
ing approach differs from prior work in that most prior work has
focused on OLAP workloads and declustering [15, 19, 8].

Untrusted Storage and Computation. Theoretical work on ho-
momorphic encryption [9] provides a solution to computing on
encrypted data, but is too expensive to be used in practice. Systems
solutions [10, 6, 18] have been proposed, but, relative to our solu-
tion, offer much weaker (at best) and compromised security guaran-
tees, require significant client-side query processing and bandwidth
consumption, lack core functionality (e.g. no joins), or require
significant changes to the DBMS.

This related work is limited by space constraints; we plan to
expand it in the camera ready should our paper be accepted.

8. CONCLUSION

We introduced Relational Cloud, a scalable relational database-
as-a-service for cloud computing environments. Relational Cloud
overcomes three significant challenges: efficient multi-tenancy, elas-
tic scalability, and database privacy. For multi-tenancy, we devel-
oped a novel resource estimation and non-linear optimization-based
consolidation technique. For scalability, we use a graph-based parti-
tioning method to spread large databases across many machines. For
privacy, we developed the notion of adjustable privacy and showed
how using different levels of encryption layered as an “onion” can
enable SQL queries to be processed over encrypted data. The key
insight here is for the client to provide only the minimum decryption
capabilities required by any given query. Based on our performance
results, we believe that the Relational Cloud vision can be made a re-
ality, and we look forward to demonstrating an integrated prototype
at CIDR 2011.
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