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(1) Brief  A b s t r a c t  

We p r e s e n t  a g e n e r a l  s i g n a t u r e  scheme which uses  any p a i r  of t rap-door  

permutat ions ( f o , f l )  f o r  which i t  i s  i n f e a s i b l e  t o  f i n d  any x,y w i t h  

fo (x )  = f l ( y )  . 
a g a i n s t  a n  a d a p t i v e  chosen message a t t a c k :  

f o r  and then  receives s g n a t u r e s  f o r  messages of h i s  cho ice  (which may 

depend on p rev ious  s i g n a t u r e s  seen)  can l a te r  fo rge  t h e  s i g n a t u r e  o f  

even a s i n g l e  a d d i t i o n a l  message. 

The scheme posses ses  t h e  novel property o f  be ing  r o b u s t  

no adversary who f i r s t  a s k s  

For a s p e c i f i c  i n s t a n c e  o f  ou r  general  scheme, w e  prove t h a t  

(1) f o r g i n g  s i g n a t u r e s  is  provably equivalent  t o  f a c t o r i n g  ( i . e .  , 
f a c t o r i n g  i s  polynomial-t ime r educ ib le  t o  fo rg ing  s i g n a t u r e s ,  and vice 
ve r sa )  

w h i l e  

(2) f o r g i n g  a n  a d d i t i o n a l  s i g n a t u r e ,  a f t e r  an  adap t ive  chosen 

message a t t a c k  is s t i l l  e q u i v a l e n t  t o  f a c t o r i n g .  

Such a scheme i s  "paradoxical"  s i n c e  t h e  above two p r o p e r t i e s  w e r e  

b e l i e v e d  (and even "Droven" i n  t h e  f o l k l o r e )  t o  be c o n t r a d i c t o r y .  

The new scheme i s  p o t e n t i a l l y  p r a c t i c a l :  s ign ing  and v e r i f y i n g  

s i g n a t u r e s  are reasonab ly  f a s t ,  and s i g n a t u r e s  are no t  too long.  
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( l ) A  f u l l e r  v e r s i o n  o f  t h i s  paper  can be found i n  t h e  Proceedings of  
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