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A857RAC7 
Netw0rk5 0f the future w111 6e character12ed 6y a var1ety 
0f c0mputat10na1 dev1ce5 that d15p1ay a 1eve1 0f dynam15m 
n0t 5een 1n trad1t10na1 w1red netw0rk5. 8ecau5e 0f the dy- 
nam1c nature 0f the5e netw0rk5, re50urce d15c0very 15 0ne 
0f the fundamenta1 pr061em5 that mu5t 6e faced. Wh11e re- 
50urce d15c0very 5y5tem5 are n0t a n0ve1 c0ncept, 5ecur1n9 
the5e 5y5tem5 1n an eff1c1ent and 5ca1a61e way 15 cha11en91n9. 
7h15 paper de5cr16e5 the de519n and 1mp1ementat10n 0f an 
arch1tecture f0r acce55-c0ntr011ed re50urce d15c0very. 7h15 
5y5tem ach1eve5 th15 90a1 6y 1nte9rat1n9 acce55 c0ntr01 w1th 
the 1ntent10na1 Nam1n9 5y5tem (1N5), a re50urce d15c0very 
and 5erv1ce 10cat10n 5y5tem. 7he 1nte9rat10n 15 5ca1a61e, eff1- 
c1ent, and f1t5 we11 w1th1n a pr0xy-6a5ed 5ecur1ty framew0rk 
de519ned f0r dynam1c netw0rk5. We pr0v1de perf0rmance 
exper1ment5 that  5h0w h0w 0ur 501ut10n 0utperf0rm5 ex15t- 
1n9 5cheme5. 7he re5u1t 15 a 5y5tem that  pr0v1de5 5ecure, 
acce55-c0ntr011ed re50urce d15c0very that  can 5ca1e t0 1ar9e 
num6er5 0f re50urce5 and u5er5. 
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1. 1N7R0DUC710N 
Re50urce d15c0very 15 0ne 0f the fundamenta1 cha11en9e5 

that  mu5t 6e faced 1n the c0ntext 0f perva51ve c0mput1n9. 
Wh11e re50urce d15c0very 15 v1ta1 t0 ena611n9 0perat10n 1n 
perva51ve netw0rk5, the1r unpred1cta6111ty and dynam15m 
91ve r15e t0 pr061em5 0f 5ecur1ty. A5 a re50urce pr0v1der, we 
want t0 9uarantee that f0re19n u5er5 that  enter 0ur env1r0n- 
ment w111 n0t 6e a61e t0 act ma11c10u51y. 51m11ar1y, a5 a u5er 
1n a f0re19n env1r0nment, we want t0 kn0w what re50urce5 
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we are a61e t0 u5e and wh1ch 0ne5 we can tru5t. 5uch acce55 
re5tr1ct10n5 are ea511y hand1ed 1n f1xed netw0rk5 a5 f0re19n 
u5er5 can 51mp1y 6e den1ed adm15510n t0 the netw0rk. 8u t  
the fundamenta1 n0t10n 6eh1nd perva51ve c0mput1n9 91ve5 
r15e t0 the 1dea 0f re50urce5 and u5er5 0f vary1n9 pr1v11e9e5 1n- 
teract1n9 1n the 5ame env1r0nment [2]. Wh11e 5evera15y5tem5 
[6, 12, 8] pr0p05e re50urce d15c0very 501ut10n5 f0r dynam1c 
env1r0nment5, they d0 n0t c0n51der h0w the 1nte9rat10n 0f 
5ecur1ty pr0t0c015 1nf1uence5 5ca1a6111ty and perf0rmance. 

Re50urce d15c0very 5y5tem5 are typ1ca11y 1mp1emented 1n 
the netw0rk 1ayer, 6e10w 5ecur1ty, a110w1n9 netw0rk5 t0 0ver- 
1ay any de51red 5ecur1ty pr0t0c01. An acce55 c0ntr01 frame- 
w0rk can 6e 1ayered 0ver a re50urce d15c0very pr0t0c01, 6ut 
the5e tw0 pr0t0c015 5eem t0 have d1fferent 90a15. 7he pr06- 
1em 15 that the 6e5t cr1ter1a-match1n9 re50urce (e.9., ••the 
neare5t, 1ea5t-10aded pr1nter••) may n0t nece55ar11y 6e a re- 
50urce t0 wh1ch a u5er ha5 acce55. 

7he pr1mary f0cu5 0f th15 paper 15 t0 addre55 the 155ue 0f 
re50urce d15c0very 1n a perva51ve c0mput1n9 env1r0nment. 
M0re 5pec1f1ca11y, th15 paper pre5ent5 a 5y5tem that  1nte- 
9rate5 acce55 c0ntr01 w1th re50urce d15c0very 1n 0rder t0 en- 
a61e 5ca1a61e and eff1c1ent 0perat10n. 7h15 paper de5cr16e5 a 
re50urce d15c0very 5y5tem that  15 5ca1a61e and eff1c1ent and 
15 de519ned t0 e1e9ant1y 1nte9rate w1th a 1ar9er pr0xy-6a5ed 
5ecur1ty 5y5tem [4]. 

7he pr0xy-6a5ed 5ecur1ty 5y5tem u5e5 a d15tr16uted 5PK1/ 
5D51 pr0t0c01 [11] wh1ch a110w5 f0r pr1vate, encrypted c0m- 
mun1cat10n 6etween heter09ene0u5 119htwe19ht dev1ce5 1n a 
perva51ve c0mput1n9 env1r0nment. 1n th15 arch1tecture, each 
re50urce ha5 an a550c1ated tru5ted 50ftware pr0xy wh05e pr1- 
mary funct10n 15 t0 execute c0mmand5 0n 6eha1f 0f the re- 
50urce 1t repre5ent5. Pr0x1e5 5t0re cert1f1cate5 and 0ther 5e- 
cure 1nf0rmat10n f0r the re50urce they repre5ent~ 7w0 5e- 
cur1ty pr0t0c015 are ut1112ed: a c0mputat10na11y-1nexpen51ve 
pr0t0c01 f0r re50urce-pr0xy c0mmun1cat10n and a 50ph15t1- 
cated 5PK1/5D51 acce55 c0ntr01 framew0rk 1ayered 0ver a 
key-exchan9e pr0t0c01 f0r re50urce auth0r12at10n 6etween 
pr0x1e5. 

7he arch1tecture pre5ented 1n th15 paper make5 f0ur key 
c0ntr16ut10n5: 

• A 5ca1a61e m0de1 f0r re50urce d15c0very 6a5ed 0n the 
1ntent10na1 Nam1n9 5y5tem [1] that  1nte9rate5 acce55- 
c0ntr01 1nf0rmat10n w1th 5erv1ce 1nf0rmat10n. 

• 1nte9rat10n 0f acce55-c0ntr011ed re50urce d15c0very w1th 
a pr0xy-6a5ed 5ecur1ty 1nfra5tructure t0 pr0v1de 5ecure 
and authent1c c0mmun1cat10n 1n a perva51ve c0mput- 
1n9 env1r0nment. 
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F 1 9 u r e  1 : 7 h 1 5  f19ure 111u5trate5 t h e  c0nf11ct exper1enced  
6y  a re50urce d15c0very 5y5tem 1n an  acce55-c0ntr011ed 
env1r0nment .  H 0 w  d0e5 E d w a r d  f1nd t h e  c105e5t, acce5- 
5161e c 0 p y  0f  5chedu1e.d0c w1th0ut  perf0rm1n9 an exhau5-  
t1ve 5earch• 

• 1mp1ementat10n 0f re50urce 100kup that  make5 acce55 
c0ntr01 dec1510n5 wh11e f1nd1n9 the 6e5t re50urce. 

• De519n 0f 119htwe19ht, eff1c1ent acce55 c0ntr01 115t5. 

We 5ummar12e the re50urce d15c0very pr061em 1n term5 
0f a 51mp1e 5cenar10 1n 5ect10n 2. 5ect10n 3 deta115 0ur 5y5- 
tem arch1tecture and de5cr16e5 h0w we have deve10ped an 
acce55-c0ntr011ed re50urce d15c0very 5y5tem. We pre5ent the 
advanta9e5 and perf0rmance eva1uat10n 0f 0ur 5y5tem 1n 5ec- 
t10n 4. We c0nc1ude the paper 1n 5ect10n 5. 

2. 7HE P R 0 8 L E M  RE57A7ED 
7he  pr061em that  th15 paper 501ve5 15 that  0f h0w t0 5ca1e 

a 5y5tem 0f re50urce5 that  are pr0tected 6y acce55 c0ntr01. 
7he  f0110w1n9 5cenar10 111u5trate5 th15 pr061em. 

2.1 A 51mp1e 5¢euar10 
7he 5ca1a6111ty and perf0rmance 0f re50urce re501ut10n 15 

e5pec1a11y pert1nent when dea11n9 w1th netw0rk5 wh05e 5tate 
15 h19h1y dynam1c. 1t 15 very p1au5161e that  a u5er w111 n0t 
kn0w exact1y what re50urce5 are ava11a61e, n0r w111 the u5er 
kn0w wh1ch he 15 auth0r12ed t0 u5e. A5 a 51mp1e examp1e, 
c0n51der an env1r0nment wh1ch treat5 a11 dev1ce5 1n the net- 
w0rk a5 re50urce5 1n a peer-t0-peer app11cat10n. F19ure 1 
111u5trate5 the f0110w1n9 5cenar10: 

Edward, a mana9er at a 1ar9e 50ftware f1rm, arr1ve5 1n 
the m0rn1n9 at a c0nference w1th h15 10cat10n-aware dev1ce. 
Up0n arr1v1n9 and c0m1n9 0n11ne, Edward want5 t0 d0wn- 
10ad h15 per50na112ed c0nference 5chedu1e f0r the 91ven day. 
At th15 c0nference, there are tw0 track5: 0ne f0r mana9er5 
and 0ne f0r 50ftware deve10per5. 7hu5, the u5er5 1n the 
5y5tem are d1v1ded 1nt0 tw0 9r0up5, KA mana9er5 and K8 
deve10per5 .  A11 the u5er5 a1ready at the c0nference have a 
d0cument, 5chedu1e.d0c, 1n the1r rep051t0ry, 6ut the d0c- 
ument 15 track-5pec1f1c. 7ha t  15, the c0py 0f 5 c h e d u 1 e . d 0 c  
that  mem6er5 0f KA mana9er5 have 15 d1fferent than the 
c0py that  mem6er5 0f K8 deve10per5 have. When Ed- 
ward c0me5 0n11ne, he want5 t0 5ynchr0n12e h15 c0py 0f 
5 c h e d u 1 e . d 0 c  6y 9ett1n9 the 1ate5t ver510n. 7he  c0nfer- 
ence 15 5pread 0ut 0ver 5evera1 6u11d1n95 and the u5er5 are 

5pat1a11y far apart. 8ecau5e the phy51ca1 area 0f the c0nfer- 
ence 15 1ar9e, there 15 n0 centra1 rep051t0ry f0r the 5chedu1e5. 
1n5tead, 5chedu1e d15tr16ut10n and 5ynchr0n12at10n happen 
peer-t0-peer. A5 a mem6er 0f KA mana9er5, Edward mu5t 
9et the d0cument fr0m an0ther mem6er 0f h15 9r0up. Mem- 
6er5 0f KA mana9er5 d0 n0t have acce55 t0 the 5chedu1e5 
0f mem6er5 0f K8  deve10per5, and v1ce ver5a. Edward 
w0u1d a150 11ke t0 9et the 5chedu1e fr0m the 9e09raph1ca11y 
c105e5t u5er, 1n 0rder t0 m1n1m12e h15 de1ay and make the  
5ynchr0n12at10n pr0ce55 a5 fa5t a5 p055161e. 

2.2 Pr061em5 
7h15 5cenar10 create5 a c0nf11ct 0f 1ntere5t5. N0t 0n1y mu5t 

Edward f1nd the c105e5t u5er, 6ut he mu5t a150 f1nd a u5er 
that  15 1n h15 9r0up (a re50urce t0 wh1ch he ha5 acce55). A 
51mp1e re50urce d15c0very 5y5tem c0u1d ea511y te11 Edward 
the 10cat10n and 1dent1ty 0f the c105e5t u5er. 7h15 pr061em 
ha5 6een 501ved many d1fferent way5 [1, 13, 9]. 8ut,  h0w d0e5 
Edward kn0w 1f the phy51ca11y-c105e5t u5er 15 a mem6er 0f 
h15 9r0up• And, 1f th15 u5er 15 n0t a mem6er 0f h15 9r0up, 
where exact1y 15 the c105e5t mem6er 0f Edward•5 9r0up• 1t 
w0u1d 6e tremend0u51y 1neff1c1ent f0r Edward t0 repeated1y 
c0ntact mem6er5 that  are n0t 1n h15 9r0up. 0ne  0n1y ha5 t0 
c0n51der an env1r0nment w1th a 1ar9e num6er 0f mem6er5 
t0 5ee the ma9n1tude 0f th15 pr061em. M06111ty 0f the u5er5 
0n1y further c0mp11cate5 the 155ue. 7he  0n1y way 1n wh1ch a 
re50urce d15c0very 5y5tem can 1dent1fy the c105e5t, acce55161e 
re50urce 15 t0 kn0w ahead 0f t1me Edward•5 1dent1ty and 
auth0r12at10n5. 

2.3 A Na1ve 501ut10n 
We de5cr16e a na1ve 501ut10n t0 the pr061em that  w111 6e 

u5ed a5 a 6a5e11ne 0f c0mpar150n 1n term5 0f perf0rmance 
(cf. 5ect10n 4). 

1n attempt1n9 t0 d15c0ver the 9e09raph1ca11y-c105e5t u5er, 
Edward w111 4uery the re50urce d15c0very 5y5tem thr0u9h 
h15 per50na1 pr0xy. 7he  pr0xy w111 te11 the re50urce d15c0v- 
ery 5y5tem t0 ••f1nd me the c105e5t u5er••. 1dea11y, Edward 
w0u1d 11ke t0 c0ntact the c105e5t, acce55161e u5er, 6ut th15 
re50urce d15c0very 5y5tem d0e5 n0t kn0w anyth1n9 a60ut 
Edward•5 1dent1ty 0r auth0r12at10n5. 1n re5p0n5e t0 the 
4uery, the re50urce d15c0very 5y5tem w111 return a 115t 0f 
the 9e09raph1ca11y-c105e5t u5er5 t0 Edward•5 pr0xy. At th15 
p01nt, Edward•5 pr0xy d0e5 n0t kn0w wh1ch 0f the re50urce5 
1n the 115t are acce55161e t0 h1m. 7he  0n1y rea50na61e way 
f0r the pr0xy t0 pr0ceed 15 t0 5e4uent1a11y 1terate thr0u9h 
the re50urce5 1n the 115t 1n the h0pe that  they are acce55161e. 
7he  pr0xy mu5t en9a9e 1n 50me 50rt 0f auth0r12at10n check 
1n 0rder t0 determ1ne 1f the u5er ha5 acce55 t0 the re50urce. 
A5 10n9 a5 a c0ntacted re50urce fa115, the pr0xy w111 have t0 
repeat the pr0ce55. 

7h15 appr0ach can 6e 1neff1c1ent and 5ure1y 15 n0t 5ca1a61e. 
1f a 91ven u5er ha5 acce55 t0 every re50urce 1n the netw0rk, 
then the eff1c1ency 0f acce55 c0ntr01 15 n0t an 155ue. 8ut,  
1n m05t heter09ene0u5 env1r0nment5, u5er5 are a55umed t0 
6e d1ver5e and acce55 pr1v11e9e5 w111 exh161t the 5ame d1ffer- 
ence5. 1n Edward•5 5cenar10, 1f he 15 n0t c105e t0 any u5er5 0f 
h15 9r0up, he w0u1d have t0 1terate thr0u9h many 1nacce551- 
61e re50urce5 6ef0re f1na11y f1nd1n9 a match. Edward 15 faced 
w1th execut1n9 a pr0ce55 0n the 0rder 0f 0(n)  1f there are n 
0ther re50urce5 1n the netw0rk. 7he  re5u1t5 0f 5ect10n 4 w111 
111u5trate th15 p01nt. 
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3. 5Y57EM ARCH17EC7URE 
1n 0rder t0 9a1n 5ca1a6111ty and efff1c1ency, the re50urce 

d15c0very 5y5tem need5 t0 kn0w a60ut acce55 c0ntr01 pr1v- 
11e9e5 50 that  1t can return the 6e5t re50urce t0 wh1ch a 
u5er ha5 acce55. 7hu5, a 6etter appr0ach w0u1d 6e t0 91ve 
the re50urce d15c0very 5y5tem kn0w1ed9e a60ut the acce55 
c0ntr01 115t5 that  pr0tect the re50urce5 and the u5er•5 auth0- 
r12at10n5. We re4u1re that  the de519ned 5y5tem 6e 5ecure, 
eff1c1ent, 5ca1a61e, and r06u5t. 1n 0rder t0 meet 0ur 90a15, 
the 1ntent10na1 Nam1n9 5y5tem (1N5) [1] wa5 5e1ected. 7he  
501ut10n pre5ented here u5e5 5evera1 m0d1f1cat10n5 t0 1nten- 
t10na1 nam1n9 that  ena61e5 acce55 c0ntr01 dec1510n5 t0 6e 
made wh11e f1nd1n9 the 6e5t re50urce. 8ef0re deta111n9 0ur 
501ut10n, we 5ummar12e 1N5 a5 a 5tanda10ne re50urce d15- 
c0very 5y5tem. 

3.1 1ntent10na1 Nam1n9 0verv1ew 
1ntent10na1 Nam1n9 5y5tem (1N5) 15 a re50urce d15c0very 

and 5erv1ce 10cat10n 5y5tem 1ntended f0r dynam1c netw0rk5. 
1N5 pr0v1de5 u5er5 w1th a 1ayer 0f a65tract10n 50 that  app11- 
cat10n5 d0 n0t need t0 kn0w the ava11a6111ty 0r exact name 
0f the re50urce f0r wh1ch they are 100k1n9. A 51mp1e examp1e 
0f a u5er•5 re4ue5t 1n 1N5 15 t0 f1nd the neare5t, 1ea5t-10aded 
pr1nter. DN5 w0u1d re4u1re the u5er t0 kn0w the exact name 
0f the re50urce, 5uch a5 pu1p. 1c5 .m1t. edu. 

1N5 u5e5 a 51mp1e 1an9ua9e 6a5ed 0n expre5510n5 ca11ed 
name 5pec1f1er5, wh1ch are c0mp05ed 0f an attr16ute and 
va1ue. An attr16ute 15 51mp1y a cate90ry 6y wh1ch a re50urce 
can 6e c1a551f1ed. F0r examp1e, a camera 1n the 5y5tem 
can 6e de5cr16ed 6y 1t5 re501ut10n, 6 a t t e r y - 1 1 f e ,  and/0r  
ava11a61e-mem0ry. An 1N5 name, 0r 1ntent10na1 name, 15 
a h1erarchy 0f the5e at0m1c name 5pec1f1er5. An examp1e 0f 
an 1N5 name 15 [5erv1ce=camera [re501ut10n=640x480] 
[6attery-11fe=87•/.] [ava11a61e-mem0ry=56m6]] t0 
de5cr16e a camera w1th the 5pec1f1ed pr0pert1e5. 

1N5 15 c0mpr15ed 0f a netw0rk 0f 1ntent10na1 Name Re- 
501ver5 (1NR5) that  5erve c11ent re4ue5t5 f0r re50urce5 and 
ma1nta1n 1nf0rmat10n a60ut the 5earcha61e meta data 0f 
each re50urce. Data 15 repre5ented 1n the f0rm 0f a dy- 
nam1c name-tree, wh1ch 15 a data 5tructure u5ed t0 5t0re the 
c0rre5p0ndence 6etween name 5pec1f1er5 and the de5t1nat10n 
re50urce. 7he  5tructure 0f a name-tree 5tr0n91y re5em61e5 
the h1erarchy 0f a name 5pec1f1er. Name-tree5 c0n515t 0f a1- 
ternat1n9 1eve15 0f attr16ute5 and va1ue5, w1th mu1t1p1e va1- 
ue5 p055161e at each attr16ute. A part1cu1ar name 5pec1f1er 15 
re501ved 6y traver51n9 the tree, mak1n9 5ure t0 v151t a11 the 
c0rre5p0nd1n9 attr16ute-va1ue pa1r5 0f the tar9et re50urce. 
Each 1eaf va1ue 1n the name-tree ha5 a p01nter t0 a name- 
rec0rd, wh1ch h01d5 the phy51ca1 10cat10n 0f the re50urce. 
7he  5tructure 0f a name tree 15 5h0wn 1n F19ure 2. 

3.2 5ecur1ty 1nte9rat10n w1th 1N5 
7he  501ut10n pre5ented here u5e5 5evera1 m0d1f1cat10n5 t0 

1ntent10na1 nam1n9 that  ena61e acce55 c0ntr01 dec1510n5 t0 
6e made wh11e f1nd1n9 the 6e5t re50urce. Wh11e 1N5 d0e5 
a110w f0r a 5ecur1ty framew0rk t0 6e 1ayered 0ver 1t, we 
have a1ready 5een h0w a 5y5tem can 6enef1t fr0m 1nte9rat- 
1n9 acce55 c0ntr01 dec1510n5 w1th re50urce d15c0very. 1N5 
15 extended 1n the f0110w1n9 three way5 t0 pr0v1de acce55- 
c0ntr011ed re50urce d15c0very: (1) 1mp1ementat10n 0f a rea1- 
t1me ma1ntenance 0f the acce55 c0ntr01 115t5 1n the 1N5 name 
re501ver5, (2) 1ntr0duct10n 0f a cert1f1cate-6a5ed auth0r12a- 
t10n 5tep dur1n9 re501ut10n 0f an 1N5 re4ue5t, and (3) de519n 

0f a 100kup a190r1thm that  prune5 the p055161e name rec0rd5 
6y e11m1nat1n9 re50urce5 6a5ed 0n a u5er•5 1dent1ty and au- 
th0r12at10n5. 

1n the f0110w1n9 5ect10n5, the key exten510n5 0f 1N5 are 
pre5ented. F1na11y, we w111 return t0 the 5cenar10 that  15 d15- 
cu55ed a60ve t0 5ee h0w th15 new 5y5tem 1nte9rate5 acce55- 
c0ntr01 1nf0rmat10n and 1N5 kn0w1ed9e t0 eff1c1ent1y return 
the 6e5t, acce55161e re50urce. 

3.2.1 5t0ra9e 0f ACL5 1n 1N5 
A55um1n9 that  re50urce5 have the a6111ty t0 1nf0rm 1N5 

0f the acce55 c0ntr01 115t5 that  pr0tect them, h0w can the5e 
115t5 6e pr0per1y 5t0red 1n the 1N5 kn0w1ed9e 6a5e 50 that  
they can 6e referenced when mak1n9 re50urce dec1510n5• 

An acce55 c0ntr01 115t 15 51mp1y treated a5 an add1t10na1 
attr16ute that  def1ne5 a re50urce. 0 n e  can 5pec1fy a camera 
6a5ed 0n 1t5 re501ut10n, 5ay; 51m11ar1y, an acce55 c0ntr01 115t 
15 ju5t an0ther way t0 c1a551fy the camera. 1n 0rder t0 5t0re 
ACL5 a5 attr16ute-va1ue pa1r5, a new type 0f attr16ute wa5 
1ntr0duced. Prev10u51y, a11 attr16ute5 were treated a5 5earch- 
a61e, 1n that  they were u5ed a5 a d1men510n a10n9 wh1ch a 
re50urce can 6e exp11c1t1y 4uer1ed. 8ut ,  when a u5er make5 
a re4ue5t f0r a re50urce, the u5er cann0t 5pec1fy the ACL 
attr16ute-va1ue pa1r 1n the 4uery. N0r d0 we want the ACL5 
6e1n9 repre5ented a5 add1t10na1 6ranche5 1n the name-tree. 
50, 1n 0rder t0 5t0re ACL5, the c0ncept 0f a h1dden attr16ute 
wa5 def1ned. 1N5 attr16ute5 are n0w def1ned a5 5earcha61e 
0r h1dden, w1th the 0n1y h1dden attr16ute 6e1n9 that  0f the 
ACL. When advert151n9 1t5 5erv1ce pr0f11e, a re50urce w111 
advert15e 1t5 ACL 11ke any 0ther 5earcha61e attr16ute, 6ut 
the name re501ver5 are re5p0n5161e f0r den0t1n9 the ACL a5 
a h1dden attr16ute and 5t0r1n9 1t 0n the name-rec0rd f0r the 
part1cu1ar re50urce. 

5t0r1n9 ACL5 a5 attr16ute-va1ue pa1r5 15 advanta9e0u5 6e- 
cau5e we d0 n0t chan9e the manner 1n wh1ch data 15 5t0red 
and we d0 n0t have t0 rad1ca11y a1ter the way 1n wh1ch 
4uer1e5 are hand1ed (ref. 5ect10n 3.2.2). 7he  5tructure 0f 
the name-tree rema1n5 the 5ame, wh11e the h1dden attr16ute5 
are 5t0red d1rect1y 0n the name-rec0rd5 f0r each re50urce. 

3.2.2 L00kup a190r1thm and ACL pr0pa9at10n 
[1] de5cr16e5 the L00KUP-NAME a190r1thm that  1N5 u5e5 

t0 retr1eve name-rec0rd5 f0r a 91ven name-5pec1f1er. 7h15 a1- 
90r1thm 0perate5 6y prun1n9 attr16ute 6ranche5 0f the name- 
tree that  fa11 t0 match the 91ven 5earch cr1ter1a, u1t1mate1y 
arr1v1n9 at a 5u65et 0f a11 the name-rec0rd5 that  c0nta1n5 the 
p055161e match1n9 re50urce5. 7h15 a190r1thm w0rk5 we11 w1th 
the way name-tree5 are 0r9an12ed 1n 1N5. 8ut ,  1eft a10ne, 
th15 a190r1thm fa115 t0 w0rk w1th h1dden attr16ute5 5uch a5 
ACL5. 

Due t0 the tran5parency that  15 re4u1red, u5er5 w111 n0t 
exp11c1t1y c0n5truct 4uer1e5 w1th ACL name-5pec1f1er5. 0 n e  
0pt10n f0r determ1n1n9 a u5er•5 acce55161e re50urce5 w0u1d 
6e a5 f0110w5. F1r5t, the L00KUP-NAME a190r1thm w0u1d 
6e run t0 c0mp1et10n, arr1v1n9 at a 115t 0f cr1ter1a-match1n9 
re50urce5. At th15 p01nt, 1N5 w0u1d have a hand1e t0 the 
name-rec0rd5 f0r each 0f the match1n9 re50urce5. We c0u1d 
pr0ceed 6y 1terat1n9 thr0u9h the5e p055161e name-rec0rd5 
and check1n9 whether the u5er mak1n9 the re4ue5t 15 0n the 
ACL. Wh11e th15 appr0ach w111 5ave u5 c0n51dera61y 0ver 
the appr0ach 0f c0ntact1n9 each 0f the re50urce5 f0r acce55 
dec1510n5, 1t 5t111 15 1neff1c1ent. A c105er 1n5pect10n 0f the 
L00KUP-NAME a190r1thm revea15 add1t10na1 way5 1n wh1ch 

340 



1nterm RD J 

F 1 9 u r e  2 : 7 h 1 5  5h0w5 h 0 w  ACL5 are  p r 0 p a 9 a t e d  fr0m 
t h e  1eaf n0de5 up t h e  1N5 tree  t0  t h e  r00t  0 f  t h e  d a t a  
5tructure .  A t  each  1ntermed1ate va1ue-n0de 1n t h e  tree ,  
an  A C L  15 5t0red and  15 c 0 m p u t e d  6y  tak1n9 t h e  1091ca1 
0 R  (v)  0f  t h e  ACL5 at  a11 0 f  t h e  ch11d n0de5.  

th15 pr0ce55 can 6e 0pt1m12ed. 
We de519ned a m0d1f1ed a190r1thm, L00KUP-NAME-AC, 

that  e11m1nate5 p0tent1a1 name-rec0rd5 wh11e prun1n9 5, the 
5et 0f a11 p055161e name-rec0rd5. 7he L00KUP-NAME-AC a1- 
90r1thm 0perate5 under 50me a55umpt10n5 0n the 5tate 0f 
the 1N5 name-tree. 1n 0rder f0r the a190r1thm t0 term1nate 
5ucce55fu11y, the a190r1thm a55ume5 that  each va1ue n0de 1n 
the name-tree c0nta1n5 an 1ntermed1ate ACL. 7h15 1nter- 
med1ate ACL 15 c0mputed t0 6e the 1091ca1 0 R  (V) 0f the 
1ntermed1ate ACL5 5t0red at a11 0f the va1ue n0de5 that are 
1t5 ch11dren 1n the 1N5 name-tree. 8e91nn1n9 at the va1ue- 
n0de5 that  c0nta1n p01nter5 t0 name-rec0rd5, 1ntermed1ate 
ACL5 are c0mputed. F0r the5e 1eaf n0de5, the 1ntermed1- 
ate ACL 15 51mp1y the ACL 0f the name-rec0rd t0 wh1ch 1t 
p01nt5. After c0mput1n9 the ACL5 at the5e 1eaf n0de5, the 
1ntermed1ate ACL5 f0r the parent n0de5 are c0mputed a11 
the way up the name-tree. 0R•1n9 (V) mu1t1p1e acce55 c0n- 
tr01 115t5 happen5 at the ••entry•• 1eve1. 7ha t  15, the re5u1t 0f 
the 1091ca1 0 R  (V) 0f tw0 ACL5 15 a new ACL w1th every 
entry that ex15t5 1n e1ther 0f the tw0 ACL5. F0r examp1e, 1f 
ac1a = [e1, e2, e3] and ac16 = [e1, e2, e4, e5], then: 

ac1a V ac15 = [e1, e2, e3, e4, e5], (1) 

where the n0tat10n ac1 = [e1~..,e~] 1nd1cate5 that e1,...,en 
are entr1e5 0f the ACL. F19ure 2 111u5trate5 h0w ACL5 are 
pr0pa9ated up the 1N5 name-tree fr0m the 1eaf n0de5. 

7he m0d1f1ed a190r1thm 15 51m11ar t0 1t5 predece550r, ex- 
cept n0w 1t e11m1nate5 cand1date rec0rd5 6a5ed 0n whether 
the u5er 15 1nc1uded 1n 1ntermed1ate ACL5. 7h15 new a190- 
r1thm take5 the u5er•5 1dent1ty and auth0r12at10n ru1e5 a5 
ar9ument5. F0r each name-5pec1f1er 1n the 1N5 4uery, 1N5 
w111 prune 6ranche5 that d0 n0t match the 5earch cr1ter1a 
and that d0 n0t c0nta1n the u5er 1n the1r 1ntermed1ate ACL5 
thr0u9h a 5er1e5 0f recur51ve ca115. When the a190r1thm 
term1nate5, 1t return5 0n1y the re1evant, acce55161e name- 
rec0rd5. 8y  tak1n9 the 0 R  0f the ACL5, we ena61e acce55 
c0ntr01 dec1510n5 t0 6e made wh11e 1N5 15 10cat1n9 the pr0per 
name-rec0rd, e11m1nat1n9 the need t0 1terate thr0u9h 1nac- 
ce55161e re50urce5 and 6ranche5 0f the tree. 7h15 51mp11f1e5 
the ta5k 0f the 100kup a190r1thm a5 we11 a5 p0tent1a11y reduc- 

1n9 the am0unt 0f the name-tree that need5 t0 6e traver5ed. 
7h15 a190r1thm term1nate5 w1th0ut the need t0 6acktrack 
and d0e5 n0t ever check a 91ven ACL m0re than 0nce. 7he 
add1t10na1 c05t 0f th15 a190r1thm 15 c1ear1y 1n the5e check5 
that  mu5t 6e made f0r each name-5pec1f1er, 6ut we ar9ue 1n 
5ect10n 4 that th15 trade0ff 15 5t111 advanta9e0u5. 

3.2.3 Dynam1c ma1ntenance 0 f  name-tree5 
ACL5 are re50urce pr0pert1e5 that  may chan9e. 6r0up5 

0r key5 may 6e added 0r rem0ved, 0r the 0perat10n5 a110wed 
6y a part1cu1ar 9r0up/key may 6e chan9ed. 1n dea11n9 w1th 
name-tree ma1ntenance, there are three 4ua11t1e5 that  any 
de519n 5h0u1d ach1eve: (1) fre5hne55 0f acce55 c0ntr01 1nf0r- 
mat10n, (2) re5p0n51vene55 t0 chan9e5 made t0 acce55 c0ntr01 
1nf0rmat10n and (3) authent1c and pr1vate ma1ntenance up- 
date5. 

Many 0f the5e 155ue5 have 6een c0n51dered when de519n- 
1n9 1N5 f0r 5erv1ce update5, 50 0ur f0cu5 15 5pec1f1ca11y 0n 
h0w acce55 c0ntr01 update5 are hand1ed. Re5p0n51vene55 15 
ach1eved 6y u51n9 tr199ered update5 wh1ch are f1red when 
an ACL chan9e5 5tate. Per10d1c update5 are a150 u5ed t0 
enf0rce fre5hne55. 7he ut111ty 0f the5e update5 c0me5 fr0m 
the  fact that  ACL5 typ1ca11y have exp1rat10n t1me5. C1ear1y, 
the update per10d 5h0u1d 6e ch05en 5uch that  1t 15 1e55 than 
the ACL exp1rat10n t1me (7up4ate < texp1re) 6ut n0t 50 5ma11 
that  1t unnece55ar11y f100d5 the netw0rk w1th update pack- 
et5. Up0n rece1v1n9 an update re4ue5t, 1N5 act1ve1y m0d1f1e5 
1t5 name-tree t0 ref1ect the current 5tate 0f acce55 r19ht5 and 
1ntermed1ate ACL5 are rec0mputed. Hand11n9 the pr1vacy 
and authent1c1ty 0f the5e me55a9e5, a5 we11 a5 the authen- 
t1c1ty 0f me55a9e5 1n wh1ch a re50urce update5 1N5 w1th 1t5 
0ther 5erv1ce attr16ute5, 15 a 5u6ject 0f 0n901n9 re5earch. 

3.2.4 U5er auth0r12at10n ru1e5 
1n 0rder f0r th15 5y5tem t0 funct10n, 1N5 need5 acce55 

t0 the u5er•5 5et 0f current auth0r12at10n5. 7he m0d1f1ed 
100kup a190r1thm depend5 0n kn0w1n9 the u5er•5 1dent1ty 
and the 9r0up5 0f wh1ch he 15 a mem6er. Each pr0xy 1n the 
5y5tem 5t0re5 a u5er•5 519ned 5PK1/5D51 cert1f1cate5. [5] 
de5cr16e5 an eff1c1ent a190r1thm f0r determ1n1n9, fr0m a 5et 
0f 5PK1/5D51 cert1f1cate5, the acce55 c0ntr019r0up5 0f wh1ch 
a part1cu1ar u5er 15 a mem6er and the 0perat10n5 that he 15 
a110wed t0 perf0rm. C0mp1ete and deta11ed de5cr1pt10n5 0f 
the pr0cedure5 are f0und 1n [5], 6ut th15 15 we11 6ey0nd the  
5c0pe 0f th15 paper. 1n e55ence, a (f1n1te) tran51t1ve c105ure 15 
taken 0ver the cert1f1cate5, and ru1e5 repre5ent1n9 the u5er•5 
auth0r12at10n5 are extracted. 7he ru1e5 are 51mp1e and n0t 
519ned. H0wever, each ru1e ha5 a repre5entat10n a5 a 519ned 
u5er cert1f1cate, 0r a cha1n 0f 519ned u5er cert1f1cate5. 7he 
c105ure a190r1thm 15 run when there 15 a chan9e 1n the u5er•5 
cert1f1cate5, 5uch a5 when he ac4u1re5 a new cert1f1cate, 0r 
when 0ne 0f h15 cert1f1cate5 exp1re5. 

7he pr0xy pre5ent5 the u5er•5 auth0r12at10n ru1e5 t0 1N5 
w1th the u5er•5 4uery. 1N5 u5e5 the ru1e5 t0 check 1f the u5er 
15 0n an (1ntermed1ate 0r 1eaf) ACL c0nta1ned at a n0de 1n 
the 1N5 tree (u51n9 the L00KUP-NAME-AC a190r1thm). An 
1mp0rtant p01nt 15 that  the5e ACL check5 perf0rmed 6y 1N5 
can 6e made fa5t and eff1c1ent. 7he ACL check 15 u5ed t0 
determ1ne 1f a u5er 15 0n an ACL, and 1t 15 n0t nece55ary 
f0r 1N5 t0 kn0w the pr00f that  the u5er w0u1d 9enerate t0 
5h0w that  he 15 0n the ACL. 

When 1N5 ha5 c0mp1eted 1t5 5earch1n9 and returned an 
addre55, the pr0xy w111 then u5e a 5ecure authent1cat10n and 
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auth0r12at10n pr0t0c01 t0 c0ntact the re50urce [4]. 7he m0d- 
1f1ed 1N5 5y5tem we pre5ent n0w return5 0n1y re50urce5 t0 
wh1ch the u5er ha5 acce55, 50 the pr0xy 5h0u1d 0n1y have t0 
execute th15 5ecur1ty pr0t0c01 0nce. 

3.3 7he  5cenar10 Rev151ted 
Edward 15 100k1n9 t0 06ta1n a c0py 0f h15 5chedu1e, 

5chedu1e.d0c, fr0m the c105e5t u5er 1n h15 9r0up. Edward 
p1ace5 a re4ue5t f0r the d0cument v1a h15 pr0xy. Edward 
d0e5 n0t exp11c1t1y have t0 1nd1cate t0 h15 pr0xy h15 9r0up 
mem6er5h1p 0r the fact that  he want5 t0 retr1eve the d0cu- 
ment fr0m an0ther 9r0up mem6er; th15 15 hand1ed aut0mat- 
1ca11y 6y h15 pr0xy. Edward•5 pr0xy c0ntact5 an 1NR w1th 
wh1ch 1t ha5 prev10u51y re915tered. 1t then 4uer1e5 the 1NR 
f0r the 6e5t acce55161e re50urce, tran51at1n9 the re4ue5t 5pec- 
1f1ed 6y Edward t0 an 1N5-5pec1f1c name-5pec1f1er. Edward•5 
pr0xy a150 c0mpute5 h15 auth0r12at10n ru1e5 (they may 6e 
c0mputed 0n the f1y 0r pu11ed fr0m the pr0xy•5 cache) and 
5end5 them a10n9 w1th the re4ue5t t0 the 1NR. 7he 1NR, 
wh1ch ha5 rece1ved acce55 c0ntr01 advert15ement5 fr0m a11 the 
re915tered re50urce5 1n the netw0rk, take5 the re4ue5t and 
the u5er•5 auth0r12at10n5 and execute5 the L00KUP-NAME- 
AC a190r1thm. After a 51n91e execut10n 0f th15 a190r1thm, 
the 1NR return5 the c105e5t, acce55161e re50urce t0 Edward•5 
pr0xy. Edward•5 pr0xy then u5e5 a 5ecure pr0t0c01 t0 c0n- 
tact the re50urce and u5e5 a 5tandard 5ecure c0py pr0t0c01 
t0 retr1eve the f11e fr0m the re50urce. 8ecau5e 1N5 knew 
a60ut Edward•5 9r0up mem6er5h1p, 1t returned a re50urce 
that  15 acce55161e, mean1n9 the t1me-c0n5um1n9 5ecur1ty pr0- 
t0c01 w0u1d 0n1y have t0 6e executed 0nce. 

4. EVALUA710N 
A pr0t0type 5y5tem wa5 1mp1emented 1n Java u51n9 1N5 

2.0, a pure Java 1mp1ementat10n 0f 1N5. 1n th15 5ect10n, a 
f0rma1 eva1uat10n 0f th15 5y5tem 15 pre5ented. 7he5e exper- 
1ment5 were a11 c0nducted u51n9 0ff-the-5he1f 1nte1 Pent1um 
11 266MH2 c0mputer5 w1th a 512 K8  cache and 128 M8 
RAM, runn1n9 W1nd0w5 N7  5erver 4.0. 7he 50ftware wa5 
6u11t and run u51n9 5un•5 Java V1rtua1 Mach1ne ver510n 1.3. 

4.1 C0mpar150n 0f re50urce retr1eva1 t1me 
A5 a 6a5e11ne, th15 5y5tem w111 6e c0mpared t0 a 6a51c 

5cheme, where 1N5 15 u5ed a5 the re50urce d15c0very 5y5tem, 
6ut d0e5 n0t have acce55 t0 ACL5 0r the auth0r12at10n5 0f the 
re4ue5ter. 7h15 6a51c 5cheme wa5 de5cr16ed 1n 5ect10n 2.3. 
F0r c0nvent10n, we w111 a55ume that  the u5er, U, 15 0perat1n9 
1n a netw0rk w1th n t0ta1 re50urce5. 

70 under5tand the perf0rmance 9a1n5 0f th15 new 501u- 
t10n, we mu5t ana1y2e the t1me 1t take5 U t0 5ucce55fu11y 
acce55 the m05t 0pt1ma1 re50urce and c0mpare th15 t1me 1n 
60th the 6a51c and acce55-c0ntr011ed 5y5tem5. 7h15 t1me 15 
den0ted a5 t8A81c f0r the 6a51c 5cheme and a5 tAc f0r the 
acce55-c0ntr011ed 5y5tem. Each 0f the5e t1me va1ue5 can 6e 
9enera11y expre55ed 6y the f0110w1n9 e4uat10n: 

t= = t4~,~ u + ( ~  6k. (tt~ten~u + t~t-ch~k))  + t~vpt0 (2) 
k = 1  

t4~,~ u 15 the 4uery t1me, the t1me 1t take5 the re50urce d15c0v- 
ery 5y5tem t0 re5p0nd t0 U•5 re4ue5t, t4~,~ v a150 1nc1ude5 
any t1me U•5 pr0xy u5e5 t0 prepare the re4ue5t. 6k 15 a 
6001ean va1ue that  15 1 1f U c0ntact5 re50urce k and 0 1f U 

d0e5 n0t. tt~t~,~y 15 the r0und-tr1p netw0rk 1atency 6etween 
tw0 pr0x1e5. 7h15 15 e55ent1a11y the t1me 1t take5 U t0 re- 
tr1eve a re50urce•5 ACL 0ver the netw0rk, t~c1-~h~ck 15 the 
ACL-cheek t1me, the t1me 1t take5 f0r a 51mp1e ACL check 
t0 6e perf0rmed. ACL check5 were made very fa5t w1th 0ur 
ad0pted 1mp1ementat10n (a5 w111 6e 5h0wn 1ater 1n th15 5ec- 
t10n). F1na11y, tcrypt0 15 the t1me 1t take5 U t0 der1ve the 
fu11 auth0r12at10n pr00f and f0r th15 pr00f t0 6e ver1f1ed 6y 
a part1cu1ar re50urce•5 pr0xy. 

4.1.1 t8a51c 
1n the 6a51c 5cheme, the t1me f0r U t0 5ucce55fu11y acce55 

the m05t 0pt1ma1 re50urce 15 91ven 6y the f0110w1n9 e4uat10n: 

t8A51C = t4uerv8A52c + p1 . (t2~t~cy + t~c2-¢U~ck) 

+ t¢~ypt0 (3) 

7h15 der1vat10n 0f t8A5xc can 6e f0und 1n [10]. t4uery8A51c 
15 the t1me 1t take5 the L00KUP-NAME a190r1thm t0 execute 
and p 15 the pr06a6111ty U ha5 acce55 t0 a 91ven re50urce. 

4.1.2 tA6 

51m11ar1y, the t1me t0 retr1eve a re50urce u51n9 0ur acce55- 
c0ntr011ed 501ut10n 15 91ven 6y: 

tA6 : t4ueryAC J r  t1atency J¢" tarypt0 

~4uerY8A510 + 0 n  • tac1-check 
+ tt~t,~c~ + tc~ypt0 (4) 

7he key d1fference 15 that tAc 15 n0t dependent 0n the 11ke- 
11h00d that  U ha5 acce55 t0 a 91ven re50urce. 1n5tead, the 
4uery t1me, t4~ruAc, depend5 0n D,~, wh1ch repre5ent5 the 
num6er 0f ACL check5 that  w111 have t0 6e made wh11e 
traver51n9 the 1N5 name-tree. 1t 15 a funct10n 0f the num6er 
0f re50urce5 1n the netw0rk (n), 6ut 15 a150 affected 6y the 
c0mp1ex1ty 0f the name-tree and name-5pec1f1er5. F0r m0re 
deta115, 5ee [10]. 

4.1.3 Name L00kup Perf0rmance 
70 determ1ne the d1fference 6etween the 4uant1t1e5 

t4uerY8A510 and t4ueryAC , W e  c0n5tructed a 1ar9e, rand0m 
name-tree and t1med h0w 10n9 1t t00k the tree t0 perf0rm 
1000 rand0m 100kup5 u51n9 each a190r1thm. 7he name-tree 
and name-5pec1f1er5 were ch05en un1f0rm1y acc0rd1n9 t0 the 
parameter5 def1ned 1n [1] (r~ = 3, r,  = 3, n~ = 2, and d 
= 3). n, the num6er 0f d15t1nct, un14ue name5 1n the tree, 
wa5 var1ed fr0m 1 t0 13000 1n 1ncrement5 0f 100 t0 5ee h0w 
t4uery8A51 c and t 4 u e r y A c  vary w1th 1ncrea51n91y 1ar9e name- 
tree5. 7he max1mum heap 512e 0f the JVM wa5 11m1ted t0 
64M8, thu5 11m1t1n9 the ran9e 0f the exper1mentat10n. 

F19ure 3 5h0w5 the re5u1t5 0f th15 exper1ment. U51n9 the 
6a51c L00KUP-NAME a190r1thm, the perf0rmance went fr0m 
a max1mum 0f ar0und 700 name 100kup5/5ec t0 a m1n1mum 
0f 200 100kup5/5ec. Fr0m F19ure 3, 1t 15 ev1dent that  a5 
the num6er 0f name5 1n the name-tree 1ncrea5e5, the 100kup 
rate decrea5e5. A5 a re5u1t, the am0unt 0f t1me re4u1red 
f0r a 51n91e 100kup 1ncrea5e5. 8ut ,  the dr0p-0ff 15 n0t a5 
dra5t1c a5 0ne w0u1d th1nk and c1ear1y 15 n0t 11near. F0r a 
m0derate1y 1ar9e 5y5tem w1th appr0x1mate1y 2000 re50urce5 
(0r name5), the avera9e 100kup t1me 15 ar0und 1.8 m5. F0r 
5ma11 5y5tem5 0n the 0rder 0f hundred5 0f re50urce5, the 
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Name5101he Name-7ree 

F 1 9 u r e  3: 7 h e  100kup rate  (100kup5/5ec)  15 p10tted 
a9a1n5t t h e  n u m 6 e r  0f  name5  1n t h e  n a m e - t r e e .  

N a m e 5  1n A v e r a 9 e  L 0 0 k u p  7 1 m e  (m5) 
N a m e - 7 r e e  L00KUP-NAME-AC 1 L00KUP-NAME 

100 3.24 1.45 
500 3.35 1.48 
1500 3.66 1.76 
2500 3.94 2.04 
3500 4.23 2.31 

7 a 6 1 e  1 : 7 h 1 5  ta61e 5h0w5 t h e  avera9e  100kup t1me ex-  
per1enced 6 y  the  t w 0  a190r1thm5 f0r vary1n9 512e5 0 f  t h e  
n a m e - t r e e .  

ACL Perf0rmance 

Name-7ree w1th ACt5 L00kup Perf0¢n~nCe 

~ 200 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

~, 150 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

100 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

50 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

500 1000 1500 2000 2500 3000 3500 
Name51n Name-7ree 

F 1 9 u r e  4: 7 h e  100kup rate  (100kup5/5ec)  15 p10tted 
a9a1n5t t h e  n u m 6 e r  0f  name5  1n t h e  n a m e - t r e e .  Each  
n a m e  1n t h e  n a m e - t r e e  15 p r 0 t e c t e d  6 y  an A C L  w1th 10 
un14ue key5. 

~ 14000 1 

2000 4000 6000 8000 10000 12000 14000 
Num6er 0f ACL Entr1e5 

F 1 9 u r e  5: 7 h e  A C L  check  rate  (1n A C L  check5 /5ec )  15 
p10tted a9a1n5t t h e  n u m 6 e r  0f  entr1e5 1n t h e  A C L .  1t 15 
ev1dent t h a t  t h e  rate  decrea5e5 w1th an 1ncrea51n9 n u m -  
6er  0 f  entr1e5, 6 u t  0n1y 5119ht1y. 

100kup t1me 15 ar0und 1.4 m5. 7he5e t1me5 are 5ma11 and 
the d1fference 1n 100kup t1me5 6etween the 5ma11 and 1ar9e 
5y5tem5 15 m1n1ma1. 

7he  exper1ment wa5 repeated 1n the acce55-c0ntr011ed ca5e. 
Each re50urce wa5 1n1t1a112ed w1th ACL5 c0nta1n1n9 10 un14ue 
entr1e5 and the 1ntermed1ate ACL5 were c0mputed. F19ure 4 
pre5ent5 the perf0rmance re5u1t5 0f the L00KUP-NAME-AC 
a190r1thm a5 the num6er 0f name5 1n the tree var1ed fr0m 1 
t0 3500. A5 15 ev1dent fr0m th15 f19ure, the 100kup rate 15 
519n1f1cant1y reduced fr0m the rate w1th0ut the ACL check5. 
7he  exper1ment wa5 term1nated at a max1mum 0f 3500 name5 
due t0 mem0ry c0n5tra1nt5 0f the JVM. W1th appr0x1mate1y 
100 name-rec0rd5 1n the tree, a rate 0f 325 100kup5/5ec0nd 
wa5 ach1eved. 1n the n0n-acce55-c0ntr011ed ca5e, th15 rate 
wa5 much h19her at ar0und 700 100kup5/5ec. At appr0x1- 
mate1y 3500 name-rec0rd5, the rate 0f the L00KUP-NAME- 
AC a190r1thm wa5 at 240 100kup5/5ec, 1nd1cat1n9 0n1y a dr0p 
0f 1n a60ut 90 100kup5/5ec. C0nver5e1y, the rate 1n the 6a51c 
ca5e dr0pped t0 450 100kup5/5ec w1th 3500 name5, 1nd1cat- 
1n9 a dr0p 0f 250 100kup5/5ec. 

7a61e 1 deta115 the avera9e 100kup t1me5 f0r the tw0 a1- 
90r1thm5 f0r vary1n9 512e5 0f the name-tree. 7he  d1fference 
6etween the 100kup t1me5 15 0n the 0rder 0f few m11115ec- 
0nd5 and can 6e attr16uted d1rect1y t0 the 1ntermed1ate ACL 
check5 that  are made. 1n the f0110w1n9 5ect10n, 1t w111 6e 
5h0wn that tac1-check, the t1me f0r a 51mp1e ACL check 15 
0n the 0rder 0f appr0x1mate1y .07 m5. 8a5ed 0n the name- 

tree5 we u5ed dur1n9 the exper1mentat10n, we can ca1cu1ate 
appr0x1mate1y 15 1ntermed1ate ACL check5. 7h15 r0u9h1y 
acc0unt5 f0r a60ut a 15 × .07 ~ 1.05 m5 d1fference 6etween 
the 100kup t1me5. 7he  num6er5 1n 7a61e 1 5eem t0 5upp0rt 
th15 6ack-0f-the-enve10pe ca1cu1at10n. 

4.1.4 Acce55 C0ntr01 L15t Perf0rmance, tac2-~h~k 
1n 0rder t0 determ1ne the c05t 0f an ACL check, rand0m 

1ar9e ACL5 were c0n5tructed w1th the num6er 0f d15t1nct 
entr1e5 1n the ACL ran91n9 fr0m 1 t0 14000 and the num- 
6er 0f ACL check5 that  c0u1d 6e executed 1n the 5pan 0f a 
5ec0nd wa5 mea5ured. F19ure 5 111u5trate5 the re5u1t5 0f th15 
exper1ment. A5 expected, a5 the num6er 0f entr1e5 1n the 
ACL 9r0w5, the ACL check rate decrea5e5 109ar1thm1ca11y. 
ACL5 1n 0ur 5y5tem are repre5ented 6y red-61ack tree5 (61- 
nary tree5), keyed 6y the u5er5• pu611c key5, that  9uarantee 
a 109(n) t1me c05t f0r add1n9 new 1nd1ce5 and 100k1n9 up 
va1ue5. A5 the num6er 0f entr1e5 1n the ACL 90e5 fr0m 1 t0 
1000, the check rate decrea5e5 6y 500 eheck5/5ee. A 51m11ar 
rate decrea5e can 6e 5een a5 the num6er 0f entr1e5 15 var1ed 
fr0m 1000 t0 10000. 

F19ure 5 5h0w5 f1ve 5trat1f1ed re910n5 0f 100kup rate5 that  
c0rre5p0nd t0 the num6er 0f dec1510n5 that  mu5t 6e made 1n 
0rder t0 f1nd a key 1n the ACL. Depend1n9 0n where a key 15 
10cated 1n the ran9e 0f p055161e key5, the num6er 0f dec1510n5 
t0 f1nd 1t 1n the tree can vary. F0r an ACL 0f 1000 entr1e5, 
the t1me 1t take5 t0 perf0rm an ACL check can 6e 0ne 0f 
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the f0110w1n9 va1ue5:.083 m5, .074 m5, .067m5, 0r .061m5 
(acc0rd1n9 t0 the f0ur d1fferent re910n5 1n the 9raph). 7he5e 
va1ue5 are an 0rder 0f ma9n1tude 5ma11er than the t1me taken 
6y the L00KU9-NAME a190r1thm t0 f1nd a name. 7heref0re, 
the 1dea 0f mak1n9 5evera1 ACL check5 dur1n9 the name 
retr1eva1 pr0ce55 add5 a m1n1ma1 t1me c05t and 5eem5 very 
rea50na61e. 

4.1.5 R0und-7r1p Netw0rk Latency, tt~t~y 
t1~t~u 15 the r0und-tr1p netw0rk 1atency 6etween pr0x1e5 

1n the netw0rk. 1t 15 a fundamenta1 c0mp0nent 0f the re- 
50urce retr1eva1 t1me 1n the 6a51c 501ut10n (t8A516), wh1ch 
re4u1re5 a c11ent pr0xy t0 exp11c1t1y c0ntact p0tent1a1 tar9et 
pr0x1e5 1n 0rder t0 determ1ne acce55 pr1v11e9e5. 70 e5t1mate 
th15 parameter, 51mu1at10n5 were run 1n n5 [7]. We ad0pted a 
netw0rk 5tructure where pr0xy-pr0xy c0mmun1cat10n take5 
at m05t tw0 h0p5. 7he 11nk5 6etween pr0x1e5 and r0uter5 
each have a 6andw1dth 0f 133 M6p5 and a pr0Pa9at10n de- 
1ay 0f 5 m5. 7he r0uter-r0uter 11nk5 have a 6andw1dth 0f 
100 M6p5. A 51n91e pr0xy-pr0xy f10w wa5 5tarted 6etween 
tw0 pr0x1e5 and the r0und-tr1p t1me f0r each packet wa5 
mea5ured 0ver a 5pan 0f th1rty 5ec0nd5. 

1n1t1a11y, there wa5 50me var1ance 1n the R 7 7  a5 7 C P  
u5e5 a 510w-5tart mechan15m t0 f1nd the 0pt1ma1 w1nd0w 
512e. 8ut ,  after e4u1116r1um wa5 reached, the mean R 7 7  0f 
pr0xy-pr0xy c0mmun1cat10n wa5 determ1ned t0 6e 48.37 m5. 
1t 15 w0rth n0t1n9 that 1n a netw0rk w1th many re50urce5, 
th15 num6er 15 a 6e5t-ca5e 5cenar10. 7he 11nk 6andw1dth5 
u5ed were 1ar9e, the pr0pa9at10n de1ay5 were 5ma11, and the 
tw0-h0p a55umpt10n w111 6reak d0wn a5 the num6er 0f re- 
50urce5 1ncrea5e5. De5p1te u51n9 fav0ra61e c0nd1t10n5, we 
5ee that  t t ~ t ~ v  15 three fu11 0rder5 0f ma9n1tude 1ar9er than 
t~1-~h~k. A5 w111 6e 5h0wn 1n 5ect10n 4.1.6, th15 re5u1t 
p1ay5 a key r01e 1n determ1n1n9 the eff1c1ency 0f 0ur acce55- 
c0ntr011ed re50urce d15c0very 5y5tem. 

4.1.6 tAC ver5u5 t8A51C 
1n th15 5eCt10n, we ana1y2e the d1fference 1n retr1eva1 t1me5 

6etween the tw0 501ut10n5. 5u6tract1n9 E4uat10n 4 fr0m 3, 
we 9et: 

At(n) = t8A51c(n) - tAC(n) 

= 1(t1~t~y + t~1-~h~k)-- 

(Dn . t~ct-check + t2~t~ncy) (5) 

Fr0m E4uat10n 5, we 5ee that the acce55-c0ntr011ed 5cheme 
0utperf0rm5 the 6a51c 5cheme 1f 1.(t1~en~y+t~1~h~k) 15 

9reater than (Dn • t~2-~h~k + tt~t~n~u). 1f 1t 15, we can c0n- 
c1ude 1t 15 m0re eff1c1ent f0r 1N5 t0 perf0rm the ACL check5 
a5 1t de5cend5 d0wn 1t5 name tree, rather than 1eav1n9 th15 
up t0 the u5er•5 pr0xy. 1n 0rder t0 make th15 c0mpar150n, we 
c0n51der 0ur 5cenar10 (1n 5ect10n 2.1) w1th 1000 t0ta1 u5er5 
d1v1ded e4ua11y am0n9 the tw0 9r0up5 (KA mana9er5 and 
K 8  deve10per5). 7heref0re, the pr06a6111ty that  Edward 
ha5 acce55 t0 any 91ven re50urce 15 p = 0.5. 1f we a150 a55ume 
the 5tructure 0f the name-tree 15 a5 de5cr16ed prev10u51y, D~ 
= 15. Fr0m 0ur exper1ment5 1n 5ect10n 4.1.4, we w111 a5- 
5ume an ACL check w1th 1000 entr1e5 per ACL take5 .083 
m5. F1na11y, the 1atency 6etween pr0x1e5 w111 6e a55umed t0 
6e 48.37 m5 (a5 ca1cu1ated 1n 5ect10n 4.1.5). U51n9 the5e 
parameter5, the d1fference 1n 100kup t1me 15: 

1 
At(n)  = ~.~5 (48.37 + 0.083) - (15.0.083 + 48.37) 

= 47.291 m5 (6) 

Even w1th the parameter5 ch05en t0 fav0r the 6a51c 501u- 
t10n, the acce55-c0ntr011ed 501ut10n w1n5 6y a 1ar9e mar91n. 
1t 15 11ke1y that  th15 15 a c0n5ervat1ve e5t1mate. W1th 1000 
re50urce5 1n the netw0rk, t1~t~¢y w111 11ke1y 6e 9reater than 
48.4 m5 a5 the pr0Pa9at10n de1ay5 0f the 11nk5 w111 1ncrea5e 
and the num6er 0f h0p5 6etween pr0x1e5 w111 1ncrea5e. Fur- 
therm0re, 1f p 6ec0me5 5ma11er, the 6a51c 501ut10n 15 5u6- 
ject t0 m0re tr1p5 acr055 the netw0rk, mak1n9 0ur 5av1n95 
9reater. 7he  ma1n d1fference 1n the re50urce retr1eva1 t1me5 
f0r each 501ut10n can 6e attr16uted d1rect1y t0 the fact that  
ACL check5 are extreme1y fa5t. 0 u r  501ut10n 15 n0t 5u6ject 
t0 the netw0rk 1atency and the three 0rder5 0f ma9n1tude 
5aved 1n perf0rm1n9 an ACL check 91ve 0ur 501ut10n a c1ear 
advanta9e. 7he 4uery t1me 5aved 1n the 6a51c 501ut10n 15 
m1n1ma1 c0mpared t0 the t1me that  the ACL check5 5ave. 

4.2 Perf0rmance 0f ACL pr0Pa9at10n 
7he L00KUP-NAME-AC a190r1thm re4u1re5 that  1nterme- 

d1ate va1ue n0de5 1n the name-tree have c0mputed the 109- 
1ca1 0 R  0f a11 the ACL5 1n 1t5 5u6tree. 1n 0rder t0 d0 th15, 
the pr0pa9ateAc15 meth0d 15 ca11ed per10d1ca11y (f0r fre5h- 
ne55) and any t1me a tr199ered update 15 1n1t1ated 6y a u5er•5 
pr0xy. 

7he pr0pa9atehc15 meth0d 15 1nv0ked every t1me an up- 
date t0 an ACL 0ccur5. F0r ana1y515 purp05e5, the t1me 6e- 
tween ACL update5 15 den0ted etr~99~r~4. 1mmed1ate1y after 
an ACL update 0ccur5, the pr0pa9ateAc15 meth0d mu5t 6e 
ca11ed. 51nce the meth0d 15 5ynchr0n12ed, the name r0uter5 
cann0t 5erv1ce any 1nc0m1n9 re4ue5t5 dur1n9 th15 t1me, 6ack- 
10991n9 re4ue5t5 1n a 4ueue. 7h15 create5 50mewhat 0f a 
••t1me-510tted•• 5erv1ce m0de1 (a5 5h0wn 1n F19ure 6), where 
the re4ue5t5 can 0n1y 6e 5erv1ced 6etween the end 0f the 
execut10n 0f pr0pa9ateAc15 and the t1me the next update 
arr1ve5.1 E55ent1a11y, the 1NR can 5erve re4ue5t5 f0r 50me 
t1me, update 1t5e1f, 5erve re4ue5t5, and 50 0n. C1ear1y, the 
90a1 here 15 t0 m1n1m12e the ma1ntenance t1me w1th re5pect 
t0 the ava11a61e 5erv1ce t1me 50 that the 5erv1ce 510t5 are 
much 6199er c0mpared t0 the ma1ntenance 510t5. 

7h15 ••510tted•• m0de1 can p0tent1a11y 1ead t0 pr061em5, 
6ecau5e u5er5 w111 n0t 5t0p 5end1n9 re4ue5t5 when the 1NR 15 
under ma1ntenance. A 4ueue w111 6u11d up a5 the name-tree 
15 under ma1ntenance and the re4ue5t5 1n the 4ueue a10n9 
w1th a11 0ther re4ue5t5 mu5t 6e pr0ce55ed 6ef0re the next 
update arr1ve5, 0r the 5y5tem w111 exper1ence c0n9e5t10n and 
c011ap5e. 1f we m0de1 the 4ueue a5 an M/M/1  4ueue [3] w1th 
P01550n arr1va15 and exp0nent1a1 5erv1ce t1me5, a f0rmu1at10n 
can 6e made a5 t0 when 0perat10n 0f the 5y5tem w111 6e 
5ucce55fu1 (1.e., n0 c011ap5e). 7he arr1va1 rate 0f 1N5 re4ue5t5 
15 A. 7he 5erv1ce rate 15 ~ (the avera9e 5erv1ce t1me 15 ~). 1n 

th15 5y5tem, ~ e4ua15 t4~r~Ac. 7he t1me f0r the execut10n 
0f pr0pa9ateAc15 15 tp~0p~9~t~. 7he c011ap5e c0nd1t10n w111 

11n rea11ty, there are 0ther ma1ntenance update5 that the 
1NR5 hand1e, 5uch a5 chan9e5 t0 5erv1ce pr0f11e5 (e.9., 9r0wth 
1n the num6er 0f d0cument5 1n a part1cu1ar pr1nter•5 4ueue, 
0r a part1cu1ar 5peaker 901n9 0ff11ne, etc.). 8 u t  f0r the 51m- 
p11c1ty 0f th15 ana1y515, the5e update5 are 19n0red here. 7he  
ar9ument pre5ented can 6e ea511y extended t0 acc0unt f0r 
the5e update5 a5 we11. 
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0 t 1 t2 t3 t4 t5 

ep,~10nu~ (ACL upd5te~) 

F 1 9 u r e  6: 7 h e  pr0pa9ateAc15 m e t h 0 d  mu5t  6 e  ca11ed af- 
t e r  an  A C L  u p d a t e  ha5 6 e e n  5ent  t 0  t h e  1 N R .  51nce  
t h e  m e t h 0 d  15 5ynchr0n12ed ,  n e w  re4ue5t5  c a n n 0 t  6 e  
5erv1ced wh11e t h e  m e t h 0 d  15 6e1n9  e x e c u t e d .  5erv1c-  
1n9 0 f  r e4ue 5 t5  c a n  0n1y 0 c c u r  6 e t w e e n  t h e  e x e c u t 1 0 n  0f  
pr0pa9ateAc15 a n d  t h e  n e x t  u p d a t e .  

0ccur 1f a11 the re4ue5t5 are n0t 5erv1ced 6ef0re the next ACL 
update  arr1ve5. Wh11e the 1NR 15 under ma1ntenance, we 
expect NQ, the 4ueue 512e, t0 9r0w t0 Atp~0p~t~ (6y L1tt1e•5 
7he0rem [3]). 51m11ar1y, wh11e the 1NR 15 1n the 5erv1ce 
510t, the num6er 0f 1nc0m1n9 re4ue5t5 w111 6e A(ct~199~d 
- tp~0p~9~t~). 7he t1me t0 5erv1ce the5e re4ue5t5 mu5t 6e 
1e55 than the durat10n 0f the 5erv1ce 510t 1n 0rder f0r 4ueue 
6u11dup t0 6e av01ded. 7 h a t  15: 

ctr1~9~r~d >> t,~0,a9~t~. # (7) # - A  

15 1t a rea50na61e a55umpt10n that  th15 c0nd1t10n h01d5• 
We have 5een that  t,r0,~9~t~ 15 0n the 0rder 0f a few 5ec- 
0nd5 and A 15 0n the 0rder 0f a few m11115ec0nd5. Acc0rd1n9 
t0 E4uat1~n 7, 1t can 6e 5een tha t  a5 10n9 a5 the 1NR 15 
n0t rece1v1n9 re4ue5t5 at the 5ame fre4uency (every few m11- 
115ec0nd5), then the 5y5tem w111 6e f1ne. Even 1f A 15 0n the 
0rder 0f a re4ue5t/m5, the fre4uency 0f ACL chan9e5 w111 
6e 0n the 0rder 0f m1nute5, n0t m11115ec0nd5. 7he  c0nd1t10n 
1n E4uat10n 7 w111 ea511y h01d and the 5y5tem 0perat10n w111 
6e 5m00th. 

4 . 3  7rade0ff5 
0 u r  501ut10n 5ave5 t1me, 6ut d0e5 add 9reater re4u1re- 

ment5 f0r 5t0ra9e t0 1N5. 7h15 15 pr1mar11y dr1ven 6y the 
need t0 5t0re ACL5 (60th re50urce-1eve1 and 1ntermed1ate) 
1n the name-tree, a c0n5tra1nt n0t made nece55ary 6y the 6a- 
51c 501ut10n. A name-tree 0f 2000 name rec0rd5 tha t  d0e5 n0t 
5t0re ACL5 u5e5 appr0x1mate1y 9.4 M8 0f 5t0ra9e, wherea5 
a name-tree that  5t0re5 ACL5 and ha5 executed 1t5 pr0pa9a- 
t10n take5 up 38.1 M8 .1n  fact, ACL-pr0Pa9ated name-tree5 
u5e 3.75 t1me5 m0re 5pace, 0n avera9e, than 6a51c name- 
tree5. 0 u r  exper1menta1 da ta  f1t the f0110w1n9 11near ap- 
pr0x1mat10n: 

512e(7Ac(n)) = 3.75 : 512e(78A51c(n)) 
= 3.75 × [(0.0185- n) + 0.40] M6 (8) 

F0r re1at1ve1y 5ma11 name-tree5, th15 d1fference 15 n0t 5u6- 
5tant1a1. 8ut ,  a5 the num6er 0f name-rec0rd5 9r0w5 fa1r1y 
1ar9e, the d1fference 1n the name-tree 512e5 15 519n1f1cant. 7he  
c0mputat10na1 re50urce5 re4u1red t0 5t0re the name-tree5 6e- 
c0me 1ar9e a5 the 5y5tem 5ca1e5. A5 the num6er 0f name- 
rec0rd5 9r0w, the 512e5 0f the 1ntermed1ate ACL5 a150 9r0w 
acc0rd1n91y. N0te, th15 15 the w0r5t ca5e 5cenar10. Even 
th0u9h each ACL ha5 10 d1fferent entr1e5, 1t 15 very p0551- 
61e that  entr1e5 can 6e repeated acr055 re50urce5, there6y 
50mewhat 11m1t1n9 the 512e 0f the tree5. De5p1te th15 fact, 

1nte9rat1n9 acce55-c0ntr01 1nt0 1N5 re4u1re5 add1t10na1 mem- 
0ry 1n the name r0uter5. 

Neverthe1e55, 5t0ra9e 15 cheap and can 6e 501ved 51mp1y 
6y add1n9 m0re mem0ry t0 each 1NR. 0 n  the 0ther hand, 
5av1n9 t1me 15 n0t a5 51mp1e a5 1n5ta111n9 add1t10na1 c0mp0- 
nent5 t0 each r0uter. A5 5uch, the 5t0ra9e-t1me trade0ff 15 
0ne tha t  15 w0rth mak1n9. 

5. C 0 N C L U 5 1 0 N  
7h15 paper  ha5 exper1menta11y ver1f1ed the mer1t5 0f 0ur 

re50urce d15c0very 5y5tem tha t  1nte9rate5 acce55 c0ntr01 6y 
c0mpar1n9 1t t0 a1ternat1ve 5y5tem5. 7he  re50urce retr1eva1 
t1me 15 9reat1y reduced u51n9 th15 arch1tecture, wh11e 5ecur1ty 
15 n0t c0mpr0m15ed. 7h15 a110w5 0ur 5y5tem t0 5ca1e t0 1eve15 
tha t  trad1t10na1 re50urce d15c0very 5y5tem5 w15h1n9 t0 1m- 
p1ement acce55 c0ntr01 w0u1d 6e una61e t0 eff1c1ent1y reach. 
Wh11e the 1mp1ementat10n and execut10n 0f th15 5y5tem d0e5 
re4u1re add1t10na1 mem0ry 1n each 1ntent10na1 name r0uter, 
5acr1f1c1n9 5t0ra9e f0r t1me and eff1c1ency 15 a w0rthwh11e 
trade0ff. 
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