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When an inner-ring procedure is called by an o~ter-ring procedure, 

the called procedure has, by definition, greater access privileges than 

does the calling procedure. Some means must be furnished within the 

)1-S Pf"\ 

protection mechanism to enable the inner-ring procedure to determine that 

the arguments passed to it will not cause it to exercise those privileges 

unwisely •. Procedure validate_arg, discussed in this .,section, performs 

such argument-checking. 

'I !· 
' ' 

I 
-=--:..::-:: ... _:·= ... -. ·-· •· ..... 

Introduction 

When an attempt is being made to transfer control from one ring to 

anothe·r, a d.ng-crdssing fault occurs.· The Fauit-Intercept~r:· .. then·; ..... · .. _ 
I 

calls • special ring 0 module, called the Gatekeeper, to exercise control 
I -. I .... 

ove~ ~a:11 inter-ring ·calls and: returns. The Gatekeeper performs several . I . 
I ' ., , . 

tasks in handling this transfer of control between.·rings. 
! ' . ' : ! 
' i ~ .· .;, 

When an inner-ring procedure is called by an ou.ter-ring procedure, the . 
1

' • i r , .; ~: • - t' · ·· 4···· .. -·····---·-
OUter-ring procedure will, in general, supply an argument list (a list·--

; ',. . • ,' ' ~ j :. • ;: ' • j .' i ; ; l' I ' 

.• of pointers· to actual arguments or their specifiers) wit_h the intention 
~ ' ;·· i. ' . .;_ ~ : . : .... 

that the target procedure use some of~these locations (pointed to by 
.. : . .·.~ . ; . ~ ·.· ... t: ··- . ·-··: .... __ . . ~ ~ '";;~ . . \ -

the argume~t pointers) to read information and some to store information ...... :_ . I. 

' ; .. :. ! 
on its bohdf. Innor•r:l.ng p1.·ocoduron, by dofini t:l.on, hnvo Rrontor nccoas• 

. . ' . ' I 

privileges than the outer-dng procedures. A calling procedure could 
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space to which it does not have acce$S(but to which the procedure in the 
. . ~! 

target rini does have access). To prevent 
' _~,__.._ 

this from happening, a~dl effort 

must be made to ensure that/~uter-ring proceduredoes 
. . ~ . 

indeed have the 

necessary access rights to-all the segments specified by the pointers 

in the argument list.,:· .The ,Gatekeeper calls on validate-arg to perform 

this ta.sk •. · .J 'I 

. i: ;, 

On inward calls 1 th~re is anoth~r-type of protection· violation that must 

be prevented. It conce~ns .the possibility of deliberate or accidental 

.changes to the ~r~ument pointers after they have been validated, 

but before they have been used by the inner-ring procedure. To 
. 1)-

preve~t this postvalidation t{mpering;. e'v'ery argument pointer is . 
. i 

first ,copied into an inner-ring stack segment and then validated 

from t,here. (The copied argument list and specifiers in the inner 
• • , :· , - , • I: '.7: ~-: ·: • ••• 

ring s,tack segment are then passed to the inner-ring procedure rath-~r '· ·.;_. 
I 1 ·1 

! I - ·';. , 

than t[te original argument list.) , '-> 

Met hod:·.:·~-_ .... ::~~--- .... ""'· --~---.. : ...... "'~"""'=~::::...----:-:--: . .,~.~:;~.,;~.~..i.:_:..:......::......i._. .. ~..!-"-......... ..:.~ '. 

,, 
. l/: . ' , . 

f ' ' 

1 ·· · I . , 

The validation data specifies the'number of arguments ex:~ected and for each. 
·-· -- ---·-· . .. ______ .. --~- . --- . ----·- - \ .•. --····- --- . 

argument (a) the type•of argumerit ~nd (b) whether the argument is· input 

or return. (This information is used to .determine the access nec·essary- _ .. ___ __ 

for each•argument). 

'. I. 

! 
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validate_arg first ensures that the caller has access to the segment in 

which the argument list exists. It then compares the number of arguments 

that the argument list has against the number of arguments specified in 

gate. 

After ensuring that both ny.mbers are the same, the main loop, which in 

each cycle "validates" and _c_opies_ one argument, begins. Specification 

in validation data specify what type of argument is expected. If the 

argument is a non-string-scalar it copies the argument pointer into 

. the new argument list and.then checkslaccess on the segment that 
. ' 'J 

contains the data. If it is an input arg~~e?t the "read" is required, 
.. ·:- _ .. ·-·-

I 
for a return 

I 
argument "write" is required. · 

I 
I 

For strings 
1 

in an EPL argument list, the argument point~rt poi~t:S.~ t~--~. 
specifier. 

( "' 
The Specifier then has pointers for data, dope and free 

stora~e.areas •. Appropriate accessgchecks are made on each of 

--~~h~-~~ -~e·~-ents and:W:d~~~·i-ed~,~~gument point~~~-=~~t~s~:ecifiel are 
i . ' 
i . Ctt 

th~ ~re~. R~ovid,eq. for .. th~ new argument list, 

... 

copied into 

! : 

· There is an ln:portant and special case of arguments that are themselves 
0.. 

pointers, Pointers are in general supplied byAcalling procedure, with the 

intention that 

ence to a data 

or writes into 

the target procedure use the argument as_an indirect refer-
/-4 . 

area, ~rge.t procedure then either reads from t~is area 
~.c. 

this area. This type of argument is called pointer-to-data 
SL.· 

type. For this typ'e of argument not only tha~, modified argument pointer is 
h,l I'"! I ~,J 

placed into new argumont Hflt 1 ,t:h" vnl.uo of the arp.ument (which .1tfJolf: in a. 
·.', L .• ' -~- .... : . . ' '. ·-. . ,, - ·i· . . ,: ... , ••.•.... ·-

i- . 

,_,. 
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point~r). -i:s-a-lso..:.eopied. The ·•"input" or "return II type depends on w~ether 

the target procedure reads from the 'data area,orwrites into it, even 

though the argument itself is supplied by called procedure. 

I~ case of PL/1 argument list if argument descriptors are present they 
I , 1 '" 

ar·e 'also checked for access· and copied. 

For "checking access'' validate_arg examines the segment:.descriptor ·word 

in the descriptor-segment.of calling ~procedure~ ring; if the segment is not ./ 

k~own. to the :process·, it calls ''on the procedure fs_.;get$~ode • 
--~-. l·: l:' 
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