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From: J.H. Saltzer
Date: February 9, 1973 (Revision 5)

Subject: List of Multics Security Holes

Enclosed is a list of all outstanding security holes in Multics
which have been reported to me, and for which fixes have not yet been

installed on the current service (645) system. For many of these problems,

fixes have already been coded, and are either awaiting installation, or
are to be installed only on the 6180 system. '

It is interesting that so far, no problems have been found
which require any rethinking of system organization. Also, no problem
yet found permits a systematic attacker to read a given target segment.

I would appreciate it if the installation and assurance crew
would let me know whenever they install a system which they believe fixes
a problem documented here, so that I may remove it from the list.

Since Multics is used in production at M.I.T. and elsewhere, it
seems wise to regard this list as sensitive; please do not pass it on to
anyone else without letting me know.
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