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1.0 Introduction

‘

‘This contract is paet  of 2 eohesive nprosran to develop  Lhe
technolosy reguired  for ure compubine with classified information
and various levels cf use S Tha Lﬁuhﬂulo"v regquiread  to
implenent has heoen demonsteated on o a swall
prototype systen by a prieor USD-sponsored :ffﬁwt. Tha aim of this
cffort  is  to demonctpate that the btechnolosy =2lan applies to o larce
elficient reneral purpose system. To this ond Issues of efficiency
and  cong ity with the 2vistins ‘wltics nust be addressad hy this
contract., However, thoase Is cannot be recolved at the evpense of
security, for the [innl r“”ucf mnat he el ehlo of certification and
demonztration use in 2 tru: witilevel ﬂ‘lPO)WOnt.

2ompuLer  svs

The overall objective of this contract is threefold:

1. This eftfort will demonztrate the feasibility of
asonstructinz  a secure Tenceral purpose compubeor m hy constructing
a nrototype y“*’“

2¢-0In b coursa of constructine a secure  Teneral purpose
pomputer  system, a aianicomputer will be developszd for use as a front
or clemeant in tne secure ﬁQnGPul purpose  systemn. This
iinicomputer will provide a suitable base for iaplamenting secure
systems in environments other than the reneral purpose system
environuent.

end proce

-~

3 A prototvpe secure Multics system will be developed for
test and evaluation =t =2in onﬂrﬁfioqal Mr Forece "ultics installation
cdeh as the Alr Foree Data Sepvices Center,

The nilitary nas the rasponsibility fer protection of information
in its shared computer »n3,  The wmilitary nust inzure the security
of 1its counputer systeds hefore they are put into operations al use,
That is, the computer systen security must be "ecertified", since once
nilitary information 1i¢ 1ozt it is irretrievable and there are not
12cal methods for raedress.

Yozt contemporary shared computer systems are not secure beacause
seeurity was not a mandatory requiraesent of the initial hardware and
anftware desirn. The 7ilitary aks eifective mea2ns of implementine and
vertifyins pnvsiecal, consunization, an! p2rsonnel  security, =0 that
the nub of our conputer security  problem is the certification of
infornation access controls ian operating - systen ard supporting
aardwara, Thie primary| need iz {or an effective means for enforeing
simplistic protaction relationships, by implementinz 2 aertiliable
"security kernel”, Initially, solutions to some of the more complex
protzction problems such| as nmutually  suspleious processes s not
‘recuired.
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The rpurpose of this coatract 1o te desicrn and develop
interfaces to d4he so-c2lled  sscurity  kernel of a  cenaral  nurp
computar system which provides econtrolled, direct sharing of
infopnation and  prorrams| botween users with  Jifferent  authorized
acehss. In addition, the rosults of this contrezt will define those
ron=lornel scourity related funations tast will L2 reaulrsd ir 2vah A
conputer aystem.

after Lie kornol intarfacas have been desisned and the non-bkernel
security related  unchtions d
with thz imnlensntation of a4 full seale secnre Yultiecs  system,
impleasntation  involves the  desi~n and teehiniecal certification of a
security  kernsel  for Yulties, the rectructuring  of  the Hulties
speratins  system to interfoce  with  tie kernel, and the dezisn and
development of both the harduw: and software of 1 secure  front end
pronrzs3ar to extend the concepl of the reference nonitor to the
input/outpat operation of ultics.

W0 3gope

2%

e contractor nhall review the funetionnal nriritives of a
security  lkarnel  for  the Multics sencral vurpose mualti-user computer
syster,  These primitives shall iaplenment th2 necessacy  functions  to
meot the peptetaent  of  Defenne  security reauirarents for the
wwotection of ¢lassified  infortation. Thnese function=l primitives

1m11  deal only ulth the sseuritv of informaticn objects and their
weenns.  Dyaluded from the szcourity lornsl fuactionsl  rricltives are
opoeratins  systen srimitives wnieh do not affect inforration saourity.
Ineluded in the olass of exeluled primitives are  those providing
system interrity such 5 ventine  Jdenial of seeviee, page
replacenent and schadulingy i, resovrce  allocation policies,
and sthor  non=c2carity ~1at onperating  syzten  functions. In
revicwine the azcueity berncl primitives, the contractor shall sugrest
2lterations to  cncure  officient  interfaces with  the non=security
related wortions of  the oreratins  syvastem,. A securoe Multies would
contain cortain non=berncl secarity related  functionz  includine but
i Limited to losin verdiCication, irput/output dacmons, and cceurity
of Cicer Cunttisns. The eontractor ahall define  thess  functicens  and
identify anecizl nrobleus  poscd by thelr interfaces to the security
kernel,

n  addition, the pconteractor hall conduet a study of the
intesration recuiraments for the j ntation of szcurity
softvare, This study 3hall scope and  detailed
intcgration tasks for 2 urototype inplementation affort,

lhen the contractor has finisned the intecration study, he shall
procecd to implement and provide the basis for the certification of a

2
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secvre lulbics systen. The imslerentation shall follow Lhe
i

‘ ! ifos i ; ; p i
reencnendstions of Lhe inteseation =tuly and tho techniecal dirention
]

nrovided by the ~overnmant).

elopment of a sceurs Multics, the contractor

hagis Car tha ecertiilieztion of

ons proczusor to neovide the {unetions of &  front
sor  for "mltlics. Me reours communication procezoor snall

bhe sultable for aas in 2 relvork onvironment to sunport the  folleowinsg

e Orf=1oad  from | the  host oueh  of  the aetwork protoasol
rociasin .,

K lmintain continuity of

tions in the svent of (ailure of
ovidin:s connection of Lzeainzl

uzers to altepnate hosts,

. rovide  an iantdrfoos wilh aetworks ineluline the Autodin II
VARPA nztworlis.

4. Insure the sacurity of the individual hosts who ars part  of
the network environaent, i.e., insure that Lhe n2twori connection does

pratlens

1ot dd oeourity

In avaminins  the  anzrations of the Yernel, the contractor

~uided by tha followine principles:

i 8 wecurs cyster must  provide
idn of infarnation veforances. NA11 references
of  tha asyctesn hardware and

conplcie caourity
must  be validated by those cor
ftLware rosnoncible

curitv,

~
C
3

). The velidatisn onerators, a "security
karnal! o tauper-proof component of the cystem.

st onrovide

[his ﬂ ma, nrotected identity  Tor eacn user
! references, and must protect the reference-validatiog

must  be  siuple

nourn for afi v complate lozical
deslon  should  be i of siaple primitive

1y » Ty 2
he shown to be

sparations and systen

correct.

To ensure correct |and orzintent  operation 1d to provide a
sethod of certifination, the ternel fuactional vprimitives shall be
ialined  from an  abstragl nodel of conputer sscurity which has been

gathematically proven corresct.  Suen models are being developed under

i
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related contrnaets and the Joveranent will tha

nrodunt

y of

jevelonuent  Ho  the oontractor. Phen f an actual insbancc of the
seevrity keenel can he shpuwn to correctly imnplement the {unctions of
the model, the Kkernel ¢an be certified correct, since Lhe model has
»lready been proven correet,

The ocontracter has nrevieuasly iﬂeﬂtk‘i“ﬂ several prozranmming and
strootural chnioues  (e.7., the comnlishment of dynanic linkinz
outside the supervizor pnd  the use of a  ostructura2d progranminez
y 17e)  which may  help to simplify the Multicz operating system.

contractor sh=ll  Investi these and other techniques for
poasible  benafits  in 2asins the certificaticn problen or simplifying
the kernel structure,

e wultios systen repitecture will be the tarcet of the

iatearaticon )1r‘nrnf Tro Ludy will

-3

nrototyr2 securse conputbter 253 the  context  for
ercineoriny or f 1S 1Ty a2f 2 segure front-end
e snd characteristi of surveillance and au
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Lo imnlenent and provide a t:ﬂhnin“l certification of the Wwlties
xernal, the ocontractor [ set of forral soecifications
lerived  Trou spocificatio i by the  ecovarnnent, Thessz

oeif 1rnt“dnz 11211 Lo omenable to btechniecal certification usineg the
techniquan a2loped by Snll wrie, (1) Robinson, et. al. (2?)  and
uzed by hcﬁlllvr. () The aontractor 21ls0 develop an
wlﬂrﬂi'h“i“ representation of the lrernel in 2 suvitable hirh loevel
lancuare (like PL/T) =nd 2 machine lan-uarce arzion  of the ‘rernel,
noth f??JNIOHlLV cartified hv tho nr@vioutlv wmnth ed techninu-s,

The contractor, uvtilizine th2 early results of the contract in
restructurine  the “wltior oprratineg zystem, shall complete the

¢

rectructurine Ll Duf”‘LlHV systan interfaces

~r
0]

with tha kernel

While providine an e ianwr compatihle usaer interface

(1) 0. . P2ll and U, L. Turke "/ Yelidation  Technique for
certification: The lMethodolc -T5=%4, Vol 1., The MITRE
Corporation, Rledford, MA.|lovenbar

(2) L. Robinson, P. G. feumann, ¥, . Levitt % A, Saxens "On
Attaining #teliable DOt War: far v aecure  Operating  System®,
Froceadin of 1975 Interaation2l Conference on Reliable Software, Los

Angeles, CA., April, 1975

(3) . L. Ochiller, "The Da: “recilication of a
for tne P'“-11/&‘" LS hw=T1 MITRE Corporation
Maproh ;19755
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he contractor chall desion, dovelop, and  deronstrsts  a  cecure
nrocessor  lor lultics based on ths results

Feoceamor “rahitenture udy (Tontract el
elopaart of tha front end proceasor shall
current 1/0 capabilities of the Multies

acours Croat apd neoo 1evelonment,

of the Decure

4 In thr
tne oontractor shinll

2lild

-choose a minicompuber with soporopriats nrehitecture,

to ausnaent the
supports a security

-dezizn, build, ond test o menory mapdine
minicomputer nardware S0

lrernel .

~

hat it adeque

yrio o and machis

G n fer a prototvoe
itarization reouirapscata,

the “detalled 1
whiich neots nmil

2sicn, bulld and
sceure communienti

certify a security kerncl for ti

-develion  an oparating o
DrONEZSOr.

et o bo ran on the securs conmuniecations

{

-develon khe applicoticons 2cftwars to support  the use of  this
cassor for Maltics.

procosi3or as 1

3.0 Geperal PO

nrincip]

opueraLling syster axecuts 1n an vorful supep , 30 that
the entire operatine systenw otential Lications.

"MK ‘1..1‘_"""

Jguiatever novinsl ceccurity|controls enist in sueh
i e second prine: )

are  not effectivoly ted (in vinlaticon of &)
nd 30 ean be tarnpored Ly by axnloitine  errors or  tieap deors  in

other warts of the operatlnr syaten,

Tue  significange  of thesz inheresnt sscurity weazknesses has
neen anvply  and  repoeat denonatrat e bx the o©asa iith which
rontenporary  syvstons 2an: pehatrated: nfortunately, this lack
of arnounderlvine desicn 1 Looy eannot he affectively covercong by
ad hoc Mfixecs" and "g ureat A

turea®, JJJJ]NF%? the current “ultices
fratures, it has no precise  security
awriteria whien provides a2 basis for cegrtiiication.

aystem nas hasie security

Jid. Certirination




Ao onaive  (bub 07”?"?on“llv attenpted) approach to insuring
the security 8 & convlex operatine systen is to have & nenetration
tear ' of Texuperts™ test the "yﬁ\ew. It that roepested
unsuacesaful penctration attennts demonstrate the ab of =nocurity
"holes", A security  ovalustion  throusn  sueh  attenpts wmay reveal
woeaknesszes of a systen but provides ne indication ol the presence  or
absence of trap zrrors in ar-as unnoticed by the attacik team,
The failure of an : to notice a narticular penetration route
loe not provide 2 for proving or cortifying that any future
stration attenpt will pverloo¥ it. The underiyinzy conczrn is  that

iz not porticularly thusrted by the various flaws

n testinT 2o loas as there remains just one
T oand effectively exploit.

an aotive senetrato
found and f{ixed
vulnerability that he caorn {ind

On the other hand, the three princinles 1dentified above
(viz., ccwplﬂfn x~dinti0n, isolrtion, and simplicity) should lead Lo a
gimrle, wall fined =ubset of the a2ysten totallv responsible for
information J”)l,?tl“”. the vonl is that the primitive  funetionz  of
tiniz  small, sincle kemel he tested by enunsration, and osther
s of the systen ars ot relevant toe : As 2 rasult of the
1 portion »f the |opcrating fy"*o' iwéluiﬂﬁ in the kernel, most
svaten ehanves will not  affeect tho kernel, 2o routine systen
maintenance will not recuirs repeated recertification.

3.2 Dperatine Systan Orsanizabion

Developers of curnent computer g3 5 have »naid very 1littl
attention to issuza invelvin: security. dhere attention has h““n

paid, designs tend to bgq ad hoe. In zcst cnses, the opcratinn systen
executes in an  2ll-powenful supsrvisor state, is not effectively
isolated and he tanpered with 2asily.  The fulties kernel desieon
effort will rprovide a segurity w«ernmel that will effectively overcome
Meiencies.

The introduction of =2  necurity %ernel in tultics will require
restructurins and & revised DP‘QHIAzLi“H of the ‘'fulties operating
systen, Ihe revised OWQP&tlHF cvasten shall comnrise those non-kernel
furnietions that are nceessary Lo uiintﬂfn the same user interface that
currently cxistc, TL iz ocossential that alterations to tae user
interface bhe ~inimal so that user conratibility is maximized.

.0 Lontractor Tasks

The conlractor shall :develon, maintain, and submit a detailed
of technical uvorxking notes relating to each of the followinz speci
asks throughout the course of the project.
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