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2 April 1973

Prof. Jerome H. Saltzer

Project MAC

Massachusetts Institute of Technology
Cambridge, Mass 02139

Dear Jerry

[ appreciate the opportunity to review the draft proposal that you
provided in your 28 December 1973 letter. My comments and thoughts
are attached (Attachment 1),

We are proceeding with efforts in the area of computer security, and
I have also attached additional documentation that may be of interest
o you.

[ also wish to thank you for the RFC documents distributed to us, and
T am looking forward to continuing an open exchange of technical infor-
nation.

Sincerely
R

R R. SCHELL, Major, USAF 5 Atchs

1. Comments on Proposal
2. Multics Spec

3. Multics LID

4, Case University SOW
5. MIP=-142

Cy w/Atch 1
MITRE/Steve Lipner

th»



Comments on Nraft Proposal

In evaluating the Project MAC APPA pronosal for

Pesearch in the Certification of Computer Systems,

nrovided hy your letter of Necemher 28, 1973 several
points of interest were noted relating to the computer
security work here in FSP, The proposal's justification
for research into the area of security kernels as part of
larce operating systems is very interestine and relevant.
Spread throushout the computer industry are design errors
vthich can cause catastrophic system failures (system
"erashes'") or can compromise the security or integrity of
stored files (hboth on and off line). Such design errors
cannot be found through normal testing, since one is
testing for the laclk of a Adeficiency, not the presence of
A vell=defined function. The second area (compromise to
stored files) is of particular intererst to the Air Force
due tn tﬁo prohlem of the "malicious user,'" 2 user of the
svstem who mey bhe surreptiously attemnting to sain access
to sensitive information. The "malicious user'" may have
larce resources at his disposal and may even have
cooreratine acents within a software contractor's own

emploveer structure.
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far bevond the current state of the art, due to the size

ond complexity of existing systems,

The third approach, that of modifying an existing
system to form a small and isolated security kernel, is a
step in the right direction. By reducing the size of the
security relavent portions of an operating system, one can
more easily apply line-hy-1line audits to catch many
errors. However, this type of auditing, while useful, may
viell not withstand the attack of a '"malicious user." An
ad=-hoc desisn of a kernel coupled with ad-hoc audits can
onlv sav with reliahility that this 1ist of bugs have heen
found and fixed, It only remains for the cleaver
"malicious user" to find the next bug and nenetrate the
system, An ad-hoc system of desisn and audits cannot
assure that all possible penetration routes have heen
stopped. Onlyv one penetration route is necessarv for an
agent to establish himself within the system pérmanent]y,

even If his oricinal entry is later found and repaired,.

This brines us to the ahove mentioned fourth
approach, that of a '"certiflied" security kernel. As
mentioned in the pronosal, proofs of correctness cannot
vet he applied to very larece progsrams such as complete

contemnorary operating systems, However, the proposed



reduction in size of the security kernel brines the kernel'
into the ranrse in which its implementation correctness

with respect to well-defined functions (but not with
respect to security) can be estabhlished. Thus, if the
kernel is desiegned, not on an ad-hoc basis, but with a
mathematical model of a set of primitive functions that

are proven to he sufficient to provide security for all

access to information, then the system can he "certified"
to bhe secure. Security can be precisely defined in terms

nt user and information access attributes and individual

authorization, at least as far as national security
information is concerned. If the security nrimitives are
Adirectly implemented, then one can develon an operating
system vhich can withstand the attacks of a 'malicious
user."” Suech a svystem would be demonstrated tn he secure

arain unavthorized access to information. (Ve assume that
the system certifiers are not asents of the "malicious
user,'" since otherwise we have o recursively unsolvahle

prohleri,)

We helieve that the technolorsy for such a certified
security kernel exists today. / soon to be puhlished £an
viorl-ing paper, '""reliminary '"otes on the Desien of

Security Military Computer Systems'" and a MITPE Techniecal



Renort, MTR-2547, detail alternative desieng far the
nhstract model of the security kernel, Thacn ahgtroct
rmodels are compatihle with 202l of not restrictine the
nresent functional caprhilities of » system like Multics
in any important way. ‘Yar' is underway at the M|TDF
Corporation to develop a full onerational security lernel
for a PPP 11/h5, Acting As A communicatinns nprocessor,

Uark is also underway at Cace Yestern Recerve lniversity

to develnn a methodolozy to annly these ahstract models to
real systems, with "Multics as a nrimaryv instance nf » real
system (a statement of worlk for thic effort is attached
for your information). Areas of Multins that seem to he
affected include the need for system control over Aall

stored information (viz,, demountahle sesments) and over

all oreration (viz., 1/0).

P

Thus, we feel that bv usine a nroven mathematical
model of security, one can desien a security kernel far a
system such as Multins, within the constraints outlined in
the pronosal to ARPA, which can he certified to correctly
protect the security of stored filas, The attached
briefing summary (MTP=1142) ontlines some of onr own
activities and plans. In additinn, notential improvements

to Multics security are of significant interest to Ajr



Force users currently planning to operate a Multics
system; their additional technical interests include tools
for securely managing very large files and an intense
interest in a capability to securely run any 5C0S user
nrogram -- perhans by extending the Multics distributed
supervisor to include an efficient "G€NS supervisor" for
selected users. Some of these requirements are reflected
in the attached Multics procurement specification
(Attachments 11 & 111) == nlease do not widely distribute

these.
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