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To: R. C. Daley
J. W. Gintell
R. A. Roach
F. J. Corbatd
J. H. Saltzer
C. T. Clingen
V. L. Voydock
S. H. Webber

From: T. H. Van Vleck
Date: 2/22/72

The attached memorandum describes a set of

changes to the Multics resource-control machinery.
I'd like any comments you may have on this .
proposal by a week from today, Tuesday, Feb. 29.

If there are any serious flaws in the proposal,

we can arrange a meeting to discuss them.

Otherwise, if I don't hear from you, we will go
ahead with this plan, and an updated version of this
document will be distributed as an MSB before

the changes are installed.
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I'o: ~ Ddistribution
from: Ty H. Van Vlieck
Date: 2/1/72

Subjact: ImprovVed Multics Resource control

Some falrly easy changes to the resource control modules would
provide several desirable features, incluading

's Limit etops on individual userS’ resource consumption,
either by shift or by total, settable by the project
administrator,

2, Elimination of the current anomaly which causes all CcPU
ugsage to Dbe <charged at the rate for the shift on vhich
the user Jlogged 4in.

3, A user command which shows month~to-date resouree and
funds uBager as of process creatiosn time,

4, Simplification of the daily accounting run,

5, Space for additional items, such as resource meters and
control items, which cannot be stored in existing data
bases.

Io inplement these features requires the replacement of one
answeriny service module, minor modifications to some existing
modules, the creation of a new data bases and several simple
support programs,
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currant Situation

Currently, usel cOntrol creates a “"Sessjon record™ entry in a
file named "accOunting" when a user logs in, This record 4is 20
words, or 80 <characters, 1long and is often called a "session
record card” although the 1information <contained in it 48 no
longer czompletely character, There iS5 not enough space in this
sesslon record to store ugage for more than one shift, leading to
the "shift anomaly”, and the session records for each day must be
processel each Night to attribute the Sessions to the varlous
users of the system,

Ahen a sesslioh record file fills up, it is renamed and another
file started, ManuWal procedures are vrequired to complete the
procaessing of the previous session record file, and if the systenm
stays up too loNg after the session record file has filled up,
the ansvwering service will blow up due to out-of=~bounds errors on
the session record file,

Cutoff for overexpehditure is performed once a dayY only, This
cutoff Lis onlY oh a whole-project basis, Users are unable to
obtain any informatlon about their resource consumption on=line,
and must call USer jAccounts during working hours to get figures
that ate a3 day old (or more, if the user was logqed in while the
sassion record tile was beilng processed).

Ae have come abolt as far as we can with the present resolrce
~ontrol mnethod, which was written in 1669 and has been 1long
overiuzs for a rewrite,



Resource Control ImProvements page 3

Proposed New Methoad

The single anSwering sesrvice module which vprerforms resource
control is called "act_ctl_". By replacing this module with one
which  maintainS an up-to-date set of usage figures for each uUser
Of the system, We can significantly improve the performance of
the accounting and resource control systems and the abPrearance of
fultics to the user,

The proposed data base W1l contain month-to-date usage for each
user, The module aCt_ctl_ will update its usage figures in place
in the data base entry for the user as resources are consumed, A
simple program Can be made to copy the data base files daily from
the systam directoryY into the administrative directory, oroducing
3 flle in the format of the "hist" file, which is the end result
of the current dally processing and the Ariving file £for the
nonthly billing, By doing this, we avoid requiring the
simultanzous reProgFamming of all programs which operate on the

.hist fills,

Ae can prograM the modifications to act_ctl_ 8o that they are
controllad by a system parameter, which specifies whether to . use
the old methods the new method, or both, This will enable us to
compare the new system with the old, provide backup in case of
bugs 4in the ne¥ method, and allow us t0 make a clean cut=over to
the nev mnethod without reguiring all support modules to be
chanjel >n the Same 3ay,

Since the resoOurce~usage entry for the uSer will be located
before his process is created, it will be easy ¢o bpass usage
figures to the newly created user process in his PIT, _We can
then provide a User=callable subroutine to extract these fiqures.
and t> produce a Month-to-date usage report which is up=to~date
a8 of process creation,

User limit stopS, jetermined by the project administrator, can
also be inserted into the project’s PDT, ThesSe limits vill be
available for checking user overrun at login and every time an
uplating cycle occurs. The user limits would of course also be
copied into the PIT, so that the user bUdget commard can access
them, :
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Design of data base

It seems best to create a separate usage sSegment for each
projact, Doing this will enable uS to allov the project
aiministrator direct read access to the usage data for his
project, and enable him to generate any usage reports he desires,
There 4is already a vpere=project segment with an entry for each
user, nanely the PDT, The proposed 4data organization 4is to
re-format the PpT entrieg to carry usage and limit stops as well
18 privilege attrihutes, initial procedure, etc, This methoa
avolls the probleMs which may arise Lf so many segments become
active in the 4initializer that the KST becomes £full, anhd
eliminates synchronization prohlems between usage and limit
entries, The price we pay for these advantages is a lover 1limit
on the number of users allowed in a project (255 insStead of absut
800, until sedment size is increased, then 1023), Some
complications during the 4nstallation of PDT's to inusre that
leletel users ale still charged for their resource usage (ve Ao
- 8omething like thils for the PNT already), and the necessity of
reformatting all PDT‘s mechanically when the new method is
installel (easy),
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initializer need not wait on this lock except at login and
logout; whan it is performing an update cycle, it can simply skip
the user and catch him next time around.

An S5PS saction for the new PDT format iS attached as an appendix.
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Relationship to Other Proposals

This vproposal is a step toward the organjization proposed by
Voydock and Feiertag in their memo of 10/7/71, our terminology
liffers somewhat, Wwhat they call "accountina® is here called
"resourcs c¢ontrol,"™ ani their “accolunts" are here called
per»project usage data segments,

A prolject 1is a grouping of users for resource control purpoSas.
Almost all resolUrce control passes through the project level, As
Vic and Rich point out, funding 1S not the same as resource
control; "accoUnting" is the process of attributing resource
consamption to an externally-specified fundimg entity called an
account, or requisition, or purchase order, and possibly
letermining that this account is exhauSted and that charges must
be made to some other account (or that Some other actiom shoula
be taken, such as cUtting off the source of charges).

Linit stops ale ‘tha oproperty of projects, not accounts, The
Juestion of funding is not material to resource control, in much
the same way that the question of physical space available has no
Jirect ralationShip to the total record quota allocated by the
system. A project May choose to set no limit stops on its users,
The resource control system will then never cut off a user on the
project, The accounting system may decide to cut the whole
project o2ff, but that is its business, ang has to do with a 1lot
of ‘paraneters which are mixed up with installation policy, such
as "credit ratings",

Structuring the system in the manner proposed here enablegs us to
remove the notion of “"account” from the hardcore, It clearly
1oes not preclude “"distributing” the reSource control system, nor
moving the data baSe to ring 1. At the same time. it eliminates
the potential administrative hash which would result if we had to
create 3 layer of "account administrators™ who could sat limit
stops injependent of the project adminiStrators’ attempts to give
access to the system, It keeps the steps for adding a new User
simple, and can really be installed incrementally.
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User Intarface

There 1s no particular reason why 1imit Stops on reSolUrces canhnot
be expressed in dollars, if they are the most convenient unit for
the project suUpervisor, (The "dollar sign" should be
installation-replaceable, so that inStallations which vish to
call then "cost units” instead can do 80,) The system prices are
available 4n A per=-system data base, and can be used to convert
from resource MeasUrement anits into "dpllars” wherever +the
Programming is Most convenient,

The proplem, when designing resource~limiting schemes, is
leciiing when tO gtop, (This is meant in several senses,) - In
particular, although it 1is easy to Suggest having a limit for
each measured aqVantity, it 4{is difficult to find a sensinhle
interpretation for how the mechanism Should hehave when a limit
is exceeled, (Suppose your core-usage Juota runs out, but Your
CPU  limit doesSn’t?) In addition, providing too many detailead
~limits will undoubtedly prove vexing to the project
aimianistrators, A single dollar 1limit per user, on the other
hand, might not provije quite enough control for thoSe projects
which wish to <cCcomMpel their users to avoid relatively expensive
ways of using the sYstem. Therefore, dollar 1limits per shift are
also proposed.

The 1limits will be set by the project administrator’s adding the
line

limit¢: 500;

for axample, to a uSer‘s PMF entry, This statement 1imies ¢the
user to 500 4dollars’ worth of resources, however consumed, To
set shift 1limitS, the project administrator might say

shift _limit: 99,95, 300, open, 390;

setting a limit of $99,95 on shift one, $300 on shifts two and
four, anil leaving shift three unlimited,

Linits on absentee and 170 daemon uSe could also be proposed.
dnce ajain, it is Aifficult to envisage just how to deal with an
attenpt to exceed the limit, Scrapping a user’s printout seems a
bit 3rastic, and printing him two headel pages, ah error messase,
and 3 tailsheet instead of his output i8S adding insult to injury.
I'he best solution 18 probably¥ to count such wusage against the
user*s total dollar limit, but not to stop the usage, We may
find the need tO implement some sort of permissien code which
forbids the usel to use the expensive quUeues,

Enforcemant of these 1limits will be done by refusing loein, A
nessage >f the form

it b
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Project reSource limit of $99,95 on ghift 1 eXxceeded,
No login,

can ba printed to eXplain to the user why he cannot use the
s¥stem.

Ae can type a slimilar message and give the user an automatic
logoat if the uSer exceeds his limit in the course of a Session,

Absentee jobs aTe a problem here, Allowing them to run raises
the specter of a user about to run over his limit aquickly
Jueu2ing several hundred dollars® worth of work, Cancellirg the
jobs will <causSe lots of user fussing, especially since the
inswaring servicCe has no apparatus for Sending mail to the \Uuser
to inform him that his job has been cancelled. (This could be
espacially pernicious if, for instance, one absentee Job ran him
over his 1limit, then three more wele cancelled, and then the
project aidministrator increased his limit =- he‘d nrever fimd out
-why his jobs didn"t get run,)

A. simpla2 modification can be made to absentee_overseer_ to cause
it to chack the funds limit for the usel by looking in the PIT,
and to write a Nice message and not start the job Lif the 1imit is
exceaded. Once an absentee Job is started, it will be allowed to
finish even if the User is over his limit,

fe  will have tO maKe it clear to the project administrators that
there is some iNaccUracy in the limits, since a user can conSume
a  fair amount of resources between updates., USer subsystams
which implement tighter control can, of course, continue to be
used.
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Possible later extensions

Having the nev usage-metering data base will allov us to provide
some facilities which cannot be accomodated bY the current
mechanisn,

A tine of last bump figure can be maintained in the
usaga-netering file for each user, to prevent a user who has Just
been preempted from logging back in again immediately in the hope
of preempting sOme Other user in his project, Currently, we have
no place to put such a figure,

If we want tO, we can maintain the time of last logout, rather
than the time of last login, in the usage data base, Some users
have sujggested that the logout time is easier te remember than
the login time., We could keep both, of course, and even Pass
them t> the newly createdi process in its pIT,

-¥2  coull take this oopportunity to put the daemon and ahsentee
Pricas into the installation_parms segment, as discussed 4in my

~memo of 9/13//1, This would enable installations which did not
wish to> have shift 3 be the cheapest shift, or to usSse abSentee
and daenon pPrices which were the same as MIT's, to make these
changes by moditying parameters instead of replacing programs,

e kol
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-23de to be written

The following programs will be installed first:

T,

2,

3,

8,

Rewrite of act_Ctl_ to add code for in-place updating,

Program to Copy usage data from PDT and produce olde=format
"hist" file.

Modify up_pdt_ and up_sat_ to “"carry" Aeleted users until
reset,

Program to re-format PDT'g,
next steps are the following:

Molify masteér,eC to eliminate processing of ses8ion record
leck,

Modify cpg_ to pPut limits and resoufce usage into PIT,

User budget comMand, to type out information passed in PrT,
Also modifications to user_info_ to return usage figures.

Modify cv_pmf to place 1imit stops {n wuser pdt entry,.
Sensible default statement and defaylt default values
regquired, ‘

New program to reset usage at end of month,

Aiditional changes Which may be made later:!

10,

1,

12Q

13,

14,
15

16.

7Y TR

i A B a1 b e s

Modify ed_installation_parms to put absentee and daemon
prices into system parameter segment,

Modify absentee_overseer_ to enforce funds limit,

Molify billing Proograms to use new iata base format, Then
copy program of (2) above can be deleted.

Implament ALOCAT=stylas ¥ools to allow projects automatic
nanajement,

Projact administrator’s usage report command,

Walt-after-preempt timer to prevent misuse of bumping
privilege.,

Tine of last logout and console for lagst session in PpdT,

Molify lg_ctl_ to print last lojouyt instead of last loagin
(maybe) .

i b iR
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17. Add tape chargeS, multiple-console charges, etc.

18, MHove wusage data base to ring 1e as described in
Voydock/Feiertag memo,

e
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Nang: pat

The ©Project Dpefinition Table (PDT) defines the legal users on a
project and thelr attributes, It is alsSo used to Store resolrce
usage Jata for €ach user on the project, Fach Project Definition
Tabla is kept in a Separate sagment. There is one for each lesal
project on the system, These SegmentS are accessed by the user
control vprograms during login and logout, and by the
rssource-accolunting programs as a user consumes resources,

Project administrators create a PDT for their projects by using
the cv_pnf command to compile a Project Master File into a binary
file, Thay then use the install cOmmand to request that the
systam install the new copy.

PL1 DECLARATION

icl 1 pdt based (pdtp) aligned,

2 author aligned,
3 proc_group_14 char (32),
3 process._id bit (36),
3 av_channel f£ixed bin (71),
3 table char (4),
3 w_a4ir char (64),
max_size fixed bpin,
current_size fixed bin,
vergion flxed bin,
freep fixed bin,
n.users fixed bhin,
project_name Char (28) aligned,
project_4air char (64) aligned,
pai1 (199) £fixed bin,
usar (255) alligned,
3 pal (256) fixed bin;

NNNNNNDNONNND

user based (pdtep) aligned,
state fixed bin,

lozk fixed bin,

person_3id char (24) aliqned.
password char (8) alignea,
at aligned,

(3 administrator bit(1),
primary_line bit(1),
nobhump blt(])o
guaranteed_login bit{1),
anonymols bie(1),
nopreempPt ble(1),

nolist bit (1),

3ialok bit (1),

nultip bit (1
bumping bit |
brief hit (1)

icl

NNNNNN

W wiwww wwiww

Yo
1),
’
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2
2
2

vinitproc bit
vhomedir bit

nostartup bhie
sh_ok bhit (1),

pm_ok hit (1),

2o _0k b;t (}"

pad bit(19)) unalioned,

(1),
(1),
(1n

y
’

W W Wt www

initial_procedure char (6U)
aligned,

home_Air char (gl)
bump_grace £ixed bin.
high._ring fixed bin,
init_ring fixea bin,
pdtpad (14) fixed bin,
Jollar_limit £loat bin,
jollar_charge float bhin,
shift_limie (03
laton f£ixed bin
datof fixed bin

(71),
(71),

MPM SYSTEM PROGRAMMERS®

alignesd,

7) f£loat bin,

last_login_time fixed bin (71),

last_login_unit
last_login_type
tine_last_bump fixed bin
logins fixed Dbin,
crashes fixed bin,
intaractive (031 7),

3 charge float bin,

3 xxx fixed bin,

3 cpu fixed hin (71),

3 zore fiXed Dbin (71),
3
3

char (4),

connect fixed bhin (71),

process fixed bin (71),
absentee (4),
charge float bpin,
jobs fiXed bin,
cpu fixed bin (71
3 real fiX%ed hin (7
iod (4),

zharge f£loat bin,
3 plieces f£ixed bin,
3 cpu fixed hin (71),
3 lines fixed bin (71),
fevices (16) float bin,
pdtupad (29) fixed bhin,
chain fixed bin;

s W W

)e
1

EXPLANATION OF VARIABLES

V& Wit —
a ® & & o

ev_cthannel
table

nPDrU

fixed bin,

(71),

author
proc_group_id process=group=id
process_1i4 author®s procaess ID

response event channel

SUPPLEMENT

validation data about table’s author
(personid,projectid.tag)

i vt
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10.
1M1,
12,
13,
14,
15,
15,
17,
18.
19,
20.
21,
22,
23,

24,

36,

45,

50.

53.
54,
55.
56+
57,

v_dir
max_size
carrent_size
varsion

freep
p_usars
project_name
project _Air
pali

aser

pal

pser

state

lock
person_id
password

at
adninistrator
primary_line
nobunp

author's working directory

max number of entries table canr aqrow
current size of tahle (in entries)
table version

infex of first entry on free chain
number of entries actually used

name of project

treename of project’s directory

make header 256 words long

the project definition tahle entries
each entry is 256 words long
declaration of a single PDT entry

1 = normal, 2 = deleted 0 = free

entry lock

login name of user

password for anonymOdus uSer

the user attributes

1 system administrator privileges
1 user has primar¥Y=-line privileges
1 user cannot be bhumped

Honn

guaranteed _login 1 = user has qguaranteed login privileses

ANONYMOuUs
nopreaempt
nolist
3ialok
nultip
pbumping
brief
vinitproc
vhomedir
nostartup
sh_ok
pm.ok
eo_0ok

pal

not used

not used

don’t 1ist user on "who"

user may have multiple consoles
ugser may have several processes
user may bump others in group
no login or logout message

user may change initial procedure
user may change homedir

user 4oes not want start_up,ecC
user may be standhy

nger may be primary

user may be edit_only

padding

-
n

P U I P G SR Y
FEAN 1 L ¢ T O I R £ B O]

initial_procCedure initial procedure in user‘s process

hone_dir
bunp_grace
high_ring

init _ring
patpad
dollar_limit
jollar_charde
shift_limie
jaton

latof
last_login_time
last_login_unit
last_login_type
tirne_last_bump
logins

crashas

user‘s default working directory
number of minutes he is protected
highegt ring user may use

ring user will start in

padding

user 4dollar limit

total dollars spent this month
user interactive dollar limit by shift
date uyser added to System

date pser delated

time of last login

terminal id last used

terminal type

time last bumped

number of logins

sessions abnormally terminated
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interactive
charge
XXX

zpu

core
connact
Procass
absentea
charge
jobs

cpn

real

io01
zharje
plecsas
zpu
lines
ievices
pdtupal
chain-

58,
59.
53,
51,
52,
63,
64,
65,
56,
57,
68,
69,
70.
T
712,
713,
74,
75,
76.
17,

in ¢t
flags

Ihe bit~flags
sorresponiing

flags spacified hY the user in his login

interactive use,

MPY SYSTEM PROGRAMMERS’

shifts 0=7

total dollar charge this shift

padding

cpu usage in microseconds
core demand in page=microseconds

total consgeole time in microseconds
total process time in microseconds
ahsentee uss,

queues 1=~4

4511lar charge this Queue
number of Hdobs submitted
total cpl time in microseconds
total real time in migcroseconds

o daemon use,

queues 1=4§

dollar cHarge this Jueue
pleceg of output requested

amount of cpu time in nicroseconds

total racord count of output
device charges

padding

index of next entry on free list

he
in

substructare
the project’s entry in the SAT,

"at" are

line, to

user‘s attributes for his session,

The

the process of installing a new copy
system control directory where the PDT files are kept,

(END)

of the

ANDed

SUPPLEN

with
and

produce

into

ENT

the
any
the

itens in the "author" substructure are used bY up_sysctl_ in
segmant

the



