Limited Seryigce Sysiems

It is often desirable to limit the resources available to
Muyltics users. A small budget may have to he distriputed evenly
among maRy peoble, of students restricted to a subset of the
Myltics environment, oOne of the subsystems vhich 1s designed to
1imit the user is the lLimited Service System (LsS). It limits
both the rate at which cpu time is used and which commands are
available, A description of how it works should help provide an
insight into the design of limited systems in genelal,

When a Multics user gets to command level after logging in,
he is pretty much free to use the system as he sees fit,
Therefore, it is important that the limitation machinery be
started before he dgets to command level, This is done bv
providing a special login responder, p login responder 1is the
sybroutine calied by the initializer af¥er the user’s proeess is
created, The standard login responder sets up some condition
handlers, then calls the listener, If a user is designated an
LSS user, the LSS login responder is celled instead of the
standard onhe, It does the same setting up as the standard login
responder, then starts the limitation machinery. It calls a
special entry in the command procesSor telling it that it is to
operate in the LSS mode and gives it a pointer to a table listina
the commands to be allowed, It a1so starts a timer which will
calse an interrupt after a few seconds of cpu time have passed.
Then it calls the listeder.

when the user tyPes a commahd, the command processor, when
in the LSS mode, calls a subroutine to check the legality of the
command before executing it, If the command is not in the table
provided by the login responder, an efror mesSSage is printed and
the copmand ignored, This method of limiting commands is very
efficient and provides the user with the full pover of the
command processor  without any duplication of eode, A
disadvantage is that it does not limit what the uSer’s proqrams
may 4o, If the user’s program can manipulate the stack, it can
modify the condition handlers, the limitation data bases, etc,
Therefore, the commands allowved mist not allow the user to do
anything which could override the limitation machinery, Programs
that the user cah run written in basic can be allowed, while
those vwritten in pl1 maYy not.

When the cpu timer causes an interrupt, it is handled by the
1SS cpu limitation subroutine, This subroutine checks the ratio
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0f cPu time to real time used since the timer was last set, If
this ratio is within the range allowed in the LSS, the timer is
set again, and the process is resumed, If too much ¢pu time was
Used, the process is bloeked a sufficient amount of time to bring
the ratio to an acceptable level before resuming, A speecial quit
handler is provided during the time the process is blocked to
inform the user how much time remains until the process will vake
Up and respond to the quit, This “"percentage of cpu” limitation
guarrantees that no more than a certaln amount of money can be
Spent per hour, It also puts a maximum on the load the user can
Place on the systenm,

The techniques used by the LSS can be extended to provige
limited systems with further capabilties, For example, while it
is checking the cpu ratio it can be gdoing special aceounting,
109ging out the user if he used up hig allotment, This yéuld pe
independent of any accounting done by the standard Multics
Machinery,

Sometimes it 4is desirable tp interrupt periodically on a
Feal time basis, Interrupting on cpy timMe, like the LSS does,
Means that checking is only done When the user actually is doinq
SoMething, and has no overhead if he leaves the console
Unattended, Interrupting to check cpu usage on real time, say
every minute, is a fixed overhead, It is often useful since
there are things that should be done on a real time bpasisg.
There May be a 1limit set on the connect time, or perhabPs a check
Should be made in a common data base for interprocess messages,
This is useful when some connection is desired betWeen users of
a limited system.

The environment provided by the standard command processor
1s not always apprropriate, The limited system designer can  have
his  login responder use a different listener or commana
ProcesSor, There are many Possibilities made poSsible by the
flexibility of the Multies system,




