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Abstract

Transactional Memory (TM) systems ease multithreaded application development by giving the program-

mer the ability to specify that some regions of code, called transactions, must be executed atomically. To

achieve high efficiency, TM systems optimistically try to execute multiple transactions concurrently and

either stall or abort some of them if a conflict occurs. A conflict happens if two or more transactions ac-

cess to the same memory address, and at least one of the accesses is a write. TM systems must track the

read and write sets —items read and written during a transaction— to detect possible conflicts. Several

TMs, including Bulk, LogTM-SE, BulkSC, and SigTM, represent read and write sets with signatures,

which allow unbounded read/write sets to be summarized in bounded hardware at a performance cost

of false positives (conflicts detected when none actually existed).

This study addresses the aspects of signature design and implementation for conflict detection in TM

systems. We first cover the design of Bloom signatures (i.e. signatures implemented with Bloom filters),

identifying their three design dimensions: size, number of hash functions, and type of hash functions.

We find that true Bloom signatures, implemented with a k hash function Bloom filter, require k-ported

SRAMs, which are not area efficient (for k ≥ 2). Instead, parallel Bloom signatures, which consist

of k parallel Bloom filters with one hash function each, and the same total state, can be implemented

with inexpensive single-ported memories, being about 8× more area-efficient for typical signature designs.

Furthermore, we show that true and parallel Bloom signatures perform asymptotically the same in theory,

and approximately the same in a practical setting with LogTM-SE under a variety of benchmarks. We

perform a thorough evaluation of different Bloom signatures and find designs that achieve both higher

performance than the previously recommended ones (reducing the execution time by a factor of two in

some benchmarks), and are more robust, by exploiting the type of hash functions used.

Additionally, we describe, analyze and evaluate three novel signature designs. First, Cuckoo-Bloom

signatures adapt cuckoo hashing for hardware implementation and build an accurate hash-table based

representation of small read/write sets (an important and common case), and morph dynamically into

a Bloom filter as the sets get large, but do not support set intersection or union. Second, Hash-Bloom

signatures use a simpler hash-table based representation and morph into a Bloom filter more gradually

than Cuckoo-Bloom signatures, outperforming similar Bloom signature designs for both small and large

read/write sets. And third, adaptive Bloom signatures, which use predictors to determine the optimal

number of hash functions to use in a Bloom signature dynamically.
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Chapter 1

Introduction

Throughout the last three decades, processor manufacturers have been able to deliver designs with

exponentially increasing performance due to the advances in fabrication technology, which enabled both

faster clock speeds and higher integration densities, which in turn enabled the use of more sophisticated

engines that allowed the extraction of instruction-level parallelism (ILP), and caches to effectively hide the

high memory latency. However, in the last few years, physical limits on power dissipation and switching

speed, the limited amount of ILP that can be extracted with reasonable designs, and the increasing

gap between the main memory and processor speeds have all slowed down the performance growth

rate in uniprocessors. To continue to deliver exponentially increasing performance, manufacturers are

now shifting to multi-core architectures to exploit thread-level parallelism (TLP). However, developing

programs that take advantage of these architectures is a daunting task, because traditional multi-threaded

programming is hard and error-prone. Typically, the access to shared data is performed via critical

sections that are implemented with locks. Using multiple locks to protect different small regions of shared

data (e.g. having one lock for each node in a tree), called fine-grain locking, enables a high degree of

concurrency, but is likely to introduce subtle errors. Furthermore, these errors are non-deterministic, may

manifest very rarely, and are typically much harder to isolate and debug than sequential programming

mistakes. One alternative is to use fewer locks that control the access to a larger amount of shared data

(e.g. having one lock for a complete tree, or, in the extreme, having one global lock in the program and

serialize the access to shared data). This approach, called coarse-grain locking, makes multi-threaded

programming easier, but at the expense of decreasing the amount of concurrency of a program, which

hurts its performance and scalability. Ideally, we would like both to specify access to shared data

easily and without the subtle problems of fine-grain locking, and to have high scalability. This is what

Transactional Memory systems aim for.
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1.1 Transactional Memory

Transactional Memory (TM) [22, 25] is an emerging alternative to conventional lock-based multithreaded

programming. TM systems give the programmer the ability to specify transactions, which are code

regions that are guaranteed to be executed atomically (i.e. an executing transaction either completes

—commits—, or aborts, leaving the system as if it never had begun execution) and in isolation (i.e. the

state modified by an executing transaction may not be accessed or modified from outside the transaction

until the transaction commits or aborts) by the system. By providing the transaction primitive, TM

systems make it trivial for the programmer to specify critical sections. The programmer does only need

to specify whether he or she wants a particular code region to execute atomically, without worrying about

what is the shared data accessed inside it, and without any concerns on preserving mutual exclusion,

and guaranteeing forward progress and fairness.

In order to achieve high performance and scalability, TM systems try to execute multiple transactions

concurrently, and commit only those that do not conflict. A conflict happens when two concurrent

transactions perform an access to the same memory region and at least one of the accesses is a write. A

TM system has to implement mechanisms to detect these conflicts and resolve them by either stalling

temporarily or aborting and restarting one of the conflicting transactions. More formally, a transactional

memory system must support three key components to enable the concurrent execution of multiple

transactions:

• Conflict Detection (CD): A TM system must detect the conflicts that occur among transactions

that execute concurrently to guarantee the isolation of transactional code. This involves tracking

the memory regions that each transaction accesses at a certain granularity (e.g. object, page, or

cache line address). Conflict detection can be either eager, if the conflicts are detected before as

they are about to occur, or lazy, if the conflicts are detected after they occur (typically, when one

of the conflicting transactions commits).

• Conflict Resolution: When a conflict is detected, the system must take some action to ensure

that no isolation violations occur. In systems with lazy conflict detection, this involves aborting at

least one of the conflicting transactions. Systems with eager conflict detection may also choose stall

the transaction that is about to cause a conflict until the other transaction or transactions involved

in the conflict commit. Nevertheless, even if stalling is used, sometimes it will be necessary to

abort a transaction to avoid deadlock. The conflict resolution protocol is responsible to guarantee

forward progress and, at least to some extent, fairness.

• Version Management (VM): Since transactions may need to be aborted, they have to be made

restartable. The restartability property is implemented by keeping both the old and new versions of
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the data modified inside a transaction until the transaction either commits (and then making the

new data atomically visible to others), or aborts (making the old data atomically visible). Version

management can be either eager, if the new data is written in place (i.e. to the same address where

the old data was) and the old data is kept somewhere else, or lazy, if the old version is kept in place

and the new version is stored somewhere else.

There are three approaches to implement support for Transactional Memory: by software, by hard-

ware, or using a combination of the two. Software Transactional Memory (STM) [40, 21] implements

the aforementioned mechanisms completely in software, and so it can be used in currently available plat-

forms, but incurs in a high overhead, and code that relies on STM is at a performance disadvantage when

compared with fine-grained locking code, and even with coarse-grained locking sometimes. In the other

extreme, Hardware Transactional Memory (HTM) [22, 20, 33, 30] systems implement these mechanisms

in hardware, enabling low-overhead transactions and allowing transactional programs to run at speeds

comparable to those of programs using fine-grain locking, and faster than programs that use coarse-grain

locking, even when coarse-grain transactions are used [3]. Between these two design points we can find

hybrid or hardware-accelerated TM systems, which add some extra logic to perform some TM functions

in hardware, in order to mitigate the overhead of STMs [37, 28], or to address the limitations of HTM

systems with virtualization [16].

1.2 Signature-based conflict detection

Even though Hardware TM systems are the ones that achieve the highest performance, they suffer from

a variety of shortcomings. Ideally, we would like transactions to work well with events in the virtual

memory system, such as paging, and be unbounded, both in time (i.e. they may take an arbitrarily

long time to complete, which requires to survive to context switches and thread migration) and in size

(i.e. they can operate on an arbitrarily large regions of memory). There have been multiple alternative

proposals in this direction [2, 33, 45, 5]. An important aspect that must be supported is the ability to

keep track of the arbitrarily large sets of addresses either read or written by the transaction, in order to

enable conflict detection. This is a daunting problem, because we can only have a bounded amount of

state in the processor to keep track of these sets, and resorting to virtual memory (which is acceptable

for other mechanisms, such as unbounded version management [45]) to store the set of accessed addresses

is not a good option here since we typically want conflict detection to be fast.

A promising approach to solve this problem is to use signatures to track the read and write sets of

a transaction. A signature is a hardware structure that supports the approximate representation of an

unbounded set of addresses with a bounded amount of state. It must be possible to insert new addresses
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into the signature (as a transaction reads/writes a new memory address) and to clear the signature (as a

transaction commits or aborts). Depending on the system, we need to support either to test whether an

address is represented in the signature, or intersecting two signatures. If the address that we test for was

inserted before, the test must come back positive (i.e. there must not be false negatives), but the test

can come back positive if the address was not inserted before (i.e. we allow false positives). Similarly,

when intersecting two signatures, if an address was inserted in both of them, the resulting address must

be represented in the resulting intersection. Tests and intersections are used when detecting conflicts.

Hence, false positives may signal a conflict when none existed, causing unnecessary aborts or stalls that

impact performance negatively, but they do not violate transaction atomicity and isolation.

We say that systems that use signatures to track read and write sets use signature-based conflict

detection. This study is concerned with the design and implementation of signatures used for this

purpose.

1.3 Contributions of this study

This study makes the following contributions to the design and implementation of signatures in TM

systems:

• We present a comprehensive description and probabilistic analysis of Bloom signatures, which are

implemented using Bloom filters, and are the signature scheme of choice in all the TM systems

proposed so far. We identify their three design dimensions: size (m), number of hash functions

(k), and type of hash functions, and describe the effect of each of them in the performance of the

signature.

• We describe two different flavors of Bloom signatures: true Bloom signatures, which require an

implementation with a k-ported SRAM of m bits, and parallel Bloom signatures, which use k

smaller single-ported SRAMs of m/k bits, and show that they perform equivalently via probabilistic

analysis. Since SRAM size grows quadratically with the number of ports, parallel Bloom signatures

are the clear choice for Bloom signature implementation, providing area savings of about 8× when

k = 4 hash functions are used.

• We perform a detailed performance analysis of different Bloom signatures used on an actual TM

system, LogTM-SE, which uses test for membership on coherence events. We find that the type of

hash functions used, a previously neglected design dimension in signature-based conflict detection,

is of crucial importance. Overall, we show that implementing signatures with a high number (about

4) of high-quality, yet area-inexpensive, hash functions, can double the performance of the system

with respect to previously proposed signature designs on benchmarks with large transactions that
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stress the signatures. We also show that the equivalence of true and parallel Bloom signatures holds

in practice, even though the conditions imposed for the theoretical analysis are loosely met. Finally,

we find that introducing some degree of variability in the hash functions can improve performance

significantly.

• We present, analyze, and evaluate the performance impact on TM systems of three novel signature

designs:

1. Cuckoo-Bloom signatures, which adapt cuckoo hashing [32] for hardware implementation,

keeping a highly accurate representation of small address sets and automatically morphing

into a Bloom signature when the sets get large. Monte Carlo analysis shows that Cuckoo-

Bloom signatures match the low false positive rates of Bloom signatures with many hash

functions when the number of addresses is small and show the good asymptotic behavior of

Bloom signatures with few hash functions when the number of addresses is large. However,

Cuckoo-Bloom signatures add complexity and do not support efficient signature intersection.

2. Hash-Bloom signatures, which seek a middle ground between the desirable adaptive behavior

of Cuckoo-Bloom signatures and the simplicity of Bloom signatures. We demonstrate with

Monte Carlo analysis that these signatures should always outperform their Bloom filter-based

counterparts. Overall, these signatures are much simpler than Cuckoo-Bloom signatures and

yet perform noticeably better than Bloom signatures, especially when a small number of hash

functions is used. Additionally, unlike Cuckoo-Bloom signatures, Hash-Bloom signatures do

support inexpensive signature intersection.

3. Adaptive Bloom signatures, which use simple read and write set size predictors to adapt the

number of hash functions used in a parallel Bloom signature. We show that this adaptivity

can provide a sometimes significant performance advantage.

• We evaluate how the performance impact caused by using signatures varies with different system

parameters. Specifically, we show that increasing the number of cores has an enormous effect

on performance, and that the size of signatures should grow as the number of cores increases to

maintain the performance degradation low. We show that relying on a directory protocol to filter

out signature tests yields a significant performance advantage and enables the usage of smaller

signatures. Finally, we study how signature-based conflict detection interacts with the different

conflict resolution policies in LogTM-SE.
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1.4 Organization of this report

The rest of the report is organized as follows: Chapter 2 describes LogTM-SE, the baseline system used

for the performance evaluation of the different signature designs, focusing on the aspects evaluated in

this study, and covers related work on TM systems that use signature-based conflict detection. Chapter 3

describes the evaluation and simulation methodology used throughout the study. Chapters 4 to 6 present

the different signature designs: Chapter 4 is devoted to the description, analysis and evaluation of Bloom

signatures, both in terms of area and performance, and also overviews relevant related work. Chapter

5 describes Cuckoo and Cuckoo-Bloom signatures, and provides a performance evaluation, comparing

them with Bloom signatures. Chapter 6 presents the design, analysis and performance evaluation of both

Hash-Bloom signatures and adaptive Bloom signatures. Chapter 7 studies the interaction of signatures

with different system parameters: number of cores, coherence protocol, and conflict resolution strategy,

and Chapter 8 concludes the study.
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Chapter 2

The baseline system: LogTM-SE

This chapter briefly describes the baseline system used throughout the project, emphasizing the aspects

that are relevant to the study. For a better understanding of the system, those readers unfamiliar with

LogTM-SE and/or other HTM systems are encouraged to read the LogTM-SE paper [45] for a more

comprehensive description.

2.1 A high-level description of LogTM-SE

LogTM-SE is a system derived from LogTM [30], which was a significant departure from previously

proposed TM systems. The main features of LogTM are:

• Eager Version Management: LogTM stores the new values written by a transaction in-place,

and keeps the old values in a private per-thread log in virtual memory. This enables fast commits.

Aborts, which LogTM makes a rare case, are performed by a software user-level abort handler.

• Eager Conflict Detection: LogTM relies in the coherence protocol to detect conflicts as they

are about to occur, avoiding to waste work done by conflicting transactions that abort later.

• Conflict Resolution: On a conflict, the requesting transaction is stalled by default. The eager

conflict detection scheme makes this possible. To avoid deadlocks, a transaction that both stalls an

older transaction and is stalled by an older transaction (a rare case) aborts. This guarantees that

at least one transaction (the oldest one) progresses. Additionally, randomized exponential backoff

is done after an abort.

In summary, LogTM implements a high-performance HTM system with a reduced amount of hardware by

both making aborts the rare case, and processing them in software, and making the common case (com-

mits) fast. Also, since the conflict resolution protocol is completely distributed and multiple transactions
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can commit and/or abort simultaneously, the system has good scalability.

LogTM-SE enhances LogTM by changing how the system tracks the read and write sets of trans-

actions (which is an integral part of the conflict detection scheme). While LogTM uses flash-clearable

bits in the private per-core L1 caches and handles cache evictions with additional states (sticky-S and

sticky-M) in a directory protocol, LogTM-SE uses signatures to represent the read and write sets of a

transaction approximately. In LogTM-SE, signatures must support three operations: insertions, tests

for membership, and clears. As explained in Chapter 1, on a test for membership, a false negative is not

allowed (i.e. if the test comes back negative, we know for sure that the address was not inserted before)

but may have false positives (i.e. if the test comes back positive, we do not know for sure whether the

address was inserted before or not). By allowing false positives, we can represent an unbounded address

set in a bounded amount of hardware and state. This yields two key advantages:

• Independence from caches: LogTM-SE can be implemented without having to modify currently

existing and highly optimized cache designs.

• Ease of virtualization: By making the contents of the signature architecturally visible (as well

as the other TM-related registers in a thread context), virtualization is much easier: LogTM-SE

supports thread suspension and migration in the middle of a transaction, paging of transactional

data, and unbounded transactional nesting.

However, allowing false positives in signatures has a potentially big disadvantage: false positives may

trigger false conflicts between transactions (i.e. conflicts that arise because of the inexact representation

of read and write sets), maybe causing a significant performance hit. Also, signatures may take a

significant amount of memory (a few kilobits per thread context). Therefore, there is a significant

interest in designing both space-efficient and accurate signatures, which is the main objective of this

study.

2.2 Signature-based conflict detection in LogTM-SE

This section describes in more detail the conflict detection scheme that LogTM-SE implements, for two

different system configurations: using a broadcast cache coherence protocol and using a directory-based

coherence protocol. We explain the conceptually simpler broadcast-based approach first, then describe

the more complex but advantageous directory-based scheme.
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2.2.1 Conflict detection with a broadcast protocol

A conflict happens when the isolation of a transaction is violated. Formally, an access to memory (done

either by transactional or non-transactional code)1 may cause a conflict in two situations:

1. It is a read access to an address that is in the write set of a transaction.

2. It is a write access to an address that is in the read or write sets of a transaction.

Suppose that we have a shared-memory chip-multiprocessor using a snooping MESI coherence protocol

and no multithreading support (i.e. each core has only one thread context). Each core has private

L1 caches, and all share a common L2 cache. In this case, conflicts are simply detected by requiring

every processor to explicitly acknowledge (ACK) or deny (NACK) every memory request made by other

processors. When a processor detects a cache line request from other processor, it tests its signatures

with the cache line address. If the request is for shared access (GETS), the processor sends a NACK

response if the address is found to be in its write signature. If the request is for exclusive access (GETM),

the processor sends a NACK if the address is represented in either the read or write signatures. In any

other case, the processor responds with an ACK. When the requesting processor receives an ACK from

every other processor (and the data from the L2 cache), it proceeds with its execution. If it receives one

or more NACKs, it stalls and waits before issuing the request again, or aborts, depending on the conflict

resolution mechanism. Additionally, every processor executing a transaction inserts every line address

it reads from into the read set signature, and every line address it writes to into the write set signature

(regardless of whether the access is a hit in the L1 or not), in order to keep track of the transaction’s

read and write sets.

Note that, if a memory request results in a hit in the private L1, we do not need the permission of

other cores to proceed. This is so because, if the requested block is in the S state in the L1, no one else

may have written to it since we got read permission, so the block address is not part of the write set of

any other processors, and therefore no atomicity violation can occur. Similarly, if the L1 has the block

in the M or E states, no one else has either read or written to this block since we got read and write

permission to it, and so this block is guaranteed to not belong to the read or write sets of any other

currently executing transactions.

2.2.2 Conflict detection with a directory

One of the strong advantages of LogTM-SE is that it can work nicely with a directory-based protocol,

greatly reducing the number of signature checks needed and enhancing the scalability of the system.

1Depending on what we consider an isolation violation, we can have two types of transactional atomicity: weak atom-
icity, if non-transactional code can access the memory addresses modified by currently executing transactions, and strong
atomicity, if it cannot [26]. LogTM-SE implements the latter, so non-transactional requests may be stalled because some
transaction claims to have written to that address.
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Suppose now that we have a CMP with private L1s, a shared L2, and a directory at the L2 cache

level with a sharers bit-vector for each cache entry. Now the misses in the L1 result in a request to the

L2 directory. The requested block can be either marked as shared by several cores, or have exclusive

access by a single core. In either case, the directory sends an ACK/NACK request to these processors.

However, in order to handle L1 cache evictions of transactional data, we must make some modifications

to the way the directory keeps track of sharers and owners. Not doing so can result in isolation violations.

For example, suppose that a transaction running a core C1 reads the cache block B, then evicts it from

its L1 while the transaction is still running. If the directory deletes C1 from the sharers vector, another

request from, say, core C2 to block B could be serviced without the directory forwarding an ACK/NACK

request to core C1, producing an isolation violation. To avoid situations like these, two modifications are

necessary:

1. When a core C evicts shared or exclusive but unmodified transactional data, the directory keeps

the block in a sticky-S@C. Multiple sticky sharers can need to be kept for a block by reusing the

already existing sharers bit-vector.

2. When a core C evicts modified transactional data, the directory keeps the block to a sticky-M@C

state.

3. The directory sends ACKS/NACKs requests as usual for the sticky sharers and the cores at the

sticky-M state (i.e. it treats them as if they had the block in their L1s). When a core in these

states responds with an ACK, it means that the transaction that had access to the evicted block

finished, and so the directory clears the sticky-S/M states of the queried core upon reception of an

ACK.

Finally, it may happen that a core requests a block that is not present in the L2. In this particular

case, the L2 directory must broadcast an ACK/NACK request to every core (except the requester).

To avoid broadcasting future requests over the same block, the L2 directory may optionally list every

NACKer in the sharers vector.

2.2.3 Extending conflict detection to support thread suspension and migra-

tion

To support suspension and migration of threads in the middle of a transaction, LogTM-SE places an

additional pair of signatures in each core, called summary signatures. These signatures represent the

union of the read or write sets of the currently suspended or rescheduled threads in transactional mode

from the same thread as the one currently executing in the core. These signatures are checked locally in

every access, and are computed and distributed to other cores when a transactional thread is pre-empted,
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or when a rescheduled transactional thread aborts or commits [45]. To allow this feature, signatures need

to support the union operation, apart from the usual three (insertion, test for membership, and clear).

2.3 Conflict resolution variants

The LogTM-SE basic conflict resolution policy tries to reduce the number of aborts as much as possible,

while guaranteeing forward progress. By default, when a transaction is NACKed, it stalls. However,

when a transaction is both stalling an older transaction and stalled by an older transaction, it aborts

and restarts after running a randomized exponential backoff protocol. This avoids deadlocks, since a

deadlock may only occur when a cyclic chain of stalls happens, and, for a cycle to exist, at least one

transaction must be both stalling and stalled by older transactions. To determine which one of a pair of

transactions is older, each transaction is assigned a timestamp when it begins. Distributed and efficient

solutions exist for assigning such timestamps [24]. Since a transaction in the system will be the oldest

one, it will not be aborted, avoiding livelock. Additionally, timestamps are not reset when a transaction

aborts, giving a certain degree of fairness (a transaction is guaranteed to not keep aborting indefinitely,

because, if it does not finish before, it will eventually get to be the oldest in the system).

A paper by Bobba et al. [6] proposes and evaluates two optimizations for this conflict resolution policy:

1. Usage of write-set predictors: By augmenting each core with a write-set predictor, we can

predict which addresses from the read ones will be written to in the future with high likelihood,

request exclusive access instead of shared access for them, and add them immediately to the read

and write set signatures. This reduces the number of aborts, because when two transactions read,

modify and the try to write to the same address concurrently, the younger one is forced to abort.

With his optimization, the first transaction that gets exclusive access to the address stalls the other.

2. Hybrid conflict resolution: In the basic conflict resolution policy, aborting is a local decision

taken when a deadlock occurs. This hybrid conflict resolution policy allows an older writer to

simultaneously abort a group of younger readers. This helps when a transaction needs to modify

a widely shared variable – otherwise, this transaction may stall for a long time while it waits for

the younger ones to finish. Furthermore, these younger transactions are nacking an older one, and

so are more likely to get aborted, making the stall of the older transaction useless.

For the study of signature implementations, we will use the basic conflict resolution protocol with

write-set predictors to reduce the number of aborts. We will study the effects of the conflict resolution

policy in signature-based conflict detection in Chapter 7.
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2.4 Related work on signature-based TM systems

LogTM-SE proposes a novel approach to signature-based conflict detection, but is not the first to use

signatures. VTM [33] used lazy data versioning coupled with a fast in-cache conflict detection method,

and used a global data structure (XADT) where transactions would place overflowed data (cache evictions

and other rarer events). To avoid walking the XADT on every cache miss that happens after an overflow,

the overflowed addressed were inserted in a single, global signature (XF), walking the XADT only when

the address that caused the miss was represented in the XF.

The first system to use signatures as an integral part of conflict detection (i.e. to track complete

read and write sets, not just overflows) was Bulk [12]. It proposes a TM approach with lazy conflict

detection and lazy version management. Each core is augmented with a pair of signatures to record a

transaction’s read and write sets. When a transaction wins the right to commit, Bulk broadcasts the

write signature. Each other core intersects the incoming signature with its read and write signatures,

and if the intersection yields a non-empty set approximation (i.e. there is a possibility that both the

incoming and local signatures contain the same word), it aborts the local transaction. This process is

similar to TCC’s [20], except that signatures are used to summarize read and write sets.

Finally, other recent systems are SigTM [28], a hybrid TM system that performs conflict detection

with signatures in a manner similar to LogTM-SE, and BulkSC [13], which uses the same structures as

Bulk to enforce sequential consistency.

2.5 A general interface for signatures

Now that we have described in detail how signatures are used in LogTM-SE, and commented how they

are used in other systems, we can establish a general interface for them, listing the operations that they

must be able to perform depending on the system they have to be implemented into. This is useful

because it provides a general framework for signature design, and enables us to quickly determine if a

particular signature implementation is suitable for a specific system.

As we have seen so far, signatures have to support the inexact representation of a set of addresses,

block addresses, or, more generally, elements, possibly supporting the following operations:

1. Insertion of an unbounded amount of elements (i.e. the structure must not “fill up”).

2. Test for membership with no possibility of false negatives, but possible false positives. More for-

mally, given an universe U of elements that may be inserted in a signature, if I is the set of elements

inserted into a signature S, ∀e ∈ U , e ∈ I ⇒ e ∈ S, but e ∈ S ; e ∈ I. Therefore, a signature

represents a superset of the set of inserted elements.
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Mechanism Insert Test Intersect Union Clear Test if clear

Eager conflict detection X X X

Lazy (on-commit) conflict detection X X X X

LogTM-SE style thread suspension/migration X

Table 2.1: Required operations for a signature, depending on the primitive to be supported

3. Approximate set intersection: Two signatures S1 and S2 may need to be intersected, such that

∀e ∈ U , (e ∈ S1) ∧ (e ∈ S2) ⇒ e ∈ S1 ∩ S2.

4. Approximate set union: Two signatures S1 and S2 may need to be joined, such that ∀e ∈ U ,

(e ∈ S1) ∨ (e ∈ S2) ⇒ e ∈ S1 ∪ S2.

5. Clearing: A signature may need to be set into a state where no elements are represented in it, that

is, a cleared signature must represent the empty set exactly.

6. Test if clear: Finally, a signature may need to have a way to test whether it represents any elements.

This is typically done to check if the intersection of two signatures yields an empty set, so it may

performed in conjunction with the intersection operation.

Table 2.1 gives the required subset of operations that need to be implemented by a signature depending

on the mechanisms that need to be supported in a signature system. Note that future mechanisms may

require to implement additional operations not described here.
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Chapter 3

Evaluation methodology

In chapters 4 to 6, different signature designs are explained and analyzed, and it is best to evaluate their

impact on the TM system just as they are described instead of deferring their evaluation until later. Now

that LogTM-SE and its signature-based conflict detection scheme have been described, we explain the

evaluation methodology that will be used in the performance evaluation.

3.1 System configuration

In chapters 4 to 6, the simulated system will be a 32-core CMP with simple in-order, single-issue cores.

Each core has split data and instruction 4-way set-associative caches of 32KB each. The cores share an

8-way, 8-banked L2 cache of 8MB. The system uses a MESI broadcast coherence protocol and a high-

bandwidth crossbar that connects the cores with the L2 banks. The system organization and parameters

are summarized in Figure 3.1.
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L2 Bank
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L2 Bank
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Memory
controller

Memory
controller

...

...

Memory
controller

Memory
controller

Cores 32-way CMP, IPC/core=1, SPARCv9 ISA

L1 Caches 32KB split,4-way associative,
64B lines, 3-cycle access latency

L2 Cache 8MB, 8-way assoc., 8-banked, 64B lines,
6/20-cycle tag/data access latency

Coherence MESI, snooping,
protocol signature checks broadcasted by L2

Memory 4 memory controllers,
subsystem 450-cycle latency to main memory

Interconnect Crossbar, 5-cycle link latency

(a) System organization (b) System parameters

Figure 3.1: Simulated system
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3.2 Simulation methodology

The simulations have been performed using the Simics full-system simulator, augmented with the Wis-

consin Multifacet GEMS [27] toolset to model the memory subsystem and LogTM-SE accurately. Simics

is used to perform functional simulation of processor cores with a SPARCv9 ISA, running an unmodified

Solaris 9. All the effects of the OS (such as page faults and system calls) are taken into account in the

simulation. The HTM interface is implemented via magic calls, special no-ops that Simics detects and

passes to the memory model. Memory access latency is slightly perturbed in each simulation, and all

the results presented are averaged across multiple runs to address variability issues [1].

3.3 Workloads

To evaluate the performance impact of different signature designs in LogTM-SE, we use five different

benchmarks with interesting and varying behaviors relevant to the evaluation of signatures:

• Btree: In this microbenchmark, each thread accesses a shared B-tree to perform either a lookup

or an insertion (with 80%/20% probabilities) using transactions. Per-thread memory allocators are

used for performance.

• Raytrace and Barnes: Both workloads have been taken from the SPLASH-2 suite [44]. The

original versions of the SPLASH-2 workloads featured fine-grained synchronization, and, conse-

quently, their transactionalized versions [30] have relatively small transactions with a typically

small amount of contention. Raytrace and Barnes have been selected from these because they are

the two that exert more pressure on signature designs. Raytrace performs 3D scene rendering using

ray tracing, and Barnes simulates the interaction of a system of N bodies in discrete time-steps,

using the Barnes-Hut method.

• Vacation and Delaunay: These benchmarks have been selected from the STAMP benchmark

suite [28]. Both feature coarse-grain, long-running transactions with large read and write sets, and

follow TCC’s model of all transactions, all the time [20]. Consequently, these are the benchmarks

that exert the most pressure on the signatures. Vacation models a travel reservation system that

uses an in-memory database implemented using trees, and is similar in design to the SPECjbb2000

workload. Delaunay implements Delaunay mesh generation algorithm, which generates guaranteed-

quality meshes.

The exact parameters and inputs of the benchmarks can be found in Table 3.1. Their main TM-related

characteristics are summarized quantitatively in Table 3.2, and qualitatively in Table 3.3.
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Benchmark Input Units of work

btree Uniform random 100000 operations

raytrace teapot 1 parallel phase

barnes 512 bodies 1 parallel phase

vacation n8-q10-u80-r65536-t4096 4096 operations

delaunay gen4.2 -

Table 3.1: Parameters of the benchmarks

Benchmark Time in Read set Write set Dyn. instrs / Retries /
transactions size (avg/max) size (avg/max) xact (avg/max) xact

btree 54.9% 13.2 / 20 0.64 / 15 514.0 / 1988 0.022
raytrace 2.7% 5.25 / 573 1.98 / 4 11.8 / 18406 0.003
barnes 9.2% 5.23 / 41 3.92 / 35 200.7 / 3493 0.23

vacation 100% 80.4 / 176 12.4 / 62 4301 / 318624 2.05
delaunay 100% 26.2 / 222 14.8 / 131 8331 / 89105 1.29

Table 3.2: Quantitative TM characterization of the benchmarks

3.4 Metrics

When presenting simulation results, we will mainly focus on the impact that each signature design has

on performance measured in terms of execution time. To abstract from system-related parameters, these

times are normalized to the execution time of a system with “perfect” signatures, i.e. signatures that

have no false positives or false negatives, and have a single-cycle access time. A perfect signature is not

implementable in bounded hardware, but provides an upper bound on conflict detection capabilities.

Benchmark Time in Amount of Read set Write-set Transaction
transactions contention size size length

btree high low medium small medium
raytrace low low small-large small short-long
barnes low high small small medium

vacation high high large medium long
delaunay high high large medium long

Table 3.3: Qualitative TM behavior of the benchmarks
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Chapter 4

Bloom signatures

All currently proposed TM systems that use hardware signatures advocate implementing them with

Bloom filters. Therefore, our first step in the study of signatures is to present, analyze, and evaluate the

area requirements and the performance of these structures. We start with the description and analysis of

two different implementations of Bloom signatures: true and parallel Bloom signatures, and show that

they are equivalent when testing for membership is used. This is an important result, because parallel

Bloom signatures require single-ported memories instead of multi-ported ones, and the same total state

as true Bloom signatures, and so are much more area-efficient. We then overview some results on the

optimality of Bloom signatures, discuss related work, and present the area and performance evaluations.

4.1 True Bloom signatures

We call a signature implemented with a single Bloom filter a true Bloom signature. Here we review

true Bloom signatures, analyze their false positive rates, and sketch a hardware implementation using

multi-ported SRAMs.

4.1.1 Design

A true Bloom signature provides an efficient way to represent a set of values (in our case, block addresses).

Adding new addresses to the set is simple, and testing for membership is also easy, with a small probability

of false positives and no possibility of false negatives. A true Bloom signature consists of an m-bit field,

which is accessed using k independent hash functions, as shown in Figure 4.1a.

Every bit in the field is initially set to 0. To insert an address to the set, the k hash values of the

address are computed. Each hash function hi can give a value in the range [0, ...,m− 1]. The bits at the

positions indicated by these values are set to 1. To test for membership of an element, we compute the
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Figure 4.1: True Bloom Signatures

results of the hash functions and check the contents of the bits they point to. The address is not in the

set if there is at least one bit not set. If all the bits are set to 1, either the address is in the set, or the

addition of other addresses caused these bits to be set to 1 and we are getting a false positive.

Additionally, it is easy to perform the approximate intersection or union of two signatures with

the requirements established in Section 2.5, provided that the two signatures have the same size and

hash functions. The intersection is performed by computing the bitwise AND of the bit-fields of both

signatures, while the union is computed by doing a bitwise OR of the bit-fields.

4.1.2 Analysis

We now present a formal analysis of false positives, which are critical to performance, when using test for

membership. Let us assume that we insert n addresses to the filter, and that the k-tuple of hash values

is independent and uniformly distributed. This is approximately the case even with practical address

streams if we use universal or almost-universal hash functions [35], as we will show in the performance

evaluation.

On a single insertion, the probability of a particular hash function writing a 1 to the i-th position

on the bit array (regardless of whether this position was 0 or 1) is 1/m. Since the k hash functions are

independent, the probability of not setting a certain bit to 1 in one insertion operation is (1 − 1/m)k.

Therefore, the probability of a single bit still being 0 after the n insertions is p0(n) = (1 − 1/m)nk.

On a test for membership, the test returns true only if all of the checked bits are set to one. The

probability of getting a positive match is therefore:

PP (n) = (1 − p0(n))k

However, we are interested in the probability of false positives, i.e. the probability that a hit occurs

and that the element that we test for is not one of the n inserted elements. By Bayes’ rule:

PFP (n) = Prob(Positive AND Address was not inserted before)
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PFP (n) = PP (n) × Prob(Address was not inserted before | Test was positive) = PP (n) × PI(n)

where PI(n) is the probability that the address was not inserted into the signature, conditioned by a

positive test result in the signature. In general, PI(n) will depend on the locality of the address stream

and the accuracy of the signature. However, if the total number of elements that we can test for is

denoted by nt, and assuming that the elements we test for are independent of the inserted elements and

also uniformly distributed, this probability is PI(n) = nt−n
nt

. Typically, the set of elements that we will

test for is much larger than the set of inserted elements, i.e. nt ≫ n (because the read/write sets of a

transaction are typically smaller than the working sets of the different threads in the system). Hence,

PI(n) =
nt − n

nt

∼= 1

PFP (n) ∼= PP (n) = (1 − p0(n))k

Experimentally, however, the probability of a false positive may differ from the probability of a positive,

because addresses are not random and independent (e.g., locality) and hash functions might not be

perfectly universal [35, 34]. Nevertheless, we find this equation to be a good first-order approximation,

and at the very least this is an upper bound on the probability of false positives (because PI(n) ≤ 1).

Finally, we can apply an accurate approximation to simplify the expression of PFP (n). From the

Taylor series expansion of the exponential function,

ex =
∞
∑

n=0

1

n!
xn = 1 + x +

x2

2
+

x3

6
+ ...

we can see that ex ∼= 1 + x when |x| ≪ 1. For our purposes, m is relatively large, so |1/m| ≪ 1 and:

e−1/m = 1 −
1

m
+

1

2m2
−

1

6m3
+ ... ∼= 1 −

1

m

Therefore, our formulas reduce to:

p0(n) = (1 − 1/m)nk ∼= e−
nk
m

PFP (n) ∼=
(

1 − e−
nk
m

)k

In general, there are three design dimensions in a true Bloom signature:

1. The size of the bit field (m): A larger field decreases the probability of false positives for a

certain number of insertions (PFP (n)), independently of the other parameters of the signature.

However, increasing this parameter has a direct impact on the amount of area needed for the
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signature, and, if signatures need to be transmitted, it will increase the bandwidth requirements

as well. Therefore, in order to design efficient and accurate signatures, we cannot just rely on

increasing the signature size.

2. The number of hash functions (k): In general, increasing the number of hash functions (larger

k), reduces the amount of false positives for small read/write sets (an important case) at the cost

of more false positives for large read/write sets. Figure 4.2 shows the probability of false positives

in 1024-bit true Bloom signatures as we vary the number of addresses inserted, n, on the x-axis,

for different numbers of hash functions, k. In the left-hand figure, n varies from 0 to 1000, while in

the right-hand figure it goes up to 120. For example, when n = 20 elements have been inserted, a

signature with k = 1 has PFP (n) = 0.02, and a signature with k = 4 has PFP (n) = 3× 10−5, while

for n = 800 elements, the probabilities are now 0.54 and 0.84, and the 1-hash function signature

outperforms the 4-hash function signature.
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Figure 4.2: Influence of the number of hash functions on the probability of false positives of a
Bloom signature

3. The type of hash functions: If the addresses that we used for insertions and membership tests

were statistically independent and uniformly distributed, the hash functions used would be of little

importance in a signature design. However, in real programs this is far from the actual situation:

memory accesses are clustered to specific regions of memory, and successive addresses are highly

correlated, due to the phenomenons of spatial and temporal locality. The goal of the k different

hash functions is to obtain hash values with a distribution somewhat close to the uniform, and

to achieve a low correlation between the k hash values generated each time. Bit-selection (i.e.

using a subset of the bits of the address as a hash value, as shown in Figure 4.3a) has been the

approach used so far in the proposed TM systems. While bit-selection is simple, it may not yield

sufficient variation to approximate a good hash function. However, we cannot afford to implement

complex hash functions because of the limited hardware requirements. Instead, we will settle for a
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middle ground: we will consider using H3 hash functions [10, 35], which approximate universal hash

functions better than bit-selection and can achieve many uncorrelated and uniformly distributed

hash values. In a H3 hash function, each bit of each hash value is generated by XORing a subset of

the bits of the address, as shown in Figure 4.3b. These address bits are randomly chosen, with the

probability of selecting each individual address bit being 0.5. In this paper we follow the definition

of the H3 hash functions closely, but actual implementations could explore XORing fewer address

bits to reduce hardware cost. The issue of XOR-based hash functions was explored in detail by

Vandierendonck and De Bosschere [42], who provide and explain meaningful metrics to facilitate

an efficient design of these functions.

Address bits

H0 H1

...

(a) Bit-selection (bit-interleaving)

Address bits

Hash bits

(b) Hardwired H3

Figure 4.3: Considered types of hash functions

4.1.3 Implementation

True Bloom signatures can be implemented in hardware by partitioning the bit field into words, and

storing them in a small, bit-addressable SRAM. To do this, we divide the output bits of the generated

hash values: some of them are used to control the wordlines, while the others drive the bitlines, as shown

in Figure 4.1b. To insert an address, for each hash value, the appropriate wordline is raised, and the

corresponding bitline is driven to high, while the other bitlines are left floating. To test for an address,

the bit addressed by each hash value is read by raising the appropriate wordline and sensing the value

at the bitline.

To implement k hash function signatures, we need k read and write ports in the SRAM. This is not

area-efficient for filters with multiple hash functions, since the size of an SRAM cell increases quadratically

with the number of ports. In the next section, we describe a partitioning strategy to overcome this

quadratic growth. Regarding the hash functions, bit-selection requires no hardware at all, and hardwired

H3 hash functions are relatively inexpensive to implement, requiring a small tree of 2-input XOR gates

per bit of each hash function.
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4.2 Parallel Bloom signatures

This section develops parallel Bloom signatures, which perform like true Bloom signatures, but avoid

using multi-ported SRAMs.

4.2.1 Design

Instead of having a single k-hash function Bloom filter, we now consider using k Bloom filters, each with

a different hash function. To keep the amount of state the same, each of the Bloom filters uses a m/k-bit

field. On an insertion, we hash the address and set a bit in all k filters, and report that an address

is represented in the signature only if all the individual Bloom filters say so. We call this structure a

parallel Bloom signature; its design is shown in Figure 4.4a. A similar design was proposed in Bulk [12].

h1 h2 hk...

 Address  AddressAdd
operation

Test
operation

0 1 .... 0 1 0 .... 0 0 0 .... 1...

h1 h2 hk...

0 1 .... 0 1 0 .... 0 0 0 .... 1...

(a) Design

h1 h2 hk...

 Address

...

k single-ported SRAMs of m/ k bits

(b) Hardware implementation

Figure 4.4: Parallel Bloom Signatures

4.2.2 Analysis

As in the analysis of true Bloom signatures, let us assume that we insert that the hash functions generate

independent, uniformly distributed hash values. If we insert n addresses, the probability of a bit in the

i-th filter being still 0 is p0(n) =
(

1 − 1
m/k

)n

.

When we test for membership, a match is only reported if a positive match happens in all the filters.

Hence,

PFP (n) ∼= PP (n) = (1 − p0(n))k

This expression is different from the PFP (n) of a true Bloom signature. However, if we apply the

Taylor series approximation we described in Section 4.1.1 again, we obtain:

k

m
≪ 1 ⇒ 1 −

1

m/k
∼= e−

k
m

And therefore,

PFP (n) ∼=
(

1 − e−
nk
m

)k
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Under the approximation, a parallel Bloom signature achieves the same PFP (n) as a true Bloom

signature. This approximation is very good when the number of hash functions is much smaller than

the length of the bit field (i.e. k/m ≪ 1), which will normally be the case. This approximation will be

verified in an experimental setting in Section 4.6. A similar approximation was also used in filters in

networking [17], but without realizing that one hash function per parallel filter is sufficient and can lead

to a more area-efficient design.

4.2.3 Implementation

In terms of hardware, the equivalence presented in the previous sections means that, instead of im-

plementing multi-hash function Bloom signatures with multi-ported large SRAMs, we can use multiple

smaller single-ported SRAMs. Finally, the hash functions are also slightly less expensive to implement,

because they now generate hash values that are smaller by a factor of k. Figure 4.4b shows a canonical

hardware implementation.

4.3 The optimality of Bloom filters

An interesting question that deserves some analysis is how space-efficient Bloom signatures are. This

matter is of interest for two reasons: reducing the hardware requirements by choosing an efficient Bloom

filter configuration, and reducing the bandwidth requirements for systems where signatures need to

be transmitted. For a fixed number of additions and a fixed size, the probability of false positives is

minimized for:

k = kopt
∼=

m

n
ln(2)

(this formula is obtained by differentiating PFP (n) with respect to k and finding where if becomes

0). This means that, if we knew the number of elements to be inserted in advance, we could choose the

optimal number of hash functions. This is a typical setting in software applications, but not in signatures:

first, we do not know the number of block addresses to be inserted in advance, and second, signature

tests and insertions are interleaved. The bottom line is that varying the parameters of the Bloom filter

dynamically to reduce the probability of false positives is not trivial. In Chapter 6, however, we explore

the possibility of adapting the number of hash functions by predicting the size of the read and write sets

of a transaction.

When discussing space-efficiency, it is useful to see how close we are to the information-theoretical

lower bound. In the case of Bloom signatures, Carter et al. have shown that the minimum amount of

information to represent an arbitrary set of n elements with no false negatives and false positives is [11]:
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mopt = n · log2

(

1

PFP

)

, provided that PFP ≪ 1.

This proof is obtained using arguments from Kolmogorov complexity, which deals with the amount of

information of individual objects1. Interested readers may consult the proof at [11]. Using this formula,

we can see that a Bloom filter is used with the optimal number of hash functions,

PFP (n) ∼=
(

1 − e−
nkopt

m

)kopt

=

(

1

2

)
m
n

ln(2)

mopt = n · log2(2
m
n

ln(2)) = n
m

n
ln(2) = m · ln(2) ⇒ m ∼= 1.44mopt

i.e., we are using 44% more space than what the theoretical lower bound imposes.

To get closer to the theoretical lower bound, two alternatives have been explored: compression and

hash-based implementation of Bloom filter-like structures. Mitzenmacher has a complete study in com-

pressed Bloom filters [29]. An important corollary that can be extracted from his findings is that com-

pression enables us to be close to the lower bound across all the utilization factors of the Bloom filter.

Compression has been proposed in Bulk [12] (specifically, run-length encoding), in which transactions

broadcast write-set signatures on commit, to reduce the bandwidth requirements. However, compression

is an inherently serial operation on the bits of the signature, and even sophisticated implementations may

take several tens or hundreds of cycles to compress and decompress a reasonably-sized signature (e.g. of

around 2Kbits). In Bulk, this introduces an undesirable high latency in the common commit operation.

Additionally, compression is not interesting if we just want to reduce the hardware requirements.

An interesting result of the lower bound presented before is that, if we seek to achieve PFP = 2−r,

simply using a hash function with r bits and keeping the n hash values of the inserted addresses in a

data structure requires n · r = n · log2

(

1
PF P

)

bits, so it is optimal in terms of space (assuming that

we seek an accurate representation, i.e. PFP ≪ 1). Pagh et al. have proven the existence of a data

structure that allows insertions and tests in constant time [31], and Bonomi et al. present a hash-table-

based design amenable to hardware implementation that outperforms Bloom filters at low loads [7]. The

problem with these structures is that the amount of elements that we can represent is bounded by the

size of the memory used. This is not acceptable for signatures, which must be capable to represent an

unbounded amount of elements in a bounded amount of space. In the next two chapters, we present novel

implementations of signatures that overcome this problem by using hashing at low loads and morphing

into a Bloom filter at high loads.

1By contrast, classical Information Theory deals with the amount of information of a random variable, and is of little
use to us.
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4.4 Related work on Bloom filters

Bloom filters were first proposed in 1970 by Burton H. Bloom [4]. Many variations and alternative

implementations of the original scheme have been proposed since then. Counting Bloom filters associate

a counter to each position of the bit-field, to allow deletions [18] or to represent multisets. Bloomier

filters adapt Bloom filters to build an associative map [14]. Spectral Bloom filters also extend Bloom

filters to represent multisets [15].

Bloom filters have been used in computer architecture for purposes other than conflict detection in

Transactional Memory (e.g., for load-store queues [39] and early miss detection in L2 caches [19]).

Hardware implementations of Bloom filters are common in network applications. Broder and Mitzen-

macher have a survey paper on the theory and applications of Bloom filters in networks [9]. Dharma-

purikar et al. describe a packet inspection system with hardware-implemented Bloom filters [17]. Often,

these designs require counting Bloom filters, so efficient hardware implementations [36] and alternative

structures [8] have been proposed.

The choice of hash functions in hardware Bloom filters is crucial, because complex functions may

achieve better performance, but take more area. Ramakrishna et al. [35] compare bit-selection, simple

XORing and H3 for address hash tables with real-life data, and conclude that only H3 functions can

achieve analytical performance in practice. Earlier work by Ramakrishna [34] shows how we can achieve

analytical performance with Bloom filters in a practical setting by using a universal hash function. The

H3 family of hash functions was first described by Carter and Wegman [10]. This hash function family

is part of the more generic type of XOR-based hash functions. Vandierendonck and De Bosschere [42]

describe two approaches to measure and improve the quality of specific XOR-based hash functions.

4.5 Area evaluation

So far, we have described and analyzed true and parallel Bloom signatures. In this section, we use

CACTI [41] to estimate and compare the area requirements of both designs. We also study the area

overheads of Bloom signatures in real systems.

4.5.1 True and parallel Bloom signatures

Table 4.1 compares the area required by true and parallel Bloom signatures for a 4Kbit signature. The

area estimates were obtained using CACTI 4.2 [41], for a technology node of 65nm, and one to four hash

functions. We used memories with 8-byte words, which yield memories of the same wordlines and bitlines

for the true Bloom signature. We use no single-ended read ports, and separate read/write ports. For true

Bloom signatures, we used k-ported SRAMs, and for parallel Bloom signatures we used single-ported
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SRAMs.

As we can see, parallel Bloom filters are significantly more area efficient than true Bloom filters,

providing area savings of 3.2× for two hash functions, and of 8× for four hash functions. We expect

a quadratic savings in area proportional to the reduction in number of ports. However, due to the

relatively small size of SRAMs, the fixed overheads, like multiplexers and sense amps, reduce the area

savings achieved by reducing number of ports.

k 1 2 4
True Bloom 0.031 0.113 0.279

Parallel Bloom 0.031 0.032 0.035

Table 4.1: SRAM area requirements (in mm2) of true and parallel Bloom signatures, m=4Kbit, 65nm
technology.

In addition to the SRAMs, the other main contribution to area is the hash functions. While bit-

selection requires no additional hardware, the H3 hash functions require additional area for the XOR

gates that implement the hash functions. Recall from Section 4.1.1 that, for n-bit addresses we need a

tree of about n/2 2-input XOR gates for each bit of the hash function. This circuit can be optimized

for area and delay by doing full layout, but such implementation is beyond the scope of this analysis.

Furthermore, more area-efficient hash functions can be constructed by XORing together fewer bits . In

this report, we provide an area estimate assuming a n/2 XOR tree. Table 4.2 shows the number of

2-input XOR gates required for implementing the H3 hash functions in a 4Kbit signature. In terms of

transistor count, assuming a 4-transistor XOR gate design [43], for k = 4, the hash functions occupy

about 20% of the size of the SRAM.

k 1 2 4
True Bloom 180 360 720

Parallel Bloom 180 330 600

Table 4.2: Number of XOR gates required by true and parallel Bloom signatures using H3 hash functions,
m=4Kbit.

4.5.2 Bloom signatures in real systems

To understand the area overheads of adding transaction support to hardware, we selected two very

different multi-core systems: the Sun Niagara [23], which uses simple in-order cores, and the AMD

Barcelona [46], which uses complex out-of-order cores. While signatures are not the only extra hardware

required for transaction support, in this study we focus on the area overheads of signatures alone. To

make the analysis simple we chose one signature design: parallel Bloom signatures of 4Kbits with four

hash functions, using the bit-selection hash functions (or using any other kind of hash function without

taking into account its area overhead). We assume separate signatures per thread context, and separate
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signatures for the read and write sets. As a result, one core of the 4-way multithreaded Niagara core will

require 8 signatures. Table 4.3 shows the area overheads for both architectures, obtained with CACTI.

AMD Barcelona Sun Niagara
Cores/Thread contexts Quad-core, no MT 8-core, 4-way FGMT

Technology node 65nm 90nm
Die size 291mm2 379mm2

Core size 28.7mm2 13mm2

L1 areas (I/D) 2.25mm2 (both) 1.12/0.64mm2

Area used by signatures, per core 0.07mm2 0.54mm2

Core size increase 0.25% 4.1%
Die size increase 0.10% 1.1%

Table 4.3: Area estimates in real systems

As we can see, the hardware required to implement signatures is insignificant in the Barcelona, but

noticeable in the Niagara. Note that the 4 thread contexts per core impose a total of 8 signatures/core,

which amount to a total of 4Kbytes of memory, half as much as the L1I cache.

Additional signatures can be required by particular TM systems. For example, to enable virtual-

ization, LogTM-SE uses two additional signatures per core (the summary signatures, as described in

Section 2.2.3), requiring a total of 4 signatures per thread context. In this case, the hardware require-

ments are two times those of Table 4.3. Also, to enable fast nested transactions, it may be desirable

to use additional pairs of signatures (as, otherwise, the current pair of signatures needs to be copied to

memory when a nested transaction begins).

Finally, note how important is to use parallel Bloom signatures if we intend to use a high number of

hash functions. If we used a true Bloom signature in this configuration, we would require 4.3mm2 per

core in the Niagara, causing a 33% increase in the core area and a 9% increase in the die area.

4.6 Performance evaluation

We now present a performance evaluation of true and parallel Bloom signatures. We follow the method-

ology explained in Chapter 3. We will explore the three design dimensions of Bloom signatures and will

verify that the equivalence between true and parallel Bloom signatures holds in practice. We will use

three specific implementations of the hash function types introduced in Section 4.1.1:

• Bit-selection by bit-interleaving: In this implementation of bit-selection we generate k different

hash values of B bits each in the following way: if we number the address bits starting from the

least significant bit (i.e. the LSB is 0, the second least significant bit is 1, etc.), the i-th hash value

is generated by concatenating the bits i, i + k, i + 2k, and so on. For example, in a 256-bit, four

hash function parallel signature requiring B = log2(256)/4 = 6 bits per hash value, the hash value
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H0 is be generated with bits (0, 4, 8, 12, 16, 20), and H3 is generated with bits (3, 7, 11, 15, 19, 23). If

the number of bits required for the hash functions is greater than the number of bits of the address

we want to consider, we wrap around and start selecting bits from the beginning again. In our

case, we only use the 25 least significant bits of the address: we do not want to consider complete

addresses, since higher-order bits usually have a very small variation. For example, in a 2048-bit,

4 hash function parallel Bloom signature, requiring B = 9 bits, we would get H1 with the address

bits (1, 5, 9, 13, 17, 21, 0, 4, 8).

• Fixed H3 hash functions: In this case, the bits of the address that are XORed to generate each

bit of the hash value are hardwired (i.e. cannot change), and every thread context in the system

implements the same hash functions. This enables an area-efficient implementation of the hash

functions.

• Variable H3 hash functions: With this flavor of H3 functions, the subset of bits chosen to generate

each bit of the hash value are randomly selected after each commit on abort. This causes the hash

functions in the system to be different from each other and to be constantly changing. This increases

the area requirements and the complexity of the hash functions, but the variability mitigates the

problems that having the same signature aliases between certain pairs of addresses all the time

may introduce. For example, suppose that we have two shared variables in our program, one which

is widely shared and other which is sometimes modified. If the addresses of two variables map

to the same bits in the signature (i.e. there is an alias between them), the second one will be

very difficult to modify because it will be typically reported as read by other transactions in the

signature checks. This may introduce a significant performance impact if the hash functions are

fixed, but not if they constantly change.

Table 4.4 shows the execution times normalized to a perfect signature for different configurations.

Each individual graph shows how the performance varies with the signature size (256 to 2048 bits, in the

x-axis) and the number of hash functions (different lines in each graph). Both true and parallel Bloom

signatures are represented in the same graph (with dashed and solid lines, respectively). Each row of

graphs shows the result from a single benchmark, using a different type of hash functions in each graph

of the row (bit-selection, fixed H3, and variable H3). We now comment on the different aspects of these

results.

4.6.1 True vs. Parallel Bloom signatures

Using probabilistic analysis, we previously saw that true and parallel Bloom signatures should perform

equivalently. Looking at the results, we can see how the differences are generally quite small when using
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Table 4.4: Execution times for different true (dashed lines) and parallel Bloom signatures (solid lines).

fixed or variable H3 hash functions (typically the discrepancies are of 2% or less). The highest difference

for H3, 17%, occurs for raytrace, with 512-bit signatures and four fixed H3 hash functions. However,

performance differences between true and parallel Bloom signatures are much higher for bit-selection

than for H3 hash functions, especially when using four hash functions. Note how these differences are

of up to 100% in vacation and delaunay. These results are a direct consequence of the hash function

quality: the H3 hash functions create more uniform and uncorrelated distributions of the hash values

than bit-selection, and therefore are closer to our theoretical model of a Bloom filter.

From the experiments, we can safely conclude that, even though the conditions required in the the-

oretical analysis are not strictly met in practice, the equivalence of true and Parallel Bloom signatures

still holds, given that good enough hash functions are used.

4.6.2 Effect of signature size

We can see that doubling the signature size generally produces a noticeable performance gain. Perhaps

surprisingly, at times, increasing the signature size results in lower performance (e.g. in raytrace, the

execution time increases by 13% when going from 256 to 512 bits in a parallel Bloom signature with two

fixed H3 hash functions). This is an artifact of the the LogTM-SE system and the underlying complex
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interactions in the memory system and between transactions. For example, aborts resulting from a false

positive at times mask an expensive abort that would occur later if this false positive was not triggered.

The same behavior has been observed in other signature-based TM systems [28].

4.6.3 Effect of the number and type of hash functions

Bit-selection vs. fixed H3: In Table 4.4, we can clearly appreciate that the type of hash functions

used may be more important than the number of them. Focusing on the differences between bit-selection

and fixed H3, we see that both types of functions perform comparably for raytrace and barnes, while for

the more demanding btree, vacation, and delaunay (which spend most or all their time in transactions),

bit-selection hash functions are consistently surpassed by their H3 counterparts: even 2Kbit signatures

produce a significant degradation (20%-50%) in the execution time of these three benchmarks when

bit-selection is used. However, 2Kbit signatures using four H3 hash functions produce no degradation in

vacation or delaunay, and even 256-bit signatures perform well in btree. But perhaps the most significant

result is that increasing the number of hash functions from two to four when using bit-selection does

not help performance, but generally hurts it (with the exception of raytrace). This result is consistent

with the findings presented in the Bulk paper [12], in which bit-selection is used, and it is concluded

that using more than two hash functions yields worse performance. In contrast, increasing the number

of H3 hash functions from two to four always entails better performance for a given size. Again, this is

due to the more uniformly distributed and uncorrelated hash values that the different H3 hash functions

generate.

Fixed vs. variable H3: If we now focus on the differences between using fixed or variable H3 hash

functions, we can see that variable H3 achieve excellent results in btree and raytrace, while vacation and

delaunay exhibit similar results for both hash function types. Recall that the objective of using variable

hash functions was to avoid repeated false positives over time, because, as the hash functions change,

the aliases between different addresses change as well. It is also remarkable that, for btree and raytrace

(which have typically small read and write sets), the difference between the number of hash functions

used becomes negligible. The number of hash functions is still determinant in vacation and delaunay,

which have larger read and write sets.

Using more than four hash functions: Finally, we also performed experiments using eight fixed

H3 hash functions (not shown in the graphs for clarity), which show that using eight hash functions

yields similar results than using four. Performance is marginally better for btree, barnes and delaunay,

and slightly worse for raytrace and vacation (about 10% worse, depending on the particular situation). If

we had to decide the number of hash functions to implement based on these results, we would probably
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choose to use four over (mainly due to their simpler implementation), but it is good to know that the

performance degradation is not terrible if we use more hash functions than necessary if we use H3, as it

happens when using bit-selection.

Based on these experiments, if Bloom signatures with fixed hash functions are to be employed, it is

clear that about four hash functions should be used, either from the H3 family or from a similarly good

one that allows us to have a high number of uncorrelated hash functions, instead of using a low number

of hash functions and simple bit-selection. If the system allows to have signatures with hash functions

that can change over time, it may be desirable to implement some form of inexpensive variable hash

functions to reap the benefits of variability.

4.6.4 Statistical analysis of the hash functions

Over the previous sections, we have based some of our explanations of the differences between the hash

function types on the statistical properties that hash values exhibit. Now, we substantiate our claims

with actual statistical data from the hash value distributions.

Figure 4.5 compares the hash value distributions of inserted addresses for two different benchmarks:

btree, which has small read and write sets, and vacation, which has large read and write sets. These

distributions were obtained by profiling the hash values of the elements that were inserted into the

signatures. The results correspond to the first hash function of a 512 bit, 2 hash function parallel Bloom

signature. Note the different ranges used in the y-axis across hash functions.

We can clearly see that the hash value distributions that bit-selection produce are very far from an

uniform one. For example, almost half of the insertions in btree map to the same place. The fixed H3

are much closer: they typically have a mean and standard deviation within 3% of those of an uniform

distribution, but have spikes due to the existence of more commonly accessed addresses. Finally, the

variable H3 achieve a truly uniform distribution over time, thanks to the continuous changes of the hash

functions. Note that, when larger address sets are used, both bit-selection and H3 generate distributions

with less spikes.

Since one of the main assumptions in the analysis of Bloom signatures was that the set of generated

hash values was independent and uniformly distributed, how close the distribution of hash values is from

the uniform has a great impact in how close are the simulated signatures from the theoretical discussion.

Note, however, that having variable H3 hash functions does not entail that the signatures are going to

perform as predicted by theory, as the set of inserted addresses each time still has a significant correlation.

Nevertheless, the effect of having variable hash functions is that the aliases caused by signatures vary

over time, and so avoid pathological conditions (e.g. making it difficult to write to a certain address

because there is a constant alias with the address of a widely shared variable).
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Figure 4.5: Hash value distribution of inserted elements for a 512-bit parallel Bloom signature of 2 hash
functions
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Chapter 5

Cuckoo-Bloom signatures

So far, we have only considered signatures implemented with Bloom filters. In this chapter, we present

a novel signature implementation, called Cuckoo-Bloom signatures, inspired by cuckoo hashing. Cuckoo-

Bloom signatures match the low false positive rates of Bloom signatures with many hash functions when

the number of addresses is small and show the good asymptotic behavior of Bloom signatures with few

hash functions when the number of addresses is large.

We will first introduce cuckoo hashing and modify it to implement signatures in TM systems. We

call these Cuckoo signatures. We then describe Cuckoo-Bloom signatures, a hybrid data structure that

behaves like a Cuckoo signature at first and morphs into a Bloom signature for large address sets. In

the remainder of this chapter we explain the design, analysis, and hardware implementation of these

signatures, and then present a performance evaluation, comparing these structures with conventional

Bloom signatures.

5.1 Cuckoo signatures

Cuckoo signatures are inspired by cuckoo hashing, a hash table technique introduced by Pagh and

Rodler [32]. Cuckoo hash tables occasionally move elements on insertions, but have very fast lookups

and high occupancy rates, in the range of 80%. These properties are attractive for a TM signature data

structure. Particularly, it is important to have fast lookups, especially in TM systems where signatures

are tested on-line. In our experiments with LogTM-SE with broadcast signature checks, for example,

tests are from 5.5 to 200 times more frequent than insertions.
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Figure 5.1: Cuckoo Signatures

5.1.1 Design

The basic design of the signature is shown in Figure 5.1. The table has S sets (rows), and each of those

sets is divided in B buckets, like a B-ary set-associative cache. Each of the cells in the table stores a

3-tuple of hash values of one address.

On a insert operation, three hash functions (h1, h2, hE) are applied to the address, yielding the hash

values (H1,H2, E). H1 and H2 are used to index the table, while E provides extra information about

the address that makes its representation more accurate. In the simplest case, at least one bucket of the

two indexed sets will be unused. In that case, the two sets are retrieved, and the new element is inserted

in the last bucket of the least occupied set.

To test if an address was inserted into the structure, we compute the (H1,H2, E) tuple, retrieve the

sets addressed by H1 and H2, and check if an element with (H1,H2, E) is already present.

If, when doing an insertion, both sets happen to be full, the element in the leftmost bucket is evicted,

the remaining buckets are shifted to the left, and the new element is inserted into the last bucket. In

a hardware implementation, this can be accomplished with parallel writes to all the buckets. We then

re-insert this evicted element back into the table, possibly evicting another one, and repeat the process

as needed. For example, if we tried to insert (3, 3, 54) into the structure in Figure 5.1a, (3, 3, 156) would

be evicted, (3, 5, 942) would be shifted into bucket 0, and (3, 3, 54) would be inserted into bucket 1 of

set 3. The evicted element (3, 3, 156) would then get re-inserted into bucket 1 of set 3, evicting (3, 5,

942) from bucket 0, which would then get inserted at bucket 1 of set 5, shifting (2, 5, 027) to bucket

0 of set 5 and producing no more evictions. However, this scheme could potentially get into an infinite

loop of evictions and re-insertions. Hence, we limit the number of iterations to a small integer (4 in

our experiments). If the last iteration ends up evicting an element, we mark this last accessed set as a

wildcard by setting the WC bit. Future tests on addresses for which either H1 or H2 map to that set

return positive. By having wildcards, we ensure that the structure can represent an unlimited number

of addresses. In the extreme, that is, if we are trying to represent address sets much larger than the

number of entries, most or all sets will be wildcards.
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Total SRAM size 1024 bits Max. iterations/insert 4
Sets 32 Set size 32 bits (+WC bit)

Buckets/set 2 Hash function length 4 bits
Hash functions 2 (H3) E field length 12 bits

Table 5.1: Parameters for Cuckoo and Cuckoo-Bloom signatures
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Figure 5.2: Probability of false positives of Bloom, Cuckoo and Cuckoo-Bloom signatures

5.1.2 Analysis

Trying to derive a formula for the probability of false positives of a Cuckoo signature is an exceedingly

complex task. Hence, we analyze Cuckoo signatures using Monte Carlo simulation. Table 5.1 shows the

parameters used for the Cuckoo signatures and Figure 5.2 shows the false conflict rates. Cuckoo signatures

outperform Bloom signatures when there are no wildcards because we have a precise representation of

the address set, but as wildcards become common performance is worse than Bloom signatures. Cuckoo

signatures are able to perform so well because we move elements around when conflicts arise. This

achieves a high occupation rate before the appearance of wildcards (80% in our Monte Carlo simulations).

Additionally, before the appearance of wildcards, 95% of insertions cause no more than one eviction.

These results show that Cuckoo signatures are very effective until wildcards start to appear.

In the next section, we describe how to combine Cuckoo signatures with Bloom filters to achieve better

behavior when wildcards begin to appear.

5.1.3 Implementation

Cuckoo signatures could be constructed by implementing the design in Figure 5.1a with a single large

2-ported SRAM. However, we can instead use two separate single-ported SRAMs. Each SRAM is in-

dexed by one of the hash functions, and stores half of the sets in each table, as shown in Figure 5.1b.

Additionally, we just need to store one of H1 or H2 per entry, as the other hash value can be deduced

by the set the entry is in. The wildcard bits are maintained as a separate array of flip-flops.
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In general, this scheme can be extended to work with a higher number of buckets and multiple hash

functions. Of these, all but one need to be stored. The total number of storage bits is:

Size = S × (B × ((K − 1) × LH + LE))

where S is the number of sets, B is the number of buckets, K is the number of hash functions (and

memories), LH = log2(S/K) is the length of the hash values, and LE is the length of the E field. Note

that the length of this field is arbitrary: a larger field will allow a more accurate representation of the

address set, but more space will be required per entry. In fact, if we used bit-selection to generate the

hash values, and assigned to LE those bits that were unused by the other hash functions, we could

represent the set of addresses exactly.

5.2 Cuckoo-Bloom signatures

5.2.1 Design

Cuckoo signatures have a high probability of false positives once wildcards start to appear. One option

is to combine a Cuckoo signature and a Bloom filter, hashing the addresses that overflow the Cuckoo

signature into the Bloom filter. When a wildcard is found, we test the Bloom filter.

A more efficient design is to transform the sets of the Cuckoo signature into Bloom filters as the

structure fills up. We call this design a Cuckoo-Bloom signature. To achieve a low probability of false

positives, each entry will only be hashed into one of the memories. This memory will be determined by a

part of the E field (for example, if we have two memories, the target memory can be determined by the

least significant bit of E). When we reach the maximum number of iterations for an insertion, we evict all

the entries in the set in which the extra element can be hashed, turn that set into a single-hash-function

Bloom filter, and hash the element there. We then repeat the process with the newly evicted elements.

This chain of evictions could lead to long delays, but our experiments show that, for two buckets, delays

are acceptable, as multiple Bloom filters are rarely created. This result does not hold for more buckets,

where transforming the structure into a Bloom filter typically causes long delays.

5.2.2 Analysis

As we did with Cuckoo signatures, we use Monte Carlo simulation to analyze the performance of Cuckoo-

Bloom signatures, whose parameters are shown in Table 5.1. The probability of false positives of this

new structure is compared against that of the Bloom filters in Figure 5.2. We can see how this signature

dynamically transitions from a Cuckoo structure to a Bloom signature as it fills up. It behaves better
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than Bloom signatures of k ≥ 1 for low loads, and maintains the characteristic of a Bloom signature with

one hash function at high loads.

5.2.3 Implementation

The hardware implementation of Cuckoo-Bloom signatures is essentially the same as a Cuckoo signature.

The main difference is in the control logic and the addition of an extra buffer to hold evictions when

the hashed values need to be inserted as a Bloom signature. When the WC bit is set, a Cuckoo-Bloom

signature structure treats that row of the SRAM as a Bloom filter. Unlike the bit-addressed SRAMs

used for Bloom signatures, writing to this Bloom filter involves reading a word, setting the corresponding

bit, and writing back the entire word.

5.3 Performance evaluation

To see how Cuckoo-Bloom signatures perform in a practical setting, we have simulated them in the

same conditions as Bloom signatures. We have used signatures with parameters as shown in Table 5.1,

keeping the 16-bit entries, and a varying number of sets from 8 to 32, to get sizes from 256 to 2048

bits. Figure 5.3 shows the performance impact that the different signatures cause on the benchmarks,

comparing it with parallel Bloom signatures (shown in dashed lines). We can see how the performance

degradation is minimal in btree and barnes, and near to that of four hash function Bloom signatures in

raytrace. In vacation and delaunay, which have larger address sets, Cuckoo-Bloom signatures perform

comparably to a 2 hash function parallel Bloom signature.

As a conclusion, for benchmarks in which the number of addresses in a read or write set is expected

to be below the number of entries, Cuckoo-Bloom signatures typically do better than their Bloom fil-

ter counterparts. When the structure is commonly degraded to a Bloom filter, performance degrades

gracefully, but Bloom signatures with more hash functions achieve a lower degradation.
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Figure 5.3: Normalized execution times of Cuckoo-Bloom (solid line) vs. parallel Bloom (dashed lines)
signatures
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Chapter 6

Two adaptive and simple signature

schemes

In this chapter, we describe, analyze, and evaluate two signature schemes that adapt to the size of a

transaction’s read and write-sets. The first one, Hash-Bloom signatures, tries to seek a middle ground

between the accurate hash-table-based representation of Cuckoo-Bloom signatures and the simplicity

of Bloom signatures. It supports all the operations that Bloom signatures support (i.e. works well

with intersection and union), as well as one-cycle insertions and tests. The second one, adaptive Bloom

signatures, uses parallel Bloom signatures, augments each core with read and write-set size predictors,

and adapts the number of hash functions of the signature to the predicted size.

6.1 Hash-Bloom signatures

In the previous chapter, we saw how storing hash values can be used to provide an accurate representation

of small read and write sets, while maintaining a reasonable probability of false positives at high loads.

Cuckoo hashing was helpful in maintaining the structure without Bloom filters until the occupation was

really high, but increased the overall complexity and did not support set union or intersection easily.

With Hash-Bloom signatures, we give up the option of evicting and reinserting elements on a conflict,

and instead, transform the hash table into a Bloom filter gradually.

6.1.1 Design

The basic structure of the Hash-Bloom signature is shown in Figure 6.1a. The table has r rows, each

of which has c bits. Both r and c are a power of two. Additionally, each row features a small register,

which contains the format of the row. The structure uses two hash functions, h1, of log2(r) bits, which
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is used to index the rows, and h2, of c − 1 bits, used for each row.
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Figure 6.1: Hash-Bloom Signatures

The structure is cleared by setting the format registers and the last bit of each row to 0. To perform

an insertion, the hash functions are applied to the address, yielding the hash values H1 and H2. H1

determines the row that the element will be in. If the row is empty, we store the c − 1 bits of H2 in the

row, and mark the last bit, the used bit, as 1. To allow the representation of an unbounded number of

elements, each row may support a variable number of entries: one entry of c bits, two of c/2 bits, and

so on, up to c entries of one bit each. In each entry, all the bits but the last store part of the hash value

H2, and the last bit is the used bit. Each inserted element may only map to one entry; this entry is

determined by the first hash bits of H2. If, on an insertion, the entry to fill is already occupied, we check

if the stored bits of H2 match. If they don’t, we have to perform a reduction: we double the number

of entries in the row, remap the current elements in the row, and try to insert the element again. If we

can’t, we perform successive reductions until we are able to1. Note how, in the extreme (c entries of

one bit each), there is no hash information stored, as each entry consists of just the valid bit, and the

insertion cannot fail. In effect, in this case, the row is working like a Bloom filter.
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Figure 6.2: Insertion process in a Hash-Bloom signature

The above procedure is best illustrated with an example. Consider, that we have the structure of

Figure 6.1a (8 rows, 8 bits per row). The hash functions h1 and h2 have 3 and 7 bits, respectively. The

example is illustrated in Figure 6.2. Suppose that we begin inserting an element of hash values (6,44).

To do it, we examine the first row, see that it is empty, and place the entry there. Now, to insert an

element with hash values (6,107) we have to perform a reduction, because the element (6,44) is taking

the complete row. We double the number of entries, and remap (6,44). When remapping, the least

significant bit of the stored hash value determines where to map the entry, and hence, it doesn’t need to

1We call this operation reduction because we reduce the number of bits per entry
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be saved (it is encoded by position). Since 4410 = 01011002, the least significant bit of H2 is 0, and so

the element has to be stored into the first entry. Therefore, the three most significant bits are discarded,

and the value 1102 (bits 3 to 1 of 4410) is stored in the first entry. We now try to reinsert the element.

Since 10710 = 11010112, the least significant bit of H2 is 1, and the element maps into the second entry,

where the bits 1012 are stored. Now both elements are represented in the signature. If we now want to

insert (6,19) (1910 = 00100112), we need an extra reduction: what used to be (6,44) is mapped to the

first entry, with hash value 12; what used to be (6,107) is mapped into the fourth entry, with hash value

02. Since the two least significant bits of 1910 are 112, (6,19) also maps to the fourth entry. However,

the third least significant bit of 19 is 02, so no more reductions are needed: both (6,107) and (6,19)

are represented in the fourth entry now. In short, as successive reductions happen, the most significant

bits of the hash values stored in each entry are trimmed, and the least significant bits are encoded by

position. A signature in which only a few elements are inserted will usually keep many rows with few

entries, and so will represent each inserted element more accurately. Table 6.1 shows the number of hash

bits kept for each entry in a 32x32 filter, depending on the format of the row the element is hashed in.

Format 0 1 2 3 4 5
Bits per entry 32 16 8 4 2 1

Hash bits kept, due to row 5 5 5 5 5 5
Hash bits kept, by position of entry 0 1 2 3 4 5

Hash bits kept, stored in entry 31 15 7 3 1 0

Hash bits kept, total 36 21 14 11 10 10

Table 6.1: Number of hash bits kept per entry in a 32× 32 Hash-Bloom signature, depending on the row
format

To test for membership, we compute the hash values H1 and H2, retrieve the row indexed by H1,

and, using the format register, determine the number of entries it contains. Then, the least significant

bits of H2 are used to determine the entry the element is in. If the entry is used and the corresponding

portion of H2 matches with the hash bits stored at the entry, a positive is reported. In any other case,

the element is not represented in the filter.

Additionally, the intersection and union operations of two signatures can be performed in a relatively

short time. The simplest way is to reduce each row of both signatures to a Bloom filter, then perform

the intersection or union operations as it is done in Bloom signatures. Performing an intersection of

these structures without reducing them to Bloom signatures is also easy. The intersection is done row

by row. The first step is to reduce the row with the least number of entries to the number of entries that

the other row has. Then, each pair of entries is compared. If both entries are used and have the same

hash bits, the entry is kept in the intersection; otherwise, it is cleared. Finally, performing an union of

two signatures is more difficult without resorting to Bloom filters, but can be done row by row, and not

element by element, as happened with Cuckoo-Bloom signatures.

42



6.1.2 Analysis

Although this structure is simpler than a Cuckoo-Bloom signature, obtaining a closed-form formula for

the probability of false positives is still complex. Therefore, we perform Monte Carlo analysis to evaluate

the theoretical performance of these signatures. Figure 6.3 shows the probability of false positives for

two signatures of 1Kbit: one with 128 rows and 8 bits/row, and other with 256 rows and 4 bits/row.
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Figure 6.3: Probability of false positives for different Hash-Bloom signature configurations

We can see how varying the rows and bits/row gives us a degree of freedom in shaping the probability

of false positives. Signatures with large rows have better behavior for low occupation, because they

retain many hash bits of the inserted elements. Signatures with smaller rows (such as the 256x4 one)

perform worse for low occupations, but do better than a single-hash function Bloom signature even for

quite high occupations. Finally, we can see how the 128x8 signature performs almost as well as a 2-hash

function Bloom signature for small address sets, and as well as a 1-hash function Bloom signature for

large address sets.

6.1.3 Implementation

Hash-Bloom signatures can be implemented with a single-ported, word-readable SRAM, so the hardware

cost is expected to be similar to that of a Bloom signature of the same size. Figure 6.1b shows a canonical

implementation. The main differences are the higher number of hash bits required, which requires

larger hash functions, and the control logic, which will be more complex. Although in Section 6.1.1 the

reduction process is described in a sequential way (performing successive reductions until the inserted

element fits), the actual hardware implementation can detect how many steps are necessary and do them

at once, enabling one-cycle insertions and tests. This contrasts with the Cuckoo-Bloom signature, where

additions could take a significant number of iterations.

An important factor to take into account is that the space overhead of the flip-flops that maintain the
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state of each row can impact the total amount of state significatively, especially for signatures with small

rows. For example, in signatures with 4bits/row, each row can have one, two or four entries, needing

two bits to code the format, which results in a 50% overhead (2 extra bits for each 4 bits). However,

a small optimization can save us a lot of space: in general, in these structures, having entries of two

bits does not yield any advantage over 1-bit entries, because the hash bit that we hold in 2-bit entries

is encoded by position when we switch to 1-bit entries (see Table 6.1 for a concrete example). Hence,

we can reduce from 4 bits/entry to 1 bit/entry directly, and remove one state. For 4 bits/row, we just

need an additional bit, and so the overhead is reduced to 25%. Table 6.2 lists the space overheads for

different row lengths.

Bits per row 1 2 4 8 16 32 64
Number of formats 1 1 2 3 4 5 6
Extra bits per row 0 0 1 2 2 3 3

Space overhead 0% 0% 25% 25% 12.5% 9.37% 4.69%

Table 6.2: Space overhead due to format registers in a Hash-Bloom signature

6.2 Parallel Hash-Bloom Signatures

To reap the benefits of accurate representation of small address sets that Bloom signatures with many

hash functions have, while at the same time we mitigate their poor behavior for large address sets, we

can use multiple Hash-Bloom signatures in parallel. We call this a parallel Hash-Bloom signature.

6.2.1 Design

Figure 6.4a shows the design of a parallel Hash-Bloom signature. As with a parallel Bloom signature, to

insert an element, we insert it in all the signatures, and when testing for membership the result is only

positive if the element is represented in all the signatures.

h1 h2

 Address

1 0 1 1 1 0 0 1

0 1 1 1 0 1 1 1

0 0 0 0 0 0 0 0

1 1 0 0 0 1 0 0

1 1 0 1 0 1 1 1

0 1 0 1 1 1 0 1

0 0 0 0 0 0 0 0

1 1 0 0 0 1 0 1

3

1

0

2

1

0

0

2

row
format

h3 h4

1 1 1 0 1 1 0 1

0 1 1 1 0 1 1 1

0 1 0 0 1 1 0 0

1 1 0 1 0 0 1 1

1 1 0 1 0 1 1 1

0 1 0 0 1 1 0 1

0 1 0 1 0 0 0 1

1 1 0 0 1 1 0 0

0

1

2

2

1

3

0

2

row
format

h2k-1
h2k

0 0 0 0 0 0 0 0

0 1 1 1 0 1 1 1

1 1 0 1 0 0 0 0

0 0 0 0 0 0 0 0

0 0 1 1 0 1 1 1

1 1 0 1 1 1 0 1

0 0 0 0 0 0 0 0

0 1 0 1 0 1 0 1

0

3

1

0

2

1

2

0

row
format

(a) Design

h1

h2

single-ported
SRAM

of r·c bits

Address

Reduction / Test logic

h3

h4

single-ported
SRAM

of r·c bits

Reduction / Test logic

h2k-1

h2k

single-ported
SRAM

of r·c bits

Reduction / Test logic

...

(b) Hardware implementation

Figure 6.4: Parallel Hash-Bloom signatures

6.2.2 Analysis

Figure 6.5 shows the probability of false positives for several signature configurations.
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(b) Using 4 signatures in parallel

Figure 6.5: Probability of false positives for different Parallel Hash-Bloom signature configurations

We can see how with two Hash-Bloom filters used in parallel and 8 bits per row, we can get the

performance of a 4-hash function Bloom signature for low loads, and the performance of a 2-hash function

Bloom signature for high loads. Similarly, when using 4 hash functions, we get the performance of an

8-hash function Bloom filter at low loads and keep the performance of a 4-hash function Bloom filter at

high loads. This could produce a noticeable effect on performance when these signatures are used in a

TM system.

6.2.3 Implementation

The hardware implementation of these structures is straightforward, as shown in Figure 6.4b. When

compared to Bloom signatures, the overheads caused by the per-row format registers may be compensated

by the smaller amount of hash bits and memories. For example, if we compare a 2-parallel Hash-Bloom

with 8 bits/row and 2048 bits with a 4-hash function parallel Bloom signature of the same size, we need

to generate 28 hash bits instead of 36, and need 2 instead of 4 memories, reducing the overheads due to

SRAMs.
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6.3 Adaptive Bloom signatures

Adaptive Bloom signatures use normal Bloom signatures, but change their amount of hash functions

dynamically in order to adapt to the read and write set sizes of a transactions. Since these sizes are not

known beforehand, we augment each core with simple read and write set size predictors, and infer the

best number of hash functions from the predicted sizes.

6.3.1 Design

The design of the filters is depicted in Figure 6.6a. It consists of a parallel Bloom filter, with a hash

function selection logic, which uses the input from the size predictors to adapt the number of hash

functions.
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Figure 6.6: Adaptive Bloom Signatures

Predictors: The size predictor has two main components: the prediction table and the prediction

update logic. The prediction table (see Figure 6.6a) stores the current size predictions. Each entry in

the table stores the predicted read and write set sizes for a certain type of transaction. This type is

determined by the value of the program counter when the transaction begins, so that multiple instances

of the same transactional code use the same prediction. The table has a limited number of entries, and

follows a LRU eviction policy: if we begin a transaction whose size prediction is not in the predictor

table, we evict the least recently used entry. Typically, a small number of entries will be enough (e.g. 4

entries produce no evictions in our simulations).

The prediction update logic keeps track of the current transaction’s read and write set sizes by incre-

menting a counter each time an element is inserted into the signatures, and updates the size predictions

when a transaction commits. The new predicted value is calculated using an exponential weighted moving

average (EWMA). In general, this uses the formula:

NewPrediction = α · NewV alue + (1 − α) · OldPrediction, 0 ≤ α ≤ 1

Note that the α parameter (called smoothing factor) determines how much we take the new value into

account in the prediction. An α close to 0 causes a smooth but slowly changing prediction, while an α
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close to 1 causes the prediction to change swiftly but may be less stable if the values change a lot. In our

case, we would like to be somewhat pessimistic with set size prediction, i.e. it is preferred to overestimate

the size than to underestimate it, to avoid the saturation of the signature if we select a high number of

hash functions and the set size is larger than expected. To achieve this, we use two different values of α

to make the prediction:

• If SizeAtCommit > PredictedSize, NewPredictedSize = 3
4SizeAtCommit + 1

4PredictedSize.

• If SizeAtCommit < PredictedSize, NewPredictedSize = 1
4SizeAtCommit + 3

4PredictedSize.

Finally, note that by using the values 1/4 (a power of 2) and 3/4 in the calculations, we enable a

simple hardware implementation of the update logic.

Hash function selection: The hash function selection logic also has two components: First, the

number of hash functions to be used, kp, has to be deduced from the predicted set size. Since this

involves some amount of probabilistic reasoning, the procedure will be explained in the analysis section.

Second, we have to select the actual hash functions to use, given kp. If we used a k hash function true

Bloom signature, doing this would be trivial: we could just use the first kp hash functions. However, this

is not possible in a k hash function parallel Bloom signature, since using a fixed set of hash functions

leaves part of the filter unused. To cope with this, we will use an additional small hash function hs,

which will be applied to each incoming address, generating a hash value 0 ≤ Hs < kp, and will use the

hash functions (and memories) with index Hs, (Hs + 1) mod k, ..., (Hs + kp − 1) mod k. For example,

if we have k = 8 hash functions, and kp = 4, when Hs = 3 we will use hash functions 3,4,5, and 6, and

when Hs = 6 we will use hash functions 6,7,0, and 1.

6.3.2 Analysis

An adaptive Bloom signature will work just as a Bloom signature in terms of probability of false positives

for a certain transaction, but will change the number of hash functions used over time. We now focus

on how to select the best number of hash functions. Recall from Section 4.3 that the best number of

hash functions to be used was kopt = m
n ln(2). Although m (the size of the filter) is fixed and the ln(2)

term could be approximated by other easier to compute constant (such as 3/4), the calculation is still

not trivial to implement in hardware. An easier alternative is to hardcode the ranges in which each

number of hash functions is optimal, and use a set of comparators. Table 6.3 lists these ranges for a

1024-bit Bloom signature. However, this still requires a high amount of comparators to be implemented.

If we want to use a really simple selection logic, we may choose to use a smaller subset of hash function

numbers. For example, suppose that we want to use either 1, 2, 4, or 8 hash functions. Figure 6.7 has the
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probability of false positives of a 1024-bit Bloom signature with 1,2,4, and 8 hash functions, highlighting

the crossover points. Note how close these points are to 512, 256 and 128 (they are, in fact, 492, 246, and

123). Hence, we can implement the hash function selection by just looking at three bits of the predicted

signature size. In general, for a Bloom signature of m bits, these crossover points are close to m
2 , m

4 , and

m
8 , so this extends to signatures of an arbitrary size.

k Optimal range k Optimal range
1 ≥ 492 5 129 − 157
2 391 − 491 6 109 − 128
3 204 − 390 7 95 − 108
4 158 − 204 8 ≤ 94

Table 6.3: Optimal ranges of inserted elements for a 1Kbit Bloom signature that can use 1 to 8 hash
functions
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Figure 6.7: Crossover points in a Bloom signature that can use either 1, 2, 4 or 8 hash functions

Finally, we should note that, although we use a variable number of hash functions, if we use the hash

function selection method described previously and use the same hash functions over time and on all the

cores in the system, the intersection and union operations of signatures with a different number of hash

functions are supported. We just need to perform a bitwise AND (for intersection) or OR (for union)

on the bit-fields (as it is done in conventional Bloom signatures), and consider the resulting signature as

a signature that uses the smaller number of hash functions from the two input signatures. This causes

some extra bits to be set, and may be unacceptable to use it frequently, but if the operation is required

rarely, as it happens with the union operation in LogTM-SE, this method may be acceptable.
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6.3.3 Implementation

Implementing an adaptive Bloom signature requires, apart from the Bloom signature, to implement the

size predictors and the hash function selection logic. An implementation can be seen in Figure 6.6b.

Note that, since the output of the predictors is to be used in selecting the number of hash functions,

the predicted sizes need just a small number of bits. For example, for a 1Kbit signature, 10 bits per

prediction would be more than enough. Also, if we use a limited number of hash functions and high

precision is not a concern, we can discard the least significant bits of the prediction as well. To predict

whether to use 1, 2, 4, or 8 hash functions as described in the previous subsection, just 3 or 4 bits of

the predicted size need to be stored (i.e. we would discard the 6 or 7 least significant bits of the set size

counters). In the end, the additional hardware requirements are:

• A small set of flip-flops or a small SRAM to hold the prediction table. If space is a concern, the

program counter needn’t be stored completely: we could hash it and store its hash value, as it is

often done in other prediction schemes (such as branch predictors).

• Two saturating counters to track the transaction’s read and write set sizes.

• Some simple logic to update the size predictions (mainly, about two multiplexors and small adders).

Note that, since updates are seldom done, the circuit can take multiple cycles to operate and/or

could be used to update the predictions of both the read and write sets.

• A combinational circuit to select kp, which can be made very simple, as explained in the previous

subsection.

• An additional hash function hs, which is small (e.g. 3 bits for 8 hash functions), and logic to select

the appropriate subset of hash functions to be used in each operation.

As a conclusion, the area requirements of the predictors and hash selection logic can be made small

with respect to the area taken up by signatures, especially for signatures of a few kilobits.

6.4 Performance evaluation

We now present a performance evaluation of both Hash-Bloom signatures and adaptive Bloom signatures,

comparing them with parallel Bloom signatures of similar characteristics.

6.4.1 Hash-Bloom and Parallel Hash-Bloom signatures

By their structure, Hash-Bloom signatures should always do better than Bloom signatues of the same

configuration and size. The performance of different signature configurations for our set of benchmarks

can be seen in Figure 6.8. In all the Hash-Bloom signatures, a value of 8 bits/row is used.
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Figure 6.8: Normalized execution times of Hash-Bloom (solid lines) vs. parallel Bloom (dashed lines)
signatures

As we can see, Hash-Bloom and parallel Hash-Bloom signatures do better than their Bloom coun-

terparts across all the benchmarks (with the notable exception of raytrace, which can be attributed to

the different set of hash functions used). The difference is most remarkable when comparing single hash

function Bloom signatures versus single Hash-Bloom signatures. However, the difference decreases when

comparing with Bloom signatures of multiple hash functions, especially of k = 4. Also, we can see that

there is a high correlation with theory: a single Hash-Bloom signature does almost as well as 2-hash

function Parallel Bloom, a 2-parallel Hash-Bloom comparably to a 4 hash function parallel Bloom, and

a 4 hash function parallel Hash-Bloom surpasses both Bloom filters of 4 and 8 hash functions.

6.4.2 Adaptive Bloom signatures

Figure 6.9 shows the performance of adaptive Bloom signatures versus parallel Bloom signatures, using

fixed H3 hash functions. The adaptive Bloom filter uses 1,2,4 or 8 hash functions, following the inexpen-

sive mechanism described in Section 6.3.1 to select the appropriate number. The prediction table has 4

entries.
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Figure 6.9: Normalized execution times of adaptive Bloom (solid lines) vs. parallel Bloom (dashed lines)
signatures

We can see how the signature performs in the range of a 4 hash function Bloom signature and an

8-hash function Bloom signature across all the sizes and benchmarks. Table 6.4 lists the percentage of

time that 1, 2, 4 and 8 hash functions were used for the different benchmarks for a 512-bit adaptive

Bloom signature, as well as the predicted and actual mean set sizes, for the largest type of transaction

in each benchmark (not for all the transactions in the workload). We can see that the simple prediction

mechanism works as expected, and slightly overestimates the size. Also, the number of hash functions

adapts accordingly: in benchmarks with small read/write sets, 8 hash functions are always used. However,

raytrace and vacation, which have larger read sets, the hash value usage distribution adapts accordingly.

Read set Write set
Benchmark k =1/2/4/8 (%) Size Prediction k =1/2/4/8 (%) Size Prediction

btree 0 / 0 / 0 / 100 13 13.25 0 / 0 / 0 / 100 1.97 2.93
raytrace 39 / 20 / 15 / 26 193.8 210.9 0 / 0 / 0 / 100 2.11 1.07
barnes 0 / 0 / 0 / 100 5.58 7.11 0 / 0 / 0 / 100 4.41 5.17

vacation 0 / 5 / 88 / 7 80.9 96.4 0 / 0 / 0 / 100 12.6 13.7

Table 6.4: Hash function usage distribution on the largest transaction type for a 512-bit adaptive Bloom
signature
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As a conclusion, adaptive Bloom signatures may be effective to avoid the saturation of the signatures if

we intend to use a high number of hash functions. While this need does not show in our benchmarks, it is

possible that future applications with a more widely varying behavior may experience a more significant

performance boost when using this technique.
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Chapter 7

The interaction of signatures with

system parameters

Now that the different signature schemes have been discussed, it is time to see how signatures interact

with other parameters in the system. Specifically, we will see how signatures become critical as the

number of cores in the system increases, how much can we improve performance by using a directory to

filter out signature tests, and whether the different conflict resolution protocols designed for LogTM-SE

and presented in Chapter 2 help with false conflicts or make them worse. Along this chapter, we will use

parallel Bloom signatures with H3 hash functions, under different configurations.

7.1 Effect of the number of cores

Figure 7.1 shows the normalized execution time for the different workloads as a function of the number of

cores in the system (in the x-axis), both when a broadcast protocol (solid lines) and a directory protocol

(dashed lines) are used, for 256-bit parallel Bloom signatures with 2 and 4 fixed H3 hash functions. As we

vary the number of cores in the CMP system, the rest of parameters (cache sizes, interconnection fabric

and delays, number of memory controllers, etc.) stay the same. Focusing on the broadcast protocol, we

can see that the impact of having weak signatures increases dramatically with the number of cores. For

example, in btree and raytrace, 256-bit 2 hash functions signatures introduce no performance degradation

at all, while for 32 processors they cause degradations of 38% and 24%, respectively. In vacation, the

same signature configuration has a 50% performance penalty with 8 processors, and a 350% penalty with

32 cores.
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Figure 7.1: Normalized execution times of 256-bit parallel Bloom signatures for 8 to 32 processors, with
a broadcast protocol (solid lines) and a directory (dashed lines)

7.2 Effect of using the directory as a filter

By examining Figure 7.1 we can also appreciate the benefits of using the directory protocol proposed in

LogTM-SE and described in section 2.2 instead of the broadcast one. We can see how the directory is

typically quite effective in reducing false positives (as fewer tests are performed), so small signatures are

usually sufficient even for a large number of cores. For example, for 32 cores and 256-bit signatures with

2 hash functions, the performance penalties in btree, raytrace, and vacation are now of 2%, 18%, and

240% (respectively), instead of the 38%, 24% and 350% obtained with the broadcast protocol. However,

we can also see that, even with a directory, the performance degradation increases when we have more

cores. Therefore, using a directory to reduce the number of false positives scales better with the number

of cores than broadcasting, but the signature size still needs to increase in order to keep false positives

rare.

7.3 Effect of the conflict resolution protocols

Finally, we study how the impact of signatures on performance varies as we change the conflict resolution

protocol. Recall that, in the previous experiments, we have been using the basic conflict resolution

protocol with write-set prediction. The other alternatives were explained in Section 2.3. We will study

the differences between three choices:

1. Basic conflict resolution protocol, without write-set prediction (Base/NoPred)

2. Basic conflict resolution protocol, with write-set prediction (Base/Pred)

3. Hybrid conflict resolution protocol, with write-set prediction (Hybrid/Pred)
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Figure 7.2 shows the normalized execution times in a 32-core system using a broadcast protocol, with

Bloom signatures of 2 fixed H3 hash functions and sizes from 256 to 2048 bits, using the three different

conflict resolution protocols. This time, the execution times are not normalized, to take into account

the real benefit of each conflict resolution protocol. Instead, we show the execution time with perfect

signatures at the right of each graph as a reference.
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Figure 7.2: Execution times of 256-bit 2-hash function parallel Bloom signatures with different conflict
resolution protocols

As we can see, having write-set prediction is fairly orthogonal to the effect of signatures, as the

separation between the lines of the schemes with and without prediction remains approximately constant

as we change the signature size. However, this does not apply when using the hybrid conflict resolution

protocol: in btree and raytrace the execution time is affected less when reducing the signature size with

the hybrid conflict resolution policy. This might seem counterintuitive, because the protocol causes more

false aborts, and these waste work and take some time to complete. However, the situation that this

protocol tries to avoid (having an older writer nacked by younger readers, as we saw in Section 2.3)

becomes much more important when false positives happen, degrading performance much more, so

preventing it outweighs the penalty of having more false aborts. In vacation and delaunay, which do not
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exhibit this pathology, this protocol performs on par with the others.

We can draw two conclusions from these results. First, the choice of the conflict resolution protocol

should not be significantly influenced by a the choice of signatures, as the best performing protocol

with perfect signatures is still the best across all the tested signature sizes for each of our benchmarks.

Second, we see that the hybrid conflict resolution protocol with write-set prediction outperforms the other

two over all the benchmarks except vacation (where not having write-set prediction actually helps by

increasing the number of aborts), so, overall, it seems the protocol of choice regardless of the signatures

used (we extend the observations of Bobba et al. [6], who reach this conclusion for a system with perfect

signatures).
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Chapter 8

Conclusions

Signature-based conflict detection is a promising approach in TM systems, as it enables transactions

unbounded in size in a hardware-efficient manner, at the expense of a typically small performance hit if

good signatures are used. Multiple signature-based designs have been proposed so far, but the novelty

and complexity of these systems left little room to cover in depth the different approaches to signature

implementation and their implications.

In this study, we have examined the design and implementation of multiple signature schemes. First,

we have studied Bloom signatures in depth, and used the theory behind them to obtain a key result:

that parallel Bloom signatures are much more area-efficient than true Bloom signatures because they

require single-ported memories instead of a multi-ported one. We have shown that this can lead to 8×

area savings when using four hash functions. The performance evaluation of Bloom signatures, the first

to exploit their three design dimensions (size, number of hash functions, and type of hash functions), has

lead to important results:

1. There are alternatives to the commonly used bit-selection hash functions, such as the H3 family of

hash functions, that achieve better performance while being hardware-inexpensive.

2. Signatures that use a high number of good hash functions (about 4) significantly reduce the per-

formance degradation of signatures, if used with high quality hash functions.

3. Introducing some kind of variability over time in the hash functions can be very useful, preventing

repeated signature aliases and leading to a highly robust signature design.

4. The equivalence between true and parallel Bloom signatures holds in practice, provided that good

hash functions are used, even when the conditions assumed in the theoretical analysis are not

strictly met.
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Additionally, we have designed, described, and evaluated three novel types of signatures. First,

Cuckoo-Bloom signatures, which adapt cuckoo hashing to represent small read or write sets with high

accuracy (an important case), and morph into a Bloom filter as the size of the represented set increases

to achieve good behavior for large sets. Cuckoo-Bloom signatures achieve an insignificant performance

degradation when the represented sets of addresses usually fit in the structure, but degrade less gracefully

than Bloom filters. Second, Hash-Bloom signatures, which combine hashing and Bloom filters in a sim-

pler way than Cuckoo-Bloom signatures, allow to have multiple of them working in parallel, and perform

better than their Bloom signature counterparts. And third, adaptive Bloom signatures, which predict

the read and write set sizes of a transaction and adapt the number of hash functions used by a parallel

Bloom signature accordingly. When classical probabilistic characterization of these new structures was

unfeasible, we used Monte Carlo simulations to analyze them.

Finally, we have studied the interaction of false conflicts caused by signatures and other system

parameters, such as the number of cores and conflict resolution protocols, and have found that: (1)

increasing number of cores places a higher pressure in the signatures of the system, (2) using a directory

protocol effectively mitigates much of this extra pressure, and (3) the kind of signatures used does not

have a significant impact on the conflict resolution protocol of choice, as the protocol that works best

with perfect signatures in each case is also the best for all signature sizes.

Future work

While this study tries to cover the aspects of signature design and implementation comprehensively, some

aspects are still object of future work. First, although the benchmarks used in the evaluation are insightful

and exhibit widely varying behaviors, they are probably not representative of the full spectrum of TM

workloads. Future studies could use a richer set of benchmarks for a more thorough evaluation. Also,

we have used a limited set of hash functions to prove that their quality plays an important role, but we

do not study what is the optimal tradeoff between hash function quality and area efficiency. Regarding

the different implementations, we provide area and complexity estimations for each signature design,

but do not give an in-depth comparison with exact area and delay numbers of actual implementations.

Finally, the performance evaluation is done with LogTM-SE, but signatures can be used in other ways in

alternative TM systems. Although the basic theoretical principles of each signature design remain valid,

quantifying te impact that the different designs have on other TM systems remains an object of future

work as well.
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