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(57) ABSTRACT

Disclosed is an apparatus and method for a computing device
to determine if an application is malware. The computing
device may include: a query logger to log the behavior of the
application on the computing device to generate a log; a
behavior analysis engine to analyze the log from the query
logger to generate a behavior vector that characterizes the
behavior of the application; and a classifier to classify the
behavior vector for the application as benign or malware.
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COMPUTING DEVICE TO DETECT

MALWARE
BACKGROUND
[0001] 1. Field
[0002] The present invention relates generally to a comput-

ing device that is capable of detecting if an application is
malware.

[0003] 2. Relevant Background

[0004] Computing devices are often used to run diverse
applications which originate from many sources. Unfortu-
nately, applications with malicious intent (e.g., malware) are
often installed onto a user’s computing device. Users are
typically unaware of this because malicious applications
often masquerade as well known applications. Further, these
malicious applications utilize more permissions than are nec-
essary for their functions.

[0005] Protecting computing devices from security threats,
such as malware, is a concern for modern computing devices.
Malware includes unwanted applications that attempt to harm
a computing device or a user. Different types of malware
include trojans, worms, keyloggers, viruses, backdoors and
spyware. Malware authors may be motivated by a desire to
gather personal information, such as credit card numbers and
bank account numbers or cause a cell phone to connectto paid
services. Thus, there is a financial incentive motivating mal-
ware authors to develop more sophisticated methods for evad-
ing detection.

[0006] Traditional malware signature detection methods
extract signatures from an invariant portion of the actual
executable part of a target application. Signature-based mal-
ware detection requires a signature (e.g., a unique pattern in
the malware’s code) for each malware variant. Therefore, it is
impossible to detect unknown malware utilizing signature-
based malware detection. In addition, even for known mal-
ware, there tends to be a delay between the detection of the
signature and when it is actually updated on a computing
device. Further, malware checking using signatures is often
processor and memory intensive. This is especially more
difficult for mobile computing devices. Also, because signa-
ture checking is expensive on mobile devices, such as cell
phones, many detectors simply check the application filena-
mes for well known rogue applications.

[0007] Because of these issues, it would be beneficial to
utilize behavior analysis for the purpose of characterizing,
comparing, and classifying applications on a computing
device to determine whether applications are malware -
which is less processor and memory intensive and can occur
in a much quicker fashion.

SUMMARY

[0008] Aspects of the invention may relate to an apparatus
and method for a computing device to determine if an appli-
cation is malware. The computing device may include: a
query logger to log the behavior of the application on the
computing device to generate a log; a behavior analysis
engine to analyze the log from the query logger to generate a
behavior vector that characterizes the behavior of the appli-
cation; and a classifier to classify the behavior vector for the
application as benign or malware.

[0009] Aspects of the invention may also relate to an appa-
ratus and method for a server to determine if an application is
malware for a computing device. The server may include: a
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processing circuit to receive a plurality of behavior vector sets
from a plurality of computing devices in which each behavior
vector set may characterize the behavior of an application;
and a behavior analysis engine. The behavior analysis engine
may update a global classifier based upon the received behav-
ior vector sets as benign or malware.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 is a block diagram of a system in which
aspects of the invention may be practiced.

[0011] FIG. 2 is a block diagram illustrating behavior vec-
tors that may be generated based upon a behavior analysis
engine and upon a set of queries of the log.

[0012] FIG. 3 is a table illustrating examples of queries,
actions, and action attributes.

[0013] FIG. 4 is a block diagram illustrating an application
operating on computing device utilizing application code and
native code.

[0014] FIG. 5 is a table illustrating results of utilizing the
behavior analysis engine to analyze the log from the query
logger in order to generate behavior vectors that characterize
the behavior of the application such that applications are
identified as benign or malware.

[0015] FIG. 6 is a diagram illustrating a server that may be
utilized to aggregate behavior reports from a crowd of com-
puting devices.

DETAILED DESCRIPTION

[0016] The word “exemplary” or “example” is used herein
to mean “‘serving as an example, instance, or illustration.”
Any aspect or embodiment described herein as “exemplary”
or as an “example” in not necessarily to be construed as
preferred or advantageous over other aspects or embodi-
ments.

[0017] With reference to FIG. 1, FIG. 1 is block diagram of
system 100 in which aspects of the invention may be prac-
ticed. In particular, system 100 illustrates a computing device
102 that may be used to determine if an application is mal-
ware. Computing device 102 may comprise a query logger
108, a behavior analysis engine 122, and a classifier 132. In
one aspect, query logger 108 may log the behavior of an
application on the computing device to generate a log 120.
The log 120 may be a log of actions performed or associated
with the application. The log of actions 120 therefore shows
the behavior of the application. Behavior analysis engine 122
may analyze the log 120 from the query logger to generate
behavior vectors 130 that characterize the behavior of the
application. Classifier 132 may classify the behavior vectors
130 forthe application as benign 140 or as malware 150. If the
behavior vector 130 is classified as malware 150, the appli-
cation associated with the behavior vectors 130 may be
deleted or restricted from usage. As will be described, many
different behavior vectors 130 may be generated to charac-
terize the behavior of an application and based upon these the
classifier 132 may classity the application as benign 140 or
malware 150.

[0018] Computingdevice 102 may include a processor 104,
amemory 106, and an interface 110. It should be appreciated
that computing device 102 may include a display device, a
user interface (e.g., keyboard, touch-screen, etc), a power
device (e.g., a battery), as well as other components typically
associated with a computing device. Computing device 102
may be a mobile device or a non-mobile device. For example,
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interface 110 may be a wireless transceiver to transmit and
receive calls and data through a wireless link to/from a wire-
less network or may be wired interface for direct connection
to networks (e.g., the Internet). Thus, computing device 102
may be a: mobile device, wireless device, cell phone, personal
digital assistant, mobile computer, tablet, personal computer,
laptop computer, server computer, or any type of computing
device.

[0019] Computing device 102 may include a processor 104
configured to execute instructions for implementing query
logger 108, behavior analysis engine 122, and classifier 132.
Memory 106 may be coupled to processor 104 to store
instructions for execution by processor 104. In one aspect,
computing device 102 may include a processor 104 that is
configured to execute instructions to implement: query logger
108 that may log the behavior of an application on the com-
puting device 102 to generate log of actions 120; behavior
analysis engine 122 that may analyze the log of actions 120
from the query logger 108 to generate behavior vectors 130
that characterize the behavior of the application; and classifier
132 that may classify the behavior vectors 130 for the appli-
cation as benign 140 or as malware 150. If the behavior vector
130 is classified as malware 150, the application associated
with the behavior vectors 130 may be deleted or restricted
from usage by the computing device 102.

[0020] Itshould be appreciated that aspects of the invention
as will be hereinafter described may be implemented in con-
junction with the execution of instructions by processor 104
of computing device 102 and/or other circuitry of the com-
puting device 102 and/or other devices. Particularly, circuitry
of the computing device 102, including but not limited to
processor 104, may operate under the control of a program,
routine, or the execution of instructions to execute methods or
processes in accordance with embodiments of the invention.
For example, such a program may be implemented in firm-
ware or software (e.g. stored in memory 106 and/or other
locations) and may be implemented by processors, such as
processor 104, and/or other circuitry of computing device
102. Further, it should be appreciated that the terms proces-
sor, microprocessor, circuitry, controller, etc., refer to any
type of logic or circuitry capable of executing logic, com-
mands, instructions, software, firmware, functionality, etc
[0021] Further, it should be appreciated that some or all of
the functions of the query logger 108, behavior analysis
engine 122, and classifier 132 may performed by computing
device 102 itself and/or some or all of the functions may be
performed by another computing device connected via inter-
face 110 (wirelessly or wired) to computing device 102. Thus,
some and/or all of the functions may be performed by another
computing device and the results transferred back to comput-
ing device 102. Also, according to particular aspects, the
classifier 132 may be a machine learning classifier and com-
puting device 102 may be a mobile device.

[0022] Looking at a particular example, as shown in FIG. 1,
four applications may be loaded (with our without a user’s
consent) to the computing device 102: news application 160
(e.g., CNN), game (e.g., bowling) 162, game (e.g., snake)
164, and game (e.g., bird) 166. Computing device 102 may
automatically determine if these applications are benign or
malware. In particular, query logger 108 may log the actions
or behavior of the applications 160, 162, 164, and 166 on the
computing device to generate the log of actions 120. Behavior
analysis engine 122 may analyze the log of actions 120 for
each of the applications to generate behavior vectors 130 for
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each of the applications that characterize the behavior of each
application 160, 162, 164, and 166. Classifier 132 may clas-
sify the behavior vectors 130 for each of the applications 160,
162, 164, and 166 as benign 140 or as malware 150. In this
example, news application 160 and game application 166 are
classified based on their behavior vectors 130 as benign 140
and are allowed for use by computing device 102. On the
other hand, game applications 162 and 164 are classified as
malware 150 based on their behavior vectors 130 and are
deleted or restricted from usage by computing device 102.
Aspects of the query logger, the log of actions, the behavior
analysis engine, and the behavior vectors will be described
hereinafter in more detail.

[0023] With additional reference to FIG. 2, behavior vec-
tors 130 may be generated based upon a set of queries 210 of
the log of actions 120. Behavior analysis engine 122 may
analyze the actions recorded by log 120, based upon queries
210, to generate behavior vectors 130 that characterize the
behavior of the application such that the classifier may deter-
mine and classify the behavior vectors 130 for the application
as benign or malware. With reference also to FIG. 3, a chart
300 is shown that provides examples of queries 310, actions
320, and action attributes 330 that may be utilized by the
behavior analysis engine 122.

[0024] For example, a set of queries 310 may include at
least one or more of an existence query, an amount query, an
order query, or a category query (block 312). The query 310
may be an observed behavior or an expected behavior. As a
further description, behavior analysis engine 122 may ana-
lyzes device-dependent actions 220 and device-independent
actions 222. As examples, as shown in FIG. 3, actions 320
may include application installation, device information,
communications, and user interaction. Further actions 320
may include: access device information, start at boot, user
data, package installation, sensor, location, media, camera,
SMS, phone call, phone information (block 322). Also, action
attributes 330 may be utilized by behavior analysis engine
122, such as: start time, end time, before, after, exist (block
332). It should be appreciated that these are just examples of
queries, actions, and action attributes that may be utilized by
behavior analysis engine 122 and that many other types may
be utilized.

[0025] As previously described, three components may be
utilized: 1) the query logger 108 that implements mechanisms
to log the behavior of applications on the computing device
102 to generate a log of actions 120; 2) the behavior analysis
engine 122 that analyzes the log of actions 120 and generates
behavior vectors 130 that describe the behavior of the appli-
cations that are running on the computing device 102; and 3)
the classifier 132 that classifies the behavior vectors 130 into
either a benign or malicious category.

[0026] Inthis way, the behavior vectors 130 may be used in
a behavioral analysis framework to detect malware on com-
puting devices. The resulting behavior vectors 130 include
the objective observations extracted from logging. As an
example, the behavior analysis engine 122 answers queries
210 regarding actions (e.g., “application installation without
the user’s consent?”, “should the application behave like a
game?”, “should the website act like news?”, “should the
application be processing SMS messages?”, “should the
application be processing phone calls?” etc.). The answers to
these queries 210 create the behavior vectors 130.

[0027] As examples, each action may be associated with
one or more of four types of queries 310: existence query,
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amount query, order query, and category query. For example,
an existence query 310 may refer to the existence of an action
set. As an example of this query, the query may be to deter-
mine whether an application has accessed device information
(e.g., has phone information been accessed, has location
information been accessed, etc.). The behavior analysis
engine 122 may determine if the log of actions 120 includes
any log of device access by the application and a behavior
vector 130 may be set based on this. For example, a behavior
vector 130 may be set indicating phone information has been
accessed.

[0028] Further, an amount query 310 may refer to the num-
ber of occurrences of actions. As an example of this query, the
query may be to determine the number of occurrence of
actions by an application. As an example, this may be the
number of SMS sent (e.g., outgoing communication via
SMS). Thus, the behavior analysis engine 122 may determine
the number of SMS sent from the log of actions 120. This
query may be used to generate a behavior vector 130 indicat-
ing how many times SMS has been sent.

[0029] As another example, an order query 310 may referto
the number of occurrences of a sequence of actions. As an
example of this query, the query may be to determine the
number of user interactions that occurred before the applica-
tion was installed (e.g., within 30 seconds before installa-
tion). Thus, the behavior analysis engine 122 may determine
the number of user interactions (e.g., Ul events) that occurred
before the application was installed from the log of actions
120. This query may be used to generate a behavior vector
130 indicating the amount of Ul events before application
installation.

[0030] As another example, a category query 310 may refer
to whether the application belongs to a category. As an
example of this query, the query may be to determine whether
the application is a location-based service. Thus, the behavior
analysis engine 122 may determine whether the application is
a location-based service from the log of actions 120 and
whether it belongs to a category in which location informa-
tion is being accessed (based on the log). As an example, this
query may be used as a behavior vector 130 related to the
number of times location information is being retrieved.
[0031] Further, a wide variety of different types of actions
320: application installation, device information, communi-
cations, user interaction, access device information, start at
boot, user data, package installation, sensor, location, media,
camera, SMS, phone call, and phone information (block 322);
may be utilized by the behavior analysis engine 122 to gen-
erate behavior vectors 130. Each of these actions as recorded
by the log of actions 120 may be utilized by the behavior
analysis engine 122 to generate a behavior vector 130 that
characterizes the behavior of the application. Moreover, a
wide variety of different types of action attributes 330: start
time, end time, before, after, and exist (block 332); may be
utilized by the behavior analysis engine 122 to generate
behavior vectors 130. Each of these action attributes, as
recorded by the log of actions 120, may be utilized by the
behavior analysis engine 122 to aid in generating a behavior
vector 130 that characterizes the behavior of the application.
[0032] In particular, as shown in FIG. 2, behavior vectors
130 [1,0,0.207,0,2,5, . . . | may be generated by the behavior
analysis engine 122 based upon the queries, actions, action
attributes, etc., as recorded by the log of actions 120 to char-
acterize the behavior of the application. As an example, for
different types of actions, a behavior vector of around 5 may
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designate frequent use, a behavior vector of around 1-2 may
designate rare use, and a behavior vector of around 0 may
designate no use. A wide variety of different types of appli-
cations, monitored actions, and analysis of them by the
behavior analysis engine 122 to generate behavior vectors
130 will be hereinafter described.

[0033] As to the generation of the behavior vectors 130
based upon the observed actions as recorded by the log of
actions 102 and as analyzed by the behavior analysis engine
122, these actions to be observed or monitored may be based
upon identifying types of behavior or actions that should be
monitored because they represent a high probability of iden-
tifying malware. For example, system experts may identify
which set of system events are related to high-level behaviors
or actions that have a high probability of being malware.

[0034] With brief reference to FIG. 4, an application may
be operating on computing device 102 utilizing application
code 402 and native code 404. The application code 402 may
interact with application libraries 412 and the native code 404
may interact with native libraries 414 and the kernel 416 of
the system interface of the computing device 102. The native
code 404 may allow the application and the application code
402 to utilize the underlying functions of the native libraries
414 and the kernel 416. In particular, the underlying functions
may allow the application to interact with some or all of the
resources of the computing device 102, such as: sensors 420
(e.g., accelerometers, pressure sensors, etc.), SMS phone
calls 422, contact list 424, location sensor 426, network inter-
face 428, etc. Each of the libraries (application library 412
and native library 414) and the kernel 416 may be monitored
by the query logger 108. In this way, query logger 108 may
monitor and log the actions of the applications on the com-
puting device to generate the log of actions 120. Further,
behavior analysis engine 122 may then analyze the log of
actions 120 for application from the query logger 108 to
generate behavior vectors 130 for the application that char-
acterize the behavior of the application.

[0035] As an example, for a game application, the query
logger 108 may generate a log of actions of substantial usage
of the application libraries 412 and native libraries 414 as to
network 428 usage (e.g., network communication with a web-
site), user interface events and sensor usage 420 (e.g., touch
sensor with a user holding the computing device as they play
a game), as well other actions such as substantial media
action. In this way, the behavior analysis engine 122 may
analyze the log of actions 120 for the application from the
query logger 108 to generate behavior vectors 130 for the
application that characterizes the behavior of the application,
such as: frequent network usage, sensor usage, and media
usage. A wide variety of different types of applications, moni-
tored actions, and analysis of them by the behavior analysis
engine 122 to generate behavior vectors 130 will be herein-
after described.

[0036] With reference to FIG. 5, FIG. 5 is a table 500
illustrating results of utilizing the behavior analysis engine
122 to analyze the log of actions 120 from the query logger
108 in order to generate behavior vectors 130 that character-
ize the behavior of the application such that the classifier 132
can classify the application as benign or malware.

[0037] As shown in table 500 a plurality of applications are
analyzed utilizing the behavior analysis engine. In particular
the following applications are classified as benign 538 or
malware 536: game 502, youtube 504, notepad 506, fitness
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506, news 510, fake youtube 520, fake hotelsearch 522, spy-
ware 524, fake game 526, and fake movieplayer 528.

[0038] Foreachofthese applications, a behavior vector 529
is generated by the behavior analysis engine based on ana-
lyzing the log of actions from the query logger. The behavior
vectors are simplified as being frequent use 530, rare use 532,
and no use 534. As a numerical example, a behavior vector of
around 5 may designate frequent use, a behavior vector of
around 1-2 may designate rare use, and a behavior vector of
around 0 may designate no use. Of course, any numerical
designation may be utilized. The behavior vectors are gener-
ated based upon user interface (UI) actions 550, communica-
tion actions 552, sensor actions 554, location 556, media
actions 558, camera actions 560, SMS actions 562, phone call
actions 564, and phone information 566. Based upon this, the
applications are designated as malware applications 536 or
benign applications 538.

[0039] Various examples will now be described showing
the results of utilizing a behavior analysis engine to analyze
the log of actions from the query logger to generate behavior
vectors that characterize the behavior of the application such
that the application can be classified as benign or malware.
For example, a game application 502 having behavior vectors
529 indicating: frequent 530 UI actions 550, frequent 530
communication actions 552, frequent 530 media actions 558,
and no 534 or rare 532 phone, SMS, camera, location, etc.,
actions; is classified as benign 538. A youtube application 504
having behavior vectors 529 indicating: frequent 530 UI
actions 550, frequent 530 communication actions 552, and
frequent 530 media actions 558 and no 534 phone, SMS,
camera, location, etc., actions; is classified as benign 538. A
notepad application 506 having behavior vectors 529 indicat-
ing: frequent 530 UI actions 550 and no 534 phone, SMS,
camera, location, etc., actions; is classified as benign 538. A
fitness application 508 having behavior vectors 529 indicat-
ing: frequent 530 UI actions 550, frequent 530 communica-
tion actions 552, frequent 530 sensor actions 554, and no 534
or rare 532 phone, SMS, camera, location, etc., actions; is
classified as benign 538. A news application 510 having
behavior vectors 529 indicating: frequent 530 Ul actions 550,
frequent 530 communication actions 552, frequent 530 sen-
sor actions 554, and frequent media action 558, and no 534 or
rare 532 phone, SMS, camera, location, etc., actions; is clas-
sified as benign 538.

[0040] On the other hand, a fake youtube application 520
having behavior vectors 529 indicating: rare 532 Ul actions
550 and rare SMS actions 562 but frequent 530 communica-
tion actions 552, frequent 530 location actions 556, and fre-
quent 530 phone information 566; is classified as malware
536. A fake hotelsearch application 522 having behavior vec-
tors 529 indicating: rare 532 Ul actions 550 and rare SMS
actions 562 but frequent 530 communication actions 552,
frequent 530 location actions 556, and frequent 530 phone
information 566; is classified as malware 536. A spyware
application 524 having behavior vectors 529 indicating: rare
532 UI actions 550 but frequent 530 communication actions
552, frequent 530 location actions 556, frequent 530 phone
calls 564, and frequent 530 phone information 566; is classi-
fied as malware 536. A fake game application 526 having
behavior vectors 529 indicating: indicating: no 534 Ul actions
550 but frequent 530 communication actions 552, frequent
530 SMS actions 562, and frequent 530 phone information
566; is classified as malware 536. A fake movieplayer appli-
cation 528 having behavior vectors 529 indicating: no 534 Ul
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actions 550 and media actions 558 but frequent 530 SMS
actions 562; is classified as malware 536.

[0041] It has been found that by having a broad set of
actions that are analyzed from the log of actions 120 from the
query logger 120 by the behavior analysis engine 122 in order
to generate a broad set of behavior vectors 130 that enough
differentiating characteristics can be analyzed to determine
whether an application should be classified as malware or
benign. It has been observed that many malicious applica-
tions attempt to steal user information and/or make false
charges to generate money (e.g., fake SMS charges). Further-
more, by utilizing behavior analysis for the purpose of char-
acterizing, comparing, and classifying applications on a com-
puting device 102 in order to determine whether applications
are malware or benign utilizes limited processor and memory
functionality (as opposed to signature-based malware detec-
tion) and can occur immediately without having to wait for
updates from a server as to new malware or new required
signatures.

[0042] With additional reference to FIG. 6, according to
another aspect of the invention, a system 600 including a
server 620 may be utilized to aggregate behavior reports from
a crowd of computing devices 602. Although only one com-
puting device 602 is shown, the hereinafter described aspects
relate to a plurality or crowd of computing devices 602. The
components and functions of computing device 602 operate
in the same manner as previously described with reference to
computing device 102, such that these components and func-
tions will not be repeated in detail for brevity’s sake. In one
aspect, a server 620 comprises components 622 including at
least a processing circuit 624, a behavior analysis engine 626,
and a global classifier 628. Processing circuit 624 may
include a transmitter and a receiver. The use of behavior
analysis engines, query loggers, behavior vectors, classifiers,
etc., as well as other components and functions, have been
previously described in detail. Processing circuit 624 may be
configured to execute instructions for implementing and
operating with the receiver, the transmitter, the behavior
analysis engine 626, the global classifier 628, as well as other
components, based upon instructions stored in memory
coupled to the processing circuit 624 or other components. It
should be appreciated by those of skill in the art that server’s
utilizing processors and memory are well known in the art.
[0043] Inoneaspect, areceiver of processing circuit 624 of
server 620 may receive a plurality of behavior vector sets 610
from a plurality of different computing devices 602 (e.g.,
when a computing device 602 through its behavior analysis
engine 608 determines that an application’s behavior may be
suspicious or occasional behavior vector set updates (see
decision block 612)). As previously described, a behavior
vector set 610 characterizes the behavior of an application.
The behavior analysis engine 626 of the server 620 may
update the global classifier 628 based upon received behavior
vector sets 610 from computing devices 602. Further, as will
be described, the global classifier 628 may classify a received
behavior vector set for an application from a computing
device 602 that has identified an application as having suspi-
cious behavior (e.g., block 612) as benign or malware.
[0044] In one particular aspect, a computing device 602
may determine that an application’s behavior is suspicious
and may transmit the behavior vector set 610 for the applica-
tion to the server 620 to have the server 620 analyze the
behavior vector set 610. The global classifier 628 of server
620 may classify the transmitted behavior vector set 610 as
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benign or malware. If the behavior vector set 610 for an
application is classified as malware, a malware indicator may
be transmitted to the plurality of computing devices 602 and
the computing devices 602 may delete 632 the application.
[0045] Further, server 620 via a transmitter of processing
circuit 624 may transmit an update to the plurality of com-
puting devices 602, wherein the update is used to update the
behavior analysis engines 608 of the plurality of computing
devices 602. In this way, based upon all of the behavior
vectors sets and other data received from the crowd of com-
puting devices 602, server 620 can periodically update the
behavior analysis performed by the computing devices them-
selves.

[0046] Thus, server 620 operates as crowd sourcing server
by aggregating behavior reports from a crowd of computing
devices 602. By collecting a large input set over time, more
accurate and updated behavior models are generated in an
expedited manner and can be passed on to all the operating
computing devices 602. Also, when an application is deter-
mined to be malware, all of the computing devices 602 can be
notified of this.

[0047] As an example of operation, as shown in FIG. 6, a
query logger 604 of a computing device 602 may log the
behavior of an application to generate of a log of actions 606.
Next, the behavior analysis engine 608 of the computing
device 602 may analyze the log of actions 608 to generate a
behavior vector set 610 that characterizes the behavior of the
application. As an example, the behavior vector set 610 may
include at least one numerical value. At decision block 612, if
the classifier of the computing device 602 does not find that
the behavior vector set indicates anything suspicious about
the application (e.g., it has a low likelihood of being mal-
ware), then the log is deleted (block 616) and the process is
done (block 618). Many of these functions have been previ-
ously described in detail.

[0048] However, if the behavior is determined to be suspi-
cious (decision block 612) by the computing device 602, then
computing device 602 may block the use of the application
(block 614) and may transmit the behavior vector set 610 to
server 620. Server 620 may receive the behavior vector set
610 via processing circuit 624 and may check the behavior
vector set 610 to determine if the application is benign or
malware. Also, the behavior vector set 610 transmitted from
the computing device 602 to server 620 may also include an
indicator that the application has been blocked. Additionally,
computing device 602 may transmit the log as well as other
data to the server 620. It should be noted that this step may
happen in real-time (i.e. at the time when the behavior is
classified) or it may happen at a later time (e.g. when the
device has better access to bandwidth or power).

[0049] Based upon the received behavior vector set 610, the
global classifier 628 of server 620 may classify the applica-
tion as benign or malware. If the behavior vector set 610 for
the application is classified as malware, a malware indicator
may be transmitted to the plurality of computing devices 602.
Based upon this, if a computing device 602 receives a mal-
ware indication (decision block 630), then the computing
device 602 may delete the application (block 632). However,
if it is not malware, the log may be deleted (block 616) and the
process is completed or done (block 618) such that the com-
puting device 602 maintains normal operations including
utilizing the application.

[0050] In another aspect, when computing devices 602
determine that an application’s behavior is not suspicious
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(block 612), computing devices 602 occasionally transmit
their behavior vector sets 610 (as well as logs, queries, and
other information) related to applications to the server 620
such that the behavior analysis engine 626 and global classi-
fier 628 of the server 620 receive a wide range of information
about applications being utilized by computing devices 602.
In this way, all of the computing devices 602 collaborate to
keep server 620 updated in its behavior modeling.

[0051] Similarly, server 620 via processing circuit 624
occasionally transmits updates to the plurality of computing
devices 602 in which the updates may be used by computing
devices 602 to update their behavior analysis engines 608 and
classifiers and generally update their behavior modeling and
analysis of applications. Also, server 620 via processing cir-
cuit 624 may occasionally transmit updated queries to the
plurality of computing devices 602 that the computing
devices may utilize to query their log of actions 606, update
their query loggers 604, and that may be utilized in conjunc-
tion with their behavior analysis engines 608 and classifiers to
update behavior modeling and analysis of applications. In this
way, based upon behavior updates, behavior vector sets, que-
ries, as well as other data received from the server 620, server
620 can periodically update the behavior analysis performed
by the computing devices 602 themselves.

[0052] Thus, server 620 operates as crowd sourcing server
by aggregating behavior reports from a crowd of computing
devices 602. In essence, server 620 may evaluate the behavior
of an application against a model of benign and malicious
behavior obtained from collaborative uploading from a crowd
of computing devices 602. By collecting a large input set over
time, more accurate and updated behavior models are gener-
ated in an expedited manner and can be passed on to all
operating computing devices 602. Biases by individual com-
puting devices may be accounted for. Moreover, individual
computing devices 602 can take advantage of behavior mod-
els generated based upon a crowd of reports from other com-
puting devices. Also, when an application is determined to be
malware, all of the computing devices 602 can be notified of
this. Further, the monitoring and computational overhead on
individual computing devices 602 for the purpose of malware
detection can be reduced by utilizing a crowd-based server
620. In particular, by utilizing collaborative analysis, a large
amount of behavior vectors and logs may be accumulated by
server 620 from a crowd of computing devices 602 for timely
malware detection. Thus, the resulting behavior model may
be both accurate (low false positive and false negative) and
general (may capture a wide variety of different types of
malware). It should be noted that the behavior models for the
behavior analysis engine 608 at each computing device 602
are unique. Further, the overall characteristics received from
the server 620 are uniquely modified for the computing
device 602.

[0053] As one example, three different steps may be uti-
lized in collaborating a crowd of computing devices 602 with
a server 620: initialization; collaborative behavior modeling
and malware detection; and behavior model updating. As to
initialization, a behavior analysis engine and classifier (e.g.,
for a computing device 602) may be trained by a set of
known-bad applications, or malware, and a set of known-
good applications. The training process may be accomplished
using standard supervised machine learning techniques.
Before a computing device 602 is provided to a user, the
computing device 602 may be required to obtain an up-to-
date behavior model for its behavior analysis engine 608 from
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the server 620. Additionally, server 620 may provide a com-
puting device 602 with a list of APIs that should be logged and
instructions regarding how to generate a behavior vector (e.g.,
a succinct representation of an application’s behavior) from
the API log utilizing the behavior analysis engine.

[0054] As to collaborative behavior monitoring and mal-
ware detection, as previously described, when a user is uti-
lizing their computing device 602, the computing device 602
periodically monitors and computes a behavior vector 610
utilizing behavior analysis engine 608 for each running appli-
cation and by utilizing a classifier may determine whether this
application behaves similar to malware or benign applica-
tions. Applications that are classified to be malicious by the
computing device 602, can be confirmed by the server 620,
and should be removed from the computing device 602 (e.g.,
block 632) or denied from installation. Applications classi-
fied as benign can run with full permissions. For applications
that are determined to be suspicious (decision block 612),
e.g., detected suspicion locally by the computing device 602
itself - but that requires further investigation - in these cases,
the computing device 602 can put the application into a con-
strained environment and may be allowed only limited
access. This application may then be reported to the server
620 for further investigation, as previously described.
[0055] As to behavior model updates, to enable collabora-
tion, computing devices 602 periodically upload their behav-
ior vectors 610 and other data to the server 620, as previously
described. The server 620 can additionally request the origi-
nal logs from the computing devices 602 as well. The server
620, which may be a resource-abundant machine (or cluster),
can perform in-depth analysis and then update the behavior
model via the behavior analysis engine 626 and global clas-
sifier 628. If the model changes significantly after update, the
server 620 may push the updated behavior model to the
behavior analysis engine 608 and classifier of the computing
devices 602. Changes may be infrequent as more data is
collected and the model becomes stable.

[0056] Thus, the previously-described system may act as an
additional layer of protection, complementary to static analy-
sis and signature-based antivirus approaches. As to one par-
ticular benefit, malware may be detected that has not been
added to the antivirus’s database or malware that pretends to
be benign at the installation time. In particular, server 620
operates as crowd sourcing server by aggregating behavior
reports from a crowd of computing devices 602. In essence,
server 620 may evaluate the behavior of an application
against a model of benign and malicious behavior obtained
from collaborative uploading from a crowd of computing
devices 602. By collecting a large input set over time, more
accurate and updated behavior models are generated in an
expedited manner and can be passed on to all operating com-
puting devices 602.

[0057] It should be appreciated that when the computing
device or server is a mobile or wireless device that it may
communicate via one or more wireless communication links
through a wireless network that are based on or otherwise
support any suitable wireless communication technology. For
example, in some aspects computing device or server may
associate with a network including a wireless network. In
some aspects the network may comprise a body area network
or a personal area network (e.g., an ultra-wideband network).
In some aspects the network may comprise a local area net-
work or a wide area network. A wireless device may support
or otherwise use one or more of a variety of wireless commu-
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nication technologies, protocols, or standards such as, for
example, CDMA, TDMA, OFDM, OFDMA, WiMAX, and
Wi-Fi. Similarly, a wireless device may support or otherwise
use one or more of a variety of corresponding modulation or
multiplexing schemes. A wireless device may thus include
appropriate components (e.g., air interfaces) to establish and
communicate via one or more wireless communication links
using the above or other wireless communication technolo-
gies. For example, a device may comprise a wireless trans-
ceiver with associated transmitter and receiver components
(e.g., a transmitter and a receiver) that may include various
components (e.g., signal generators and signal processors)
that facilitate communication over a wireless medium. As is
well known, a mobile wireless device may therefore wire-
lessly communicate with other mobile devices, cell phones,
other wired and wireless computers, Internet web-sites, etc.

[0058] The techniques described herein can be used for
various wireless communication systems such as Code Divi-
sion Multiple Access (CDMA), Time division multiple access
(TDMA), Frequency Division Multiple Access (FDMA),
Orthogonal Frequency-Division Multiple Access (OFDMA),
Single Carrier FDMA (SC-FDMA) and other systems. The
terms “system” and “network” are often used interchange-
ably. A CDMA system can implement a radio technology
such as Universal Terrestrial Radio Access (UTRA),
CDMA2000, etc. UTRA includes Wideband-CDMA
(W-CDMA) and other variants of CDMA. CDMA2000 cov-
ers Interim Standard (IS)-2000, IS-95 and IS-856 standards.
A TDMA system can implement a radio technology such as
Global System for Mobile Communications (GSM). An
OFDMA system can implement a radio technology such as
Evolved Universal Terrestrial Radio Access; (Evolved UTRA
or E-UTRA), Ultra Mobile Broadband (UMB), Institute of
Electrical and Electronics Engineers (IEEE) 802.11 (Wi-Fi),
IEEE 802.16 (WiMAX), IEEE 802.20, Flash-OFDM.R™,
etc. Universal Terrestrial Radio Access (UTRA) and
E-UTRA are part of Universal Mobile Telecommunication
System (UMTS). 3GPP Long Term Evolution (LTE) is an
upcoming release of UMTS that uses E-UTRA, which
employs OFDMA on the downlink and SC-FDMA on the
uplink. UTRA, E-UTRA, UMTS, LTE and GSM are
described in documents from an organization named “3rd
Generation Partnership Project” (3GPP). CDMA2000 and
UMB are described in documents from an organization
named “3rd Generation Partnership Project 2” (3GPP2).

[0059] The teachings herein may be incorporated into (e.g.,
implemented within or performed by) a variety of apparatuses
(e.g., devices). For example, one or more aspects taught
herein may be incorporated into a phone (e.g., a cellular
phone), a personal data assistant (“PDA”), a tablet, a mobile
computer, a laptop computer, a tablet, an entertainment
device (e.g., a music or video device), a headset (e.g., head-
phones, an earpiece, etc.), a medical device (e.g., a biometric
sensor, a heart rate monitor, a pedometer, an EKG device,
etc.), a user [/O device, a computer, a server, a point-of-sale
device, an entertainment device, a set-top box, or any other
suitable device. These devices may have different power and
data requirements

[0060] Insome aspects a wireless device may comprise an
access device (e.g., a Wi-Fi access point) for a communica-
tion system. Such an access device may provide, for example,
connectivity to another network (e.g., a wide area network
such as the Internet or a cellular network) via a wired or
wireless communication link. Accordingly, the access device
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may enable another device (e.g., a Wi-Fi station) to access the
other network or some other functionality. In addition, it
should be appreciated that one or both of the devices may be
portable or, in some cases, relatively non-portable.

[0061] Those of skill in the art would understand that infor-
mation and signals may be represented using any of a variety
of different technologies and techniques. For example, data,
instructions, commands, information, signals, bits, symbols,
and chips that may be referenced throughout the above
description may be represented by voltages, currents, elec-
tromagnetic waves, magnetic fields or particles, optical fields
or particles, or any combination thereof.

[0062] Those of skill would further appreciate that the vari-
ous illustrative logical blocks, modules, circuits, and algo-
rithm steps described in connection with the embodiments
disclosed herein may be implemented as electronic hardware,
computer software, or combinations of both. To clearly illus-
trate this interchangeability of hardware and software, vari-
ous illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their
functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application
and design constraints imposed on the overall system. Skilled
artisans may implement the described functionality in vary-
ing ways for each particular application, but such implemen-
tation decisions should not be interpreted as causing a depar-
ture from the scope of the present invention.

[0063] The various illustrative logical blocks, modules, and
circuits described in connection with the embodiments dis-
closed herein may be implemented or performed with a gen-
eral purpose processor, a digital signal processor (DSP), an
application specific integrated circuit (ASIC), a field pro-
grammable gate array (FPGA) or other programmable logic
device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform
the functions described herein. A general purpose processor
may be a microprocessor, but in the alternative, the processor
may be any conventional processor, controller, microcontrol-
ler, or state machine. A processor may also be implemented as
a combination of computing devices, e.g., a combination of a
DSP and a microprocessor, a plurality of microprocessors,
one or more microprocessors in conjunction with a DSP core,
or any other such configuration.

[0064] The steps of a method or algorithm described in
connection with the embodiments disclosed herein may be
embodied directly in hardware, in a software module
executed by a processor, or in a combination of the two. A
software module may reside in RAM memory, flash memory,
ROM memory, EPROM memory, EEPROM memory, regis-
ters, hard disk, a removable disk, a CD-ROM, or any other
form of storage medium known in the art. An exemplary
storage medium is coupled to the processor such the proces-
sor can read information from, and write information to, the
storage medium. In the alternative, the storage medium may
be integral to the processor. The processor and the storage
medium may reside in an ASIC. The ASIC may reside in a
user terminal In the alternative, the processor and the storage
medium may reside as discrete components in a user terminal.
[0065] In one or more exemplary embodiments, the func-
tions described may be implemented in hardware, software,
firmware, or any combination thereof. If implemented in
software as a computer program product, the functions may
be stored on or transmitted over as one or more instructions or
code on a computer-readable medium. Computer-readable
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media includes both computer storage media and communi-
cation media including any medium that facilitates transfer of
a computer program from one place to another. A storage
media may be any available media that can be accessed by a
computer. By way of example, and not limitation, such com-
puter-readable media can comprise RAM, ROM, EEPROM,
CD-ROM or other optical disk storage, magnetic disk storage
or other magnetic storage devices, or any other medium that
can be used to carry or store desired program code in the form
of instructions or data structures and that can be accessed by
a computer. Also, any connection is properly termed a com-
puter-readable medium. For example, if the software is trans-
mitted from a web site, server, or other remote source using a
coaxial cable, fiber optic cable, twisted pair, digital subscriber
line (DSL), or wireless technologies such as infrared, radio,
and microwave, then the coaxial cable, fiber optic cable,
twisted pair, DSL, or wireless technologies such as infrared,
radio, and microwave are included in the definition of
medium. Disk and disc, as used herein, includes compact disc
(CD), laser disc, optical disc, digital versatile disc (DVD),
floppy disk and blu-ray disc where disks usually reproduce
data magnetically, while discs reproduce data optically with
lasers. Combinations of the above should also be included
within the scope of computer-readable media.

[0066] The previous description of the disclosed embodi-
ments is provided to enable any person skilled in the art to
make or use the present invention. Various modifications to
these embodiments will be readily apparent to those skilled in
the art, and the generic principles defined herein may be
applied to other embodiments without departing from the
spirit or scope of the invention. Thus, the present invention is
not intended to be limited to the embodiments shown herein
but is to be accorded the widest scope consistent with the
principles and novel features disclosed herein.

What is claimed is:

1. A computing device comprising:

a query logger to log a behavior of an application on the
computing device to generate a log;

a behavior analysis engine to analyze the log from the
query logger to generate a behavior vector that charac-
terizes the behavior of the application; and

a classifier to classify the behavior vector for the applica-
tion as benign or malware.

2. The computing device of claim 1, wherein, if the behav-
ior vector is classified as malware, the application associated
with the behavior vector is deleted or restricted from usage.

3. The computing device of claim 1, wherein, the behavior
vector is generated based upon a set of queries of the log.

4. The computing device of claim 3, wherein the behavior
vector includes a numerical value based upon a result of a
query of the log for a particular application.

5. The computing device of claim 3, wherein, the set of
queries include at least one of an existence query, an amount
query, an order query, or a category query.

6. The computing device of claim 5, wherein, a query
includes an observed behavior or an expected behavior.

7. The computing device of claim 1, wherein, the behavior
analysis engine analyzes device-independent actions.

8. The computing device of claim 1, wherein, the behavior
analysis engine analyzes device-dependent actions.

9. The computing device of claim 8, wherein, device-de-
pendent actions include at least one of application installa-
tion, device information, communications, or user interac-
tion.
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10. The computing device of claim 1, wherein, the classi-
fier is a machine learning classifier.

11. The computing device of claim 1, wherein, the com-
puting device is a mobile device.

12. A method to determine if an application is malware at a
computing device comprising:

logging behavior of the application to generate a log;

analyzing the log to generate a behavior vector that char-

acterizes the behavior of the application; and
classifying the behavior vector for the application as
benign or malware.

13. The method of claim 12, wherein, if the behavior vector
is classified as malware, the application associated with the
behavior vector is deleted or restricted from usage.

14. The method of claim 12, wherein, the behavior vectoris
generated based upon a set of queries of the log.

15. The method of claim 14, wherein the behavior vector
includes a numerical value based upon a result of a query of
the log for a particular application.

16. The method of claim 14, wherein, the set of queries
include atleast one of an existence query, an amount query, an
order query, or a category query.

17. The method of claim 16, wherein, a query includes an
observed behavior or an expected behavior.

18. The method of claim 12, wherein, the log is analyzed
for device-independent actions.

19. The method of claim 12, wherein, the log is analyzed
for device-dependent actions.

20. The method of claim 19, wherein, device-dependent
actions include at least one of application installation, device
information, communications, or user interaction.

21. A computer program product executed at a computing
device comprising:

a computer-readable medium comprising code for:

logging behavior of an application to generate a log;

analyzing the log to generate a behavior vector that char-
acterizes the behavior of the application; and

classifying the behavior vector for the application as
benign or malware.

22. The computer program product of claim 21, wherein, if
the behavior vector is classified as malware, the application
associated with the behavior vector is deleted or restricted
from usage.

23. The computer program product of claim 21, further
comprising code for generating the behavior vector based
upon a set of queries of the log.

24. The computer program product of claim 23, wherein,
the set of queries include at least one of an existence query, an
amount query, an order query, or a category query.

25. The computer program product of claim 24, wherein, a
query includes an observed behavior or an expected behavior.

26. The computer program product of claim 21, further
comprising code for analyzing the log for device-independent
actions.

27. The computer program product of claim 21, further
comprising code for analyzing the log for device-dependent
actions.

28. The computer program product of claim 27, wherein,
device-dependent actions include at least one of application
installation, device information, communications, or user
interaction.

29. A computing device comprising:

means for logging a behavior of an application to generate

alog;
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means for analyzing the log to generate a behavior vector
that characterizes the behavior of the application; and

means for classifying the behavior vector for the applica-
tion as benign or malware.

30. The computing device of claim 29, wherein, if the
behavior vector is classified as malware, the application asso-
ciated with the behavior vector is deleted or restricted from
usage.

31. The computing device of claim 29, wherein, the behav-
ior vector is generated based upon a set of queries of the log.

32. The computing device of claim 31, wherein, the set of
queries include at least one of an existence query, an amount
query, an order query, or a category query.

33. The computing device of claim 32, wherein, a query
includes an observed behavior or an expected behavior.

34. The computing device of claim 29, wherein, the log is
analyzed for device-independent actions.

35. The computing device of claim 29, wherein, the log is
analyzed for device-dependent actions.

36. The computing device of claim 35, wherein, device-
dependent actions include at least one of application instal-
lation, device information, communications, or user interac-
tion.

37. A server comprising:

aprocessing circuit to receive a plurality of behavior vector

sets from a plurality of computing devices, wherein each
behavior vector set characterizes the behavior of an
application; and

a behavior analysis engine to update a global classifier

based upon the received behavior vector sets as benign
or malware.
38. The server of claim 37, wherein the processing circuit
further receives log data and other data from the computing
device at the same time as the received behavior vector set or
at a later time.
39. The server of claim 37, wherein the processing circuit
transmits an update to the plurality of computing devices, and
wherein the update is used to update behavior analysis
engines of the plurality of computing devices.
40. The server of claim 37, wherein a behavior vector set
from a computing device further comprises an indicator that
the application has been blocked at the computing device.
41. The server of claim 37, wherein the processing circuit
further transmits updated queries to the plurality of comput-
ing devices.
42. A method implemented at a server comprising:
receiving a plurality of behavior vector sets from a plurality
of computing devices, wherein each behavior vector set
characterizes the behavior of an application; and

classifying a received behavior vector set for an application
from a computing device as benign or malware.

43. The method of claim 42, further comprising receiving
log data and other data from the computing device at the same
time as the received behavior vector set or at a later time.

44. The method of claim 42, further comprising transmit-
ting an update to the plurality of computing devices, wherein
the update is used to update behavior analysis engines of the
plurality of computing devices.

45. The method of claim 42, wherein a behavior vector set
from a computing device further comprises an indicator that
the application has been blocked at the computing device.

46. The method of claim 42, further comprising transmit-
ting updated queries to the plurality of computing devices.
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47. A computer program product executed at a server com-
prising:
a computer-readable medium comprising code for:
receiving a plurality of behavior vector sets from a plurality
of computing devices, wherein each behavior vector set
characterizes the behavior of an application; and

classifying a received behavior vector set for an application
from a computing device as benign or malware.

48. The computer program product of claim 47, further
comprising code for receiving log data and other data from
the computing device at the same time as the received behav-
ior vector set or at a later time.

49. The computer program product of claim 47, further
comprising code for transmitting an update to the plurality of
computing devices, wherein the update is used to update
behavior analysis engines of the plurality of computing
devices.

50. The computer program product of claim 47, wherein a
behavior vector set from a computing device further com-
prises an indicator that the application has been blocked at the
computing device.

51. The computer program product of claim 47, further
comprising code for transmitting updated queries to the plu-
rality of computing devices.
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52. A server comprising:

means for receiving a plurality of behavior vector sets from
aplurality of computing devices, wherein each behavior
vector set characterizes the behavior of an application;
and

means for classifying a received behavior vector set for an

application from a computing device as benign or mal-
ware.

53. The server of claim 52, further comprising means for
receiving log data and other data from the computing device
atthe same time as the received behavior vector setor at a later
time.

54. The server of claim 52, further comprising means for
transmitting an update to the plurality of computing devices,
wherein the update is used to update behavior analysis
engines of the plurality of computing devices.

55. The server of claim 52, wherein a behavior vector set
from a computing device further comprises an indicator that
the application has been blocked at the computing device.

56. The server of claim 52, further comprising means for
transmitting updated queries to the plurality of computing
devices.



