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ABSTRACT—There is an increasing demand for network devices 
to perform deep packet inspection (DPI) to enhance network se-
curity. In DPI the packet payload is compared against a set of 
predefined patterns which can be specified using regular expres-
sions (regexes). It is well-known that mapping regexes to deter-
ministic finite automata (DFA) will suffer from the state explo-
sion problem. Through observation, we attribute DFA explosion 
to the necessity of remembering matching history. In this paper, 
we investigate how to record the matching history efficiently and 
propose an extended DFA approach for regex matching called 
fcq-FA, which can make a memory size reduction of about 1000 
times with a fully automated approach. In fcq-FA, we use pipeline 
queues and counters to help recording the matching history. 
Hence, state explosion caused by Kleene closure and repetitions 
can be definitely avoided. Further, it achieves a fully automated 
signature compilation with polynomial running time and space.  
Key Words—Deterministic Finite Automata (DFA), Deep Packet 
Inspection (DPI), Regular Expression (Regex) 

I.    INTRODUCTION 
Nowadays, security has become one of the most serious 

concerns on current Internet. Network Intrusion Detection 
Systems (NIDSes) have been adopted by enterprises to de-
fend against all kinds of exploits towards them. In the com-
mercial world, regular expression (regex) has already been 
the de facto signature standard for signature-based NIDSes 
[7][10], because of its expressiveness and matching effi-
ciency [14]. The famous open-source NIDS, Snort [7], has 
more than 11000 signatures. To make the signature harder 
to be evaded by attackers, people tend to write more and 
more complex regexes as signatures. It cause the memory 
size of naïve DFA-based regex approaches unacceptable, 
which increases exponentially in worst case, e.g., the Snort 
HTTP signature set will result in a DFA larger than 15GB 
[4]. Various approaches [1][3][4][5][8][9][13] have been 
proposed to solve this issue.  

As is well known regex DFA explosion is a result of 
some functions such as Kleene closure (‘.*’, ‘[^a]*’) or 
length restrictions (‘a{100}’). However, few works investi-
gates that different closures and restrictions have different 
impact on the DFA state explosion. Table I is an example of 
exponential inflation caused by length restriction. Though 
the regexes are very simple, the states number for these re-
gexes changed dramatically.  

In this paper, we attribute the regex DFA explosion to 
the necessity of remembering matching history. For regex 
‘a[a|b]{13}’, the prefix ‘a’ overlaps with length restriction 
‘[a|b]{13}’. To cover all cases, the DFA should remember 
the counter status when prefix ‘a’ is matched each time. For 
regex 'ab[^b]{1000}', the prefix ‘ab’ does not overlap with 

‘[^b]{1000}’. So, it is not necessary to remember any his-
tory information. For real word cases, it is more compli-
cated, we will discuss intensively in section III.E. 

TABLE I.  INFLATION CAUSED BY LENGTH RESTRICTION 

Regex # of states Regex # of states 
A 2 ab 3 
a[a|b]{11} 4096 ab[^b]{10} 33 
a[a|b]{12} 8192 ab[^b]{100} 303 
a[a|b]{13} 16384 ab[^b]{1000} 3003 

On the purpose of providing an alternative regex imple-
mentation rather than DFA or numerous DFA compression 
methods, we investigate how to record the regex matching 
history efficiently. In this paper, we introduce bit-queue to 
remember matching history and further propose a new 
scheme called fcq-FA. Fcq-FA achieves fully automated 
signature compilation with polynomial running time and 
space. In general, our major contributions and advantages 
are highlighted below:  

1. By introducing bit-queues we can remember the 
history on which parts of the regular expressions have been 
matched easily. This enables us to convert a regex to fcq-FA 
in a fully automated manner. As far as we know, our re-
search is the first effort to achieve memory reduction and 
matching efficiency in a fully automatic generated regex 
matching system in polynomial time and space 

2. Different closures require different amount of aux-
iliary information and we devise a general rule to decide 
whether a closure is friendly (requiring little auxiliary in-
formation) or not. Therefore, we can distribute less auxiliary 
information to those friendly rules to achieve a better com-
pression effect.  

3. Our method supports incremental updating for regex 
rules. It is easy to insert or delete any regex rule at running 
time without requiring the matching system to recompile all 
the other rules. Current automaton based methods can hard-
ly support incremental updating regex rules. 

The evaluation is based on 71 randomly chosen Snort 
HTTP rules. They require more than 2GB memory to com-
bine together, however, in our approach only need 503KB 
DFA plus 0.3KB register memory for keeping the historic 
matching information. Further, we achieve such perfor-
mance in a fully automated manner.  

This paper is organized as follows. After related work 
presented in section II, we give the idea of fcq-FA and its 
optimization in section III. The experimental is provided in 
section IV. We will draw the conclusion in section V. 
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II.   RELATED WORK 
Currently, most approaches focus on how to modify 

DFA structure to save memory without much matching 
overhead. There are two major directions in the research of 
DFA’s deflation. One is to eliminate transition redundancy; 
the other is to reduce state explosion. For transition elimi-
nating, Kumar et al. proposed D2FA [9], which compresses 
DFA through the introduction of default transition, and it 
trades off storage requirement with processing time. CD2FA 
[8] following D2FA is proposed by using recursive content 
labels to reduce the diameter bounds of D2FA to 2 with only 
one 64-bit wide memory access. In [13], Becchi proposed to 
limit the bound of the number of default paths in D2FA, and 
improved the worst case of it. Essentially these methods are 
targeting at reduce the number of transition, which does not 
touch the kernel of regex DFA explosion and fail to obtain 
good performance.  

For deflation state explosion, in [6], Becchi proposed an 
algorithm to merge states, which reduced partial states into 
labeled transitions and can achieve memory reduction one 
order of magnitude. However, to build the combined DFA is 
very hard given its size may be 10GB or even 100GB.  

Currently, the state of art work XFA [2][4]. It uses aux-
iliary information to reduce space requirement. To build a 
DFA with auxiliary information, first, a NXFA (A NXFA is 
a NFA with nondeterministic auxiliary data domain) is con-
structed from the parsing tree of regular expression; Second, 
an original XFA is built from NXFA by ε-elimination and 
determinization; Third, an efficient implementable data do-
main (EIDD) is found and mapped to the original XFA, in 
order reduce the size of auxiliary information. 

However, the actual performance of this algorithm re-
mains arguable. First of all, the original XFA has little effect 
on reducing the space requirement. In XFA, it first uses 
nondeterministic auxiliary information (data domain) to 
represent rules and then converts it to a deterministic one. 
However, this will cause a possible auxiliary memory 
bloating up, as n possible values of auxiliary memory in 
NXFA may lead to 2n possible ones in XFA, just like n 
possible state in NFA may lead to 2n possible states in DFA. 
This data domain explosion in XFA can also be explained in 
a formal way. If the original DFA has A states, and the XFA 
has B states and C possible values of auxiliary information, 
then it must satisfy the following inequation: A<BC, other-
wise XFA cannot demonstrate all cases of original DFA. 
Consequently, the total memory requirement B+C is no less 
than O(ඥAሻ. For the original DFA with O(2୬) states, XFA 
will have O(2୬/2) states, which is also an exponential size. 
Notice, this is a best case bound. Actually, for most rules, 
the original XFA has similar size of the traditional DFA. 

To solve this problem, XFA introduces EIDD to reduce 
auxiliary information requirement. Although EIDD can 
greatly reduce the size of auxiliary memory, it brings anoth-
er problem: finding a mapping from EIDD to XFA is rather 
a time consuming job. As no systematic way to find a good 
EIDD, the only way is to carefully examine the rules and 

design EIDD manually. This may be feasible for a simple 
rule, but for those complex rules with large auxiliary infor-
mation, there is no guarantee that a most efficient EIDD can 
be found by manual-effort, or even if it is found, it may re-
quire much time and effort. According to [4], these kinds of 
rules occupy the 13.5% in the rule set they choose. The ma-
jor problem of XFA is the use of nondeterministic auxiliary 
information as gangway to build XFA. This not only fails to 
make the problems simpler, but actually introduce a great 
time and manual cost in constructing XFA. In the next sec-
tion, we will give an automata directly constructed from 
regex, which can avoid the problems in XFA. 

III.   THE IDEA OF FCQ-FA 
As its name, fcq-FA contains three parts: DFA, 

flag/counter and queue. DFA part is just a normal DFA built 
from sub-rules resulted from breaking rules by eliminating 
Kleene closure and length restriction. There are some ac-
tions taken on states, usually on final states. Flag/counter is 
used to mark an arrival of closure or length restriction re-
spectively. The queue is used to record the matching history 
of certain parts of regex. To clearly state our idea, we start 
with a simple example with closures using fq-FA (without 
counter), then followed by another example with length 
restriction adopting cq-FA (without flag).  
A.  The Basic Idea of fq-FA 

For the sample with two rules: r1=‘.*ab[^a]*ac’, r2= 
‘.*def’. We first eliminate closures of the regexes, break 
them into three sub-rules: s1=‘ab’, s2= ‘ac’, s3=‘def’. Fig-
ure 1 shows the corresponding fq-FA structure (some of the 
transitions have been omitted to keep it readable). In this 
example the corresponding regex of the DFA is 
(.*s1|.*s2|.*s3)=(.*ab|.*ac|.*def).  

Since there is only one closure, we use a single flag. The 
flag represents whether the sub-regex has matched up to the 
closure, ‘ab[^a]*’ in this example. Each time when a new 
character is read in, the flag can be set ‘0’ or ‘1’, or remain 
unchanged. Here we set the flag whenever the DFA reaches 
state 2 and clear it as long as the input character is ‘a’, oth-
erwise the flag remains unchanged.  

0
1 2
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5 6

a b
c

ad

e f

d

flag queue:

flag:
-If input = a, flag <= 0
-If cur_state = 2, flag <= 1

queue:
-For each input character, queue 
will shift right & queue[0] <= flag

[0]        [1]

If queue[1]=1, 
match ‘ab[^a]*ac’

Set flag 1

Match 
‘def’

Figure 1. Example of fq-FA for Regex (r1=‘.*ab[^a]*ac’, r2= ‘.*def’) 

The system maintains a queue to store most recent n flag 
values. When input character comes, we shift queue to the 
right for one step and set queue[0] the flag value of last 
cycle. The queue length is decided by the length of sub-rule 
just after closure. Here queue length is 2 as the length of s2.  

The following is a sample illustrating the execution of 
fq-FA, using ‘abdefac’ as an input string. When parsing to 
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state 2, it will set flag ‘1’, which means ‘ab[^a]*’ is 
matched. When arriving state 3, queue[1] will be checked. 
As the value is ‘1’, it will report that rule ‘ab[^a]*ac’ has 
been matched. Notice that although flag is ‘0’ at that time, 
fq-FA still remembers that flag was ‘1’ two characters ago 
using queue, and therefore it correctly reports a match. 

 
The intuition behind this example is that fq-FA remem-

ber the history when ‘ab[^a]*’ is matched. After the ‘ac’ is 
matched we use the bit-queue to check whether the 
‘ab[^a]*’ has already been matched before ‘ac’ arriving. If 
yes, it is a valid match of whole expression. The key is to 
use queue structure to record the history information. 

B. The basic idea of cq-FA 
We take rule set: r1=‘ab[^c]{2}ce’, r2= ‘cef’ as an illu-

stration. For eliminate length restriction, we break rules into 
sub-rules: r1=‘ab’, r2= ‘ce’, r3=‘cef’ and then construct the 
corresponding cq-FA, as Figure 2 shows. 

In cq-FA we move the rightmost bit of the counter, ra-
ther than the previous flag value, to the leftmost bit of 
queue. A counter is an ‘m+1’-bit-queue as stated above. It 
can be set and reset, and shifted right on every input. When 
counter is set, count[0] will be set to ‘1’; When the counter 
is reset, all bits in it will be set to ‘0’. This occurs when the 
input character is conflicting with character set of closure 
(in this case, {‘c’}). Besides, all bits will shift one step right 
each turn, and the leftmost bit is put into the queue accor-
dingly. 

 
For input string ‘ababcece’, notice that the second time 

sub-rule ‘ce’ is matched, it will not report a match, because 
at that time queue[1] is already ‘0’ since the first input of ‘c’ 
has reset the whole value of counter queue.  

  By combining fq-FA and cq-FA, we can get the fcq-FA. 
The following subsections will show the steps in building a 
matching system using fcq-FA.  

C. Rewrite rules and build DFA Engine 
The first step of constructing fcq-FA system is to rewrite 

rules. One original rule will be broken into several sub-rules 
to satisfy following requirements: First, no closure or length 
restriction appears at sub-rules; second, sub-rule should 
have a fixed length, otherwise it should be further split. 

Table II shows the result of rewriting rule 
‘ab[^a]*(b|ab)c[^b]*de’. First two closures ‘[^a]*’ and 

‘[^b]*’ have been eliminated, then we get three sub-rules 

0

1 2

3 4 5

a
b

c
e f

c

queue:

counter queue:
-if input = c,

counter[i] <= 0, i=0,1,2
-if cur_state = 2, counter[0] <= 1
-each turn

counter will shift right

queue:
-each turn, 
1.queue will shift right 
2.queue[0] <= counter[2]

[0]        [1]        [2]

if queue[1]=1, 
match ‘ab[^c]{2}ac’

counter[0] <= 1

Match 
‘cef’

a

c

counter queue:

[0]        [1]

     Figure 2. Example of cq-FA for Regex(r1=‘ab[^c]{2}ce’, r2= ‘cef’) 

‘ab’, ‘(b|ab)c’ and ‘de’. Since ‘(b|ab)c’ does not have a fixed 
length, it is further split into ‘abc’ and ‘bc’. Besides, some 
tags are assigned to show positions of sub-rules in the orig-
inal rule. In this case, ‘f1’ is used to represent the closure 
‘[^a]*’ and ‘f2’ is used to represent ‘[^b]*’, so (f1,f2) means 
that sub-rule ‘bc’ is located between ‘[^b]*’ and ‘[^a]*’. For 
each closure, we use a queue and a flag; for each length 
restriction, we use a queue and a counter. 

TABLE II.  REWRITTEN RULES 

 
Then we build a DFA using these sub-rules. We com-

bine all the sub-rules via ‘|’ operator, and then build a DFA 
to represent this regex. The DFA of ‘.*ab|.*(b|ab)c|.*de’ is 
shown in Figure 3 (Still, some less important transitions are 
ignored to make the figure readable. We also mark actions 
need to take and tags we got above). Besides, the index of 
sub-rules being matched need to store on each final state. 

0

1 2

4 5

7

a

b

b c

e

[^abd]

3c

6

d

Sub-rule3: (f1,f2) 
if q1[2] = 1, f2 <= 1

Sub-rule1: (,f1)
f1 <= 1

Sub-rule2: (f1,f2) 
if q1[1] = 1, f2 <= 1

Sub-rule4: (f2,) 
if q2[1] = 1,
report match

f1:

- If input = a, flag1 <= 0

f2:

- If input = b, flag2 <= 0

Figure 3. fcq-FA of ‘ab[^a]*(b|ab)c[^b]*de’ 

D. Building a matching system 
Here, we use two tables (action table and invalidation 

table) to store the actions to take on each state. Action table 
tells us when to set flag, counter or report a match, while 
invalidation table preserve when to reset a flag or a counter. 

TABLE III.  ACTION TABLE OF ‘AB[^A]*(B|AB)C[^B]*DE’ 

request length action While Reading 
(sub-rule) 

null 2 set f1 ab 
f1 2 set f2 bc 
f1 3 set f2 abc 
f2 2 report match r1 de 
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In action table, each row stands for a sub-rule. And for 
each sub-rule, there are three entries: ‘request’, ‘length’ and 
‘action’. The ‘request’ entry indicated which queue we need 
to check when this sub-rule is matched. The ‘length’ entry 
shows the length of this sub-rule, and further implies which 
bit of that queue needs to be checked. And ‘action’ entry 
illustrates what we need to do if the sub-rule is matched and 
‘request’ is fit. We still use the example mentioned above. 
Since the ‘requested’ entry of sub-rule ‘bc’ is ‘f1’ and the 
‘length’ entry is 2 (shown in Table III), when sub-rule ‘bc’ 
is matched, we need to check whether q1[2-1] is ‘1’. If yes, 
we will set flag2. (Here, flag k and q[k] represent kth flag 
and kth queue respectively, and we suppose that kth flag is 
correspond with kth queue) 

TABLE IV.  INVALIDATION TABLE OF ‘AB[^A]*(B|AB)C[^B]*DE’ 

input f1 f2 
‘a’ 0 1 
‘b’ 1 0 

others 1 1 

In the invalidation table, each row represents a possible 
input character and each column represents a flag or a 
counter. The value of the table entry may be either ‘0’ or 
‘1’. If a certain entry is ‘0’, for example, t[‘a’, f1] = 
‘0’(shown in table IV), it means that when the input charac-
ter is ‘a’, it will reset queue f1; Otherwise the f1 will remain 
unchanged. 

E. Reduce auxiliary information 
The fcq-FA has significantly reduced the states number 

of DFA, but the auxiliary memory also incurs high cost. In 
this subsection, we introduce a method to eliminate some of 
redundant auxiliary information for fcq-FA. Different clo-
sures and length restrictions actually play different roles in 
regex, through distinguishing different properties of closures 
and treating them diversely, we achieve a reduction memory 
about 50% for bit-queues. 

First, for a rule like r1[^c]*r2, if it satisfies the follow-
ing two qualities, only one bit is required to represent the 
closure without introducing any false negative or false pos-
itive (Here c denotes for any character or a character set): 

1. For any string 1 1( )s Lr∈  and 2 2( )s Lr∈ , suffix of s1 doesn’t 
equal to prefix of s2. Also, s1 itself doesn’t appear in s2. 

2. For any string 2 2( )s L r∈ , any character 
2'c s∈  should 

not appear at c (that is 'c c∉ ). 

The condition 1 ensures that when matching r2, the flag 
will not be set to ‘1’; the condition 2 guarantees that when 
matching the sub-rule r2, flag will not be set to ‘0’. In this 
way, we can eliminate the queue from fcq-FA, and when r2 
is matched, we need only check the corresponding flag. If 
the regex just satisfies condition 2 but not condition 1, the 
flag queue can be replaced by an integer counter of 
strlen(r2), not just 1 bit. 

Taking regex ‘ab[^a]*bc’ as an example, the regex satis-
fies condition 2 but not condition 1. Hence, the bit-queue for 
closure ‘[^a]*’ cannot be eliminated. Otherwise, when sys-

tem is reading ‘abc’, the flag is set ‘1’, meanwhile DFA for 
‘ab|bc’ matches string ‘abc’. If using 1-bit flag, rather than 
bit-queue, the system will report false positive results. 
Another example, for regex ‘ab[^c]*ecf’, it satisfies condi-
tion 1 but not condition 2. So, while matching ‘ecf’, the flag 
for ‘[^c]*’ will be set to ‘0’. If using just 1-bit flag, system 
would report false negative results. 

As for counter queue, we can use an integer counter ra-
ther than a n-bit-queue in some cases. For a rule like 
r1[^c]{n}r2, if the following property is met, the length re-
striction can be replaced by a simple integer counter: 

1. For any string 1 1( )s Lr∈ , there is at least one character 1'c s∈  
appearing at c (that is 'c c∈ ) 

This condition ensures that when matching ‘[^c]{n}’, r1 
will not be matched and consequently the counter will not 
be set again. Hence, an integer counter is enough in this case. 
This can reduce the space requirement, because for length 
restriction ‘[^c]{n}’, we need (n+1)bits if bit-queue is used, 
while only log(n) bits are is needed if an integer is used.  

F. A more Complicated Example 
Taking regex of protocol “imesh” in L7-filter [12] as 

example, using original way to build DFA, it will have 
3416 states and 132383 transitions. Such a large memory 
requirement will make the hardware implementation im-
possible if we combine such rules together. The regex is: 
^(post[\x09-\x0d\x20-~]*<PasswordHash>................................</Password
Hash><ClientVer>|\x34\x80?\x0d?\xfc\xff\x04|get[\x09-\x0d\x20-~]*Host
:\x20imsh\.download-prod\.musicnet\.com|\x02(\x01|\x02)\x83.?.?.?.?.?.?.
?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?\x02(\x01|\x02)\x83) 

First, we divide the big rule into small ones according 
to the operator ‘|’. The above regex is split into 4: 
1.^(post[\x09-\x0d\x20-~]*<PasswordHash>................................</Passwo
rdHash><ClientVer>) 
2.^(\x34\x80?\x0d?\xfc\xff\x04) 
3.^(get[\x09-\x0d -~]*Host: imsh\.download-prod\.musicnet\.com) 
4.^(\x02(\x01|\x02)\x83.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?.?\x
02(\x01|\x02)\x83) 

An action table is produced by going through the regex. 
TABLE V.  ACTION TABLE OF IMESH REGEX 

Sub-rule Request Length Action 
^post null  set f1 

<PasswordHash> f1 14(0) set cq1 
</PasswordHash><ClientVer> cq1 32+26 matched 
^(\x34\x80?\x0d?\xfc\xff\x04) null  matched 

^get null  set f2 
Host: imsh\.download-prod\.musicnet\.com f2 37(0) matched 

^\x02(\x01|\x02)\x83 null  set cq2 
\x02(\x01|\x02)\x83 cq2 0-24 match 

Meanwhile, we combine new generated sub-rules. The 
DFA for combined rules has 100 states and 3800 transi-
tions. Comparing with the traditional DFA which has 3416 
states and 132383 transitions, fcq-FA deflates the DFA 
greatly by only introducing 4 bit-queues, while 2 of them 
(f1 and f2) can be further eliminated as optimization 
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scheme discussed in section III.E. Moreover, the whole 
process is accomplished automatically without any manual 
effort. 

IV.   EXPERIMENTAL EVALUATION 

A. Experiment on sample rules 
We randomly select 71 rules from Snort’s web pcre ru-

leset. The result is shown in table VI. 
TABLE VI.  BIT-QUEUES’S CONSUMPTION 

 
Rule 
num 

Sub 
rules 
num 

Flag 
queue 
num 

Flag 
queue 
bits 

Optimized 
flag queue 

num 

Optimized 
flag queue 

bits 
65 335 43 103 

71 174 count 
queue 
num 

count 
queue 
bits 

Optimized 
counter queue 

num 

Optimized 
counter queue 

bits
28 7445 15 2287 

The rule set contains of 71 regexes, which produces 174 
sub-rules as table VI shows. The length restriction appears 
28 times in 71 rules. The average length of them is 266 bits 
(7445/28), and the longest is 1024. fcq-FA can be con-
structed regardless the length n. In evaluation, 13 of 28 
counter bit-queues can be replaced. And the total length of 
counter queue reduces from 7445 to 2287. In fcq-FA, the 
DFA for the combination of 174 sub-rules requires 2862 
states. For total memory requirement of fcq-FA, we must 
consider memory used by DFA as well as bit-queue. As the 
above Table VI, less than 0.6M bytes of static memory plus 
0.3k bytes dynamic register are needed to represent the 
combination of these 71 Snort rules. 

B. Experiment on Snort rule 
We calculate the memory consumption of our system 

for Snort-web, Snort-ftp, Snort-smtp and Snort-voip. No-
tice that bitmap compression does not use to optimize 
bit-queue here.  

TABLE VII.  SNORT RULE’S MEMORY INFOMATION 

 
Rule 
set 

 
Rule 
num 

Flag 
queue 
bits 

Counter 
queue 
bits 

Optimized 
flag  

queue 
bits 

Optimized 
counter 
queue 
bits

web 733 36932 21455 12056 3540 
ftp 60 259 6378 120 1458 

smtp 42 192 8888 110 1514 
voip 51 318 1929 150 410 

Rule  
set 

Mem. 
for 

DFA 

Sub 
rule 
num 

Combined  
DFA 

Combined in fcq-FA 

States States Transition 
web 9000KB 4095 >3.1M 40457 4604294 
ftp 300KB 114 >3.1M 349 17943 

smtp 700kB 141 >3.1M 461 33123 
voip 1000KB 513 >3.1M 710 47034 

Table VII shows the great effect of fcq-FA on deflating 
the DFA of Snort rules. Especially, to build a matching 

system of 733 Snort web rules, 9MB static memory and 
2KB dynamic memory is required here, which the tradi-
tional DFA implementation may cost larger than 10 GB. 

V.CONCLUSION AND FUTURE WORK 
In this paper we find the essence of regex DFA explo-

sion is to remember the matching history. Based on this 
observation, we propose a kind of extended DFA with sev-
eral bit-queues (fcq-FA) to help recording the matching 
history. It eliminates most closures and length restrictions 
in a regex, which are the major causes of the explosion. 
Compared with other algorithms using auxiliary memory, 
fcq-FA achieves a better space performance and less gene-
rating and updating time. The essence of fcq-FA is utilizing 
bit-queues to record matching history to achieve the defla-
tion of DFA. While, XFA uses instructions to handle re-
gexes, which is a general CPU approach and requires lots 
of manual work to achieve optimization and is error-prone.  
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