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’Problem 1: True or False (10 Marks) ‘

Please circle the correct answer.

(a) Finding discrete logarithms over Z%; for a large com-
posite number N is computationally easy, given the
prime factorization of V.

(b) The following is a valid 2-out-of-3 secret sharing of
a number K € Zjq:

81:5, 82:14, 83:3

’Problem 2: Do you know your Crypto? (15 Marks) ‘

Consider the El Gamal encryption scheme that works over Z; where the prime p = 17.

Let the El Gamal secret key z = 8.

1. (10 marks) Find a generator g of Zj,. Use the generator to determine the public key

corresponding to the secret key x = 8.

2. (5 marks) Ilustrate how the El Gamal encryption and decryption algorithms work

for a message M =7 € Z3;.

’Problem 3: Chinese Remaindering and RSA (30 Marks) ‘

Let N = 221 be a product of two primes, namely 17 and 13.

1. (5 Marks) What is ¢(N)?

2. (5 Marks) Exactly one of the two possibilities e = 3 and e = 5 is a valid RSA exponent
for the modulus N = 221. Which one is it? Explain the reasoning behind your answer.

3. (10 Marks) Let e be the valid RSA modulus from part (2). Let d, and d, be numbers

such that

ed,=1 (mod p—1) and

ed,=1 (modgq—1)

Moreover, let

M, =C% (mod p) and

M, = C% (mod q)



Let M be the message encrypted in C'. Show that M = M, (mod p) and M = M,
(mod q).

4. (10 Marks) Assume that you are given a (vanilla) RSA ciphertext C' = 86 (mod 221).
Let e be the valid RSA modulus from part (2). Compute numbers d,,, d,, M, and M,
that satisfy the equations in part (3). Then, use Chinese remaindering to reconstruct
the message M encrypted under RSA.

’Problem 4: Zero Knowledge (20 Marks) ‘

1. (10 marks) Describe a zero knowledge protocol to prove that a given number y € Z},
is a square modulo N (where N is some natural number). In particular, clearly describe
what the prover and the verifier do, and the messages exchanged in the protocol.

2. (10 marks) Here is a protocol between a prover Peggy and a verifier Victor to prove
that a given natural number N is strongly composite (namely, it is neither a prime p
nor a prime power p°¢). Assume that both Peggy and Victor know N, but only Peggy
knows the factorization of N.

The protocol proceeds as follows:

a) (Victor sends to Peggy) Victor picks a random number x € Z% computes y = z°
N
(mod N) and sends y to Peggy.

(b) (Peggy responds to Victor) Peggy finds a number z such that y = 2% (mod N)
and sends it back to Victor.

Victor checks that y = 2% (mod N) and that z # +x (mod N). If this checks out, he
accepts Peggy’s proof. Otherwise, he rejects.

If N is indeed neither a prime nor a prime power, there are at least four square roots
of y (mod N). Peggy will send one that is neither x nor —z with probability 1/2, in
which case Victor will accept Peggy’s proof. On the other hand, if N is a prime or a
prime power, then x and —z are the only two square roots of y mod N, thus Victor
will never accept Peggy’s proof.

It turns out, though, that this protocol is not zero-knowledge. In particular, after
talking to Peggy, Victor will know the factorization of N. Why?



’Problem 5: Secret Sharing (25 Marks)‘

1. (5 Marks) Describe how the Shamir t-out-of-N secret sharing scheme works. Illustrate
this by producing a 3-out-of-4 sharing of the secret K = 9 over the group Zi3.

2. (5 Marks) Given three shares s; = 1, s, = 12 and s, = 9 in a 3-out-of-4 secret sharing
scheme over Z,3, what is the secret K?

3. (15 Marks) A secret is shared among nine people {A;, As, A3, By, By, B3, Cy,Cs, C3},
divided into three groups of three each (the A-group, the B-group and the C-group).

Your goal is to come up with a way of sharing the secret such that if all three of the
A’s, any two of the B’s AND any one of the C’s come together, they can reconstruct
the secret. In all other cases, the secret should remain completely hidden.

For example, the set {A;, Ay, A3, By, B3, C3} should be able to recover the secret. On
the other hand, the set {A;, Ay, By, Ba, B3, Cy, Cy, C5} should NOT be able to recover
any information about the secret.

Assume that the key is a number in Z, for some prime number g.



