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1. Introduction

The problem of email filtering is avery practical one. As our lives become ever increasingly
tied to the online world, the volume of email coming into our inboxes has also been
increasing steadily. The need to make sense of al this information is critical if one is to
retain their sanity amid spam, smut, silliness, and semblances of sense. The current solution
usually consists of using a mail filtering program that can sort incoming mail based on user-
specified rules. Many hours go into crafting filtering rules that can sort out mail from
specific addresses or with specific subject lines. But keeping track of all these rules is yet
again enough to drive one up the wall. New junk mail from new addresses keep coming
through the door, and real correspondents change email addresses all the time.

Here is where machine learning comes to the rescue. If we can train a machine, or rather a
computer program, to learn what email should go where, then we would no longer have to
deal with the hassle of sorting email ever again. Junk mail would be discarded. Personal
correspondence could be filtered into folders specific to the correspondent. Business or
coursework mail could go to their respective folders. Life would again be simple, or at least
organized.

Preferably, the machine would be an online-learner that can incrementally update its filtering
abilities over time. Thus, when new types of email arrive, it can update the way it filters
such mail accordingly. It learns as it watches us file this mail, and it can learn from its own
mistakes. With such an intelligent mail filtering program at our side, we can finaly just sit
back, relax, and read our mail.

This paper presents techniques to achieve this goal based on well-understood machine
learning algorithms. It also describes our implementation, which we call sor t mai | , that we
have written for users of the Pine mail system under UNIX. Section 2 provides the theory,
and Section 3 describes the implementation.
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2. Techniques

Machine learning offers a myriad of different methods to go about classifying various objects
into their respective categories.  From estimating probability distributions to regression
techniques to reinforcement methods to finding separators in feature spaces, we have a wide
ranging set of tools at our disposal.

In our case, we must narrow our domain to the problem of text classification. Text
classification takes a document consisting of a set of words and tries to categorize the
document among a specified set of topics, or classes. So in our case, we thus classify each
given email as belonging to a particular folder. However, we must realize that an email is
not exactly a set of words, and we must decide how to extract the relevant words from the
given email. Thisin itself is atopic of much research. We found these techniques rather
interesting, and so Section 2.1. is devoted to a brief summary of these methods. The next
two sections then outline two different machine learning techniques for text classification.

2.1. Feature Extraction from Email

An email message does not fall neatly into the domain of text classification. First of al, it
contains much extraneous information that is irrelevant (or at least redundant) to our text
classification problem. For example, the magjor portion of the email header need not be
considered part of our document. Lines such as:

Recei ved: fromlychee ([170.1.11.124])
by appl e. webj uice.com (8.9.3/8.9.3) with SMIP id KAA43232;
Wed, 8 Dec 1999 10:54:40 -0800 (PST)
(envel ope-from f yang@webj ui ce. con

do not convey much useful information to us for classification purposes. We might imagine
that some of these IP addresses contain useful information in the sense that they suggest
which user has sent us the email. Thisin turn might suggest a particular classification since
most messages from this particular user are filed in a particular folder.

However, we observe that most email programs hide this information from the user. Thus, if
we are trying to mimic the user’s preferred method of classification, we can also ignore this
information. Even if it contains relevant information in the sense just described, this
information must have strong correlation to other user-observe-able elements of the email
message. This is because the user only uses the observed information for classification, and
thus if the hidden information leads to correct classification, the only reason is because it is
highly correlated to the observed inputs. Essentially, our learning problem seeks to learn the
user’s classification function, mapping documents to folders. If our learned function is
equivalent to the user’ s true function, then it must mean that the inputs of our function can be
transformed into the inputs of the user’s function, and vice versa. Hence, we only use
observed information in our learning problem. We thus use only the To:, From , and
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Subj ect: fields of each message's header as inputs for our classifier. We also include the
entire text of the message body.

Once we have done this, there are still many refinements we can make to the document
which will facilitate the learning process. Since we are classifying messages based on the
existence of certain words in each message, we can simplify our problem by eliminating
those words which appear with high frequency in al documents, regardless of classification.
These are words such as “the”, “he”, or “it.” Common pronouns, modifiers, simple abverbs
and verbs al fall into this category. We call thislist of words the stoplist. Since these words
appear in amost al documents, we can ignore them without losing any information.
Essentially thisis just noise that does not help with classification. Andrew McCallum’s text
processing package bow contains a stoplist of 524 words [McCal], which we utilize in our
implementation. When we encounter any of these words in the process of lexing the
message, we can ignore the word. This enables us to concentrate on learning the words with
actua significance.

Another means for refining the text classification problem is to use a process known as
stemming. The purpose of stemming is to treat words with the same root as being equivalent.
This eliminates the irrelevant differences between a document containing the word
“exasperating” from a document containing the word “exasperate,” for example. Both
documents might concern the topic of final projects, but without stemming, they may have
different classifications depending on the appearance of “exasperate” and “exasperating” in
other documents. For example, suppose we had only two emails in our training set, one
regarding Microsoft Windows with the words “exasperate,” and one regarding someone's
significant other that contains the word “exasperating.” Then we recelve an email for
classification regarding the significant other but contains the word “exasperate.” We would
incorrectly classify the email in the Microsoft Windows folder if we did not use stemming.
In this simplified example, stemming would at least make the classification ambiguous,
forcing us to rely on the other words in the messages for clues. In our implementation, we
use the Porter stemming algorithm, [McCal] which solves this problem by transforming all
equivalent words into a token that is represented by their root form only. For example, the
words serve, service, serves, and served would al be transformed into their root
serve.

Finally, we note that it is important to lex the input stream correctly so that we preserve
strings like a user's email address as one token. Email addresses are important since we
recognize that people often sort messages based on the sender. Thus, we need to use a lexer
that does not separate words using punctuation symbols such as @or ., or which takes
special case to preserve email address. There are also many other cases such as web
addresses or proper nouns that may exhibit this problem. In our implementation, we simply
use a lexer that separates token by white space. This trades off the ability to match email
addresses with its inability to recognize that similar tokens such as
http: //wwl. yahoo. comand htt p: // ww2. yahoo. com should in fact be treated the
same token.
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These methods all serve to ssimplify our learning problem and to reduce to amount of noise
inherent in the problem. Applying these methods to each email message transforms the
message into an acceptable input document for our text classifier. Each message can now be
viewed as a collection of words, and we can examine the frequencies with which these words
appear in documents of various classes. However, we have one further dilemma. The
English language contains tens of thousands of words, making the learning problem
inefficient, if not intractable. Moreover, there are an infinite number of possible email
addresses, web addresses, proper nouns, and the like. We would be left with a very
inefficient classifier if we kept track of every word that our classifier ever encounters. This
would lead to a unwieldy database that lists the frequency with which each of these words
appears in documents of each class. Thus we need a good method for feature extraction.

As shown by Yang and Pederson [YP97], document frequency is a reasonable method for
feature extraction in text classification problems. This uses a feature set that only includes
words that appear with high frequency, which intuitively makes sense. We do not need to
keep track of words that appear only once, since they are likely not to convey much
information about that particular class. This assumes, of course, that we have many example
points for each class. For example, say in our Microsoft Windows folder, we have one
occurrence of theword r i gmar ol e in one of the 100 messages in the folder. Since it occurs
so infrequently, it most likely does not convey much useful classification information.

To make use of this method, we define the age of aword to be the number of documents we
have classified since the first time the word was encountered. We remove a word when the
value log,age—1 becomes greater than the document frequency of the word. In our
implementation, this typically retains 2000-8000 words in our feature set. Now we have a
complete method for transforming a given email message into a tractable set of input
features. The feature space has a dimensionality of 2000-8000 dimensions. We then have
pretty much the complete range of learning algorithms that we have covered in 6.891
available to us. Depending on implementation, some algorithms may not be practical for a
problem of this size. We thus focus on two methods. Bayesian estimation, and Linear
Separators. In practice, we observe that the methods work fairly well, leading to good
classification rates.

2.2. Naive Bayes Text Classification

As we have seen, Bayesian estimation is a simple technique for estimating the probability
distribution of classes over feature data inputs. In the text classification domain, thisis often
referred to as Naive Bayes text classification. It uses Bayes Rule to trandate between
feature data frequencies and the probability distributions on classes. [Dud97] In the text
classification domain, Naive Bayes thus estimates the probability that a given document
belongs to a certain class by evaluating the probability that words will appear in a document
of that class. The document isthen classified according to the classin which it ismost likely
to belong. The probability of words appearing in documents of a certain class is computed
from our training data. The training data consists of a set of labeled documents, each |abeled
with its correct class.
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In our case, our training data consists of a user’s previously sorted email. Each message has
been stored in a particular folder, which denotes the document’s class. As we discussed in
the previous section, our message can be transformed into a set of features, specifically a set
of words that appear in the message. Thus, given a particular set of messages in folders, we
can calculate the probability that a word appears in an email from a particular folder. We can
then apply Bayes Rule to derive the probability of afolder given a particular set of features.

Specificaly, we have a set of classes, of folders, F = { f1, ..., f,}. Each time we wish to
classify an email document e, which we can view as a set of features, or words, W= { wy, ...
, W }. As discussed in the previous section, for each email e, we only test the existence of
currently tracked words to use as features. This set is W, and can be updated over time. The
document e thus contains a subset of the words in W. We would like to calculate the
probability that this document eisin each of the different foldersf; , i.e.

P(f) |_D|P(Wj | ;)

P(e)

P(f, |e)=

where P(f;) isthe prior probability that any random email belongsto the classfi, P(w, | f;)

is the probability that a randomly chosen word from an email in folder f; is the word w;, and
P(e) is the probability that a random email is the document e. With these probabilities, we

can then classify the email e into the folder f; with highest probability P ( f, | e) .
Since we are only using these P(f, |e)for comparison purposes, we can drop the scaling
factor P(e). Thus, to find the best folder f*, we simply need to compute

f* =argmax P(f) [ P(w, | f)

f\ uF wj e

Calculating P(f;) is straightforward, and each P(w; | f;) may also be caculated directly

from the training data, or we can use the m-estimate. This estimate is useful when we are
dealing with sparse data, and calculates P(w, | f;) as

n, +1
n+ |W |

P(w, | f,) =

where n; is the total number of occurrences of the word w; in all of the message in folder f;, n
is the total number of words in the all the emailsin folder f;, and W is the dimensionality of
our feature space, i.e. the number of words we are tracking for classification purposes. This
estimate captures the essential fact that we are trying to capture in the learning process. It
says that even if the occurrences of a particular word w; are high only in afew messagesin a
folder, but that on average the word does not appear in a given message in the folder, we still
favor documents containing this word w; to bein folder f;.
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The nice thing about this method is that it easily adapts to our online learning process. Each
time we filter anew message, it is easy to update W and to update n;. Also, if we ever make a
mistake, it is easy to adjust these values so that they take into account the incorrect
classification. That is, we would simply subtract off the occurrences that we previously
added, and then add them to the correct folder instead.

Thus Naive Bayes is a ssimple and clear method for solving our given learning problem. In
Section 3, we will show that in practice, Naive Bayes works surprisingly well and may be all
we really need for email sorting purposes.

2.3. Separation Techniques

In the previous section, we used a method which actually estimates the underlying
distribution functions for the classes given the inputs. Under separation methods, we forgo
this estimation of the distribution and directly solve for the separators between the classes.
There are many different techniques for doing this, including linear discriminants,
generalized discriminant functions, and Support Vector Machines. We first tried using
Support Vector Machines, but after hours of cagjoling the code, we gave up in “ exasperation.”
Perhaps, we thought, our data has too many dimensions for this provided code to handle.

So instead we opted for the simplest of the methods, the linear discriminant. Aswe saw in
the problem sets, linear discriminants are designed to only handle two classes of data.
However, we also saw that they could be adapted handle multiple classes of data just as a
perceptron can be adapted to accomplish this. In fact, we demonstrated that the linear
discriminant is functionally equivalent to single layer perceptrons. To handle mutiple
classes, we simply connect separate output nodes for each class. These outputs are the result
of the transformation on the input vector, which in our cases is a vector denoting the
occurrence of each of a set of words in the particular document. We then choose the output
node with the highest value, which translates to the class with which we have the most
confidence contains the document.

Of course, there is no guarantee that our data will be linearly separable; in fact, we would
imagine that it most likely isn't. People tend to receive textually similar emails which they
may classify differently. Hence we use the Minimum Squared Error Linear Discriminant.
This linear separator minimizes the sum of the least squared errors over the training data. It
uses the pseudo-inverse to compute this separator. Best of al, it is a very ssimple algorithm.
For afull description, consult Duda, Hart, and Stork, Chapter 5. [Dud97]

We adapt the MSE Linear Discriminant to our email sorting problem. To be precise, we use
the same transformations as described in the previous sections in order to transform each
given email message into a well-behaved text document. That is, we apply stemming and
utilize the stoplist as described, and we lex the document properly into a set of words. We
also use document frequency to whittle our dimensionality down to something sane. We use
the 2000 most frequent words to conduct our analysis. Thus, we have a 2000-dimension
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input vector. The number of output nodes depends on the number of folders. Note that we
do not use the age metric because we are not going to do online learning with linear
discriminants. We only calculate the discriminants once on the initia training data. Further
tuning will require the re-calculation of the discriminant over the entire new training data,
which would then include the newly sorted messages.

Thus, our training data is represented as a matrix Y which each document as a row. We
consider each folder in turn. Thus Y isan x |W size matrix, where n is the total number of
training messages we have pre-sorted in the all of the foldersin our training set, and W isthe
number of feature words we are tracking. In our implementation, we have chosen n = 2000.
The vector b contains either 1 or —1 depending on the correct folder for the email in that row
of Y, i.e. b = 1 if the message contained in row i of Y should be in folder f;, or by = -1 if it
should be in any other folder f,. We then solve for the weight vector a that minimizes the
squared error:

a=Yb where Y = (Y‘Y)_lYt is the pseudo-inverse of Y

To evaluate a given document e, we simply compute € a. I the value is positive, then it is
classified under folder fj, if it is negative, it is classified under some other folder f,. Once we
have computed these vectors a for each pairing of folders, we can then compute all such €' a
and choose the folder with the highest value. We then sort the message into this folder.
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3. Implementation

The implementation for our email classifier is relatively general, though it was written using
the Pine mail system as an example. The only real dependencies it has on Pine is the way
Pine stores its mail folders, with afolder being one long text file containing al the messages
in the folder. The messages are separated in the usual way, by the “From ” at the beginning
on a newline. We constructed different sorting programs for the methods described in the
previous section, though they all use much of the same framework of code. Most
importantly, they all use the same methods to transform each email message into a set of
input features. The message is then classified and placed into the correct mail folder. The
next section describes some of the nitty-gritty details about the implementation, and Section
3.3 presents some of the experimental results we gathered by running these programs. As
shown, they do a pretty good job at sorting mail.

3.1. Technical Detailsto Gripe About

The Pine mail system is difficult to work with. Most problematic is the fact that it is not
extendable at all. Thus, we needed to devise some method for filtering that did not rely on
Pine itself for any information. In this sense, our developed program should be easily
reconfigured to any other mailing system.

There are two methods for using sor t mai | , since the only input sort mai | expects is the
text of the message to be sorted, passed into sort mai | on STDI N. The first method is to
filter messages before they are placed in the pine inbox; the other is to filter messages once
they are already in the user’sinbox. The first method calls sor t mai | from the . f or war d
file. On most UNIX systems, the . f orwar d file is enabled and automatically forwards all
the user’sincoming mail. By placing the command

"| exec /hone/y/c/ychang/bin/sort.pl"

we can call sort. pl, which isthe sortnmail executable for sorting incoming messages.
The command also passes the incoming message to sortmai | on STDI N. This alows

sortmai | to classify the incoming message and place in the correct mail folder for later
reading.

The second method allows the user to manually call sort mai | from within pine. We use
Pine's pipe command, “| ”, to accomplish this. By using the pipe command, we can pass
any selected messages in the current Pine folder into sort mai | on STDI N. The messages
are then classified by sortmai| and placed in the correct folders. The program then
displays a screen which shows the folders into which each message has been sorted. If the
user wishes to keep the message in the Inbox as well, then no further actions need to be
taken. Otherwise, if the user wishes to delete the message from the Inbox and retain only the
copy in the sorted folders, pressing “d” will delete the messages from the Inbox.
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If either method, if sortmai | classifies an email incorrectly, the user can manually move
the message into the correct folder. Every so often, the user should run the script
refile.pl which scans the mail folders, detecting all of these manually re-filed messages.
It treats these messages as having been incorrectly classified by sort mai | and updates the
sort mai | knowledge base accordingly. There are some other minor features of the user
interface, but these are the main functions that are regularly used.

Internally, the core coding framework of the sort mai | systemisbased onifil e, written
by Jason Rennie [Ren98]. Much of the code has been rewritten to support the expanded
learning algorithms available in sor t mai | . All of this code is written in the C language and
uses the text processing packages bow and r ai nbow by Andrew McCallum at CMU [McCal]
for pre-processing the email messages into well-behaved text documents. Betweenifil e
and the bow packages, all of the email lexing is taken care of. We implemented the actual
learning algorithms that use this input, and we aso implemented wrappers in order to
manage the emails. On top of the sort mai | core, we then added several per| wrappers
which call the sortmail core with various arguments depending on the desired
functionality. Hereisalist of the magjor functionalities we use, some of which have already
been mentioned above, listed by the per | wrapper executable name:

* sort.pl —takesamessage or a concatenation of multiple messages from STDI N,
sorts them into the correct folders by concatenating the messages onto the ends of
their respective folders, and updates the knowledge base with updated word
frequencies

 refile.pl —scansthe mail folders for incorrectly sorted messages and updates
the knowledge base accordingly to reflect the user’ s preferences.

e build. pl —builds the initial knowledge base of the probability distributions by
anayzing the pre-sorted emails which have aready been placed into correct
folders by the user.

The Appendix contains a partia listing of the source code. Some of the system dependent
coding decisions are described there, since they are not very relevant to the thrust of this
paper. One of the major issues is the method by which we detect incorrectly filed messages.
The solution was to add a unique message ID the first time we encounter each message and
to keep a database listing the pairings of IDs and mail folders. Other similar issues are
described in greater detail in the comments of the code.

In the source code listings, we leave out the routines taken fromi fi | e or r ai nbow. Please
consult the proper references for that code. Alternatively, we will be posting a final version
of sortmai | ontheweb at http://ww. ai . mt.edu/ ~ychang inthe near future. The
entire source code will be available in the download.
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3.2. Experimental Results

To test the system, we conducted a variety of different experiments. Cross-validation
techniques were used first, but we then wanted to capture the ability of the program to learn
new information about the user’'s preference and also its ability to “extrapolate” from its
information about currently known classes to categorize “unknown classes.” We will explain
what we mean by this shortly.

Because of the nature of email sorting, it is hard to come across different sets of personal
email data sets that have been sorted based on different preferences. Thus, given the time
span allowed by this project, | concentrated on my personal archive of mail, which initself is
pretty extensive, on the order of ten thousands of messages. | consider this archive to be a
rather good representative of the types of emails college students might encounter, mixing
personal, class, interview, business, retail, and junk emails. To run these experiments, |
sorted atotal of 1000 messages mail into twenty-five different folders.

My first round of testing involved simple cross validation. | first used to extract one and
train on the rest version of cross-validation, validating on the extracted message. This
yielded very good results under both learning algorithms over the entire one thousand
message data set. Smaller numbers of folders tended to produce better results, as shown in
the table below. However, this sometimes depended on the particular folders | removed
from the training set. For example, as shown below, | tried two sets of ten messages. The
set with more similar topics (set a) clearly proved to be harder to correctly classify.

Naive Bayes M SE Discriminant
# folders Accuracy # folders Accuracy
10 (set a) 96% 10 (set a) 97%
10 (set b) 92% 10 (set b) 91%
20 89% 20 84%
25 88% 25 82%

In order to further test the learning algorithms, | constructed a hierarchy of classes for my
mail. The top tier of the hierarchy are the folders under which each message is stored. |
varied the number of folders in my various experiments by simply excluding some of the
folders. Underneath the top directory are sub-categories for the emails. For example, under
the junk mail folder, | separate the emailsinto types. random spam, mass forwards and chain
mail, advertisements, and building notices. Under each type, | further separate the emails by
mailer or specific topic, which usually means separating mail from different cyberstores or
different groupings of spam (end of the world spam messages vs. you' |l be rich messages for
example).

10
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Hereisasmall subset of the complete hierarchy:

6. 891

Fi nal Project

Probl em Sets & Announcenents
6. 854

Allen.“

Cont act

Junk
Random Spam
Mass Forwards and Chain Miils
Advertisenents and Solicitations
Bui I di ng Noti ces

Eri c Yeh

Tai wan
Politics
Jiang’'s Visit to the U S.
Interesting Articles
Harvard Tai wanese Cul tural Society Annoucenents

With this hierarchy, | wanted to test the generalization capabilities of the learning algorithms.
That is, | would train the program with only training data from one sub-category of the
folder, and then use the another sub-category asinput. Thisiswhat is meant by extrapolation
to unknown classes. The new test data sub-category has not been given to the program yet,
so it is essentially unknown. That is, the word frequencies for that category have not yet
been incorporated the classifier. We exhibit the results for the junk folder, which were less
than spectacular. This is understandable, since the different subcategories intuitively have
very different word distributions. Thus, whether we are trying to learn the underlying
distribution or the separator between classes, we are going to have a hard time since we have
no knowledge about an entire sub-category. For example, advertisements may frequently
have the word sal e, while chain mail might often have the word f or war d. Without having
seen any advertisements, we would have no information regarding an occurrence of the word
sal e. We might even categorize it under the folder acti viti es, which includes the
announcements from various student groups, which sometimes include moving sales.

11
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Removed sub-category shown, used that category as test input.

Naive Bayes M SE Discriminant
removed Accuracy removed Accuracy
Ads 61% Ads 56%
Spam 47% Spam 50%
Chain Mail 15% Chain Mail | 13%
Notices 8% Notices 12%

It is interesting to note the high correlation between our two different learning methods,
especially when they seem to follow such different approaches. However, a closer
evaluation reveals similarities due to the nature of the data. Essentially our feature space
only cares about the existence of certain words in a given document. Thus, each feature is
pretty much a binary random variable. While the Bayesian method tries to estimate the
probability the variable has of occurring in documents of different types, the discriminant
method tries to separate a class based on which words are important to that class. Hence they
are doing very similar tasks. The Bayesian method assigns higher probability to the words
that are more likely to appear in that document, leading to a higher probability for that class.
The discriminant method assigns a larger weight to those same words for that class. Thuswe
ae using the traning data in smilar ways in both cases.

We note that the example using the folder junk had a particularly high failure rate, but we use
it to highlight this point. That is, the sub-categories within junk had very different contents.
Thus, since our learning algorithm is learning based upon words and not semantics, it learns
“content” rather than some more abstract notion of “worth” of a document. Thus, different
types of junk mail will be categorized different based on content, even though they all have
zero (or negative) worth to the user. When we ran the sub-category experiment on other
folders, we had much higher rates of success. For example, within the Taiwan folder, we had
sub-categories of poalitics, Jiang visit to the U.S,, interest stories, and Harvard Taiwanese
Cultural Society (TCS) announcements. Obvioudly, the contents of these sub-categories are
much more correlated with one another than in the junk mail case.

Naive Bayes M SE Discriminant
removed Accuracy removed Accuracy
politics 91% politics 90%
Jiang 100% Jiang 95%
interest 73% interest 60%
TCS 85% TCS 73%

Our success rate improves greatly when we consider sub-sub-categories. Since the success
rate is essentially as good as if we trained using the unknown sub-sub-category included for
amost al cases, we only exhibit the case with different cyberstores sending junk
advertisements. Actualy, sort mai | excels at sorting junk mail from different merchants

12
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but of the general type being an advertisement. Most of the error that is exhibited in our
general test cases comes from other folders such as between j ournal entri es and henry,
who happens to be a close friend. Thus we can imagine that much of the content there is
similar, and hence the learner sometimes get confused.

Naive Bayes M SE Discriminant
removed Accuracy removed Accuracy
Xoom.com 100% Xoom.com | 100%
Netbuyer 100% Netbuyer 95%
B&N 98% B&N 95%
Garden.com 90% Garden.com | 88%

Clearly sort mai | does a very good job of generalizing between junk mail from different
merchants.

We make a note here regarding the dimensionality of the data. For both learning methods,
we used a feature space of at least 2000 dimensions. If we decrease this substantialy, it

leads to drasticaly reduced learning capabilities, i.e. error rates shoot up. We take an
example from the M SE Discriminants case:

M SE Discriminant

Dimensions | Accuracy
2000 82%
1000 75%
500 39%
100 23%

The extreme case, of course, is when we only keep 100 words, and we need to classify over
25 folders. Still, a classification success rate of 23% means that it is still doing pretty well,
considering that random sorting only gets us 4% success in this case. These numbers clearly
are highly dependent on the exact data which we are using, and in this case.

We make one fina note regarding the online learning capability of the Naive Bayes method.
Based on casual user testing, the program quickly learned new sub-categories of data.
Sometimes it took up to 10 re-files for it to see enough examples of that type to overcome
some other preferences it had already built up. This number is highly dependent on the total
number of messages trained and the frequency of those particular words in these messages of
course. Overdl, we were pretty satisfied with sort nmai | ’s performance and view it as a
useful life-simplifying tool.

13
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4. Discussion and Future Work

Our sort mai | program provides a useful tool for fairly accurate mail sorting. For most
users, the naive bayes classification scheme should be sufficient for general mail sorting
purposes. Furthermore, the Bayesian method has the advantage of being an online learning
algorithm. For most users, thisis an important feature, since it allows the learning algorithm
to progressively adapt to new preferences over time. A maor reorganization of the
mailboxes will still need a recomputation of the word frequency statistics in the new folders
of course.

Some directions for future work include using different underlying machine learning
algorithms to do the learning. We tried Support Vectors Machines, but couldn’t get them to
work. We'd like to try again. Also, neura nets would be interesting to test. Neura nets
would have the advantage of being capable of online learning. This is built into the
backward propagation process of adjusting the weights. Thus we can implement an online
learning system similar to the one we constructed using the Bayesian estimation methods.

In addition to new implementing new learning algorithms, we might also try pre-processing
incoming messages. That is, we can invoke more clever means of distilling information from
the message. For example, we could extract message identifiers and relate messages that are
“I n- Repl y- To: ” another message.

Finally, some more work needs to be done to streamline the operation of sortmail in
conjunction with Pine. Preferably we can modify the code so that messages which were not
filtered will also be detected by sort mai | so that the knowledge base can be updated
accordingly. Currently sort mai | only handles messages that are passed to it for sorting
and only uses these messages to do online learning. Adapting sort mai | to work with other
mail programsis another goal.
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Appendix

Below is a listing of a portion of the source code needed for sortmail. Extraneuous
portions of the code such as those for log messages or error messages have been expunged.
Explanations and code decisions are described in the comments. The complete source code
will be available for download at ht t p: / / www. ai . mi t. edu/ ~ychang/ .

sort. pl

#!/usr/ | ocal / bi n/ perl

sortmai |l hel per script
called from.forward or fromwithin pine as a wapper to sortmail’s filtering
functionality

HHHHH

by Yu-Han Chang <ychang@i . mt. edu>

# accepts a nmessage to be filtered on standard input
# and stores that nessage to the location deternined by

#ifile.

$sortmai |l _binary = "/home/y/c/ychang/sortmail/sortmil";
$maildir = "/home/y/c/ychang/ mail/";

$sortmail _args = "-h";

$i nbox = "/ home/y/c/ychang/ mail/inbox";

$countfile = "/hone/y/c/ychang/.sortmail.id.count";

$meffile = "/homel/y/c/ychang/ mail/.nmsg.to.folder.list";
&parse_args();

foreach $arg (@RGV) {
if ($arg =~ /"--help/ || $arg =~ /~-h/) { &print_usage; }
}

# get environnment information
$home_dir = $ENV{"HOVE"}."/";
if ($tnp2_file) {
print TMP2 "hone directory is $hone_dir\n";
}

# update accuracies file ~/.sortmail _accuracy
$acc_file = $home_dir.".sortmil _accuracy";

$filters
$refiles

1
0;

if (open(ACC, $acc_file))
{

$li ne = <ACC;
$line =~ mfilters\s*=\s*(\d*)\s*refiles\s*=\s*(\d*)/;

$filters += $1;
$refiles += $2;

$accuracy = int(($filters - $refiles)/$filters * 10000)/100;
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cl ose( ACO) ;
}

if (open(ACC, "> $acc_file"))

print ACC "filters = $filters refiles = $refiles\n";
if ($accuracy) { print ACC "Accuracy = $accuracy \%n"; }
cl ose( ACO);
} else {
print TWMP "Was not able to wite accuracies file\n";
}

# pi pes message on stdin to the sortnmail program parses output

# Tenporary file for storing a copy of incom ng nessage
$trmp_file = "/tnp/ifile". (time() % 100000);

open(TMP, "> $tnp file")
|| die "Could not open $tnp_file: $!'\n";
@message = <STDI N>;
print TVMP @ressage;
cl ose(TMP) ;
chnod( 0600, $tnmp_file);

$command = "$sortnmil _binary $sortmail _args --query-insert $tnp_file |";
open(I| FI LE, $comand)
|| die "Could not execute \"$command\": $!\n";
@uery_results = <l FlLE>;
cl ose(l FILE);

unlink $tnp_file;

# Tenporary file for testing the witability of a directory
$tnp_file = ".ifile".(time() % 100000);

## find the best matching fol der that doesn't have a .skip_me file
$best = shift(@uery_results);

# print "Trying $best folder\n";

$best =~ m MN\S+)/;

$best _fol der = $1;

# Use the first folder which doesn't have a .skip_ne file and which we
# can wite to.
while ((-f $maildir.".".$best_folder.".skip_ne" && (@uery_results > 0))
[] '(open(FOO, "> ".$nmildir."/".$tnp_file))) {
$best = shift(@uery_results);
# print "Trying fol der $best"”;
if ($best =~ m~-+$/) { last; }
$best =~ m M\ S+)/;
$best _fol der = $1;
}

if (@Query_results <= 0) {
$best fol der = $i nbox;
} else {
cl ose( FOO) ;
unlink($maildir."/". $tnp_file);
}

# place file into the correct folder, but first add
# a unique identifier tag to the nmessage
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# get current count

open( COUNTFI LE, $countfile);
$count = <COUNTFI LE>;

cl ose( COUNTFI LE) ;

chop $count;

$count ++;

open( COUNTFI LE, "> S$countfile");
print COUNTFILE "$count\n";

cl ose( COUNTFI LE) ;

# store nessage
open(VER, "$sortmail _binary --version |")
|| die "Error: could not execute $sortmail _binary: $!'\n";
$versi on = <VER>;
chop $version;
cl ose( VER) ;

if ($tnp2_file) {
print TMP2 "$version => $best_fol der\n";
}

print "\ n\n$version => $best_fol der\n";

open( FOLDER, ">> $nmi |l di r $best _fol der")

|| die "Error: could not open mail folder $best folder to wite.\n";
$print_filter = O;
foreach $line (@essage)

{
# Add the X-filter header at the end of the header section
if ($line =~ MM n$/ && (!'$print_filter))
{
print FOLDER "X-filter: $version => $best_fol der\n";
print FOLDER "X-sortmail: $count\n";
$print_filter = 1;
}
# Renane old x-filter header if we are still in header section
$line =~ s/ x-filter: /Ad-x-filter: /i if (!$print_filter);
# Make sure each line ends with feed-Iine
$line .= "\n" if ($line !~ m\n$/);
print FOLDER $li ne;
}

# Print X-filter header now if we never did so before
print FOLDER "X-filter: $version => $best_folder\n" if (!$print_filter);
cl ose( FOLDER) ;

# now print out id tag to appropriate nmsg list file so that we can
# later track this nmsg's novenent between folders if user refiles.

open(LI ST, ">> $muildir\.$best_folder\.nmsglist");
print LIST "$count\n";

cl ose(LI ST);

open(MR2F, ">> $nRffile");

print M2F "$count $best_fol der\n";

cl ose( M2F) ;

# end sort. pl
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refile.pl
#!/usr/ |l ocal/bin/perl

# script to run periodically to check whether enmails had been filed
# correctly. looks thru log files to see where emails were filed and
# checks to see if they are still there. if not, it updates the

# .idata stats file accordingly.

# by Yu-Han Chang <ychang@i . nit.edu>

$sortmail _binary = "/hone/y/c/ychang/sortmail/sortmail";
$sortmail _args = "-h";

$maildir = "/honme/y/c/ychang/mail/";

$home_dir = $ENV{"HOWE"}."/";

$nm2flist = "/home/y/c/ychang/ mail/.msg.to.folder.list";
$tnpfile = "/home/y/c/ychang/.sortmail.refile.tnp";
$list_creation_binary = "/honme/y/c/ychang/ 6. 891/ make_lists.pl";
$countfile = "/hone/y/c/ychang/.sortmail.id.count";

# keep track of total nunber of refiles so we can update accuracies file
$numrefiles = 0;

# open muaildirectory

# we need to check which nsg's have noved since the last time we ran
# this script. that is, we need to identify all nmsg's that were
# inproperly sorted

$true = opendir(MAILDIR, "$maildir");
@ ol ders = readdir(MAI LD R);

# get rid of "." and ".." files
shift(@ol ders);
shift(@ol ders);

# open nsg to folder translation table and store in nmenory
open( M2F, $nRflist);

@rf = <M2F>;

cl ose( M2F) ;

foreach $fol der (@olders) {

if (($folder =~ m~AM\..*/) || (-f "$nmildir".".$folder".".skip_nme")) {
print "skip $folder\n";
}

el se {
# get list of nsgs that are supposed to be here
open(LI ST, "$maildir\.$folder\.nsglist");
@ist = <LIST>;
cl ose(LI ST);

open( FOLDER, "$nmai | dir$folder");
print "exam ning fol der $folder...\n";

# flag if we are in header
$i n_header = 0;

whil e (<FOLDER>) ({
$line = $_;
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# line is first line of a nseg
if (/"From.*/) {

# check if last nsg was a new one
# if so, we need to update .idata and stuff
if ($msg_noved)

$num refil es++;

# put meg into a temp file

open( TMPFI LE, "> $tnpfile");

print TMPFI LE $t np_nsg;

cl ose( TMPFI LE) ;

# passes nessage to sortmail program

# create the sortnmail conmand |ine
if ($tnp_file)
{

$command = "$sortnmil _binary $sortmail _args -g ";
}
el se
{

$command = "$sortmail _binary $sortmail _args ";

}
if (! -f $maildir.$old_fol der."/.skip_nme") {
$command .= "--del et e=$ol d_fol der "

}

if (! -f $maildir.$folder."/.skip_me") {
$command .= "--insert=$new fol der ";

}

$command .= "$tnpfile";
print $command. "\ n";

open(FP, "$command |")

|| &quick_finish("Could not execute \"$arg\": $!'\n");
while (<FP>) {print;}
cl ose(FP);

# done with sortmail updating
}
$i n_header = 1;
$new_f ol der = $fol der;
$found_id = O;
# flag if this nmsg has been noved by user
$nmsg_noved = 0;
$tnp_msg = $line;
}

# else if line is separator btwn header and body in a nsg
elsif (($line =~ mM™Mn$/) && ($in_header)) {

$i n_header = 0;

$tnp_nmsg .= $line;

# else if lineis the sortmail nmsg id line is the header

# check if this neg id is supposed to be here

elsif (($line =~ m~X-sortmail:\s*(\d*)\n$/) && ($in_header)) {
$id = $1;
$found id = 1;
$used_to_be_here = 0;
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foreach $nunber (@ist) {
if ($nunber == $id) {
$used_to_be_here = 1;
br eak;
}
} .
# yup, SO just nove on...
if ($used_to_be_here) {
# print "nsg $id is correctly in folder $folder\n";
$tnp_nmsg .= $line;
}

# user noved this guy on us! we sorted incorrectly!

# shanme on us. we better fix our sorter and update our
# dat abase accordingly

el se {

# find what folder it used to be in by looking it
# up
foreach $entry (@mf)
if ($entry =~ m"$id (\S*)\n$/) {
$ol d_fol der = $1;

print "-- msg $id used to be in $old_fol der\n"
}
}
print "-- nmsg $id is newin folder $folder\n";
$msg_noved = 1;
}
$tnp_msg .= $line;
}
# else line is just any old line in the nsg
el se {
$tnp_nsg .= $line;
}

# update the accuracies file ~/.sortmail _accuracy
$acc_file = $home_dir.".sortmail _accuracy";

0,
$numrefiles;

if (open(ACC, $acc_file))
{

$l i ne = <ACC;
$line =~ mfilters\s*=\s*(\d*)\s*refiles\s*=\s*(\d*)/;

$filters += $1;
$refiles += $2;
if ($filters > 0) {
$accuracy = int(($filters - $refiles)/$filters * 10000)/100;
} else {
$accur acy

0.0;

if ($accuracy < 0.0) {
$accur acy 0.0;

}
cl ose( ACO);
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if (open(ACC, "> S$acc_file"))
{

print ACC "filters = $filters refiles = $refiles\n";
if ($accuracy) { print ACC "Accuracy = $accuracy \%n"; }
cl ose( ACO);
} else {
print STDERR "Was not able to wite accuracies file\n";
}

# remake lists
systen($l i st_creation_binary);

# end refile.pl
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sortmail.c

/* sortmail - general enmmil sorter
by Yu-Han Chang <ychang@i . nit.edu>, Decenber 1999

parts of sortmail are adapted fromifile.
ifile is Copyright (C 1997 Jason Rennie <jrennie@i.nt.edu>

This programis free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; either version 2
of the License, or (at your option) any |later version.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; wi thout even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPCSE. See the
G\U General Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program (see file '"COPYING); if not, wite to the Free
Sof t war e Foundation, Inc., 59 Tenple Place - Suite 330,
Boston, MA 02111-1307, USA
*/

#i ncl ude <sys/types. h>

#i ncl ude <sys/ipc. h>

#i ncl ude <sys/sem h>

#i ncl ude <tine. h>
#include <ifile.h>

#defi ne SEMKEY 10439838

int semd;

struct senbuf sops;

argunents args;

extern struct argp argp;

int nmegs_read; /* nunber of nmessages actually read in */

/* variables for keeping track of tine/speed of ifile */
clock t DMZ start, DVZ end, DMZ2 start;

/* ifilter specific function prototypes */
int cnp(const void *el, const void *e2);

/* Main program*/

i nt

main (int argc, char **argv)

{
char *data_file = NULL; /* full path of idata file */
char *home_dir = NULL; /* full path of user's hone directory */
FI LE *M5G = NULL; /* file pointer for a nessage */

category_rating * ratings;

ifile_db idata;

ht abl e ** nessage = NULL;

int i;

int db read result = 0, db wite result = 0;
char *file_nane;

int trinred_words;
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/* Harry's semaphore stuff to protect two ifile jobs from stepping
* on each other */
/* Find the Semaphore id */
if ((semd = senget (SEMKEY, 1, 0666)) < 0)
if ((semid = senget (SEMKEY, 1, 0666| | PC_CREAT||PC EXCL)) < 0)

perror("senget");
exit (-1);
}

/* Wait for Semaphore to clear */
sops. sem num = 0;
sops. semop = O;
sops.semflg = O;

if (senop(senid, &sops, 1))
{
perror("senop");
exit (-1);

/* Set the Semaphore to clear on exit */
sops. sem num = 0;

sops.semop = 1,

sops. sem fl g = SEM _UNDG,

if (senop(semd, &sops, 1))
{
perror ("senop");
exit (-1);

ifile_init_args(&args);
argp_parse (&argp, argc, argv, 0, 0, &args);

ifile_verbosify(ifile_verbose, "% file(s) passed\n", args.numfiles);
for (i=0; i < args.numfiles; i++)
ifile_verbosify(ifile_verbose, "file #%: %\n", i,
EXT_ARRAY_CET(args.file, char *, i));

/* Get home directory */
home_dir = getenv("HOVE");
if (home_dir == NULL)
ifile_error("Fatal: HOVE environnent variable not defined!'\n");
ifile_verbosify(ifile_verbose, "home directory = %\n", home_dir);

/* Get the database file name */
if (args.db_file !'= NULL)
data_file = ifile_strdup (args.db_file);
el se
data file = ifile_sprintf("%/ %", home_dir, DEFAULT_DB FILE);

/* remove the .idata file if requested */
if (args.reset_data)

ifile_verbosify(ifile_progress, "Renoving %...\n", data_file);
systen(ifile_sprintf("rm%", data_file));
}
ifile_db_init(& data);

ifile_open_|log(argc, argv);
ifile_default_lexer_init();
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/* argunent variables that still need to be handl ed:
* skip_header, mnus_folder, plus_folder */

/* read and | ex the nessage(s) */
if (args.read_nessage == TRUE)

{
nmsgs_read = 0;
DMZ_start = cl ock();
if (args.numfiles > 0)
{
ifile_verbosify(ifile_progress, "Reading nmessages...\n");
nessage = (htable **) malloc(args. numfil es*sizeof (htable *));
for (i=0; i < args.numfiles; i++)
{
file_name = EXT_ARRAY_CET(args.file, char *, i);
MSG = fopen(file_name, "r");
if (MSG == NULL)
ifile_verbosify(ifile_quiet,
"Not able to open %! No action taken.\n",
file_nane);
nmessage[i] = NULL;
}
el se
nmessage[i] = ifile_read_nessage(MsG ;
if (args.occur == TRUE)
ifile_bitify_docunent(message[i]);
if (message[i] != NULL)
nsgs_r ead++;
}
if (args.verbosity >= ifile_debug || args.print_tokens)
ifile_print_nessage(nessage[il]);
fcl ose(MSG) ;
}
}
el se
{
nmessage = (htable **) mall oc(sizeof (htable *));
ifile_verbosify(ifile_quiet, "Reading nessage from standard
input...\n");
nessage[0] = ifile_read_nessage(stdin);
nsgs_read++;
if (args.verbosity >= ifile_debug || args.print_tokens)
ifile_print_message(message[0]);
args.numfiles = 1;
}
DMZ_end = cl ock();
ifile_verbosify(ifile_progress,
"Read % nessages. Tinme used: % 3f sec\n", nsgs_read,
((fl oat)(DVZ_end-DVZ_start))/ CLOCKS _PER_SECOND) ;
}

/* Don't do anything else if we are printing tokens */
if (args.print_tokens)
exit (0);

/* Now read the idata database */
if (args.read_db == TRUE)
db_read_result = ifile_read_db(data_file, & data);

/* Do LOOCV queries if requested */
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if (args.loocv_folder != NULL)
for (i=0; i < args.numfiles; i++)
{
ifile_del _db(args.loocv_folder, nessage[i], & data);
ratings = ifile_rate_categories(nessage[i], & data);
gsort(ratings, idata.numfolders, sizeof(category_rating), cnp);
ifile_print_ratings(stdout, ratings, & data);
ifile_free(ratings);
ifile_add_db(args.loocv_fol der, nessage[i], & data);

}

/* if a query was requested, nake the cal cul ations and output the results */
if (args.query == TRUE)
{

for (i=0; i < args.numfiles; i++)
if (message[i] !'= NULL)
{

ratings = ifile_rate_categories(nessage[i], & data);
gsort(ratings, idata.numfolders, sizeof(category_rating), cnp);
ifile_print_ratings(stdout, ratings, & data);
if (args.query_insert)

ifile_add_db(ratings[0].category, nmessage[i], & data);
ifile_free(ratings);

}
if (args.wite_db == TRUE)

if (args.plus_folder != NULL)
for (i=0; i < args.numfiles; i++)
if (message[i] != NULL)
ifile_add_db(args.plus_folder, nessage[i], & data);

if (args.mnus_folder != NULL)
for (i=0; i < args.numfiles; i++)
if (message[i] !'= NULL)
ifile_del _db(args.n nus_fol der, nessage[i], & data);

if ((args.plus_folder !'= NULL || args.query_insert == TRUE) &&
args. m nus_fol der == NULL)

{
trimed_words = ifile_age_words(& data, nsgs_read);
ifile_verbosify(ifile_progress,
"Trimed %d words due to | ack of frequency\n",
tri med_wor ds);
}
db_wite result = ifile_wite_db(data_file, & data);
if (db_read_result '= 0 & db_wite_result == 0)
{
ifile_verbosify(ifile_quiet, "Created new % file.\n", data file);
/* set proper permssions */
systen(ifile_sprintf("chnod 0600 %\ n", data_file));
}

}
ifile close log();

return O;
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dat abase. c

/* dat abase routines */
/* adapted fromifile (C 1997 Jason Rennie <jrennie@i.mt.edu>

This programis free software; you can redistribute it and/or
modify it under the terms of the GNU General Public License
as published by the Free Software Foundation; either version 2
of the License, or (at your option) any |later version.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; wi thout even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPCSE. See the
G\U General Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program (see file '"COPYING); if not, wite to the Free
Sof t war e Foundation, Inc., 59 Tenple Place - Suite 330,

Boston, MA 02111-1307, USA

*/

#i ncl ude <tine. h>

#i ncl ude <nath. h>

#i ncl ude <pwd. h>

#i ncl ude <uni std. h>

#i ncl ude <sys/types. h>
#include <ifile.h>

#define LOG 2 0.69314718

extern argunents args; /* info about command |ine argunents */
extern int msgs_read; /* nunmber of mnessages actually read in */

/* variables for keeping track of tine/speed of ifile -*/
extern clock t DMZ start, DMZ end, DMZ2 start;

/* given the age of a word, returns an integer which is the mnimum
* required frequency for the word to renmain in the database */

| ong int

_trimfreq (long int age)

if (age <= 0)
return O;
el se
return (((long int)(log((float) age) / log(2.0))) - 1);
}

| ong int
_trimfreqg0 (long int age)

return O;
}
/* Initializes the sortmail database */
void
ifile_db_init(ifile_db * idata)
{
long int i;

i dat a- >num f ol ders 0;

i dat a- >num wor ds 0;
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i dat a- >t ot al _docs
i data->total freq

0;
0;

/* words of ACE should be trashed if they have frequency |ess than returned
* by this function */
if (args. keep_infrequent)

idata->trimfreq = _trimfreqO;
el se
idata->trimfreq = _trimfreq;

EXT_ARRAY_I NI T(i dat a- >f ol der _nane, char *, IFIL
EXT_ARRAY_I NI T(i data->fol der_freq, long int, IF
EXT_ARRAY_I NI T(i dat a->f ol der _nsg, long int, |FlI
for (i=0; i < IFILE_INIT_FOLDERS; i ++)

E_INI T_FOLDERS) ;
E_INI T_FOLDERS)

ILE |
LE_I NI T_FOLDERS) ;

/* EXT_ARRAY_SET(i data->folder _freq, int, i, 0);
EXT_ARRAY_SET(i dat a- >f ol der _nsg, int, i, 0);
printf("folder % defaults: freq = % nsgs = %\n", i,

EXT_ARRAY_GET(i dat a->fol der_freq, int, i),
EXT_ARRAY_GCET(i dat a->fol der_nsg, int, i));
*/

ht abl e_init (&(i data->data), |FILE_IN T_WORDS, (unsigned |long (*)(const void *,
long int)) hash);

}

/* Initializes a word entry of an ifile_db type. Does NOT allocate nenory. */
/* Witten by Jason Rennie <jrennie@i.mt.edu> */

voi d

ifile_db_entry_init (db_word_entry * wentry)

{

wentry->word = NULL;
wentry->age = 0;

wentry->tot_freq = 0;
wentry->freq = NULL;

}
/* Expects a valid file pointer which points to the begi nning of an
* jfile database (idata) file along with an ifile database structure.
* Function reads in the header lines of file and stores information in | DATA
* Expects that IDATA is allocated and initialized. DATA will be advanced
* to the beginning of the end of the idata header.
* Returns nunber of folders upon success, -1 upon failure. */
| ong int
ifile_read_header (FILE * DATA, ifile_db * idata)
{

char |ine[ MAX_STR _LEN*64];
char *token = NULL;

long int i;

I ong int num

readl i ne(line, sizeof(line), DATA);
if (line[0O] == "\0" || feof (DATA)) return -1;

/* read folder nanes */
token = strtok(line, " \t");
for (i = 0; token !'= NULL; i++)

EXT_ARRAY_SET(i dat a- >f ol der _nane, char *, i, ifile_strdup(token));
token = strtok(NULL, " \t");
}
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}
if (i !'= idata->numfolders)
ifile_verbosify(ifile_quiet, "Bad data file format - line #3\n");
return idata->num folders;
}
/* Expects a valid file pointer which points to the begi nning of the word
* entry section of an ifile database (idata) file along with an ifile
* database structure. Function reads to the end of the file and stores
* information in | DATA. Expects that IDATA is allocated and initialized.
* DATA will be advanced to the end of the file.
* Returns nunmber of word entries upon success, -1 upon failure.*/
| ong int
ifile_read_word_frequencies (FILE * DATA, ifile_db * idata)
{

6.891 Final Project - December 1999

i dat a->num fol ders = i;

readl i ne(line, sizeof(line), DATA);
if (line[0O] == "\0" || feof (DATA)) return -1;

/* read word frequencies */
token = strtok(line, " \t");
for (i = 0; token !'= NULL; i++)
{
num = at oi (token);
EXT_ARRAY_SET(i data->folder_freq, long int, i, num;
i data->total _freq += num
token = strtok(NULL, " \t");
}

if (i !'= idata->numfolders)
ifile_verbosify(ifile_quiet, "Bad data file format - line #2\n");

readl i ne(line, sizeof(line), DATA);
if (line[O] == "\0" || feof (DATA)) return -1;

/* read docunment frequencies */

token = strtok(line, " \t");

for (i = 0; token !'= NULL; i++)

{

num = atoi (token);
EXT_ARRAY_SET(i dat a- >f ol der_nsg, long int, i, num;
i dat a->total _docs += num
token = strtok(NULL, " \t");

char |ine[ MAX_STR LEN*4];
long int i = 1;

readl i ne(line, sizeof(line), DATA);

whil e (!feof (DATA))

{
if (line == NULL || line[0O] == "'\0")
ifile_verbosify(ifile_quiet, "Line # %l not in proper word entry
format\n", (i+3));
el se
i data->numwords += ifile_read_word_entry(line, idata);
i ++;
readl i ne(line, sizeof(line), DATA);
}
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return idata->num words;

}

/* Gven a character array which contains a single word entry froman idata
* file and a pointer to an ifile database, allocates and adds a
* DB WORD ENTRY to | DATA->DATA. Returns 1 if line contained a word entry,
* 0 otherw se. */
/* witten by Jason Rennie <jrennie@i.mt.edu> */
I ong int
ifile_read_word_entry (char * line, ifile_db * idata)
{
db_word_entry * wentry = malloc(sizeof (db_word_entry));
char *token = NULL;
long int folder, freq
long int numfol ders = idata->numfol ders;
long int i;
extendabl e_array * freq_array;

/* initialize EXT_ARRAY things on the fly - do NOT do initialization
* when creating the DB */

wentry->freq = (extendabl e_array *) nall oc(sizeof (extendable_array));

freg_array = wentry->freq

EXT_ARRAY_INIT((*freq_array), long int, |IFILE |IN T_FOLDERS);

for (i=0; i < numfolders; i++)
EXT_ARRAY_SET((*freq_array), long int, i, 0);

token = strtok(line, " \t");

/* if this is a blank Iine, don't add anything to | DATA */
if (token == NULL)
{
free(wentry);
free(freq_array);
return O;

}

/* add word entry to database of word entries */
ht abl e_put (&(i data->data), (void *) ifile_strdup(token), (void *) wentry);
wentry->word = ifile_strdup(token);

/* read the age of the word */
token = strtok(NULL, " \t");
if (token !'= NULL)

wentry->age = atoi (token);
el se

wentry->age = 0;

/* read the per folder frequency */
token = strtok(NULL, ":");
while (token !'= NULL)
{
fol der = atoi (token);
token = strtok(NULL, " \t");
if (token !'= NULL)

freq = atoi (token);
wentry->tot_freq += freq
EXT_ARRAY_SET((*freq_array), long int, folder, freq);

}
token = strtok(NULL, ":");

30

Yu-Han Chang



6.891 Final Project - December 1999

}

return 1;
}
/* Gven the name of an idata file this function parses the entire data file
* and stored the read information into | DATA

* Returns 0 upon success, -1 upon failure. */
/* witten by Jason Rennie <jrennie@i.mt.edu> */
| ong int
ifile_read_db (char * data_file, ifile_db * idata)
{

FILE * DATA;

/*

*

*

long int folders;
| ong int words;

ifile_verbosify(ifile_progress, "Reading % fromdisk...\n", data_file);
DATA = fopen(data_file, "r");

i f (DATA == NULL)
{
ifile_verbosify(ifile_quiet, "Not able to open % for reading!\n",
data _file);
return -1;

}

DMZ_start = cl ock();

folders = ifile_read_header (DATA, idata);

words = ifile_read_word_frequencies (DATA, idata);

fcl ose( DATA);

DVZ_end = cl ock();

ifile_verbosify(ifile_progress,
"Read % categories, %l words. Tine used: % 3f sec\n",
fol ders, words,

((fl oat)(DVZ_end-DVZ_start))/ CLOCKS _PER_SECOND) ;

return O;

G ven a nessage to rate and a database to get information from cal cul ates
a val ue for each fol der which approximates the liklihood that the user
woul d have placed the nessage in that folder. Returns an array of
category ratings */

category_rating *

if
{

ile_rate_categories (htable * nessage, ifile_db * idata)

long int i;

fl oat docval, nval, r;

char *token = NULL;

category_rating * ratings;

hash_elem * el em

db_word_entry * wentry;

long int print_calc = -1; /* folder of which rating calculations are printed */
float freq;

if (args.folder_calcs != NULL)
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print_calc = 0;
for (i=0; i < idata->numfolders; i++)
{
if (strcnp(args.folder_calcs,
EXT_ARRAY_CET(i dat a- >f ol der _name, char *, i)) == 0)
print_calc =1i;

}

ratings = mall oc(sizeof (category_rating)*idata->numfolders);

Dvz_start = cl ock();
ifile_verbosify(ifile_progress, "Conputing category ratings...\n");

docval = (float)(idata->total_docs + idata->numfolders);

if (args.fol der_cal cs)
ifile_verbosify(ifile_debug, "Qutputting calculations for folder \"%\"\n",
( EXT_ARRAY_CET(i dat a- >f ol der _nane, char *, print_calc)));

for (i=0; i < idata->numfolders; i++)
{
t oken = EXT_ARRAY_GET(i dat a- >f ol der _nane, char *, i);
ratings[i].category = ifile_strdup(token);
ratings[i].rating = 0.0;

}
for (elem= htable_init_traversal (nmessage);
elem!= NULL; elem = htabl e_next_traversal (message, elen))
{
wentry = htabl e_| ookup(&(i data->data), (char *) el em >i ndex);
if (wentry != NULL)
for (i=0; i < idata->numfolders; i++)
{
nval = (float) (EXT_ARRAY_CET(idata->folder_freq, long int, i)
+
i dat a- >num wor ds) ;
freq = (float) EXT_ARRAY_CGET((*(wentry->freq)), long int, i);
r = log((freq + 1.0) / nval);
if (i == print_calc)
ifile_verbosify(ifile_quiet, "word = % nmsg = % db = %
+rating = %5f\n", (char *) elem>index, (long int) elem>entry,
wentry->freq[i], r);
ratings[i].rating += ((long int) elem>entry) * r;
}
el se
if (print_calc >= 0 & print_calc < idata->numfolders)
ifile_verbosify(ifile_quiet, "word = % nmsg = % db = 0\n",
(char *) elem>index, (long int) elem>entry);
}

DVZ_end=cl ock() ;
ifile_verbosify(ifile_progress,
"Cal cul ated category scores. Time used: % 3f sec\n",
((doubl e) (DMZ_end-DVZ_start))/ CLOCKS _PER_SECOND) ;
return ratings;

}

/* Gven the nane of an idata file this function wites the infornmation
* stored in I DATA to disk. The pre-existence of an .idata file in the
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* | ocation is not checked for.
* Returns 0 upon success, -1 upon failure. */

/* Witten by Jason Rennie <jrennie@i.mt.edu> for ifile */
I ong int
ifilewite_db (char * data file, ifile_db * idata)

{

/

FI LE * DATA;

long int folders;

| ong int words;

char *tenp_data_file;
char *user;

char host[128];

struct passwd *pwd = getpwuid (getuid ());

if (!pwd)
user = "unknown";
el se
user = pwd->pw_nane;

i f (gethostnane (host, sizeof (host)))
strcpy(host, "unknown");

tenp_data_file = ifile_sprintf ("%.%.%", data_file, user, host);
ifile_verbosify (ifile_progress, "Witing % to disk...\n", data_file);
DMZ_start = clock ();
/* Open tenporary data file for witing of database */
DATA = fopen (tenp_data file, "wW');
i f (DATA == NULL)

ifile_verbosify (ifile_quiet, "Not able to open % for witing!'\n",

data_file);

return -1,

}
folders = ifile_wite_header (DATA, idata);
words = ifile_wite_word_frequencies (DATA, idata);

fcl ose (DATA);
/* Renane file to regul ar database name */
rename (tenp_data_file, data_file);

DVZ_end = clock ();
ifile_verbosify (ifile_progress,

"Wote % folders, % words. Tine used: % 3f sec\n'

fol ders, words,
((float)(DVZ_end-DVZ_start))/ CLOCKS_PER _SECOND) ;

return O;
* Expects a valid file pointer which points to the beginning of an
* ifile database (idata) file along with an ifile database structure.
* Function reads in the header lines of file and stores infornation in | DATA
* Expects that IDATA is allocated and initialized. DATA will be advanced
* to the beginning of the end of the idata header.
* Returns nunber of folders upon success, -1 upon failure. */
* Witten by Jason Rennie <jrennie@i.nt.edu> */
| ong int

ifile_wite_header (FILE * DATA, ifile_db * idata)
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long int i;
I ong int num
for (i=0; i < idata->numfolders; i++)

fprintf(DATA "% ", EXT_ARRAY_CET(i data->fol der_name, char *, i));
fputc('\n'", DATA);

for (i=0; i < idata->numfolders; i++)
{
num = EXT_ARRAY_GET(i data->folder_freq, long int, i);
fprintf(DATA, "%d ", num;

pu%c(' \n', DATA);
for (i=0; i < idata->numfolders; i++)
{ num = EXT_ARRAY_CET(i data->fol der_nsg, long int, i);
fprintf(DATA "%d ", num;
puic(' \n', DATA);

return idata->num folders;

Expects a valid file pointer which points to the begi nning of the word
entry section of an ifile database (idata) file along with an ifile
dat abase structure. Function reads to the end of the file and stores

information in | DATA. Expects that IDATA is allocated and initialized.

DATA wi || be advanced to the end of the file.

Ret urns nunber of word entries upon success, -1 upon failure.*/
Witten by Jason Rennie <jrennie@i.mt.edu> */

ng int

ile_wite word_frequencies (FILE * DATA, ifile_db * idata)

long int i;

hash_elem * el em
db_word_entry * wentry;

long int freq;

extendabl e_array * freq_array;
long int numwords = O;

for (elem= htable_init_traversal (& idata->data));
elem!= NULL; elem = htabl e_next_traversal (& i data->data), elen))
{

wentry = (db_word_entry *) elem>entry;

freq_array = wentry->freq;

if (wentry->tot_freq == 0) continue;

num wor ds++;

fprintf(DATA "% %d ", wentry->word, wentry->age);

for (i=0; i < idata->numfolders; i++)
{
freq = EXT_ARRAY GET((*freq_array), long int, i);
if (freq > 0)
fprintf(DATA "%d:%d ", i, freq);

putc('\n', DATA);
}

return num words;

34

Yu-Han Chang



6.891 Final Project - December 1999

/* Adds EPOCHS to each word's age and elinminates words fromthe database which
* are overly infrequent Uses |DATA->TRIM FREQ) to cal cul ate which words
* should be tossed. Returns the nunber of trimed words. */

I ong int
ifile_age words (ifile_db * idata, long int epochs)

{

long int i;

hash_elem * el em

db_word_entry * wentry;

long int wfreq, ffreq, new freq;
long int trimed_words = O;

for (elem= htable_init_traversal (& idata->data));
elem!= NULL; elem = htabl e_next_traversal (&i data->data), elenj)
{

wentry = (db_word_entry *) elem >entry;
wentry->age += epochs;
if (idata->trimfreq(wentry->age) > wentry->tot_freq)

{
/* update the word frequency val ues for each folder */
for (i=0; i < idata->numfolders; i++)
{

wireq = EXT_ARRAY_GET((*wentry->freq), long int, i);
ffreq = EXT_ARRAY_GET(i data->folder_freq, long int, i);
new freq = (ffreq >= wireq) ? (ffreq - wireq) : O;
EXT_ARRAY_SET(i data->folder_freq, long int, i, new freq);
EXT_ARRAY_SET((*wentry->freq), long int, i, 0);

}
wentry->tot_freq = O;
trinmred_wor ds++;

}
}
return tri mmed_words;

}
/* if we wanted to make ifile nore efficient, we would allocate our

* jdata->data->freq arrays so that they are one larger than the nunber

* of folders. This would nake it so that we woul d never have to reallocate

* these arrays since it is currently not possible to add nessages to nore

*

than one fol der (per execution) */

/* Adds the word statistics from MESSAGE to FOLDER i n | DATA */
voi d
ifile_add_db (char * folder, htable * nessage, ifile_db * idata)
{

hash_elem * el em

db_word_entry * wentry;

I ong int folder_index;

long int freq = O;

long int folder_freq = 0;

long int i;

I ong int num nsgs;

fol der _index = -1;
for (i=0; i < idata->numfolders; i++)

if (strcnp(folder,
EXT_ARRAY_CET(i dat a- >f ol der _name, char *, i)) == 0)
fol der _index = i;
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if (folder_index == -1)
{
EXT_ARRAY_SET( i dat a- >f ol der _nane, char *, idata->numfolders, folder);
fol der _i ndex = idata->num fol ders;
i dat a- >num f ol der s++;

for (elem= htable_init_traversal (message);
elem!= NULL; elem = htable_next_traversal (nessage, elen))

{
ifile_verbosify(ifile_debug, "adding... % %\n", (char *) el em >i ndex,
(long int) elem>entry);
wentry = htabl e_|l ookup (&(idata->data), (char *) el em >i ndex);
if (wentry == NULL)
wentry = (db_word_entry *) nall oc(sizeof (db_word_entry));
ifile_db_entry_init(wentry);
wentry->freq = (extendabl e_array *)
mal | oc(si zeof (ext endabl e_array));
wentry->word = (char *) el em >i ndex;
wentry->tot_freq = O;
wentry->age = 0;
EXT_ARRAY_INIT((*wentry->freq), long int, |FILE |IN T_FOLDERS);
freq = 0;
ht abl e_put (&(idata->data), (char *) elem >index, wentry);
i dat a- >num wor ds++;
}
el se
freq = EXT_ARRAY_GET((*wentry->freq), long int, folder_index);
folder_freq += (long int) elem>entry;
freq += (long int) elem>entry;
idata->total _freq += (long int) elem>entry;
wentry->tot_freq += (long int) elem>entry;
EXT_ARRAY_SET((*wentry->freq), long int, folder_index, freq);
}

/* increase nessage count by one */

num nmsgs = EXT_ARRAY_GET(i dat a- >fol der_nsg, long int, folder_index);
EXT_ARRAY_SET(i dat a- >fol der_nsg, long int, folder_index, (numnsgs+l));
/* adjust the folder word frequency count */

fol der _freq += EXT_ARRAY_CET(i data->fol der_freq, long int, folder_index);
EXT_ARRAY_SET(i data->fol der_freq, long int, folder_index, folder_freq);

/* Renoves the word statistics of MESSAGE from FOLDER i n | DATA
* | f FOLDER does not exist, or any word of MESSAGE has a | ower
* frequency than in the database, an error nessage is printed. */

/* Witten by Jason Rennie <jrennie@i.mt.edu> */
voi d
ifile_del _db (char * folder, htable * nessage, ifile_db * idata)
{

hash_elem * el em
db_word_entry * wentry;

I ong int folder_index;
long int freq;

long int i;

long int folder_freq = 0;
I ong int num nsgs;

fol der _index = -1;
for (i=0; i < idata->numfolders; i++)

if (strcnp(folder,
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EXT_ARRAY_CET(i dat a- >f ol der _name, char *, i)) == 0)
fol der _index = i;

}
if (folder_index == -1)
ifile_verbosify(ifile_quiet, "Folder \"%\" does not appear to exist\n",
fol der);
return;
}

for (elem= htable_init_traversal (message);
elem!= NULL; elem = htabl e_next_traversal (nessage, elen))

wentry = htabl e_| ookup (&(idata->data), (char *) el em >i ndex);
if (wentry == NULL)
{
ifile_verbosify(ifile_verbose, "Wrd \"%\" does not exist in the
dat abase. Skipping.\n", (char *) el em >i ndex);

conti nue;
}
el se
freq = EXT_ARRAY_GET((*wentry->freq), long int, folder_index);
freq -= (long int) elem>entry;
folder_freq -= (long int) elem>entry;

if (freq <= 0)
{

ifile_verbosify(ifile_verbose, "Wrd \"%\" has | ower frequency in
dat abase than in nmessage.\n Setting database frequency to O\n",
(char *) el em >i ndex);

freq = 0;

}
EXT_ARRAY_SET((*wentry->freq), long int, folder_index, freq);

/* update the word frequency count for the folder */
fol der _freq += EXT_ARRAY_CET(i data->fol der_freq, long int, folder_index);
if (folder_freq < 0)
folder_freq = O;
EXT_ARRAY_SET(i dat a->fol der_freq, long int, folder_index, folder_freq);
/* update the nessage count for the folder */
num nsgs = EXT_ARRAY_GET(i dat a->fol der_nsg, |long int, folder_index);
num nmegs = (num.nsgs >= 1) ? (num.nsgs-1) : O;
EXT_ARRAY_SET(i dat a- >f ol der _nsg, long int, folder_index, num.nsgs);
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bui | d. pl

#!/usr/ | ocal / bi n/ perl

# by Yu-Han Chang <ychang@i .nit.edu> for sortnmail

print "hello, welcome to sortmail\n";

print "we're now going to build a database using your existing
mail...\n\n";

# Full path of ifile binary (if not in $PATH)

$sortmail _binary = "/hone/y/c/ychang/sortmail/sortmail";
$sortmail _args = "-h -v 2";
$scratchdir = "/scratch/ychang/mail/";

$maildir = "/home/y/c/ychang/ mail/";

# gets environnent information #
$home_dir = $ENV{"HOVE"}."/";
$mai | _path = "/hone/y/c/ychang/nail/";

# reset old word statistics
print “$ifile_binary -r\n";
system "$ifile_binary -r";

$true = opendir(MAILDIR, "$maildir");
@ ol ders = readdi r (MAI LDIR);

# get rid of "." and ".." files
shift(@ol ders);

shift(@ol ders);

# print "@ol ders\n";

# read each pine folder file and expand it into individual nsg files
# in the appropriate fol der scratch directory
foreach $fol der (@ol ders) {
if (($folder =~ m™M..*/) || (-f "$maildir".". $folder".".skip_ne")) {
print "skip $folder\n";

}
el se {
$count =0;
open( FOLDER, "$nuil dir$fol der");
print STDOUT "rm -f $scratchdir$folder\/\*\n";
system("rm -f $scratchdir$fol der\/\*");
system("rndir $scratchdir$fol der");
system("nkdir $scratchdir$fol der");
whil e (<FOLDER>) {
if (/"From.*/) {
if ($count > 0) {
cl ose( SCRATCH_FI LE) ;
}
$count ++;
open( SCRATCH_FI LE, "> $scratchdir$fol der\/$count");
print SCRATCH FILE $_;
el se {
print SCRATCH FILE $_;
}
}
cl ose( FOLDER) ;
}
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opendi r (SCRATCHDI R, "$scratchdir");
@ ol ders = readdi r (SCRATCHDI R) ;
foreach $fol der (@ol ders) {

print "processing folder $folder...\n";

| ocal (@il es);

$dir = $scratchdir. $fol der;

$tnp_file = ".ifile".(time() % 100000);

6.891 Final Project - December 1999

# Only accunul ate data for folders which we have wite permni ssions

# to and which don't have .skip_ne files

if (! -f "$dir/.skip_ne"

&% open(FOO, "> ".&dir."/".$tnp_file))

{
cl ose( FOO) ;
unlink($dir."/". $tnp_file);
$numfiles = 0;
opendi r (FILES, $dir);
while ($_ = readdir (FILES))
if (m "M\ d+$/)
{
$files[S#files+l] = $_;
}
}
cl osedi r (FI LES);
if (@iles > 0)
{
chdir $scratchdir. $f ol der;
$files_arr_size = @il es;
print STDERR "$ifile_binary $ifile_args -i
[$files_arr_size]l\n";
system "S$ifile_binary $ifile_ args -i
}
}
el se
{
print STDERR "Ski pping $folder...\n";
}

}
cl osedi r ( SCRATCHDI R) ;

# end buil d. pl
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make_| i sts. pl

#!/usr/ | ocal / bi n/ perl

$mai I dir
$nefli st

"/ hore/y/ c/ychang/ mai | /";
"/ hore/y/c/ychang/ mail/.nsg.to.folder.list";

$true = opendir(MAILDIR, "$maildir");
@ol ders = readdir(MAI LD R);

print "creating updated nsg id lists...\n";

# get rid of "." and ".." files
shift(@ol ders);

shift(@ol ders);

# print "@ol ders\n";

open(MRF, "> $neflist");

# read each pine folder file and extract msg id nunbers and out put
# theminto a file . $fol der.nsgli st
foreach $fol der (@ol ders) {

$i n_header = 0;

if ($folder =~ m"\..*/) {}
el se {
open( FOLDER, "$mai | dir$fol der");
open(LI ST, "> $maildir\.$fol der\.nsglist");
whil e (<FOLDER>) {
$line = $_;
if (/"From.*/) {
$i n_header = 1;

}
if ($line =~ MM n$/ && ($in_header)) {
$i n_header = 0;

}

if (($line =~ mM~AX-sortmail:\s*(\d*)\n$/) && ($in_header)) {
$id = $1;
print LIST "$id\n";
print MF "$id $fol der\n";

}

}
cl ose(LI ST);
cl ose( FOLDER) ;

}
cl ose( M2F) ;
print "successfully created.\n";

# end make_lists. pl
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add_i ds. pl
#!/usr/ |l ocal/bin/perl

adds a unique id tag to each nessage so that sortmail can keep track of where
they are going

for sinplicity, we're jsut going to keep a count starting

fromgood old 1.

H H HH

# new users of sortmail need only run this script once on their existing presorted
# mai |l boxes. After this, all messages should retain their assigned | D numnbers.

$scratchdir = "/scratch/ychang/mail/";
$maildir = "/home/y/c/ychang/ mail/";
$countfile = "/home/y/c/ychang/.sortmail.id.count";

$tnpfile = "/scratch/ychang/ mail/.sortmail.id. mail.tnm";

# read in current id count
open( COUNTFI LE, "$countfile");
$count = <COUNTFI LE>;

chop $count;

cl ose( COUNTFI LE) ;

# read folder nanes in nmail directory
$true = opendir(MAILDIR, "$maildir");
@ol ders = readdir(MAI LDIR);

# get rid of "." and ".." files
shift(@ol ders);

shift(@ol ders);

# print "@ol ders\n";

foreach $fol der (@ol ders) {
open( FOLDER, "$mai | dir$fol der");
open(TMP, "> $tnpfile");

if (($folder =~ ™. .*/) || (-f "$maildir".". $folder".".skip_ne")) {
print "skip $folder\n";
}

el se {
whil e (<FOLDER>) {
if (/"From.*/) {
$print_filter = 0;

}

$line = $_;

# Add the X-filter header at the end of the header section
if ($line =~ M™Mn$/ && (!'$print_filter))

{
print TMP "X-sortmail: $count\n";
$print_filter = 1;
$count ++;
}
# Renanme old x-filter header if we are still in header section

$line =~ s/ x-filter: /Ad-x-filter: /i if (!$print_filter);
$line =~ s/*"X-sortmail: /Ad-x-sortmail: /i if (!$print_filter);
# Make sure each line ends with feed-Iline

$line .= "\n" if ($line !~ m\n$/);

print TMP $li ne;
}

}
cl ose( FOLDER) ;
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cl ose(TMP) ;
system("nmv $tnpfile $mail dir$fol der");
}
open( COUNTFI LE, "> $countfile");
print COUNTFILE "$count\n";
cl ose( COUNTFI LE) ;

# end add_i ds. pl
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