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Abstract—A secure end-to-end data transport protocol in quantum network is presented. A quantum network means we transport data
by encoding a data into a certain quantum state on a qubit, and transmitting the qubit from sender to receiver. Because of the network
scalability and physical technology limit in long distance teleportation, a fully connected quantum network model is impossible. Hence,
in our quantum network model, the qubit is transported node by node to the receiver. However, this model arises two new security
issues. The first is that intermediate nodes, which forward the qubit in the route, can snoop on information during the data transport.
The second is that intermediate nodes can maliciously and illegally modify the transported qubit and forward it to the successor. In this
paper, we present a protocol that can (1) prevent from snooping and (2) imperceptibly determine the node that maliciously modifies the
transported data. By the presented protocol, we can transport information securely through the entire route in the quantum network.

Index Terms—Quantum network, Network Security, End-to-End Protocol, Quantum Teleportation, Distributed Quantum Computation.

1 INTRODUCTION

Quantum mechanics has great potential in computa-
tion and communication. The nature of superposition
reduces the complexity of some algorithms, such as
RSA breaking[1], disordered database searching[2], and
quantum fourier transform[3]. In communication, its
properties of superposition and measurement can secure
data transmission and data sharing. In 1984, Bennett
proposed a secure quantum key distribution (QKD)[4],
that could prevent eavesdropping in the communication
channel with a trade off between data transmission
security and key generation rate. Other modified QKD
protocols were proposed later by Bennett in 1992[5].
In 1992, Bennett proposed quantum teleportation[6] for
transmitting a quantum state through a Bell state |3yo).
The sender transmits data using the correlation of a
qubit pair held by both the sender and receiver. In 2002,
Bostrom and Felbinger proposed a quantum determin-
istic secure direct communication (QSDC) protocol that
involves the entanglement of qubits. This is also called
ping-pong protocol[7][8]. QSDC allows the transmission
of information to be determined by the source, and hence
it is very useful in data communication. These protocols
served as the basis for a quantum network. The quantum
network can transfer a quantum state as data through
a quantum channel. However, all these studies have
mainly focused on communication between adjacent
nodes. They achieved success in preventing attacks by
eavesdroppers in the channel between adjacent nodes,
but they did not focus on the entire quantum network.

In order to achieve the quantum communication be-
tween multiple quantum nodes, we need a quantum
network. Tsai and Kuo proposed a quantum switch[9].
Ratan et al. presented a framework for analyzing random

routing in multistage interconnection networks[10]. Shi
and Soljanin considered a quantum multicast mechanism
in a quantum network[11]. Rodney et al. studied the
transmission of data between nodes on the basis of
teleportation, and they used different types of quantum
error correction code to lower the error probability[12].
Cheng et al. proposed a quantum routing mechanism to
deal with quantum communication for a wireless wide
area network. The time complexity of communication
from end to end is constant with respect to the number
of nodes in the route[13]. However, the above studies did
not address the security issue in the quantum network.

Intuitively, one simple secure quantum network is a
fully connected quantum network, in which each node
pair connects with one of the conventional quantum
protocols mentioned previously [4][5][7][14]. However,
as the size of quantum network increases, scalability
issue needs to be taken into consideration. In this simple
case, when the number of quantum nodes N increases,
it is costly to link every quantum node pair because the
number of links are O(N?). Hence, quantum routers or
quantum repeaters may be needed to realize a quantum
network with a more sophisticated network topology.
Butterfly network that connects multiple transmitter and
receivers with two quantum routers is one of the feasible
quantum network settings [15]. In another case, quan-
tum communications may need to go through multiple
routing domains and may even be deployed under un-
trusted quantum network architecture [16].

Recently, experimental quantum network testbeds are
created. In the DARPA Quantum Network, a 2-by-2
switch is applied to connect between 2 transmitters and
2 receivers [17]. In a generalized N-transmitter and N-
receiver quantum network, connecting those transmitter
and receivers with one N-by-N switch may not be easy.



Applying multiple 2-by-2 quantum switches to connect
the networking nodes might be an alternative solution.
Bleach of a quantum switch or quantum router may be-
come a security threat. SeCoQC QKD network architec-
ture is composed of multiple quantum backbone (QBB)
nodes to route traffic [18]. In current SeCoQC network,
the QBB nodes are assumed to be located within secure
domain and have not yet considered security threats by
malicious QBB node. Quantum networking traffic will
be routed through multiple network domains as the size
of network increases. The security threat of malicious
quantum router is worth investigation.

This observation motivates us to search for a scal-
able secure network with O(N) links. Like the classical
computer network, we can solve this difficulty by a
quantum network that qubits will be forwarded by
intermediate quantum nodes. In this case, a new attack
model occurs: an illegal intermediate node might (1)
snoop on the transported data, or (2) maliciously modify
the transported data. This case differs from the case
of an eavesdropper in the channel. Previous works on
two-party secure communication assume that both the
two parties are legal, so the protocols fail in security if
there is an illegal intermediate node[4], [5], [7], [14]. The
network is useless without the security, so it is important
to solve the new attack model. Our goal is to utilize the
features of quantum mechanics, such as the uncertainty
and irreversibility of measurement, to avoid this new
attack mode.

It is worthy to mention why one cannot just use
the network to create an end-to-end Bell pair, which
can be used to teleport the data qubit in one step
regardless of the number of intermediate nodes. Besides
the network scalability, one main reason is the physical
technology limits. To date, the distance for successful
teleportation between two quantum nodes is relative
short [19][20][21]. If we use end-to-end Bell pairs, the
network is not scalable when the number of node in-
creases or when we need to transport the data through
a long distance up to several kilometers. Moreover,
according to the physical experiment, the success rate of
teleportation decreases when the distance between the
two nodes increases[20][21]. Hence, one should avoid
use a long distance Bell pair.

Our work is not only important to quantum net-
work security, but also important to distributed quan-
tum computation. Because of the physical technology
limits, a single quantum computer in the recent future
have only a small number of qubits, which limits the
computation ability in a single quantum computer[22],
[23], [24]. Distributed quantum computation combines
two or more quantum computers as computing nodes to
enhance the computation ability for practical problems
solving[12], [22], [23], [25]. Hence, it is important that
the quantum computers could be connected to form a
quantum network. In this case, reliable communication
in the quantum network becomes an important issue.
Our work could be applied to malfunctioning quantum

computer detection. The malfunctioning quantum com-
puter performs like a malicious node when it incorrectly
modifies the transmitted data in quantum computer net-
works, and the presented protocol can determine where
it is.

To summarize, we aim to design a protocol for the
secure end-to-end transportation of data. The attacker in
our model is not an eavesdropper in the channel between
one node and another, as in BB84 or QSDC[4], [5], [7], [8],
[14]. Rather, the attacker is an illegal node in the network.
We will discuss a teleportation-based quantum network
model, and some attackers camouflaged as normal nodes
in the network. We present a protocol for end-to-end
data transport, which is secure against illegal attack in
the route.

This paper is organized as follows. Section 2 briefly
introduces the necessary operations in the proposed
protocol. Section 3 describes the network model and
defines the attackers. Section 4 proposes the first part
of the protocol that protect against the attacker known
as snooper. Section 5 proposes the second part of the pro-
tocol that protect against the attacker known as malicious
node. Both types of attackers are described in section 3.
We discuss the condition for our protocol in section 6,
and present conclusions in section 7.

2 BASIC OPERATION IN QUANTUM COMMUNI-
CATION

Here, we introduce basic operations and notations in
quantum communication. We only introduce those op-
erations that we use in this paper.

2.1

The quantum state, denoted in Dirac notation as |¢), is
a vector in linear space. We use this state to describe the
situation of a qubit. A qubit is a physical unit with two-
dimensional state space. We often use |0) and |1) as the
basis of |¢). Hence, the general state of a qubit is «|0) +
B|1), where o and 3 are the coefficients representing the
qubit’s state. o and /3 are determined by the qubit’s initial
state and the quantum gates that act on the qubit. Note
that |0) is like the zero value of a classical bit, and |1) is
like 1.

Quantum states and qubit

2.2 Measurement

In the scope of this paper, we can regard a measurement
as a process for determining the value of a qubit. Though
a qubit can be «|0) + 5|1), the state after measurement
is either |0) or |1) with a probability (01)|0) = o or
(1]]1) = B2, respectively. The measurement is irre-
versible. The measurement results of |0) and |1) are
definitely 0 and 1, respectively. We refer to this basis
as a computational basis. This type of measurement is
referred to as a positive operator-valued measurement
(POVM). Fig. 1(a) symbolically illustrates a measurement
in a quantum circuit.



2.3 Quantum gates

A quantum gate can change the state of a qubit. All
quantum gates can be represented as unitary transform
acting on a quantum state.

2.3.1 Bitflip gate

A bit flip gate is denoted as X, and it is shown symboli-
cally in Fig. 1(b). It acts like not gate in a classical circuit.
The matrix representation of X is

(V)

A Z gate is denoted as Z, and it is shown symbolically
in Fig. 1(c). It changes the phase of a qubit. The matrix
representation of Z is

(3 %)

2.3.3 Hadamard gate

232 Z gate

A Hadamard gate is denoted as H, and it is shown
symbolically in Fig. 1(d). This gate can change the com-
putational basis to a state that has measurement result of
0 or 1 with equal probability. The matrix representation

of H is
H:(

2.3.4 Controlled NOT gate

A controlled NOT gate is denoted as CNOT, and it is
shown symbolically in Fig. 1(e). It is a two-input two-
output gate, and its function is like that of an XOR gate
in a classical circuit. The matrix representation of CNOT
is
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2.3.5 Conditional X gate

Fig. 1(f) shows the symbolic representation of the con-
ditional X gate. If the measurement result is 1, then the
gate operates like an X gate on a qubit. Otherwise, the
gate does not operate on the qubit. By conditional X
gate we mean a single qubit gate whose operation is
controlled by the action of the measurement on the other
qubit. The X gate can be replaced by any other gates,
such as a Z gate.
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Fig. 1. Notations of basic operations in a quantum
circuit. (a) Measurement, (b) bit flip gate, (c) Z gate, (d)
Hadamard gate, (e) control not gate, and (f) conditional X
gate.

Bell state measurement
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Fig. 2. Scheme for conventional quantum teleportation.

3 NETWORK MODEL BASED ON CONVEN-
TIONAL QUANTUM TELEPORTATION

3.1 Conventional quantum teleportation

Fig. 2 presents the scheme for conventional quantum
teleportation. The sender Alice shares a Bell state |5yo)
as a channel with the receiver Bob. The data bit is |y).
Alice performs the following steps to transmit her data
ly) to Bob.

1) Alice applies the CNOT gate to the data bit |y) and
to the half of the Bell state that she possesses.

2) Alice applies the Hadamard gate to the data bit.

3) Alice makes a measurement of both the data bit
and the half of the Bell state that she possesses.
The above three steps are also referred to as the
Bell state measurement.

4) Alice sends her measured result to Bob.

5) As shown in Fig. 2, Bob performs the correspond-
ing operation according to Alice’s measurement
result to obtain the recovered state |y) . |y) = |y).
We refer to steps 4 and 5 as the recovery procedure.

Bob can forward the state |y) to a successor using the
same scheme. The entire teleportation process can be
regarded as the combination of a Bell state measurement
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Fig. 3. Our quantum network model. The adjacent nodes
are linked by Bell state for teleportation. Note that the
model is at the risk of two new attack model, and is not
secure.

and recovery procedure. We can transmit a quantum
state using this conventional quantum teleportation pro-
tocol node by node and finally to the destination, as
shown in Fig. 3. The network is almost the same as
a classical network but it uses a Bell state |Gyo) as the
channel. However, this network model is obviously not
secure. There might be snoopers and malicious nodes in
the route that are camouflaged as normal intermediate
nodes.

3.2 Definitions of attackers

The explicit definitions of attackers considered in this
paper are as follow:

o Snooper: A snooper is a node that attempts to snoop
the transported data. The data is encoded in the
qubit |y). The snooper snoops the data by measure-
ment on |y) to obtain data « and . Notice that a
snooper is different from the eavesdropper consid-
ered in most previous papers[4], [5], [7], [14]. The
eavesdropper promiscuously listens to the quantum
channel, while the snooper is an illegal node that
snoops the transported data in the route.

o Malicious node: An intermediate node that attempts
to modify the qubit without authorization before
forwarding to the successor.

Therefore, we propose a new scheme for avoiding
attacks. Specifically, we (1) prevent information o and
B carried by state |y) from being revealed to the snooper
and (2) imperceptibly determine the malicious node that
modifies and forwards the qubit.

4 PROTOCOL FOR THE PREVENTION OF
SNOOPING
4.1 The scheme of the protocol

In this protocol, all the intermediate nodes, including
snoopers, cannot obtain the complete state |y) during
end-to-end data transport.

The scheme of this protocol is different for the source,
the intermediate node immediately after the source,
other intermediate nodes, and the destination. The pro-
cedures are elucidated as follows. The entire scheme is
illustrated in Fig. 4. Notice that for clarity, we do not
mark the Bell state pairs between two adjacent nodes.

Source

1) The source applies a C NOT gate to both data bit |y)
and the Bell state |Gyo) shared with the successor.
Then it applies the Hadamard gate to the data bit.

2) Instead of measuring both the data bit and the half
of the Bell state held by the source in conventional
teleportation, the source only measures the data bit
(the qubit that carries the original information.)

3) The source sends the measurement result to all
nodes.

4) Once the source receives a destination’s acknowl-
edgement (ACK), it measures the other qubit (the
half of the Bell state held by the source). After
measurement, the source sends the measurement
result to all the nodes.

Notice that the snooper node may pretend to be the
destination and may send an ACK to the source asking
the measurement result of the other qubit in possession
of the source. This can be used to obtain the transmitted
state. To avoid this case, we can apply some standard
verification technologies. For example, we can allocate
different secret and private identification numbers to
different nodes, and asking the destination to send ACK
with its own allocated identification number. By doing
this, the source can verify whether the ACK is sent by
the correct destination.

Intermediate node immediately after the source

1) This first intermediate node applies the Z gate ac-
cording to the measurement result from the source.
This node receives part of the data instead of full
data.

2) The first intermediate node makes a Bell state
measurement of the received data bit and the Bell
state shared with the successor. This step is a
part of conventional quantum teleportation with a
SuCCessor.

Other Intermediate nodes

1) Other intermediate nodes conduct the recovery
procedure according to the measurement result
from their predecessor. This is a part of conven-
tional quantum teleportation with a predecessor.

2) The intermediate node makes a Bell state measure-
ment of the received data bit and the Bell state
shared with the successor. This step is a part of
conventional quantum teleportation with a succes-
Sor.

It should be noted that if any intermediate node does
not follow this protocol, it is regarded as a malicious
nodes that is modifying the qubit. Such a node is
detected using the mechanism discussed in section 5.
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network for the prevention of snooping

Notice that the only different operation at the interme-
diate node right after the source, is the Conditional Z
gate operation, in our current design. In theory, one can
observe that the protocol is still effective even if the
Conditional Z gate is operated by another intermediate
node. Nevertheless, due to the physical technology limit,
the Conditional Z gate is better to be operated as close
to the source as possible.

Destination:

1) The destination performs the recovery procedure
according to the measurement result from the pre-
decessor.

2) It sends an ACK to the source.

3) It applies an X gate to recover the data bit accord-
ing to the measurement result sent from the source.

4.2

In this subsection, we demonstrate how the proposed
protocol prevents the snooping of data. We first de-
compose the quantum teleportation into three steps: the
inverse Bell state |Byy) transform, measurement, and
recovery. The main idea of the proposed scheme is to
change the order of the measurement to conceal infor-
mation from snoopers. The inverse Bell state transform
can be regarded as the mapping in Table 1. The transform
is unitary and invertible.

Assuming |y) = «|0) + §|1), the initial state at the
source is as follows.

Analysis of the protocol
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where |0) = |1) and |1) = |0).

We change the order of parentheses in Eq. 3 and Eq.
4 for explicit observation. After the inverse Bell state
transform, all |3;;) are transformed to [ij). Hence, the
transformed state, denoted as |¢), becomes
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If the source measures both qubits it possesses (that is,
does Bell state measurement), like in conventional quan-
tum teleportation, the intermediate nodes can obtain the
complete quantum state and the information « and g.

However, if the source follows the proposed protocol
and measures the first bit, then from Eq. 6, the state for
the source becomes

{ $Q(|00> + |11)) +
—5a(]00) —[11)) —

We neglect the state of the first bit for simplicity.

The state is transmitted to each intermediate node by
teleportation. The measurement result of the intermedi-
ate node immediately after the source has an equal prob-
ability of being 0 or 1 irrespective of the values of o and
B. Thus, this node cannot obtain any information o and
[ on the transmitted data. Notice that no intermediate
node physically holds the first qubit in this state, and
cannot obtain « and § by any gate or measurement.

With conventional quantum teleportation, each inter-
mediate node has the same state correlated with the
source. The proof is given in Appendix A. This means
that no intermediate node can obtain information from
the transmitted data. Hence, end-to-end data transporta-
tion through the entire routing path is secure, even if
there is a snooper that pretends to be a normal interme-
diate node.

Unlike conventional quantum teleportation, the pro-
posed protocol does not transmit all information to
the intermediate nodes, but transmits only part of the
information. This can prevent intermediate nodes from
obtaining the full information. The intermediate nodes
perform conventional quantum teleportation and for-
ward the data bit to their successors, and the state is
finally transmitted to the destination. When the destina-
tion receives the state from the last intermediate node,
the destination sends an ACK to the source. The source
then measures the remaining qubit (the second bit in Eq.
6) and sends the measurement result to the destination
through the public channel. Finally, the destination ex-
ecutes a corresponding unitary transform according to
the source’s measurement result for recovery.

%ﬂ(|10>+ |01)) ifi=0
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TABLE 1
Inverse Bell state transform

[ Symbol of the input state | Input state [ Output state |
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There are two recovery steps in conventional quantum
teleportation: X and Z gate transforms. In our protocol,
we apply the Z gate immediately after the measurement.
Notice that the order of recovery steps in conventional
quantum teleportation and our protocol is different.
Nevertheless, switching the order of X and Z does not
affect the result since

XZ=-7X. 8)

Switching the order of these two operations only
generates a global phase shift, which has no effect on
the transmitted information.

5 PROTOCOL FOR DETERMINING A MALICIOUS
NODE

We have so far suggested a scheme that conceals in-
formation from intermediate nodes. However, malicious
nodes can modify data received from a predecessor
and forward it to the successor. In this case, although
malicious node obtains no information from the data bit,
it can sabotage the end-to-end information transmission
by modification on the data bit. To avoid sabotage, we
now propose the protocol for determining a malicious
node.

The protocol comprises two procedures such that a
source can, with a certain possibility, (1) detect if unau-
thorized modification occurs and (2) determine which
node is the malicious node in the route once modification
occurs. The two procedures are presented as below.

5.1 Procedure I: Detection of unauthorized modifi-
cation

This scheme detects whether unauthorized modification
occurs. In our scheme, the source sends some check
bits in addition to data bit to check the malicious node.
The check qubits are not sent along with the data bits.
The presence of a malicious node is detected only when
the source invokes Procedure-l. Notice that a regular
transmission attempt, in which source is sending quan-
tum data, is still vulnerable to malicious modifications
- unlike two-party quantum teleportation. However, the
source can enhance the frequency of sending check bit
to enhance the probability of detecting malicious modi-
fication.

5.1.1 The scheme of the Procedure |

The steps of the proposed scheme are as follows. We will
explain and analyze the protocol in section 5.1.2.

1) The source mixes the transmitted data sequence
with check bits in random positions. Each check
bit randomly has one of the following four states:
|Ay), |A-), |By) or |B_). |A4) and |A_) corre-
sponds to measurement A. |B;) and |B_) cor-
responds to measurement B. |Ay) and |Bi) are
nonorthogonal with respect to each other. We will
discuss more properties of |Ay), |A_), |B+) or |B_)
in section 5.1.2. Note that (4, |A_) = (B4|B_) =0.

2) The source records (1) which bits are check bits
and (2) the states of each check bit. The source
then forwards the mixed data sequence to the first
intermediate node and starts the data transport.

3) While the destination receives a certain num-
ber of qubits, the source informs receiver that
which check bits are in the transmitted qubits and
whether they correspond to measurement A or
measurement B.

4) The destination performs the measurement A on
a check bit if the check bit is |A;) or |A_) or
measurement B if the check bit is |By) or |B_).
It then sends the measurement result to the source.

5) If the measurement results for the check bits from
the destination differ from the record held by the
source, the source knows that a malicious node has
modified data qubit.

6) If a malicious node exists and modifies the data, the
source turns to Procedure II-determination of the
malicious node. Otherwise, the source can return
to step 1 if it wants to continue the detection.

5.1.2 Analysis of Procedure |

We now analyze the detection protocol presented above.

We first explain why using two different bases, A
and B. If we use only one base, say A, the malicious
node can always perform the A measurement as a type
of modifications on the transmitted data. In this case,
although the data bits are modified, the check bits are
not modified because they are eigenstates of A, and
hence the unauthorized modification cannot be detected.
A similar situation occurs if only B is used. Hence, we
use A and B randomly.

In the following, we discuss the condition that max-
imizes the successful detection probability for this pro-
tocol. We assume that the malicious node modifies the
data bit by measurement A or B only. This is a reason-
able assumption, because the probability of a successful
detection when a malicious node modifies data by A
or B is less than that when modifies by any other
operators. We also assume the malicious node uses A
or B with equal probability. The source sends the check
bits with probability P.. This means that if the source
sends N qubits, there are N P, check bits. Each check bit
is randomly one of |A;), |A_), |By) or |B_) with equal
probability.



Define P; as the conditional probability that a modi-
fied check bit is detected as a modified bit by measure-
ment A or B and the record kept at the source, under the
condition that a malicious node modifies the transmitted
data. This means that the measurement result at the
destination differs from the record kept at the source.
Maximizing P; will help us achieve greater efficiency
in detecting whether malicious nodes exist. P; depends
on the relation between A and B. The condition for
maximizing P; is

(A1|By) = (A4]B_) = (A_|B,) = {A_|B_) = +—. (9)

=
7
The proof for Eq. 9 is in the Appendix B.

5.2 Procedure Il : Imperceptible determination of a
malicious node

In Procedure I, only the source knows of the existence
of the malicious node, while the other nodes do not.
The purpose of the following scheme is to determine the
malicious node imperceptibly; that is, we do not want
the malicious node to be aware that we already know of
its existence before we identify it. The main concept of
the proposed determination method is as follow.

The source is denoted as nodey. Assuming node; is not
a malicious node, by the presented protocol, it has the
ability to secretely determine whether node;+ is a mali-
cious node. The determination process is imperceptible,
which means that all the nodeg, k > i, do not know the
fact that the determining procedure is being executed.
Once node; recognizes that node;;1 is not the malicious
node, node; asks node;;1 to perform the same procedure
to determine if node; o is the malicious node. Because
we assume the source is not a malicious node, we can
find the malicious node in the route recursively and
imperceptibly using this protocol.

To achieve this goal, we modify the teleportation
process before starting the transmission. The detail of
this protocol is in the following section.

5.2.1 Scheme for Procedure Il

First, Bell states |5yo) (as a communication channel) be-
tween node;+1 and node;; o are offered by node; (Vi > 0,)
irrespective of whether there is a malicious node. Node;
offers Bell states mixed with some special pair (non-
Bell states) as faked channels for node;; and node; .
Each offered pair, including Bell pair and non-Bell pair,
has its own specific serial number. Node; keeps a serial
table, as illustrated in Table 2. A serial table denotes
which pair is the Bell state and which is not, and
does not let all nodey(k > i) know the content of the
table. Whenever node;; 1 wants to transmit a data bit to
node; o2, node;+1 must query node; as to which pair for
transmission. Node; will indicates node;; which pair
node;1 should use by indicating the serial number of
the pair in the serial table. The details and steps are
described as follows and illustrated in Fig. 6.

1) Node; produces three-qubit states |P)|Q)|R) =
|Bk)|1). In which |@Q)|R) is the special, non-Bell
state mentioned above. The index jk is randomly
chosen and recorded in a table with a correspond-
ing serial number, as shown in Table 2.

2) Node; randomly mixes |Q)|R) to the Bell states
|Boo) for node; 11 and node; ;2 as channels. Note that
node; records the index (jk) of |Q)|R) in a local
serial table. These mixed states are nonentangled
for node; 1 and node; 5. Node; should know which
pairs are special to determine the malicious node.

3) If the system is not in the detection or determi-
nation mode (i.e., no malicious node was found
in Procedure I), node; forwards the data qubit to
node; 11 and informs node; 1 to use the Bell state
|Boo) for transmission once it has received the query
from node; 1.

4) If the system is in the determination mode, node;
transmits the state |P) instead of the data bit by
conventional quantum teleportation, and indicates
node; 11 to use the state |Q)|R) for transmission.
Note that node;+; does not know that the channel
it is using is not the Bell state |Goo).

5) Node; receives the measurement result from
node; 1 after node; 1 sends the measurement result
jk in conventional quantum teleportation. If the
result jk is in accordance with the corresponding
index record in the serial table that node; maintains,
node; judges node;y; as nonmalicious node. Then
node; requests node;y1 to implement Procedure
IT to determine whether node;; o is the malicious
node. If the result is not jk, then node; judges
node;+1 to be the malicious node. Thus, the ma-
licious node is determined.

6) If node; 11 is verified as being a normal node, then
node; 1 sends |P) to node; 15 through the Bell state
indicated by node; since node;11 has been verified
as not being the malicious node. Then node;1
requests node;+2 to forward the data to node;ys
through pair |Q)|R), which is nonentangled and
denoted in the serial table of node; 1.

7) If the source finds that no node is determined as
being malicious after all nodes have been checked
by their respective predecessors, the source restarts
Procedure II.

8) After all detection and determination processes are
complete, the source tells the destination to drop
the invalid bits.

The algorithm for each node is illustrated in Fig. 5.

5.2.2 Analysis of Procedure Il

We now analyze the validity, cost, and features of Pro-
cedure II.

First, we consider steps 4 and 5 in Procedure II. Node;
sends state |P) instead of the data bit to node;y;. The
pair (channel) between node;;+1 and node;ys is in a
nonentangled state |Q)|R). The most important key in
this protocol is that, the operation to forward |P) from



Determination algorithm for node;
1. // check-message £ the order to check the successor.
2. If not received check-message
3. then forward data.
4. Else
Select a non-Bell state with serial number s.
Send |Ps) to the next node.
Indicate node;+1 using |Qs)|Rs) to forward Ps).
If measured result # index of s
then node; 1 is the malicious node.
0. Else
1. send check-message to node; 1.

5
6
7
8
9
1
1

Fig. 5. Algorithm for each node in the determination
mode.

Serial Table

node,

node,,,

—_—— . |A)

QIR)

Fig. 6. Protocol for determining the malicious node.

node;;1 to node; 2 now is equivalent to state measure-
ment on |P)|Q). Because |P)|Q) = |B;x), the measure-
ment result (due to teleportation between node;+1 and
node;;2) published by node;+1 must be (j, k). Otherwise,
node;;1 definitely modifies the received qubit or pub-
lishes the incorrect result, which means that node;; is
the malicious node. Note that jk is known uniquely by
node;.

The time taken to implement Procedure II is propor-
tional to the total number of intermediate nodes N in
the worst case, which occurs when the malicious node is
the last intermediate node in the route. Hence, we would
use at most N bits of bandwidth for determination of the
malicious node. The average bandwidth consumption is
N/2 bits.

TABLE 2
Example of a serial table maintained by each node

Serial num- | Type of channel Index (jk)
ber

10091

10092 Bell state n/a

10093 non-Bell state 10

10094 non-Bell state 11

10095 Bell state n/a

10096

Detection
mode

Check bit is
modified
Yes

Determination
mode

No

No

Find out the
malicious

node
Yes

Termination

Fig. 7. The flow chart of the malicious node determination
protocol.

A feature of this protocol is that the malicious node
never knows that Procedure II has been implemented
until the malicious node is caught by its predecessor, a
nonmalicious node. While node; is checking if node; 1, is
the malicious node, nodey(k > i) is not perturbed and is
thus not aware of what is happening.

The publication of a fake measurement result is also
prevented by this protocol, since the publication of a fake
measurement result is a type of modification and sabo-
tage. The probability of a successful determination P; is
dependent on the level of modification. The malicious
node is at a relatively high risk of being identified if it
modifies the transmission excessively.

The complete procedures of the determination proto-
col are covered in sections 5.1 and 5.2, and are illustrated
by a flow chart in Fig .7. We analyze the performance for
the whole protocol in Appendix C.

6 DISCUSSION

We proposed two schemes for implementing quantum
state end-to-end secure data transport. The first scheme
prevents an intermediate node from obtaining informa-
tion carried by a qubit, which means that an illegal node
can only sabotage the transmission. The second scheme
offers a certain probability of determining which node
is the malicious node imperceptibly. The probability of
successful detection depends on the relation between A
and B and the frequency of sending check bits.

We should have considered the imperfection in the
transmission, including quantum noise, imperfect gate
operation and measurement. These cases would cause
confusion regarding whether a malicious node exists
and whether a successor is the malicious node. The
miscarriage for whether a malicious node exists result in
Procedure II being implemented in error. In this case, the
cost is NV bits bandwidth if there are N nodes. However,
if the miscarriage occurs during the implementation of
Procedure II, a nonmalicious node is determined as
a malicious node, and the real malicious node would



realize that Procedure II has been implemented. The ma-
licious node would stop the sabotage of the transmission
to cheat the determination process. This is a more serious
problem.

One solution to alleviate the quantum noise problem
is applying quantum error correction code, at the cost
of the bandwidth consumption. To analyze the effect
of imperfect gate operation and measurement, we can
apply a probabilistic model. Given the success rate of
each operation and measurement, we can calculate the
success rate of the protocol with a probabilitic model.

Another interesting issue is the collusion attack that
two or more malicious nodes work together to attack
the system. For example, there may be two malicious
nodes A and B. Malicious node A is nearer the source
and simply does what a normal node does . Malicious
node B is further away from the source and sabotages
the transmission. When Procedure 1I is activated, node A
can always be certified as a normal node. However, node
A will tell node B that Procedure II has been activated
and instructs node B to stop the sabotage. Thus node B
can also escape from the determination procedure. We
cannot determine the malicious node in this situation
using our protocol. This is due to the restriction that our
determination procedure always starts at the source. A
security mechanism that is resistant to collusion attack
is still an open problem.

The cost of bandwidth in the determination procedure
is proportional to the total number of intermediate nodes
N. The total bandwidth cost would be high if the number
of intermediate nodes were to increase. We will try to
solve this situation in our future work.

To determine the malicious node imperceptibly, the
channel of the Bell state is offered by the predecessor.
This is inconvenient if all the nodes are in a line. The
node offering the channel needs to transport the qubit
to the next two nodes. A slightly better solution is that
node;, which offers the pair, teleports the channel pair
to node;+1. Then, node;11 teleports half of the pair to
node;+o. However this costs an extra Bell state pair.

7 CONCLUSION

We propose a protocol for end-to-end transportation
of the quantum state, via more than one intermediate
node. The proposed protocol comprises two schemes,
which are described in sections 4 and 5. The first scheme
avoids the leakage of information to the intermediate
nodes. The second scheme determines a malicious node
that tries to sabotage the transmission by modifying the
transmitted qubit and forwarding it to the successor. Our
performance and bandwidth cost might not be optimal,
but we can achieve the above goals imperceptibly. These
protocols could be used in a quantum computer network
or distributed quantum computation.

APPENDIX A
PROOF FOR INTERMEDIATE NODES

Here we show the transmission from one node to an-
other using one-qubit teleportation, even when the first
qubit is held by the source, and prove Eq. 7, We denote
the source as S, the k" intermediate node as Nj. The in-
termediate node immediately after the source is denoted
as Ni. The state shared by the S and Ny is |xx). Before
the first teleportation, the initial state shared by S and
Ny is |x1). After the first teleportation, the state shared
by S and N is |x2). To prove the extension is valid, we
first prove |x2) = |x1)-

We verify this by considering conventional teleporta-
tion described in section 3.1 and the initial state |x;) in
Eq. 7. Here we consider the 7 = 0 case in Eq. 7.The state
before the first teleportation is as follows.

Ix1) ® Boo) = ( !

1
Z5a00) +111) + Z56(10) + fo1) )

V2

1
® (ﬁ<oo> n n>>) (10)

1
= 5a(|0000> +[0011) + |1100) + |1111))

+%ﬂ (11000) + [0100) 4 [1011) + [0111)) (11)

Notice that the first bit is held in S. The second and
the third bit are held in the N;. The fourth bit is held in
the N>. Now, we will rearrange the order of the bits in
the following mathematical calculation. We change the
second bit into the third position, the third bit into the
fourth position, and the fourth bit into the second one.
The sole purpose of this rearrangement is to make the
proof clearer and readable. The rearrangement has no
physical effect on the state. The representation of the
rearrangement is marked by a dagger.

(origin)|abed)t = |adbe) (rearrangement) (12)

The Bell state measurement now operates on the third
and fourth bit. Notice that after rearrangement, the first
bit is still held by the source, the second bit is held by
the Nj, the third and the fourth bit are held by the Nj.

() o)) = 5= (@100} + 1))+ (0L} + |10)) oo
+2—;§ (a([01) + [10)) + B(|00) + [11))) |o1)
45775 (a(100) = [11)) + 4(110) = 101)) [50)
4575 (@((01) = 10) + B(111) = 00) 811

4,g=1

- ¥ xiz (2% (a([00) + [11)) + B(J01) + [10)) wm)

4,7=0



With the Bell state measurement on the third and
fourth bits, and the recovery procedure on the third bit,
we have following result.

1
7 ((]00) +[11)) + B(|01) + [10)))
The state of the first and second bit is back to state |x1).
Because teleportation between nodes N, and Ny, are
identical, we have |x2) = |x3) = ... = |xx) = |Xk+1) =
for all k. Hence, |xx) = |x1) for all k. Readers can prove
the case i = 1 by following the similar procedure.

IX2) = Ix1)

APPENDIX B
PROOF FOR OPTIMAL CONDITION

Equation 9 is proved as follows. We assume that the
original state of the check bit (at the source; one of
|Ay), |A-), |By) or |B_.)) is |¢;), and the state after
modification is |¢;) (owing to modification by either
measurement A or B). Each combination of |¢;) and |¢y)
is a situation. We then have

>

all situation ¢

P = (13)

where P(i) is the probability that situation i occurs. d = 1
means the modified bit is detected as modified, which
means the measurement result of the modified bit at the
destination differs from the record at the source. P(d =
1|4) is the conditional probability that the modified bit
is detected under the condition that situation i occurs.
P(i) and P(d = 1 | i) for each situation are listed in
Tables 3 and 4, respectively. In these two tables, the first
row is the original state of the check bit at the source,
|¢:), and the first column is the state after modification
by the malicious node, |¢y).

We now explain Table 3. We denote |Ay), |A_), |B+)
and |B_) as |A4i)|By). We assume that the source
chooses check bits from one of |A4)|By) with equal
probabilities of 1. Therefore the probability that a certain
situation occurs is 1 x £ x [(¢;|¢s)|?. The factor § comes
from the fact that the source mixes |A4)|B+) with equal
probability . The factor 3 comes from the fact that the
malicious node performs measurement A or B with
equal probability. For example, the probability of the sit-
uation that the state of a check bit is originally |A}) and
the malicious node modifies it to [By) is §|(A4|B4)|2.
Similar probabilities are deduced for all the other cases.

Table 4 is more simple. For example, if |A}) is modi-
fied to |A_), then the probability of successful detection
is 1 because the measurement result definitely differ
from the record at the source. Note that the measurement
depends on the original state of the check bit.

For V|X) and |¢4)|¢—) such that (¢, |¢p_) = 0, there is
a relation in quantum mechanics that is expressed as

(Wlo1)? =1~ (W]o-) (14)
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TABLE 3
P(i), the probability that a situation occurs under the
condition that a malicious node modifies the transmitted
data. The first row is the original state of the check bit at
the source (before modification). The first column is the
state after modification by the malicious node.

l I Ay l A l By l B
A 1/8 0 TBLIAL)> | LB_IADP
A 0 1/8 T(BLA )P | LKB_A)P
By || LALBOP | HA_BOP 1/8 0
B_ || 1KA{1BP | LA_BO)P 0 1/8
TABLE 4

P(d = 1] i), the probability of successful detection in
each situation under the condition that a malicious node
modifies the transmitted data. The first row is the original
state of the check bit at the source (before modification).

The first column is the state after modification by the

malicious node.

A; A B B_
Ay 0 1 (B_|AL)|” | (B+|A+)
A_ 1 0 (B_JA)? | [(B]A)?
By || (A_[Bp)[® [ [{(A+[B)[? 0 1
B || NA_IB | (AL B_)] 1 0

From Tables 3 and 4 and Egs. 13 and 14, we have

Py =8x <A+|B+> (1 —(AL|B4)%) (15)
From Eq. 15, the condition for maximizing P;is
1
(A+]By)? = 3 (16)

By Egs. 14 and 16, we have the Eq. 9. Note that in the

optimal case, Pj e = Z'

APPENDIX C
PERFORMANCE OF THE MALICIOUS NODE DE-
TERMINATION PROTOCOL

We now analyze the performance of the complete pro-
tocol, which comprise Procedure I and Procedure II. We
focus on the bandwidth consumption of this protocol.
The notations are defined as follows.

o P,,: the probability that the malicious node modifies
each data qubit.

o P.: the probability that the source sends the check
bit.

o P;: given a modified bit is detected, the conditional
probability that the check bit is a modified bit, as
described section 5.1.2.

e P,: the conditional probability that the malicious
node is determined, given that Procedure II is ap-
plied.



o Py(i): the probability that the source detects a mod-
ification event until the destination receives the i*"
bit. Notice that the source only knows a malicious
node in the route, but does not know which node
is malicious.

e P,(i): the probability that a malicious node is caught
until the destination receives the i*" bit. The number
of bits is counted from the beginning of Procedure
I

e S(d,a) the joint probability that the destination ex-
actly receives d'" bits (including both data bits and
check bits) in Procedure I and « bits in Procedure II.

e M(z,N): the number of maliciously modified bits
that are received by the destination, in the scenario
where N nodes are in the route and the malicious
node is the z*"* node.

e C(x,N): the total bandwidth cost, in the scenario
where N nodes are in the route and the malicious
node is the z" node. We consider all the non-
data bits as the cost (i.e., the sum of check bits in
Procedure I and the bits used for determination in
Procedure II).

e« M(N) = NZ M(x,N): Expected value of
M(z,N) on

« C(N) = NZ;;\/ C(z,N): Expected value of
C(z,N) on z.

The goal of performance evaluation is to find out
the effectiveness and the efficiency of the protocol. The
expected number of bits that are modified maliciously
M(N) indicates how fast the protocol could stop the
malicious operation. The expected cost C(NN) indicates
how efficient the efficient the protocol operates. From
the definition of the joint probability for independent
variables, we have

S(d, a) = Py(d)Pa(a) 17)

From the definition, the probability of a bit being de-
tected as a modified bit is P, P.P; in Procedure I. The
malicious node randomly modifies a data qubit with
probability P,,. This could be modeled as a Bernoulli
process. From definition, we have

Py(i) = (1 - P, P.P;)" ' P, P.P; (18)

The case is similar for Procedure II. But once a malicious
node is safe from checking by its predecessor (with the
probability 1 — P), it costs at least totally N bits to
check the other nodes because the check process will
go through the entire route. Hence,

Pa(i) = { él a P@)%PG

From the definitions of M (z, N) and C(z, N), we sum
up all the terms in all scenarios

if 52 € integer

else (19)

d=o00
M(x S(d

d=1 a=1

IS}

=00

P, (d+a) (20)

11

and

d=00 a=00

S(d,a)(P.d+ a)

=1

(21)
d=1

Q

Notice that the source cannot transport data bits during
Procedure II because there is a malicious node in the
route. Hence, all the bandwidth used in Procedure II
should be considered as bandwidth cost.

Let u = “F*

d=00 u=00
= M(z,N) = PLP.P;P, Y > (1—P,P.P)"" (22)
d=1 u=1

(1—P,)" Y(d+uN +z)

Since Z = &, from the definition of M(N), we compute
the expected value

d=00 u=o00

= W = PELPCP]‘PS Z Z (1 _ PmPCPj)d—l (23)
d=1 u=1
(1= P (d+ (u+ 2)N)

2

Expand the last parenthesis in the last term. Then, sum
over u in the first term and v in the second term. We have

il d
M(N) = P2 P.P; P, (1 - P, P.P)% " — 24
= M(N) = P.P.P, ; 7t @
e ulN N
1 7P€ u—1
u;( ) P,.P.P; * 2P,,P.P;P,
= M(N) = P2P.P;P 778(147 P.P;)%4 (25)
e d:lPSa(PmPCPj> e
> —-N 9 N
—  — 1-P) -
— P, P.P; BPS( )+ 2Py, PP Py

Reordering the partial derivative and summation op-
erations in Eq.25, we have

1 NP, NP,
= M(N) PP 5 5 (26)
Going through the similar calculation, we have
—— 1 N N
C(N) = +5+5 (27)

PnP;, P, 2

In summary, the number of modified bits transported
to the destination depends on the behavior of the source.
The bandwidth cost depends on the behavior of the
malicious node. Both of these quantities are proportional
to the size of the network.
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