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1. Efficient but leaky

- Trusted hardware: vulnerable to side channels
- Federated learning: leaks intermediate states

[GKS08,NS08,DDKP22,LBVKH23,MWAPR23,RSWP23,BGLRS25,…]
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+  Learns & serves recommendations without seeing any single user’s data  
     using three non-colluding service providers 

+  Matches popular matrix-factorization algorithms in quality      

+  Runs at million-user scale  
     e.g., with > 75x more users and 50x more ratings than prior systems  

-  Needs other tools to privately fetch content (iCloud private relay, Tor, or PIR)

Nudge, a recommender with cryptographic privacy
This talk:
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System goal: Privacy 

This talk:
Cryptographic input privacy. No party — not users, not the servers —  
learns anything more about any user’s input, beyond

(a) what the aggregate model reveals 
(b) how many ratings each user submitted.

Differential privacy of outputs (i.e., the model & ensuing recommendations).
Input validation to protect against malicious users.

More goals (see paper):
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Strategy: Lean on 3PC’s unusually cheap operations

Replicated secret sharing

M × =vm

n

Can multiply secret-shared  by secret-
shared  with no interaction (  operations)

M
v 3mn

Can evaluate certain non-linear functions on a 
secret-shared vector (  rounds,  comm.)O(1) O(m)

Function secret sharing

m f

[CDI05,AFLNO16,MR18] [BGI15,BGI16,BGI19,BCGGIKR21,Grotto23,Orca24,…] 
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Abstraction: “Matrix-vector programs”
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Input from users:  
secret-shared U

Training output: 
cleartext B

Strategy: Rewrite matrix factorization to fit the 3PC abstraction

In paper: new 3PC protocols for 
vector truncation & normalization 
(e.g., shrinking communication by 6x)

Per-party computation:  
 operations≈ 60 ⋅ d ⋅ users ⋅ items

Total communication:  
 bitsO(d ⋅ users + d ⋅ items)
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Nudge Implementation

Open-source code at github.com/NudgeArtifact/private-recs 
  - 7,200 lines of Go  
  - 2,500 lines of Go for function-secret-sharing tools (truncation, normalization)  
  - For speed: C for matrix-multiplication core, SIMD, optimized memory locality

Experimental setup 
  - Each server runs on a 192-core machines (1.5TB of RAM)  
  - Connected via a local-area network (50 GBps link)  
  - Factor matrices as large as fit in RAM
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Nudge matches the quality of cleartext matrix factorization
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Nudge factors matrices with 10 billion entries in hours 

Largest dataset used by prior private recommender: 6k users / 4k items, taking 78 TB [GraphSC, a 2PC]
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… what’s next?

- Compressing secret-shared matrices?

- Clustering secret-shared graphs?

- Learning low-dimensional embeddings on secret-shared data?

✔

- PageRank on secret-shared networks?

- This talk: Private recommendations via matrix factorization

Matrix approximation can be fast & private,              
and it’s everywhere
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github.com/NudgeArtifact/private-recs
eprint.iacr.org/2026/179  

Matrix approximation can be fast & private,              
and it’s everywhere
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