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Abstract—As the use of algorithms for daily decision-making
has grown, so has the need for provable privacy guarantees on
their leakage of sensitive data. Classically, privatizing these
algorithms is implemented by computing the minimal noise
required for a given privacy budget and adding it post-hoc.
We instead propose that the algorithm’s hyperparameters and
its privacy budget can be jointly optimized to improve overall
privatized utility. In this work, we focus on designing privacy-
conscious algorithms; that is, designing near-optimal algorithms,
in terms of utility, for a given privacy budget under PAC Privacy.
We integrate the noise required for PAC Privacy guarantees
directly into our objective functions for classic algorithms
like linear regression and gradient descent. To the best of
our knowledge, we are the first to optimize for privatized
performance under PAC Privacy. We demonstrate how to derive
theoretically-optimal parameters to maximize utility under
a provided privacy budget. These parameters correspond to
regularization strength for linear regression and step sizes for
gradient descent optimization of convex and smooth objective
functions. We validate our theoretical results experimentally,
showing the benefits of privacy-conscious design for ridge
regression and regularized logistic regression. Our algorithms
maintain near-optimal utility at relaxed privacy budgets and
smoothly trade off utility and privacy in stricter settings.

1. Introduction

Privacy in machine learning (ML) has become an in-
creasingly urgent concern. Various ML algorithms are used
daily to support decision making across sensitive domains.
These models are typically produced from training data that
often includes identifying information about individuals. The
privacy concern in releasing these models for public use has
been extensively studied [[1]], [2], [3]], [4]. A standard line of
defense is rule-based ad-hoc data sanitization — e.g., many
applications often focus on removing personally identifiable
information (PII) from the datasets prior to training [5].
However, this approach is known to be insufficient: PII
removal is often prone to re-identification [6] and PII
detection itself typically requires complex ML models [7]].

This motivates a need for provable privacy guarantees in
algorithmic design that theoretically limit the information an
adversary can infer about any specific data point. In pursuit
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of this, the standard technique is to use differential privacy
(DP) [8]l, [9]]. DP has a long history of providing meaningful
guarantees for individuals — broadly speaking, by adding
sufficient noise to the output model, we can guarantee that it
is impossible to distinguish whether a particular user was part
of the training set. Generally, there are two main drawbacks
of using DP: computing “sufficient noise” tightly requires
significant algorithmic whiteboxing [[10] and often, the noise
required for privatization adversely affects utility [11], [[12].

PAC Privacy [13]] addresses the former problem — in
particular, PAC Privacy allows for efficient simulations to
estimate the noise required to privatize arbitrary algorithms.
This essentially replaces the manual analysis and whiteboxing
required by DP techniques with computational power. Further,
recent work [14]] suggests that there are cases where PAC
privatization does not empirically degrade utility for stable
algorithms. That is, [14] demonstrates how to privatize a
broad class of algorithms by improving their algorithmic
stability, showing that introducing regularization can reduce
the noise required for privatization and therefore, achieve
better privacy-utility tradeoffs.

A parallel line of research explores the relationship be-
tween generalization, robustness, and privacy. Overfitting has
been identified as a major source of privacy leakage—models
with large generalization gaps are especially vulnerable to
membership inference attacks [2]. While robustness has
sometimes been viewed as a pathway to privacy, recent
studies have shown that robustness alone is not sufficient
for protecting individual data [15]. Classic results such as
the propose-test-release framework [16] and more recent
work on certifiable robustness for private models [17], [[18]
demonstrate that robustness and privacy share deep structural
connections. More recent theory [19], [20] formalizes this
relationship, constructing near-optimal black-box transforma-
tions between robust and private algorithms.

These efforts follow a common post-hoc privatization
paradigm: start from stable or robust algorithms and then add
privacy guarantees by injecting the noise required to privatize
them. In contrast, our work advocates for a paradigm shift.
Rather than modifying existing algorithms to satisfy privacy
constraints, we seek to directly design privacy-conscious
algorithms. We wish to quantify and minimize the utility
loss due to privatization.

In particular, we observe that the utility loss from



privatization is not easy to parameterize. In DP, for arbitrary
mechanisms M, this is perhaps intrinsic. The worst-case
change in distribution may have an unbounded impact on
utility. However, we show that the PAC Privacy model allows
us to directly integrate our privacy budget into the objective
function for our optimization problem. By doing so, we
show how privacy can be treated as part of the bias-variance
tradeoff, enabling algorithms that achieve near-optimal utility
under a fixed privacy budget.

Contributions. Our key contributions are as follows:

1) We provide the first framework to integrate PAC Privacy
constraints into the objective function of optimization
problems. In particular, we show how PAC Privacy
guarantees can be viewed as a simple generalization
of the bias-variance tradeoff in machine learning. This
allows us to directly optimize for privatized utility.

2) We derive theoretically-optimal regularization param-
eters for a given privacy budget in the setting of
regularized linear regression.

3) We provide the first design and implementation of PAC-
private gradient descent on smooth and convex functions.
We prove that PAC-private gradient descent converges
to a near-optimal solution and provide an algorithm to
optimize the step size for a given privacy budget.

4) We provide extensive experimental results on regularized
linear regression and logistic regression, demonstrating
how privacy-conscious algorithm design can improve
utility across privacy budgets and datasets.

Paper Organization. The rest of this paper is organized as
follows. Section [2] defines PAC Privacy and its security guar-
antees. Section [3|introduces the concept of privacy-conscious
algorithm design under PAC Privacy and establishes a general
framework to optimize algorithmic parameters for privatized
utility. Section [] derives the theoretically-optimal regular-
ization parameters for privatized ridge regression. Section [3]
proves the convergence of PAC-private gradient descent and
derives the theoretically-optimal step sizes. Experimental
results for regularized linear regression and logistic regression
are presented in Section [6]to validate our theoretical findings.
We present a comprehensive literature review in Section
and conclude this paper in Section

2. Preliminaries on PAC Privacy

We first provide an overview of the PAC Privacy frame-
work, via the lens of indistinguishability. In particular, we
focus on the classic attack of membership inference [1].
That is, consider the problem of identifying whether a
particular datapoint xo was used to train a model M(X).
Standard Differential Privacy (DP) adds input-independent
noise [8]] to ensure that the outputs produced on neighboring
datasets (e.g., X \ {zo} and X U {xg}) are statistically
indistinguishable. However, DP typically requires white-box
sensitivity analysis [21]], [22], [23] to identify the worst-case
perturbation. PAC Privacy instead quantifies indistinguisha-
bility with respect to the distribution of input data rather
than the input-independent worst-case.

Given a data pool U, PAC Privacy constructs a distribu-
tion D over subsets of /. The mechanism output Y = M(X)
is then treated as a random variable where X ~ D. By
analyzing Var[M(X)] over D, the framework determines
the minimum noise required to bound the adversary’s success
rate for arbitrary inference tasks. We now formalize the PAC
Privacy definitions below:

Definition 1 ((, p, D) PAC Privacy [13]])). Let M : X* — O
be a function, D a data distribution, and p(-,-) an inference
criterion. We say M satisfies (9, p, D)-PAC Privacy if no
adversary, given M(X) with X ~ D, can produce an
estimate X such that p(X, X) = 1 with probability at least
1 — 6. Here, 1 — § is the posterior success rate.

Equivalently, M is (A¢9, p, D) PAC-advantage private
if the posterior advantage in f-divergence satisfies

1) 1-9
As8=Dy(aslag) =821 () + 1= a00f (1 =55).

where (1 — 6P) is the optimal prior success rate:
pP— /
0= jnf Pr (p(X',X)#1).

When instantiating Dy as Dk, Theorem 1 of [[13]] bounds
the posterior advantage Ak d by the mutual information (MI)
between the input X and the output M(X):

AkLd = Die(15157) < MI(X; M(X)). (1)

We can then apply a simplified version of Theorem 1 of [[14]]
to determine the noise required to guarantee a bound on MI.

Theorem 1 (Noise Determination [14]]). Given an arbitrary
deterministic mechanism M : X* - R, X ~ D, and B €
R>o. Let Mp(X) := M(X) + A, where

A~ (o, %Var[M(X)]).

Then, the output M p(X) satisfies MI(X; Mp(X)) < B.

Semantically, PAC Privacy allows us to bound the success
rate of arbitrary adversarial attacks on the input X after
observing the noisy output of a given mechanism M. That is,
consider a setting with a secret dataset X and an adversary
who aims to infer some information about this dataset. PAC
Privacy aims to ensure that the posterior advantage of the
adversary remains tightly bounded after observing the noisy
output M p(X).

In particular, consider the setting where the adversary
aims to determine whether an individual datapoint xo was
included; this is the standard Membership Inference Attack
(MIA) [[1]. For a given prior, in the PAC Privacy model, a
strong adversary who knows D still has a bounded posterior
success rate (determined by the mutual information budget B)
in identifying which subset X ~ D was used after observing
the noisy release M p(X). Thus, for appropriate choices
of D, we can tightly bound the posterior success rate on
identifying whether o was used. We formalize this below.

Definition 2 (Membership Inference Attack). Given a finite
data pool U = {uj,us, - - ,uy} and some processing



mechanism M, X ~ D is a subset of U randomly selected.
An informed adversary is asked to return a subset X as the
membership estimation of X after observing M(X). We say
M is resistant to (1 — ;) individual membership inference
for the i-th datapoint u;, if for an arbitrary adversary,
PI'XND,XV—M(X)(]‘WEX = ]‘uiGX) S 1-— 51 Here, 1ULEX
is the indicator variable for u; € X, and similarly for 1, .
When D is a Poisson sampling of &/ with p = 0.5,
the prior on individual membership is (1 — ¢2) = 0.5.
MI(X; Mp(X)) < B allows us to bound the maximal
posterior success rate of any MIA attack. In particular,

Dt (15]|152) = 6 In (;p) +(1-)n (%)

Plugging in (1—0%) = 0.5 and Dk (15(|1s2) < B allows
us to solve this for the maximal values of (1 — ¢). In this
work, we investigate B, a privacy budget measured in Ml
from 2719 to 272; this corresponds to posterior success rates
on MIA of ~ 53% to 84%.

Matching the posterior success rates allows meaningful
comparisons between DP and PAC Privacy. In particular, e-
DP can be converted into a posterior success rate guarantee
via the following equation [14]], [24]:

1—6<1—1/(1+¢€). )

Thus, a PAC Privacy budget Ml = 278 corresponds to a
posterior success rate of 54% under a prior of 0.5. This
posterior success rate, in turn, corresponds € = 0.18 in DP
under equivalent MIA guarantees [14] via Equation (2).

While DP and PAC Privacy operate on similar prob-
lem settings, they provide semantically different privacy
guarantees. In particular, DP provides a worst-case, input-
independent guarantee for any individual datapoint. In
contrast, PAC Privacy guarantees are instance-specific, and
depend on the input distribution D. This relaxation allows us
to tightly bound the noise as a function of D via simulating
variance, rather than input-independent sensitivity.

We observe that large M| values do not provide mean-
ingful guarantees for individual membership; however, they
may still provide strong guarantees for harder tasks like
reconstruction, which may have lower priors. In particular,
we observe that a prior of 1% and B = 1 provides a
posterior success rate of ~ 36%. In Section we provide
a quantitative comparison of privatized linear regression with
PAC Privacy MI and the corresponding DP e.

Composition. So far, we focus on single-dimensional
outputs. For multidimensional outputs, Theorem 4.1 of [25]]
shows that the leakage accumulates linearly:

MI(X1, ..., Xg; {Mp(X;)}9_,) < dB.

Jj=1

This requires no algorithmic changes outside re-sampling
X per output dimension. We use this guarantee throughout
to both bound the leakage across varying dimensions and to
bound the leakage across multiple releases. We uniformly
allocate the total budget across dimensions/releases and add
independent noise accordingly; we leave more sophisticated
budget allocation strategies to future work.

When invoking this composition theorem, we note that
while the MI accumulates linearly, the prior does not always
remain 0.5 for multidimensional outputs. In particular, the
MI bound applies to the mutual information across the set
of X;’s used which are drawn independently. Thus, if we
want to bound the posterior for X; (WLOG, any specific
X;), a Poisson sampling of D induces a prior of 0.5 for
individual MIA for a datapoint xy € U. However, in order to
test the membership of x( across any X, the prior becomes
(1 —1/2%), as each X; is an independent Poisson sampling.
Throughout the body of this work, we consider the adversarial
task for a specific X;, as it was state-of-the-art for black-box
privatization via PAC Privacy. However, we note that this is
a weaker security model than classically considered in ML,
where the adversarial task is to identify whether datapoints
were ever used in the training of a model. We demonstrate
how recent work [26] allows us to extend to this harder
adversarial setting in Appendix [l with minimal changes to
experimental results.

3. Designing for Privacy

3.1. Privacy and Utility

Throughout this work, we focus on the bias-variance
tradeoff in machine learning. The seminal work of [27]
provides a breakdown of mean-squared error (MSE) in terms
of bias and variance. That is, consider a training dataset
(X,Y) ~ D. We can then measure the performance of a
model f trained on (X,Y") via its expected MSE on (z,y)
where y = f*(z) + € for some underlying model f* and
independent zero-mean error .

MSE(f;z) = Ep[(f(z) — )]
= Ep[(f(z) — f*(x) — ¢)°]

= (Ep[f(2)] — f*(x))® + Varp[f(x)] + E[¢?]
= Blas(f) + Var(f) + error,

where error corresponds to the noise in the underlying
distribution of y that cannot be explained by f*. Here, we
provide a definition of point-wise MSE, however, we typically
measure MSE over the complete test dataset. MSE can also
be broken down as:

MSE = MSEP*™™ + error,

where MSEP™™ — Bias® + Var. Generally, we can only
optimize for MSEP®®™ since error is a function of the data
distribution, rather than the model. .
Consider an algorithm that outputs an estimator f with
bias Bias and variance Var, such that MSEP*®™ is minimized.
Typically, bias and variance are inversely related. In general,
overfitting corresponds to choosing f with low bias and high
variance. That is, models which overfit are sensitive to the
training data and known to have generalization issues. In
contrast, models which underflt are known to have high bias
and low variance. That is, f may not achieve small error

3
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Figure 1. In the non-private setting, we can derive an optimal classifier by
trading off bias and variance. For simple models, we can do this by directly
optimizing MSEP®™™. When we integrate PAC Privacy with X; ~ D,
the required noise for privatization depends only on the variance of the
underlying model. Thus, overfitting is doubly penalized — not only is the
generalization error high, the noise for privatization is also large. Designing
privacy-conscious algorithms thus favors the low-variance regime.

even on the training set. However, typically, these models
generalize better.

Classic techniques like regularization demonstrate how
to tradeoff bias and variance to optimize MSE. Theorem
implies that privatizing an algorithm increases the variance
of its output, as determined by the privacy budget. This
suggests that the overall MSE for the privatized algorithm
can be lowered by favoring an output with lower variance
at the cost of introducing some bias, as shown in Figure [T}

3.2. PAC Privatization of Arbitrary Estimators

We now consider the utility impact of PAC Privacy. In
particular, we begin with an arbitrary algorithm that outputs
an estimator f. We use this estimator to construct a privatized
estimator with privacy budget B. Following the ideas of [13]],

we first need to construct a distribution D, representing the
input distribution we sample from. For classic applications in
cryptography, this could be the uniform distribution over all
n-bit vectors. For machine learning, we consider the universe
U as the complete training dataset. We then construct a
random subset S C U via Poisson sampling with p = 0.5; D
is then the uniform distribution over all such random subsets.

We measure our non-private baseline algorithmic perfor-
mance via the MSE of the subsampled estimator fg. This is
not necessarily optimal — that is, the non-private algorithm
could use the full dataset, without any subsampling. In
practice, on sufficiently large datasets ( 4| large), we observe
that fs on random half-subsets performs comparably to the
baseline f trained on U. This is corroborated by past work
in PAC Privacy [14], where the subsampling rarely impacted
utility even on small datasets. Denote MSE(fs) as the MSE
of the subsampled estimator in the non-private setting. We
can express this as:

MSE(fs) = Bias(fs)? 4 Var(fs) + error.

We denote fg, B as the estimator with privatization via
PAC Privacy with a budget of B; let MSE(fs ) be the
mean-squared error of this estimator. To privatize a fixed
non-private estimator fg via PAC Privacy with d = 1, we
analyze the variance of fg, and apply Theorem (1| That is,
the privatized release is constructed by choosing a noisy
estimator where

fo = fs+ A and A NN(O, % Var[f5]>,

for S ~ D. We now show how we can express MSE(fS,B)
in terms of Bias and Var.

Theorem 2. MSE(fs ) can be decomposed into

MSE(fs.5) = Bias(fs)? + (% + l)Var(fs) + error.

Proof. We first consider the change in the estimator due to
adding the required noise for privacy.

E(fs 5] = E[fs + A] = E[fs],

since, by definition, the noise A is zero-mean. Hence, the
overall bias remains unchanged.
We can then compute Var|[fs pl:

Var[f573] = Var[fg] + %Var[fs] = (% + 1>Var[f5],

where we note that the noise is generated independently of
the choice ofA subset S. Finally, we observe that error is not a
function of f (rather it only depends on the frue distribution
of y) and thus remains unchanged. O

This provides us with our first insights into designing
private algorithms. Broadly speaking, we observe that the
error in machine learning can be broken down into bias
and variance. In order to optimize for privatized accuracy,
the equation simply re-weights the importance of these
components. In particular, a privacy budget of B corresponds
to amplifying the variance portion of MSE by 1/(2B).
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Figure 2. Here, we analyze the optimal MSE at varying levels of privacy.
In particular, we observe that there is some irreducible error, due to noise
in the system, subsampling etc. We assume that variance grows linearly
in model complexity and bias grows inversely. The point tg represents
the optimal complexity — that is, the complexity that minimizes non-
private error. However, tg does not represent the optimal complexity for
privatized algorithms. That is, for a budget B, we must add noise of the
form 1/(2B)Var[fs]. Specifically, adding noise with variance Var|[fg]
provides us with privacy for Ml = 2~ 1; this corresponds to an overall
variance of 2Var[fg] for our released estimator. This changes our tradeoff
and the optimal point is now at ¢1, a lower complexity model. We observe
a more extreme version of this phenomenon at stricter privacy budgets,
such as Ml = 273,

3.3. Privacy-Conscious Design

We now consider how to optimize an algorithm for a
fixed budget B. Naively, without any changes to model
complexit}i, Theorem [2] tells us that the MSE for any fixed
estimator fg increases by an additive factor of Var/(2B) due
to privatization. We now show how we can design for privacy
by considering an algorithmic parameter 6, which allows us
to trade off bias and variance, to optimize privatized MSE.

A Concrete Example. Consider a simple setting with
error = 0, Bias? 0, and Var « 1/6. Denote 07 as the
optimal 6§ for a privacy budget of B. We will now show
that 0%_, the minimizer over 6 of MSE(fs(#)), which is the
optimal non-private parameter, is not optimal for a small
privacy budget B.

Assume the optimal MSE(fs) has Bias® and Var equal
(true up to constant factors in this example) — denote fs(67%,)
as the optimal estimator for the non-private setting. Then, our
error after post-hoc privatization — i.e., without changing 6
from 6%, — would become

MSE(fs.5(60%)) = (2+ 55 )VarlFs (02l

However, we can improve upon this — consider § >
0%, where we control the model complexity such that
Bias®(f5(#)) = 10 x Var[fs(6)]. This suggests that

MSE(fs(6)) = 11Var[fs(0)]

becomes

MSE (fs.5(6)) = (11 + 5 Varlfs @)

after privatization.

By the optimality of 6%,
11Var[fs(0)] > 2Var[fs(0%)].

However, the MSE after privatization does not necessarily
satisfy the same inequality. In particular, we expect

Var[fs(6)] < Var[fs(67.)],

and thus, when B is sufficiently small,
P * 1 R *
MSE(fs.5(6%) ) ~ 55 Varlfs (0]

. 1 .
and MSE(fS,B(e)) ~ 5= Verlf5(0)].
Therefore, when the privacy budget is small,
MSE(fs,B(Q)) < MSE(fs,B(QZo))-

This shows that for sufficiently small B, there exist 8 > 0%
that improves the privatized utility, as illustrated by Figure [2]
We later show how to find 5 concretely in varying settings.

Constructing Private Estimators. We now formalize two
design approaches to construct privatized estimators fgs g,
which satisfy our privacy budget B.

Definition 3 (Post-hoc Privatization). The post-hoc priva-
tization design constructs an estimator as follows. We first
construct fs with the optimal parameters for the non-private
domain — generically, denote this set of parameters as 0%.
We then add the noise required for PAC Privacy with a budget
B; this corresponds to a linear increase in t@e overall MSE
and our privatized estimator now becomes fs p(0%).

In contrast, privacy-conscious design optimizes for pri-
vatized utility.

Definition 4 (Privacy-Conscious Design). The privacy-
conscious design constructs an estimator as follows. We first
derive the optimal parameters for the budget B — generically,
denote this set of parameters as 05. We then add the noise
required for PAC Privacy and our estimator now becomes

[s.5(0%).

Remark. We note that privacy-conscious design often relies
on algorithmic white-boxing. That is, deriving the optimal
0% typically requires knowledge of how f is constructed.
In contrast, post-hoc privatization can be done in a black-
box manner via PAC Privacy, where any algorithm can be
efficiently privatized. Characterizing the tradeoffs between
the human effort required for privacy-conscious design and
its utility benefits is an interesting area of future work.

In a real-world setting, when given the required privacy
budget, B, we optimize the hyperparameters of our algorithm
to produce the best-performing algorithm satisfying the
privacy budget. We can traverse the bias-variance tradeoff
by controlling model complexity (e.g., § corresponding to
{5 regularization strength). We discuss how we can find
theoretically-optimal 0% for regularized linear regression and
gradient descent in Section [4 and Section [5] respectively.



Remark. There are also settings where the algorithm can
optimize performance without knowing the true value of B.
For instance, we can choose By as our best estimate of B
(typically, a lower bound) and derive 0 . When algorithms
are known to be stable, the variance can be much smaller
than the squared bias near the optimal point. That is, for
stable algorithms, we can choose By small with minimal
impacts on overall MSE. This formalizes the discussion from
[l14] that stable algorithms can have strong regularization
with little performance degradation.

4. Ridge Regression

4.1. Problem Setup

Classic ridge regression, or fo-regularized linear regres-
sion, is formulated as finding the best optimizer w satisfying

@ = argmin|[Y — Xw|)? + ||, “)

where Y € R X e R"*4 and & € R%*!, and \
is a hyperparameter trading off solution complexity and
accuracy [28]]. In particular, the algorithm M takes as input
X,Y, and X\ and outputs a vector w. In [28], the authors
note how the overall error can be minimized by trading off
bias and variance. That is, they suggest practical techniques
for choosing non-zero regularization parameters to minimize
overall error in realistic distributions.

We follow a similar vein; in particular, we would like
to optimize over A to design for privacy. That is, following
Figure 2] we would like to compute the optimal model
complexity in terms of A, as a function of our privacy budget,
represented as B. Intuitively, as our privacy budget decreases,
the minimal MSE will be achieved at simpler models,
corresponding to much larger regularization parameters.

We formalize this intuition via PAC Privacy. To enable
privatization, we first construct a distribution D. We follow
[13] and consider subsets (X;,Y;), which are sampled using
Poisson sampling (with p = 0.5) from the full training dataset
(X,Y). In order to analyze the overall MSE of the private
algorithm, we consider wg as the estimator constructed for a
subset S = (X;,Y;). We can then use the variance across the
subsets and Theorem [2| to optimize MSE. For simplicity, we
consider the case where d = 1; as noted in Section [2} we use
independent randomness to treat each dimension separately.

In the following sections, we show how we optimize the
MSE of privatized algorithms. In particular, we minimize
the privatized MSE by optimizing over A for simple quadrat-
ics; we then demonstrate the theoretical improvements of
choosing A in a privacy-conscious manner.

4.2. MSE Analysis

For our analysis, we focus on the nearly-linear setting
where y; = z;w* + ¢;. That is, the underlying function
is linear in X with some noise. We further assume that
€ ~ N(0,02); that is, error = o2. These are standard

assumptions for the use of ridge regression. We first consider
the non-private setting where our loss is:

flw) = Z(yz’ —ww;)? + M’

i
For any ), this is minimized at

D(\) = D i TiYi _ szf w* > Ti€i
Zix12+)‘ Zix%—’_)‘ Zixzz—*—)‘.

We then consider our non-private baseline with PAC
subsampling without noise for privatization. Rather than w
using the complete set X,Y, we construct wg(\), which
uses a random subset S' via Poisson sampling. That is,

Zies .%‘72 Zies Li€i
Dies T+ A Dies T A

Remark. As noted in Section [3.2] the subsampling may
introduce bias before privatization. That is, wg is not
always an unbiased estimator of W — indeed, it is not
unbiased for ridge regression. Empirically, we observe that
for large n, this bias is typically negligible in terms of overall
utility. Throughout this section, we note that our non-private
baseline is represented by wg rather than .

w* +

wg(N) =

We observe that wg is a random variable over the choice
of random subset S. We can compute the MSE between the
chosen wg and w*. In particular, by Equation (3)), we have

MSE (s (\)) = Bias(is(\))? + Var(iws(\)) + o2
We now consider the privatized estimator
s,5(\) = s(\) + A.
PAC Privacy guarantees (Theorem [I)) provide that

MI(S;ds.5(\) < B, for A ~ N(o, %vm[ws]).

We can then compute the MSE for g p. Directly applying
Theorem [2] suggests that for any fixed estimator, the variance
portion of our error must increase linearly in 1/(2B). Note
that, in the general setting (d > 1), the noise per dimension
is increased by a factor of d. In the next section, we show
how we can use privacy-conscious design to improve upon
the naive post-hoc design. That is, we can choose A as a
function of B to optimally trade off utility and privacy.

4.3. Optimizing Privatized Ridge Regression

To design a near-optimal privatized algorithm, we first
compute the total bias and variance of wg(\). Throughout
this section, we assume that n is sufficiently large and denote
H S = Z ics 3322

We first analyze the bias and variance of wg in the
non-private setting.

Lemma 1. The bias of wg is

Bias(is())) = —w*AEg [ﬁ}



The proof is provided in full in Appendix

Lemma 2. The variance of wg is

(HsHi—i—S)\)Q} + w*QVarS[

N 2 H S
Var(ws(\) = o ES[ ot A]
The proof is provided in Appendix [Bl The variance is sepa-
rated into two components — proportional to the underlying
noise in the distribution and the total signal. The variance
decreases with A, allowing us to trade off bias and variance
by increasing .

Canonically [28], the optimal A%, that minimizes
MSE(wg())) for the non-private setting has the form:

2

A =2
Oo_w*Q'

We note that a nonzero A is optimal for the non-private
setting — in particular, to minimize MSE, we add some
regularization to trade off bias and variance. In particular,
this corresponds to adding regularization on the order of
the inverse of the signal-to-noise ratio (SNR) of the system,
defined as

’U}*Q

SNR := —
g
For high SNR settings, A%, is small as little regularization
is needed to minimize MSE. For our post-hoc privatization
design (cf. Definition ; we now construct wg, g (A%,) by first
constructing the non-private estimator ws(A%,) and adding
sufficient noise to satisfy our privacy budget B.

We now show how we can construct the optimal A% for
privacy-conscious design. We use the standard assumption
that the design matrix is unbounded — that is, we can
perfectly estimate w* with sufficient samples [29].

Theorem 3. For sufficiently large n, and x; satisfying
lim, o0 Y1y 27 = 00, and C' = 1/(2B),

(C+ 1)02.

*B = arg/\min MSE(wS,B(/\)) ~ w*2

This proof is provided in Appendix

We note that A\ does not depend on Hg beyond the
guarantee that the design matrix is non-trivial. Instead, we
observe that A\}; depends only on B (through C) and SNR.
This formalizes the argument that stable algorithms are easy
to privatize. When the SNR is large, the required A} for
privacy remains low and the corresponding MSE is low.

Using Theorem [2| and the above lemmas, we can compute
the overall MSE of PAC-private estimators with budget B.
From Theorem [2} for generic A, we know that:

MSE(ds,5()))

1
— Bias (s, 5(\)) + (@ + 1) Var(ibs, (M) + 0*.

Using this, we can compare the MSE of the privacy-
conscious and post-hoc privatization designs over varying
privacy budgets. Let s = E[Hg]. We observe that s /0 is
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Figure 3. We visualize the results of Corollary [I} In extremely low scaled
SNR regimes, linear regression with privacy-conscious design and post-hoc
privatization behave similarly — that is, both algorithms have extremely
high error and low fidelity. In moderate-high scaled SNR regimes, we can
see significant benefits in privacy-conscious design. As our privacy budgets
get tighter, the benefits of privacy-conscious design increase.

the Fisher information for w*2 and w*?2 is the effect size [29].
We can thus denote

Iusw*Q
- 2

Q

as the scaled SNR of the underlying system. We now
compare the parameter MSE, i.e., MSEP®™™, of the post-hoc
privatization (A = A% _) compared to the optimal privacy-
conscious (A = A}) setting. In particular, as before,

MSEP2™™ (195 g(\)) = MSE(ibs.5(\)) — 0.

g

We analyze the improvement in MSEP*™®™ due to privacy-
conscious design.

Corollary 1. For a privacy budget B, C = 1/(2B), given
ws = E[Hg], the following first-order approximation holds:

a2Q(1+ (C+1)Q)
ps(Q+1)2 7

C + 1)
MSEP™™ (15 5 (\j)) ~ uf((Q jc)i o

The ratio of MSEP*™™ then becomes:

MSEP"™"™(ibs5(\p)) _  (C+1)(Q+1)°
MSEparam(UA}S,B()‘;c)) ~ (Q +C + 1)(@0 +Q+ 1)

The proof is provided in full in Appendix [D| For large n,
the first-order approximation typically has negligible error.

We observe that the ratio of MSEP™™ is always at most
1, since A% is optimal for the given privacy constraints.
Equality is reached only at C' = 0 (non-private) or Q = 0
(no information). We now analyze the effects of privacy-
conscious design in varying signal-to-noise regimes.

Our results are summarized in Figure [3] We observe that
at extremely low scaled SNR () small) regimes, the ratio of
MSE is close to 1. This is expected since both the post-hoc
privatization design and the privacy-conscious design have
very low fidelity. Further, we observe that in these regimes,
the primary source of error is due to the irreducible noise
(%) in the system. We observe similar behavior for large Q,

MSEP™™ (g p(A\5,)) =~




where both algorithms have low MSE. This aligns with our
theory, where the ratio — 1 as () tends to either 0 or co.
As the SNR increases, we expect the impact of the
irreducible noise to become negligible — thus, our overall
MSE is well approximated by MSEP*™™. In this case, we
expect to observe significant benefits in MSEP*™™ due to the
privacy-conscious choice of A%. That is, in simple analytic
settings, we observe that even at Ml = 2—% we observe
that MSEP®™™ decreases by at least 40% for Q < 8 due to
privacy-conscious design. This becomes an even stronger
effect at tighter MI regimes. For instance, at Ml = 2710, we
observe over 40 x improvement in MSEP®™™ even at Q = 10.
We verify these results on real-world datasets in Section [6]

5. Gradient Descent

In this section, we generalize our results beyond linear
regression. In particular, we focus on proving guarantees
on PAC-private gradient descent for smooth and convex
functions. We show how gradient descent with PAC Privacy
converges to a near-optimal solution; we further show how
to optimize error via privacy-conscious design.

5.1. Problem Setup

Classic gradient descent (GD) attempts to find the mini-
mum of a smooth function f : R¢ — R. In machine learning,
f is the loss function — in regression, this can correspond
to mean-squared error over examples. Functions we consider
are of the form:

Flw) = =37 6w, 7o, 1) ©
i=1

For simple, one-dimensional linear regression, this becomes:
1 n
1=1
Throughout this section, we assume that f is L-smooth
and p-strongly convex per-example. This implies that f has a
unique optimizer w* where V f(w*) = 0. The L-smoothness
guarantee implies that Vwi, wa,

IVf(w1) = VF(w2)l| < Lwi — wall.

This provides us with an upper bound on the function’s
gradient. In contrast, p-convexity states that Yws, wa,

F(wn) > flwn) + V() (ws = wr) + 5wy = wsl.

This provides us with a lower bound on the function’s
gradient. With both assumptions, we can provide theoretical
convergence guarantees to gradient descent [30].

In order to enable PAC-private gradient descent, we
follow the same strategy as for ridge regression. However,
gradient descent involves many releases — that is, it is an
iterative algorithm. Consider an arbitrary iteration ¢. Att = 0,
we choose a fixed initialization at wg = 0; for ¢t > 1, for
reasonable stability, we must assume that w;_1 is released.

This requires us to bound privacy assuming that each gradient
at time ¢ > 0 is released — that is, our privacy budget now
scales with dimension and horizon.

Consider a fixed horizon 1" and let d = 1. At iteration ¢,
we select a random Poisson-subsampled subset S (i.e., again,
each point is included with probability 1/2). We can then
express V fs(w;) as the gradient at wy, evaluated on S:

1
@ Z v¢(wt7may)'
(z,y)eSs

We release the noisy, PAC-private gradient at time ¢ as

G186 = Vfs(wy) + Ay, (6)

va(wt) =

where T
&NN@ggwwWhWM)

For simplicity, we denote Bepoch = B/T. If |S| = 0, we
re-sample our subset.
The gradient update is then

Wg41 = Wg — 1 ﬁt,B~ (7

We can measure the error at time ¢ as ||e;|| := ||ws — w*]).
While we focus on d = 1, we can enable general d > 1,
by applying our algorithm on each dimension independently.
As mentioned previously, this increases the required noise
per-dimension by a factor of d.

5.2. PAC-Private Gradient Descent Guarantees

We first show that the gradient on a random Poisson-
sampled subset remains unbiased. As noted earlier, this is
not generally true for arbitrary functions. However, since f is
linear in the individual datapoints, introducing subsampling
does not add bias. We formally prove this below.

Lemma 3. The PAC-private estimator is unbiased for the
sample gradient:

E[gt,B \ wt] = Vf(wt).

This is proved in Appendix [E} intuitively, this is a
property of the Poisson estimator on linear functionals. We
can then use this lemma to compute the overall error at time
t (i.e., ||e¢]]) for PAC-private gradient descent. Following
standard theory [31]], we use step sizes < 1/L, where L
is our smoothness bound on f. Formally, we prove that
PAC-private gradient descent retains the linear contraction
property of non-private GD. However, there is an additive
factor in our error that scales inversely with our privacy
budget.

Theorem 4. At time t, for n < 1/L, for a function f which is
w-strongly convex and L-smooth per-example, with a unique
minimizer w*, PAC-private gradient descent with a per-epoch
budget Bepoch satisfies

Ellles+1]” | we] < (1 — ) [lec]|®
+7%(C + 1)Varg[V f5(wy)],

®)



for C =1/(2Bepoch)-

Proof. We follow the standard analysis for the error at time
t. That is,

lersa ) = [lwerr —w*||* = lwe = ngsp — w*||?
= [lwe = w*[|* + [Inge,5|I* = 2 {w — w*, nge,) -
We take the expectation of ||e;11 ]|, conditioned on wy.

Eflesa]|” | wi]
= E[||w; —w*|*] + E[lInge, 5|"] — 2E[(w; — w*, ngs,p)]
= lledll” + 7*Elllge, 517 — 20E[(w; = w*, §o,5)]-

We suppress the conditioning on w; for simplicity,
however, it is assumed throughout the proof. We first bound
E[||¢.5//]. That is,

E([1ge,811") = B[V fs(we) + Adl],

= Es|IV fs(wo)|I”] + E[| A1) + 2E[(V fs (wy), A)]
= EslIV £s(wo) "] + E[J A,

= Es[|V fs(w)|”] + OVars[V fs (wy)]

where we use the fact that A, is centered at 0 and independent
of Vfs(wy). We can then bound

E[|V fs(w)|]

= |V (wo)||” + Vars[V fs(w,)]

= |V f(w;) = Vf(w")[|* + Vars[V fs(wy)]

S L (we —w, Vf(w) = Vf(w")) + Vars[V fs(wy)]
=L {(w, —w*, Vf(w)) + Varg[V fs(wy)],

where we use the fact that V f(w*) = 0, since w* is optimal
and co-coercivity of gradients for f smooth and convex [32].
Further,

E[(w; —w”, gi,8)] = (wp — w™, Vf(wy)),

via Lemma [3] Plugging these back in to our original equation,

Ellleer1]1? | w]
< lled|® + L — 2n) (w, — w*, V f(wy))
+1%(C + 1)Varg[V fs(w;)].

If we choose 0 < 7 < 1/L, we have 772L—277 < —n. Further,
by p-strong convexity,

(wy — w*, Vf(we)) > pllwe — w*||* = plec]|.
Thus,
Eflles+1]” [ we] < (1 —np) flec])?
+1%(C + 1)Varg[V f5(wy)],

completing our proof.
O

Remark. We observe that the error of PAC-private gradient
descent provides similar convergence rates to non-private
gradient descent. This is expected — we can consider the

first term (x ||e;||?) as the bias of the error. As we show
for linear regression, this does not change for privacy.
The variance component (x n*Varg[V fs(w;)]) is amplified
by 1/(2Bepoch) for an overall privacy budget of T Bepoch.
We note that for quadratics, we can get a much stronger
guarantee with a factor of (1 — nu)?, which resembles our
bias-variance tradeoff in Theorem |2| exactly.

To conclude our general guarantees, we observe that as
the number of epochs increases, the error does not go to 0.
This is generally true for stochastic gradient descent when
the variance of batch gradients is non-zero [33]]; instead, we
converge to a neighborhood of optimality. For a fixed design,
at time ¢, our error increases linearly in 1/(2B).

5.3. Optimizing Privatized Gradient Descent

To provide tight theoretical guarantees, we focus on a
specific class of functions f. That is, in this section, we
consider f to be quadratic in w. We are given an overall
privacy budget B, measured in Ml and a per-epoch budget
Bepoch = B/T. We first show that, for quadratics, the
final neighborhood of optimality is asymptotically linear
in 1/(2Bepoch)-

Corollary 2. For quadratic f, with 0> = Varg[Vfs],
after T2 iterations, the error from Equation (8) becomes:
Elller|” lwr—1] < Jr.5(n), where

2
Jr.g =1 —nu)" |leo||

+ L€+ 1)o*(1 = (1= )", ©

As T — oo,
JT,B — Q(O+ 1)0’2,
"

Sor any fixed n < 1/L and C = 1/(2Bepoch)-

The proof is provided in Appendix [F} We observe that the
upper bound on error |ler|| is not reducible for any constant
fixed step size n < 1/L. That is, the only way to reduce the
error for a fixed horizon 7" and a given privacy budget B is
to reduce 7. Thus, in our privacy-conscious design, we focus
on optimizing 7 for a given B and 7. Similar to traditional
gradient descent, if we have strong guarantees on the lower
bound of the function (u-strong convexity), we can make
faster progress.

Remark. We can further optimize allocation of privacy
across epochs. This is irrelevant for quadratics where the
variance is fixed across time. However, this is an important
lever when exploring more complex functions where the error
may vary with the distance from the optimal point w*.
Intuitively, for non-quadratic functions, we must take
smaller steps to make progress (in expectation) when the
noisy gradient is unstable — typically, we expect this to
occur close to the optimal point w*. This insight is used in
classic learning rate annealing techniques. For instance, the
Adam optimizer [34|] uses momentum-based techniques to
improve the learning rate across epochs. Layering this with
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Figure 4. As the underlying variance of Vfs (i.e., o2 for quadratics)
increases, we observe that privacy-conscious gradient descent over 7' = 50
epochs performs much better than the post-hoc privatization design. As
expected, we observe that the improvement in error increases as our privacy
budget tightens. Further, we observe that when our starting bias is low,
privacy-conscious design has large reductions in error even at low o2.

privacy-conscious techniques to improve convergence is an
interesting area of future work.

Using Corollary 2] we can derive the optimal 7 for
privacy-conscious design. We consider the error at time
T under budget B as a function of 7 and optimize over 7
to minimize the finite-horizon error. As suggested earlier,
smaller step sizes correspond to more stability — intuitively,
we can think of this like ¢5-regularization [35]].

Theorem 5. For a given privacy budget B, a fixed number
of epochs T and Bepoch = B/T, the optimal step size
minimizing Equation Q) for a p-strongly convex and L-
smooth quadratic function f with Varg[V fs(w;)] = o2,

C = 1/(2Bepoch ). is

np = argmin Jr g(n)
n

. Liall
B
where o = uT, B = (1+ C)o?/p.

The proof is provided in Appendix

As in ridge regression, we compare the privatized utility
of 05 as defined above to the optimal 1}, that minimizes
J1,00(n) in the non-private setting:

e w (e (P y))

(07

N5 = argmin Jp oo (n)
n

N 1[0¢||€0|2
Boo
where 85 = o2/ p.

+1 —W(exp
e

To analyze the benefits of privacy-conscious design, we
measure the ratio of the realized upper bounds of [ler |
between post-hoc privatization (%) and privacy-conscious
design (n3) with u = L = 1. For simplicity, we refer to
this as the ratio of errors. We consider 7" = 50 and vary the
initial bias (|leo|| = 1 and ||eg|| = v/10). We show the ratio
of errors over varying o2 in Figure

We observe a significant decrease in error due to privacy-
conscious design over all regimes. Privacy-conscious algo-
rithms show more performance improvements under tighter
MI budgets. Further, we observe stronger improvements (at
lower 02) when ||eg|| is small — that is, in regimes where
variance is a larger component of the overall error than bias.
In all regimes, we observe > 2.7x decrease in error; for
Ml = 276, 02 > 1 and |leg|]| = 1, we observe a 100x
improvement via privacy-conscious design.

6. Experiments

6.1. Datasets

We give a brief overview of the datasets used throughout
the experiments. For linear regression, we use the wine
quality dataset [36] and the California Housing dataset [37].
For gradient descent experiments, we use the credit card
defaults dataset from Taiwan [38|] and MNIST [39].

Wine Quality. The Wine Quality dataset contains 6,497
examples, each of 11 numerical features. The task is to
predict wine quality scores, which range from 3 to 9 but are
heavily concentrated between 5 and 7, making the dataset
moderately imbalanced. The dataset is divided into two
subsets — red (1,599 examples) and white (4,898 examples)
wine — treated as separate regression tasks due to distinct
physicochemical properties and feature distributions [40].

California Housing. The California Housing dataset consists
of 20,640 examples, each with 8 numerical features. The
task is to estimate the median house value (in units of
hundred thousand dollars) in various districts. Features
include geographic coordinates, median household size, and
median income within each census block group. The target
distribution is moderately skewed, with a notable peak at
$500,000 due to census processing [37].

Credit Card Defaults. The Credit dataset is a binary
classification task. In particular, it consists of 23 features
and a single binary label, representing whether the customer
will default on their payment next month. While the features
are all integers, we note that several features are inherently
categorical in nature — for instance, education is stratified
into numeric classes representing high school, college, etc.
We preprocess these columns using one-hot encoding. The
dataset is imbalanced, with 22% of the customers defaulting
on their payments.

MNIST. The MNIST dataset is a standard benchmark for
handwritten digit classification. It contains 60,000 training
and 10,000 test images, each a 28 x 28 grayscale image
with pixel intensity values, flattened into a 784-dimensional



vector. In our experiments, we focus on binary classification
variants of MNIST, distinguishing between pairs of digits.
We consider two tasks: (1) MNIST (Easy): distinguishing
between 0 and 7 and (2) MNIST (Hard): distinguishing
between 7 and 9 [41]]. Each binary dataset contains roughly
12,000 balanced training examples and 2,000 test examples.

6.2. Experimental Design

For both linear regression and gradient descent experi-
ments, we follow the same experimental design. We first split
the dataset into training and test; throughout our experiments,
we use 20% of the dataset as the test data unless specified.
We note that the MNIST dataset is already split into training
and test sets that we do not modify.

We then pre-process our datasets to ensure our inde-
pendence assumptions. Typically, we first standardize the
features to have zero mean and unit variance. We further use
standard techniques to orthogonalize the columns [42], [43[];
this ensures that the resulting features are not correlated and
we can optimize each dimension independently. Additionally,
for the MNIST dataset, we drop features that contribute
less than 5% to the overall variance to improve the stability
and computational speed of the underlying algorithm. For
categorical features, we use one-hot encodings and drop the
first column to remove linear dependence. All transformations
are learned on the training data and applied to both the
training and test data.

For our linear regression experiments, we then measure
the MSE on our test dataset, for M| ranging from 272 to
2710 These MI budgets represent the overall privacy leakage
of the release; as required, the noise per dimension is scaled
by d. To privatize a release, we compute the required noise
as in Theorem [I} variance is estimated per-dimension with
m = 1024 subsets, following [14]]. Our primary parameter to
optimize is the ¢, regularization parameter \. We compute
A%, and A% with and without oracle access to the exact SNR
ratio. All MSE results are averaged over 1,000 trials.

For our gradient descent experiments, we train a logistic
regression model. To satisfy our theoretical guarantees, we
calculate the required L for each dataset. However, we
note that the logistic loss function is not p-strongly convex.
Thus, we add £ regularization j||w||?/2 to the loss function
to ensure p-strong convexity. We choose p to ensure that
the optimal step size is not affected by the 1/L clipping
bound. We use PAC-private gradient descent with T" = 50 to
minimize the regularized logistic loss. To compute the noise
for privatization, Varg[V fg(w;)] is evaluated analytically
via per-sample gradients. Our primary parameter to optimize
is the step size n — we compute 7%, and nj5 with and
without oracle access to the exact ||eg|| values. Since the
regularized loss function is not quadratic, we approximate
0? by Varg[Vfs(w;)] to compute the appropriate 1 via
Theorem E} For classification, we measure the test accuracy
for overall MI ranging from 272 to 2719, with per-epoch Ml
scaled by d and T appropriately. All results are averaged
over 500 trials.

Throughout the body of this work, we use the com-
position theorem discussed in Section [2] where our secret
subset X; is re-sampled per dimension and per iteration. As
discussed, this is a weaker setting, where the adversarial
task for MIA is testing membership in a particular iterate,
rather than across iterates of the training algorithm. For linear
regression, no changes are required to consider the setting
where the same secret subset is used across dimensions,
since it only requires a single release. However, gradient
descent requires advanced composition; in Appendix [I| we
demonstrate how to enable this change via recent work [26],
while remaining compatible with privacy-conscious design.
We observe minimal change in our experimental results due
to the change in adversarial models.

All code is available at https://github.com/mayuri95/
designing_for_privacy/.

6.3. Ridge Regression Results

We first consider the oracle model where the exact SNR
per-dimension is known — this is the best-case scenario for
both post-hoc privatization and privacy-conscious design. Our
MSE results across the datasets are summarized in Figure [5]

Here, we observe the significant benefits of privacy-
conscious design across all datasets. As discussed in Sec-
tion ] the benefits of privacy-conscious design increase sig-
nificantly when the privacy budget is tight — e.g., MI < 276,
That is, as the privacy constraints become stricter, the primary
source of error is due to the noise for privatization, rather than
the underlying noise of the system. This mirrors our theory,
where the optimal choice of regularization favors increasing
bias in favor of lowering variance when privacy budgets are
tight. While the privacy-conscious design implements this,
with negligible error at large privacy budgets, the post-hoc
privatization design cannot.

However, we note that knowing the exact SNR may
be an unrealistic assumption — thus, we consider a naive
approximation of SNR = 0.1 per dimension. This corresponds
to an overall SNR estimate =~ 1 (1.1 for the Wine datasets
and 0.8 for Housing) — a simple regime where signal and
noise are considered on the same order of magnitude. Here,
we consider 3 designs:

1) AL.: the post-hoc privatization design.

2) A%: the privacy-conscious design.

3) A\bp: We implement the AdaSSP algorithm [44]] which
optimizes A for differential privacy, based on the pri-
vacy budget. This does not use constant SNR. Instead,
AdaSSP uses 3 releases — it first estimates the minimum
eigenvalue of X7 X to adaptively estimate Ajp. Then,
it privately estimates X7 X and X7y to estimate the
optimal weight vector . AdaSSP provides an (e, d)
guarantee with § = 107>, In our experiments, we match
the theoretical guarantees on MIA posterior success rates
provided by DP and PAC Privacy to allow meaningful
comparisons [[14].

Our results are summarized in Table [[l We observe some
increases in error across designs due to the approximation
of SNR. However, the optimal privacy-conscious design still
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Figure 5. Across all datasets, we see a clear benefit to privacy-conscious
design in the oracle model, when the exact per-dimension SNR is used. The
overall privacy budget is measured in a negative log scale — that is, x = 10
corresponds to an overall budget of Ml = 2710, We measure utility via
the mean-squared error between the learned w and the test data points. As
the overall budget decreases, the gap between the privacy-conscious and
post-hoc privatization designs widens. When the MI budget is tight, the
error in the post-hoc privatization design explodes as it is dominated by
the noise required for privatization.

matches or outperforms all other baselines in terms of MSE
over all MI. Further, we observe that for larger datasets
(e.g., Housing), our overall MSE for A} nearly matches our
non-private baseline at large MI. For smaller datasets, we
observe that there is an small initial increase in MSE across
both PAC designs — this is partially due to subsampling
error. The error from privatization remains low across Ml
budgets in the privacy-conscious design. We consider other
SNR approximations in Appendix [H] where we observe that
privacy-conscious design matches or outperforms post-hoc
privatization across all approximations and datasets.

In general, Ajp is comparable to the privacy-conscious
design at tight ¢/M| budgets, but we observe higher loss
at large ¢/MI budgets. We observe that A\}; consistently
outperforms Ajp on the Housing dataset. As we discuss in
Section|/| DP and PAC provide semantically different privacy
guarantees, so this is not an apples-to-apples comparison.

6.4. Gradient Descent Results

For logistic regression via gradient descent, we first
consider an oracle model — that is, the initial bias ||eg||
is correctly specified per dimension. This represents the
best case for both the post-hoc privatization design and the

TABLE 1. WE CONSIDER THE SETTING WHERE THE SNR IS
APPROXIMATED AT 0.1 PER DIMENSION. A% IS THE POST-HOC
PRIVATIZATION DESIGN AND A% IS THE OPTIMAL PRIVACY-CONSCIOUS
DESIGN. WE ALSO CONSIDER THE PRIVACY-CONSCIOUS BASELINE FOR
DP [44]]. WE REPORT MSE ACROSS MI AND € BUDGETS FOR EACH
BASELINE. PRIVACY-CONSCIOUS DESIGN PRODUCES THE BEST RESULTS
ACROSS ALL DATASETS AND PRIVACY BUDGETS. SEE TABLE[3]FOR
ADDITIONAL RESULTS ON VARYING APPROXIMATIONS OF SNR.

Privacy Budget

Dataset
Non-Private MI (PAC) 272 274 276 2-8 9-10
MSE
e(P) 164 073 036 018 0.9
Red Wi A% 052 088 242 826 3228
ed Wine .
0.39) \g 049 058 064 065 0.66
A5p 060 0.63 065 0.66 0.66
White W A% 063 08 151 432 1523
ite Wine >
057 L 062 069 076 078 078
A5p 076 077 077 077 078
‘ A% 0.62 083 158 484 1636
Housing A% 057 061 072 094 117
0.5 . . ! ! . )
A5p 126 129 130 131 131

privacy-conscious design. Our results across datasets are
summarized in Figure [6]

On the Credit and MNIST (Easy) datasets, we observe
minimal utility loss from the privacy-conscious design for
most values of MI. In particular, the Credit dataset achieves
> 90% test accuracy for Ml > 276 and the MNIST (Easy)
dataset achieves > 90% test accuracy for Ml > 278, In
these settings, gradient descent can converge after 50 “small”
steps, and we thus see minimal losses in test accuracy due
to privatization. The MNIST (Hard) dataset is harder to
separate [41]]. Thus, while we observe the same trend, we
see significant utility losses for M|l < 2= here, we observe
accuracy > 76% for Ml > 276, As the MI budgets become
tighter, our performance degrades smoothly. For both the
Credit and MNIST (Easy) datasets, our test accuracy remains
above 70% at all MI. For the MNIST (Hard) dataset, our
test accuracy degrades to 57% at Ml = 2710, At all MI
values, the privacy-conscious design consistently matches or
outperforms the post-hoc privatization design.

As in linear regression, we note that knowing the exact
lleq|| per dimension is an unrealistic assumption — we thus
approximate it with a constant ||eg]| = 0.1 per dimension.
To the best of our knowledge, there is no comparable DP
baseline that directly optimizes step size for privatized utility
(cf. Section [7).

Our results are summarized in Table [2I We observe that
privacy-conscious design matches or outperforms post-hoc
privatization across all M| and datasets, in terms of test
accuracy. As in linear regression, we observe degradation in
test accuracy across all designs due to ||ep|| misspecification
compared to the oracle model. This is most clearly seen in
the MNIST (Easy) dataset — that is, in this dataset, there is a
single feature which has high weight where the starting error
for this feature is consistently underestimated and thus, we
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Figure 6. Across all datasets and all M| budgets, we observe that privacy-
conscious design consistently outperforms the post-hoc privatization design
in the oracle model with known ||eg||. On relatively easy problems like
Credit or MNIST (Easy), privacy-conscious design allows us to privatize
algorithms with small impacts on utility for relatively small MI. When the
privacy budgets are small, or on more difficult settings like MNIST (Hard),
privacy-conscious design smoothly trades off privacy and utility.

observe larger utility drops in the privacy-conscious design
compared to the oracle model.

Similar to linear regression, we consider other |leg]|
approximations in Appendix [H] Broadly, our optimal privacy-
conscious designs consistently match or outperform the post-
hoc privatization design; as our approximations improve, we
approach the accuracy under the oracle model. Layering
better dimension-specific priors (e.g., via estimators like
Adam [34]]) to improve privatized performance in practical
settings is an interesting area for future work.

7. Related Work

Differential Privacy vs. PAC Privacy. Differential privacy
(DP) [8], [45] is arguably the standard framework for
privacy-preserving machine learning. DP guarantees that
the output of an algorithm changes only marginally when a
single individual’s data is modified, thereby limiting what
can be inferred about any participant. To enable this, DP
injects random noise whose magnitude is calibrated to the
algorithm’s sensitivity — the extent to which a single data
point can influence the output.

DP and PAC Privacy provide semantically different
security guarantees. In particular, DP provides stronger, input-
independent guarantees compared to PAC Privacy’s instance-
specific ones [13]. However, PAC Privacy bounds the overall
divergence across the distribution D and thus, applies to

TABLE 2. WE CONSIDER THE SETTING WITH A CONSTANT ESTIMATE OF
leo]] = 0.1. OUR PRIVACY-CONSCIOUS DESIGN CONSISTENTLY
OUTPERFORMS POST-HOC PRIVATIZATION. GENERALLY, 77}; PROVIDES
HIGH ACCURACY AT LARGE M| BUDGETS AND SMOOTHLY DEGRADES AS
THE PRIVACY BUDGET DECREASES. SEE TABLE[4]FOR ADDITIONAL
RESULTS ON VARYING APPROXIMATIONS OF ||eg||.

Total Mutual Information Budget

Dataset n
(Non-Private Acc.) 9-2 9—14 9—6 9—8 9—10
Credit ns 086 073 0.62 0.55 0.53
(1.00) ng 096 089 0.80 0.68 0.60

MNIST (Easy) nik 095 081 0.67 0.63 0.58
(0.99) ng 099 097 083 0.67 0.58

MNIST (Hard) nsk, 076 064 056 0.54 0.52
(0.93) ng 089 074 0.60 0.54 0.52

arbitrary adversarial tasks. That is, the only difference in
PAC Privacy between protecting an individual and a group is
in the prior adversarial success rate. In contrast, DP requires
composition to extend to groups, which increases e. In this
section, we review three lines of work in DP that are most
relevant to ours.

Hyperparameter tuning under DP. Hyperparameter
tuning under DP is usually performed via evaluating the
differentially-private algorithm on a set of candidate hyper-
parameter configurations, which consumes additional privacy
budget. There is a rich line of work on efficiently finding
optimal hyperparameter configurations with a diversity of
approaches. [46] addresses this issue by tightening privacy
accounting via Renyi-DP. [47]] uses only a subsample of data
to find hyperparameters allowing for privacy amplification.
Broadly, [48]] provides empirical comparisons of optimization
strategies under DP. More recently, [49] introduces a heuristic
linear scaling rule that links optimal learning rate and
batch size to the privacy budget, enabling efficient privacy-
conscious choice of hyperparameters. However, while these
techniques are efficient in practice, we note that there is not a
direct comparison with analytically-optimal hyperparameters
in DP for general learning problems.

Linear regression under DP. Linear regression under
DP has been a canonical problem to study the privacy-
utility tradeoff. [SO] first introduces objective perturbation
for regularized empirical risk minimization (ERM) under
DP. [51]] extends this work to general optimization via the
functional mechanism, which approximates the objective via
a polynomial representation and then perturbs the coefficients.
[52]] proposes differentially-private ordinary least squares
(OLS) regression, providing confidence intervals for the
regression coefficients. More recently, [53]] provides sharp
minimax bounds for linear regression under DP, showing
fundamental limits on the cost of privacy in this setting.
Most of these works focus on designing DP algorithms for
regression with minimal or fixed regularization.

Our work is most closely related to [44], the baseline
we consider in Section [6] This work uses instance-adaptive



mechanisms to optimize regularization and noise in tandem,
achieving near-optimal private estimation. However, the
approach of [44] relies on complex posterior sampling and
confidence intervals and requires constraints on the data
distribution for bounded sensitivity. Our formulation achieves
a similar goal within the PAC Privacy framework through
simpler, closed-form optimization, directly embedding the
privacy budget into the regression objective.

Gradient descent under DP. The study of differentially-
private GD began with DP-SGD [9], [54], which adds Gaus-
sian noise to clipped gradients at each iteration to satisfy DP.
Under convexity and/or smoothness assumptions, subsequent
work [55]], [56], [[57] has established convergence rates for
first- and second-order optimization algorithms with DP
guarantees. While these methods precisely characterize how
DP affects convergence, they treat algorithmic parameters,
such as step size and clipping norm, as fixed or heuristically
chosen rather than optimized for a given privacy budget.

A parallel line of work has proposed a series of adaptive
variants of DP-SGD that adjusts algorithmic parameters
during training. Earlier papers [38], [59]], [60] focus on
adaptive clipping strategies to reduce clipping bias in gradient
norms. In our work, clipping is not required as the injected
noise in PAC Privacy is calibrated to the sampling-induced
variance rather than worst-case sensitivity. Subsequent DP
work has extended adaptivity to other parameters, including
step sizes. In particular, several recent papers aims to develop
differentially-private versions of adaptive optimizers such as
Adam and AdaGrad [61]], [[62]], [63]. While these methods
have interesting theoretical properties, they typically focus
on efficiently privatizing adaptive optimization techniques
from the non-private setting. In contrast, our work constructs
the theoretically-optimal parameters for privatized utility.

Variance Reduction Techniques. Optimization under noise
has been a central topic in stochastic learning. Classical
techniques such as mini-batching [64]] improve convergence
rates by controlling the stochasticity inherent in gradient
estimation. There is a rich line of work on reducing vari-
ance in stochastic gradient descent (SGD) — particularly
on maintaining the convergence of gradient descent with
the efficiency of SGD. Techniques like SAGA [65] and
SVRG [66] allow stochastic gradients to converge faster by
anchoring to previous estimates (past averaged gradients and
full-batch gradients, respectively). [67] improves upon this
via a recursive structure, with an efficient inner loop.

Our contribution highlights the importance of variance re-
duction to privacy-preserving machine learning in the setting
of PAC Privacy. In our setting, the injected Gaussian noise
— required for PAC Privacy — interacts with the stochastic
noise of gradient sampling, altering the effective variance
of updates. By jointly optimizing learning rates with noise
scales, we show that privacy noise can be treated analogously
to optimization noise, allowing principled tradeoffs between
convergence, variance, and privacy guarantees. This aligns
with recent trends in optimization under noise [68]], but
extends them to explicitly integrate PAC Privacy constraints.

8. Conclusions

In this work, we show how we can design privacy-
conscious algorithms via PAC Privacy. In particular, we show
how to integrate the PAC Privacy budget constraints into the
objective function of optimization algorithms like regularized
linear regression and gradient descent. This allows us to
directly optimize for privatized utility.

We demonstrate how PAC Privacy constraints can be
represented as optimizing for a different point in the bias-
variance tradeoff. With this in mind, we derive theoretically-
optimal parameters by investigating the appropriate bias-
variance tradeoffs for these algorithms. Specifically, for
regularized linear regression, we increase the regularization
parameter inversely with the required privacy budget and
demonstrate how the resulting algorithm minimizes MSE
under a given privacy budget. In the same vein, we con-
struct PAC-private gradient descent for convex and smooth
functions; we then show how we can reduce the step size to
minimize finite-horizon error for a given privacy budget. We
validate our results experimentally on real-world datasets,
via regularized linear regression and logistic regression for
binary classification. There are many interesting directions
for future work. To the best of our knowledge, constructing
a theoretically-optimal privacy-conscious gradient descent
algorithm for DP is an open problem. Another avenue to
explore is optimizing gradient descent via other standard
relaxations of privacy definitions (e.g., Renyi-DP [69]).
Finally, layering privacy-conscious design with other variance
reduction techniques for general optimization problems,
including other learning algorithms, is an exciting space.
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Appendix A.
Proof of Lemma [1

Proof. We can derive this directly as a function of the optimal
estimator on the subsets.
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Appendix B.
Proof of Lemma [2|

Proof. We calculate the total variance using the law of total
variance, conditioning on the choice of subset S. That is,
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Appendix C.
Proof of Theorem

Proof. We return to the breakdown of MSE, in terms of bias
and variance.

JB(A) := MSE(ds,5(N))
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where the last equality uses linearity of expectation and that
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Appendix D.
Proof of Corollary 1]

Proof. We can derive this directly from our MSE formula.
We first consider A% . We use the first-order approximation

of Equation (10):
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Appendix E.
Proof of Lemma

Proof. This can be derived directly with C' = 1/(2Bepoch):
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Appendix F.
Proof of Corollary [2]

Proof. We consider this as a simple geometric series, with
fixed 1. From Theorem 4] we know that
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Thus,
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Appendix G.
Proof of Theorem [3

Proof. To derive the optimal step size, we minimize:

Tr.pm) = (1=n)T [leol® + §<0+ 1Do(1— (1—nu)7).



For our regime, we use the approximation that (1 —

nu)" = exp(—nuT).

Trs(n) = (1 =) fleol® + g«z +1)0>(1 = (1 —np)7)
n(l+ 0)02

~ [leo|* e + (1—e7mT).

We then let « = p7" and = (1+176;)az Using this,
aJ.
D~ —a el e + (1 = ) + fpac

When we set this to 0, we get
alleol® e = B(1 = e") + fnae” "
= e (alleol” + 5~ Bie) = 8

2
6—na(a;0|| +1_77a):1
o eo”
— T—&—l:em—l—na,

where the third line uses the fact that 5 # 0. This is solved
when

. lrallel® o leol|*
nB—a[ 5 +1 W(exp( 3 +1)>}7

where W is the Lambert W function.

Appendix H.
Additional Experiments

In this section, we first provide additional results across
varying SNR estimates for linear regression. Our results are
summarized in Table [3] We measure MSE on A% (the post-
hoc privatization design, as in Definition [3) and on A% (the
privacy-conscious design, as in Definition 4). We observe the
same trends as in Section@— when SNR is misspecified, the
MSE increases across both designs, compared to the oracle
model. However, across all SNR estimates, we see consistent
improvements in MSE with privacy-conscious design.

We further discuss varying our estimates of |leg|| for
gradient descent; our results are summarized in Table E} As
in linear regression, we observe significant benefits from
privacy-conscious design across all datasets and nearly all
|leo]| estimates. The only exception is that for MNIST (Hard)
— particularly, when ||eq || is significantly underestimated (i.e.,
|leo]] = 0.01) and the privacy budget is loose (i.e., Ml >
2~4). In this case, post-hoc privatization slightly outperforms
the privacy-conscious design. This is because the privacy-
conscious design takes unnecessarily small steps due to
underestimating |leg|| and does not converge even under
loose privacy constraints.

Overall, we see significant benefits from privacy-
conscious design across a wide range of hyperparameters.
This suggests that even when initial parameters are ap-
proximated, privacy-conscious design provides a practical
approach to improving privatized utility.

Logistic Regression Test Accuracy (Advanced Composition, Oracle ||e||)
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Figure 7. Gradient descent results with advanced composition show minimal
changes in accuracy compared to the simple composition setting. Experi-
ments use oracle access to ||eg|| and accuracy is averaged over 100 trials.

Appendix 1.
Advanced Composition

As discussed in Section [2] the simple composition
theorem (Theorem 4.1 of [25]) focuses on the setting where
the choice of the secret subset X; changes across releases.
That is, we bound the mutual information between X7 ... X4
and the noisy outputs, in a setting where each X, is an
independent draw from D. While this setting is plausible for
certain settings (e.g., database queries for the census [70]),
it does not translate into the ML setting. That is, in the ML
setting, the standard adversarial task considered is whether
individual datapoints are ever used to train the output model.
As previously discussed, for this adversarial task, under
simple composition, the prior grows as (1 — 1/2%). At the
time of submission, this was state-of-the-art for black-box
privatization via PAC Privacy[l}

Recent work in PAC Privacy allows us to consider the
setting where the same secret is used per iteration via black-
box privatization, where the M| remains bounded linearly.
Formally, Theorem 3.3 of [26] proves that

MI(X1,. .., Xa; {Mp(X;)},) < dB,

even in the setting where X7 = X5 --- = Xy when Mp is
calibrated appropriately. That is, while the algorithm still
uses instance-specific noise computations, it requires tracking

1. Note that Theorem 4.2 of [25], which allows for the harder adversarial
setting is no longer black-box — specifically, this theorem requires a
universal upper bound on divergence (similar to DP) making it difficult to
integrate with privacy-conscious design.



TABLE 3. LINEAR REGRESSION RESULTS ACROSS VARYING SNR. THE FIRST VALUE OF EACH CELL REPRESENTS THE POST-HOC PRIVATIZATION MSE
WITH A5, AND THE SECOND VALUE REPRESENTS THE PRIVACY-CONSCIOUS MSE WITH A%;. ACROSS ALL DATASETS AND SNR RATES, WE SEE THE
BENEFITS OF PRIVACY-CONSCIOUS DESIGN.

Total Mutual Information Budget

Dataset SNR
(Non-Private MSE)  (Per-Dim.) 92 9—4 96 98 9-10

Oracle (0.49, 0.46)  (0.75, 0.53) (1.88,0.61) (6.23, 0.64) (23.71, 0.65)
Red Wine 10.0 (0.52, 0.52) (0.90, 0.88) (246, 2.18) (8.53,5.84) (31.85,9.53)
0.39) 1.0 (0.52, 0.51)  (0.90, 0.80) (2.33, 1.28)  (8.48, 1.32)  (32.30, 0.96)
0.1 (0.52, 0.49) (0.88, 0.58) (2.42, 0.64) (8.26, 0.65) (32.28, 0.66)
Oracle (0.61, 0.59) (0.75, 0.62) (1.31, 0.68) (3.51, 0.73) (12.54, 0.76)
White Wine 10.0 (0.63, 0.63)  (0.80, 0.81) (1.52, 1.50) (4.34,3.81) (15.78, 9.14)
(0.57) 1.0 (0.63, 0.63) (0.81,0.78) (1.52, 1.21) (4.32, 1.74)  (15.40, 1.58)
0.1 (0.63, 0.62)  (0.80, 0.69) (1.51, 0.76) (4.32,0.78)  (15.23, 0.78)
Oracle (0.57, 0.57) (0.6, 0.58) (0.73, 0.6) (1.25, 0.67) (3.35, 0.84)
Housing 10.0 (0.63, 0.62) (0.87,0.82) (1.65, 1.27)  (5.50, 2.15)  (20.87, 4.43)
(0.56) 1.0 (0.63, 0.60)  (0.86, 0.67) (1.81, 0.84) (5.13, 1.36) (20.83, 2.25)
0.1 (0.62, 0.57) (0.83, 0.61) (1.58, 0.72) (4.84,0.94) (16.36, 1.17)

TABLE 4. GRADIENT DESCENT RESULTS ACROSS VARYING ||€0 H . THE FIRST VALUE OF EACH CELL REPRESENTS THE POST-HOC PRIVATIZATION TEST
ACCURACY WITH 7];0 AND THE SECOND VALUE REPRESENTS THE PRIVACY-CONSCIOUS TEST ACCURACY WITH 7]73. WHILE THE TEST ACCURACY IS
SENSITIVE TO ||€0H, WE BROADLY OBSERVE THE BENEFITS OF PRIVACY-CONSCIOUS DESIGN.

Dataset

Total Mutual Information Budget

! lleo|| (Per-Dim.)
(Non-Private Acc.)

272 274 276 278 2710
Oracle (0.91, 0.99) (0.78, 0.96)  (0.65, 0.91) (0.58, 0.85)  (0.53, 0.73)
Credit 0.01 (0.91, 0.98) (0.78, 0.92)  (0.66, 0.81)  (0.58, 0.69)  (0.54, 0.61)
(1.00) 0.1 (0.86, 0.96) (0.73, 0.89)  (0.62, 0.80) (0.55, 0.68)  (0.53, 0.60)
1.0 (0.82, 0.89) (0.69, 0.79)  (0.60, 0.69)  (0.55, 0.61)  (0.53, 0.56)
Oracle (0.97,0.99) (0.86, 0.98) (0.72, 0.98) (0.67, 0.92)  (0.57, 0.78)
MNIST (Easy) 0.01 (0.97,0.96)  (0.90, 0.89)  (0.72, 0.76)  (0.63, 0.64)  (0.55, 0.58)
(0.99) 0.1 (0.95,0.99) (0.81,0.97) (0.67,0.83) (0.63, 0.67) (0.58, 0.58)
1.0 0.92,0.97) (0.77, 0.93)  (0.67, 0.80) (0.58, 0.66)  (0.56, 0.57)
Oracle (0.76, 0.89)  (0.64, 0.85)  (0.57, 0.76)  (0.54, 0.65)  (0.53, 0.58)
MNIST (Hard) 0.01 (0.82, 0.76)  (0.70, 0.64)  (0.59, 0.57)  (0.54, 0.53)  (0.52, 0.52)
(0.93) 0.1 (0.76, 0.89)  (0.64, 0.74)  (0.56, 0.6)  (0.54, 0.54)  (0.52, 0.52)
1.0 (0.70, 0.83)  (0.61, 0.73)  (0.56, 0.63)  (0.53, 0.56)  (0.51, 0.53)

the posterior belief-state at each iteration; in particular, the
noise at iteration ¢ must be calibrated to the adversary’s
current posterior belief (cf. Algorithm 1 of [26]).

Implementing this algorithm requires minimal changes
to our privacy-conscious design framework. Tracking the
posterior belief state requires us to estimate variance with a
finite number of subsets, rather than analytically. We then
bound conditional MI at each iteration ¢ by computing
variance, weighted by the current adversarial belief state.
We use m = 1024 subsets and re-implement our gradient
descent experiments under the stronger adversarial model.

Our results are summarized in Figure [/} For computa-
tional efficiency, we measure accuracy over 5 privacy budgets:
—logMI € [2,4,6,8,10] and run 100 trials per privacy
budget. We note that there is some noise in our results
due to the lower number of trials. However, the changes in

accuracy from the stronger adversarial model are minimal;
that is, our results in Figure [7] across datasets are comparable
to Figure [6] Again, we consistently observe improvement in
accuracy due to privacy-conscious design across all settings.
This suggests that privacy-conscious design extends smoothly
to the stronger adversarial setting and provides meaningful
privacy guarantees in the machine learning context.



Appendix J.
Meta-Review

The following meta-review was prepared by the program
committee for the 2026 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

J.1. Summary

The paper builds on top of the concept of PAC privacy
which limits the learnable information about a dataset from
the model. The paper particularly develops new privacy-
preserving learning algorithms, for linear regression and
gradient descent, that improve over the state-of-the-art.

J.2. Scientific Contributions

e Creates a New Tool to Enable Future Science

o Addresses a Long-Known Issue

o Provides a Valuable Step Forward in an Established
Field

o Establishes a New Research Direction

J.3. Reasons for Acceptance

1) The concept of PAC privacy seems an interesting
research direction with the potential to overcome some
limitations in privacy-preserving machine learning. It
deserves some attention and the proposed algorithm
advances this field.

J.4. Noteworthy Concerns

The work builds on the concept of PAC Privacy. It may
be helpful to read [13]] first.
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