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AUTHENTICATION OF PHYSICAL items is an age-old 
problem.3 Common approaches include the use 
of bar codes, QR codes, holograms, and RFID tags. 
Traditional RFID tags and bar codes use a public 
identifier as a means of authenticating. A public 
identifier, however, is static: it is the same each time 
when queried and can be easily copied by an adversary. 
Holograms can also be viewed as public identifiers: 
a knowledgable verifier knows all the attributes to 
inspect visually. It is difficult to make hologram-
based authentication pervasive; a casual verifier 
does not know all the attributes to look for. Further, 
to achieve pervasive authentication, it is useful for 
the authentication modality to be easy to integrate 
with modern electronic devices (for example, mobile 
smartphones) and to be easy for non-experts to use.

Identification is not the same as authentication.  
A public identifier alone cannot distinguish a genuine 
product from a counterfeit copy, since a public identifier 

is static and can be openly queried. An 
adversary can “get ahead” of a legiti-
mate authentication event by querying 
a genuine product ahead of time, and 
subsequently replaying the response or 
making a copy of the identifier. 

Attack vectors associated with the 
inability to distinguish the genuine 
from a copy are numerous. Consider 
these two cases:

Physical item counterfeiting. Imag-
ine an authentication system where 
an authentication server detects the 
presence of a counterfeit item based 
on scans associated with its public 
identifier; any available geolocation 
and timestamp information is associ-
ated with the public identifier upon a 
scan, and then stored on the authen-
tication server. A counterfeiter can 
produce products with bar codes or 
RFID tags that are programmed with a 
previously seen identifier of a genuine 
product. If the server is presented with 
a scan of both a genuine and a coun-
terfeit product, it cannot distinguish 
one from the other, and can do no bet-
ter than marking both as suspected 
counterfeits. 

False scan injection. It may be pos-
sible, depending on the system design, 
for an adversary to disrupt the authenti-
cation decision ability of the server with-
out ever building a physical counterfeit 
product. Continuing from the previous 
example, let’s suppose that an adver-
sary is able to electronically submit a 
scan to the authentication server, with 
a geolocation that has been spoofed; 
the scan is purely electronic and does 
not come from a physical product. The 
scan contains a public identifier ob-
tained from a genuine product that was 
sitting in a store; alternatively, a list of 
product identifiers might have been 
pilfered from a distribution center. If 
a genuine product is scanned later, the 
server may regard the genuine product 
as a suspected counterfeit since that 
product identifier has apparently (from 
the perspective of the server) been in a 
different geolocation.

Indeed, the ability to distinguish 
a genuine from a copy is very useful, 
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if not central, to any effective anti-
counterfeiting scheme. The magnet-
ic-stripe-based credit cards that have 
been widely used in the U.S. suffer 
from not having this capability (they 
are being replaced with chip cards for 
this reason). Risk management analyt-
ics trigger the issuance of a new credit 
card number and a new credit card 
because the genuine one cannot be 
distinguished from a copy or clone. A 
consumer might be in possession of a 
genuine credit card, but they are forced 
to replace it because the system cannot 
distinguish it from a clone.

Broadly speaking, while the use of 
public identifiers can establish the 
supply-chain provenance trail, assum-
ing all parties in the supply chain are 
honest, such a scheme does not pre-

vent substitution attacks where genuine 
products packaged with genuine public 
identifiers are replaced with counter-
feit products packaged with malicious-
ly replicated public identifiers. This 
can occur at supply-chain checkpoints 
or while products are in transit. It is 
desirable for an authentication system 
to be able to distinguish genuine from 
clone; address man-in-the-middle, re-
play, and substitution attacks; and al-
low multiple parties to cross-audit each 
other without the need to assume all 
the upstream supply-chain parties have 
behaved properly.

Dynamic Authentication
One of the main problems with using a 
public identifier to authenticate is that 
it is static and subject to replay attacks 

when there is a man-in-the-middle 
adversary between the device and the 
authentication verification server. In 
the cryptographic realm, using a cryp-
tographic primitive such as a keyed 
block cipher or a keyed hash function 
solves this problem. An authentica-
tion verification server generates a 
random number that can be used as a 
challenge, and the device’s response is 
a function of the incoming challenge 
from the server and a secret key that 
is stored securely on the device. The 
authentication verification server also 
needs the secret key in order to verify 
that the incoming response from the 
device is correct; the response can be 
the cipher text of the block cipher or 
the digest of the keyed hash function. A 
public identifier (for example, a serial 
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increases implementation complex-
ity. There are security considerations 
in the exposure of error-correcting 
bits that need to be addressed in any 
PUF error-correction scheme.6 These 
considerations have been addressed 
in the past ten years, leading to com-
mercial products that use PUFs to pro-
vide key generation capability enabled 
through manufacturing variation. For 
example, a PUF was integrated into an 
ARM-based SoC (system-on-a-chip) 
from Xilinx19 for secure firmware load 
during the device boot process.

The focus here is on the authenti-
cation use case. The goal is to bring 
authentication to applications where 
conventional cryptographic approach-
es are too expensive and cumbersome, 
and enable pervasive dynamic chal-
lenge/response authentication of phys-
ical items.

Differential Measurements
To make silicon PUFs viable, one main 
obstacle to overcome is preventing 
changes in environmental conditions 
(for example, temperature, voltage) 
from overwhelming minuscule manu-
facturing-variation-induced measure-
ments. One of the key insights in early 
PUF research6 was to use differential 
measurements, which was later proven 
to be highly effective in silicon. Before 
then, the characterization of manu-
facturing variation required expensive 
semiconductor test equipment and a 
lot of evaluation time, and it was not 
obvious how to do so very quickly in an 
in-circuit fashion (without expensive ex-
ternal equipment) and in a manner that 
is robust to environmental changes. To 
the extent that temperature, voltage, 
and other environmental effects impact 
the differential measurements equally, 
their effects cancel out, thereby allow-
ing the minute manufacturing-varia-
tion-induced effects to be manifested 
in the PUF response measurements. 
This is a general principle that was suc-
cessfully employed in many subsequent 
silicon PUF circuits. A survey of differ-
ent PUF approaches as they relate to 
authentication was published in 2015.4

The first custom silicon PUF imple-
mentation from MIT was the arbiter PUF,7 
shown in the dash-lined box in Figure 
1. This is referred to as a “basic” arbi-
ter PUF building block to distinguish 
it from more complex constructs to be 

number) can be used to enable the au-
thentication verification server to look 
up the correct key for the device being 
queried. Here, the public identifier is 
being used for its proper purpose, to 
identify, and not as the primary means 
to authenticate. The response cannot 
be simply replayed to the server by a 
man-in-the-middle adversary because 
the server uses a different unpredict-
able challenge each time.

Cryptographic implementations of 
a challenge/response protocol require 
two items on the device:

Keyed cryptographic module. The de-
vice needs a cryptographic primitive 
such as a block cipher or hash function 
that uses a secret key.

Obfuscated secret key. The device 
needs a secret key that is securely 
stored, using, for example, secure non-
volatile memory that is obfuscated 
and not publicly readable. Nonvolatile 
memory technologies are known to 
be subject to reverse-engineering at-
tacks, where the secret-key bits that are 
stored can be recovered.9 Layout obfus-
cation is viewed as important in mak-
ing key recovery more difficult. 

Today, many products do not have 
dynamic authentication because cryp-
tographic approaches may be too ex-
pensive or unusable in a passive circuit 
setting where energy to power the cryp-
tographic circuit is harvested from an 
external RF field source (for example, 
a dedicated RFID reader or an NFC, or 
near-field communication-enabled, 
smartphone). A lower-complexity and 
inexpensive implementation of a chal-
lenge/response protocol would allow 
authentication to become more perva-
sive, especially if it could be integrated 
with a modern mobile smartphone in a 
manner that is easy to use. 

There is an alternative method of 
implementing a challenge/response 
protocol with integrated measurement 
capability. The approach requires nei-
ther a keyed cryptographic module nor 
an obfuscated secret key on the silicon 
device. The idea emerged at MIT more 
than 10 years ago.6 This article dis-
cusses what the research community 
has learned since then in terms of us-
ing silicon PUFs (physical unclonable 
functions) for challenge/response au-
thentication, how PUFs have been de-
ployed to combat counterfeiting, and 
what some of the open problems are. 

Silicon Physical 
Unclonable Function
Silicon PUF circuits generate output 
response bits based on a silicon de-
vice’s manufacturing variation. The 
variation is difficult to control or repro-
duce since it is within the tolerances of 
the semiconductor fabrication equip-
ment.6 The devices are manufactured 
identically from the same mask, and 
there is no secret-key programming to 
make each device respond differently 
even to the same challenge. When the 
same challenge is applied to different 
devices, each device outputs a different 
response. When the same challenge 
is applied repeatedly to the same de-
vice, the PUF outputs a response that is 
unique to the manufacturing instance 
of the PUF circuit, though some of the 
response bits may flip from query to 
query. This is because the response is 
produced based on a physical (versus a 
purely algorithmic) evaluation, which 
is subject to physical evaluation noise 
that depends on temperature, voltage, 
and other environmental effects.

PUFs have two broad classes of ap-
plications:14 

Authentication. In the authentication 
use case, the silicon device is deemed 
authentic if the response from an au-
thentication query is close enough in 
Hamming distance to a reference re-
sponse obtained during a provisioning 
process. This is similar to the false-pos-
itive and false-negative behavior found 
in human biometric systems, where 
noisy mismatching bits can be “forgiv-
en” using a threshold-based compari-
son. To prevent replay attacks, challeng-
es are not reused. Early research at MIT 
showed that identically manufactured 
circuitry could produce unique chal-
lenge/response pairs on different sili-
con instances of the same circuit, and 
it was argued that for any given device, 
the response is difficult to predict when 
subject to a random challenge. 

Key generation. If, instead of a 
threshold-based authentication, the 
PUF is to serve as a secret-key genera-
tor, only a fixed number of response 
bits need to be generated from the 
PUF. These bits can serve as symmet-
ric key bits and can be used in a secure 
processor.15 Since cryptographic keys 
are required to be bit exact, the ba-
sic PUF circuit needs to be enhanced 
with error-correction logic, which 
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discussed later. The PUF output for each 
basic arbiter PUF is derived from a differ-
ential race condition formed by succes-
sive delay stages. Each stage consists of a 
crossbar switch that can be formed using 
2:1 multiplexers. A challenge bit for each 
of the n = 64 stages determines whether 
the parallel path or the cross path is ac-
tive. Collectively, n challenge bits deter-
mine which path is chosen to create the 
transition at the top input to the arbiter 
latch, and similarly for the bottom in-
put. The arbiter latch is formed using 
a pair of NAND gates that is cross-cou-
pled (this is denoted by the rectangular 
boxes marked A in Figure 1). The differ-
ence comparison between the two delay 
paths, configured by the challenge bits, 
determines whether the basic arbiter 
PUF produces a 1 or a 0 output bit. The 
layout of the design has to be symmetri-
cally matched so that random manufac-
turing variation affects the response.

To obtain a multibit challenge, a 
seed challenge is applied to a challenge 
expansion circuit—for example, an 
LFSR (linear-feedback shift register), 
which is not shown in the figure. The 
LFSR is used to produce the subchal-
lenge bits <c>. The subchallenge bits 
are used to generate a response bit. 
Using multiple subchallenges and con-
catenating the resulting response bits 
together forms a multibit response. 

 Because of the linear and additive 
nature of the response evaluation, it 
was recognized early on that learn-
ing attacks can be employed to math-
ematically model a basic arbiter PUF.7 
Various techniques, including creating 
multiple instances of the basic PUF 
and bitwise-XORing their output bits,14 
served as countermeasures to make 
learning attacks more difficult. Figure 
1 depicts four basic 64-stage PUF in-
stances whose output can be XORed 
together in both a parallel and a serial 
fashion. An XOR PUF is formed by in-
stantiating multiple copies and XOR-
ing the output bits. 

Model Building to Aid 
Authentication
For many commercial applications, 
more than just a few challenge/re-
sponse pairs are needed. With the 
original PUF authentication scheme, 
the number of challenge/response 
pairs grows linearly with the number of 
supported authentication events. If the 

number of supported events is relative-
ly large—say, 1,000 authentications or 
more—this would result in many chal-
lenge/response pairs needing to be col-
lected as part of the provisioning proc-
ess and then stored on the server; both 
the provisioning time and the server 
storage would grow linearly with the 
number of authentications supported.

A major development in PUF re-
search was using the ease of model 
building of the basic arbiter PUF (prior 
to the XOR countermeasure) to create 
an authentication verification model on 
the server side. This authentication 
verification model essentially serves as 
a symmetric counterpart to the physi-
cal PUF circuit on the device. There-
fore, instead of collecting a number 
of challenge/response pairs that are 
linear in the number of authentication 
events and requiring a linear amount 
of storage on the server side, there is 
now a constant-size storage per PUF 
device on the server side regardless of 
the number of authentication events. 

While the basic arbiter PUF can be 
learned with relative ease, the XORing 
produces output bits that are more dif-
ficult to learn. One can take advantage 
of this by making the easier-to-learn 

variant available during the provision-
ing process (that is, bypassing the 
XORs). Here, the pre-XOR response 
bits for each basic arbiter PUF are ob-
tained, and a state-of-the-art machine-
learning algorithm can be used to 
derive the delay values on the server 
side. Afterward, the XORs are no lon-
ger bypassed, increasing the machine-
learning difficulty for the adversary. 
To get the benefit of constant provi-
sioning time and the constant storage 
requirement, the provisioning func-
tionality needs to be disabled after the 
device leaves the manufacturing facil-
ity. For example, the publicly readable 
serial number of the device, once pro-
grammed, can disable the extraction of 
the PUF response bits prior to the XOR 
countermeasure. Reprogramming of 
the serial number is also disabled.

Machine Learning Attacks
When lightweight PUF-based authen-
tication is performed using a thresh-
old-based comparison as described 
previously, neither a cryptographic 
algorithm nor an obfuscated key is re-
quired on the silicon PUF device. Un-
fortunately, without a cryptographic 
algorithm and an obfuscated secret or 

Figure 1. Basic arbiter PUF building block shown in the dotted line.
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limited data; meanwhile, the theoreti-
cal learning results from the previously 
mentioned research5 imply that both 
an exponential number of response bits 
and an exponential attack time are re-
quired. The response-data exposure can 
be throttled dynamically by the server 
as knowledge of new attacks emerges, 
even against an adaptive chosen-chal-
lenge adversary with uninterrupted in-
terface access to the device, a result of 
the use of mutual authentication. 

So Where Are We?
While a lot of strides have been made 
in terms of silicon PUF constructs and 
an understanding of their behavior 
in terms of practical and theoretical 
learnability when used in a challenge/
response context, some questions re-
main. While the recent theoretical 
learning results declared that certain 
PUF constructs are exponentially dif-
ficult to PAC-learn, there is still a reli-
ance on heuristic results for what the 
exponential learning-difficulty curve 
looks like for the “best attacks” avail-
able. Although there have been sev-
eral years of machine-learning attacks 
on PUFs by multiple research groups 
thus far, there is still work to be done 
in this area to affirm a practical and 
safe heuristic limit in terms of number 
of response bits that can be exposed 
for different XOR PUF constructs that 
ensures security. Fortunately, the lock-
down approach20 allows the server to 
manage the response-bits exposure 
at the protocol level, thereby allowing 
a degree of dynamic adjustment to 
emerging attack results. 

Additionally, side-channel attacks 
coupled with machine learning rep-
resent a relatively new research area. 
While the lockdown protocol20 ad-
dressed various side-channel attacks 
that have been published, including 
noise-side-channel attacks, noise-fil-
tering attacks, and backside photon-
ics imaging attacks, new attacks may 
emerge that could bring forth research 
into new countermeasures and new 
PUF constructs.

PUF NFC IC and Tags
For a silicon PUF to be useful for au-
thentication, it must be integrated into 
a form that can be easily authenticated. 
With the recent emergence of NFC-
enabled smartphones, custom RFID/

private key, it is difficult to derive an 
exponential number of challenge/re-
sponse pairs from a linearly sized PUF 
circuit. Arbitrary logical or arithmetic 
post-processing cannot be applied to 
the silicon manufacturing variation 
since the physical PUF evaluation 
noise would be amplified. Therefore, 
popular PUF authentication circuits 
are evaluated in a mostly linear fash-
ion, with limited nonlinear mixing 
(for example, using XORs as described 
earlier), and are therefore prone to 
modeling attacks. 

Machine-learning attacks have been 
applied successfully on a variety of PUF 
constructs using computer-simulated 
PUF models11 and, later, for silicon 
PUF implementations.12 These attacks 
include the popular XOR construction 
of the arbiter PUF and serve as a bench-
mark for a PUF’s machine-learning at-
tack attributes as well as a catalyst for 
the development of countermeasures. 

Another breakthrough attack 
was presented in 2015, where PUF 
response “reliability” information, 
which can be viewed as noise side-
channel information, is used essen-
tially to bypass the nonlinear mixing 
effects of the XORs, making even a 
PUF with a very high (for example, 20-
plus) number of XORs relatively easy 
to learn (for example, using a few hun-
dred thousand response bits).1

Probabilistic Authentication
To thwart the attacks described in the 
previous section, machine-learning 
attack countermeasures were devel-
oped, taking advantage of the model-
building concept. With it, challenges 
can now be determined at runtime. 
Recall that the authentication verifica-
tion model that is stored on the server 
side can be used to synthesize any chal-
lenge/response pairs; the server is no 
longer restricted to the challenge/re-
sponse pairs collected during the pro-
visioning process. The device can now 
produce part of the challenge at run-
time, so neither the server nor the de-
vice alone can fully determine the exact 
subchallenges used. This also makes 
the authentication process probabilis-
tic: even if a (malicious) server repeat-
edly issues the same challenge Cs to the 
device, any output response R would be 
a function of both Cs and Cd. Here, Cd 
represents the device-generated part 

of the challenge, which is passed back 
to the server. Instead of R = PUFid (Cs), 
now it is R = PUFid (Cs || Cd). As a re-
sult, the PUF cannot be trivially distin-
guished from random by repeating the 
same challenge Cs, analogous to what 
happens when probabilistic encryp-
tion is used in the cryptographic realm. 

The use of device-generated chal-
lenges8,21 can be viewed as a counter-
measure to prevent repeated challeng-
es, which addresses the reliability-based 
machine-learning attacks that take 
advantage of noise-side-channel infor-
mation.1 This also addresses the noise-
filtering approach using majority voting 
employed to attack silicon PUFs.12

Theoretical Learning Difficulty
Recently published research5 estab-
lishes the theoretical difficulty of 
PUF learning—in particular, for the 
popular XOR PUF construct. These 
recent results used the celebrated 
PAC (probably-approximately correct) 
framework,16 which links learning with 
complexity theory, and applied that 
framework to determine which kinds 
of PUFs are polynomially learnable and 
which would require an exponential at-
tack resource (for example, attack run-
time, number of response bits) with 
respect to the circuit size. The authors 
of this research5 not only declared cer-
tain XOR PUF constructs to be expo-
nentially difficult to learn under the 
PAC framework, but also questioned 
whether such PUFs can be realized in 
practice. A new protocol-level coun-
termeasure20 allows exponentially dif-
ficult-to-learn PUFs based on the PAC 
results5 to be instantiated in practice, 
with silicon results to demonstrate 
practical feasibility. The main idea is to 
run the authentication protocol in both 
directions; only after the PUF device 
has authenticated the authentication 
verification server does the PUF device 
release new response bits to a poten-
tial man-in-the-middle adversary. The 
device is effectively locked down, with 
the exposure of new response bits im-
plicitly controlled by the server at the 
protocol level. 

To address noise-side-channel at-
tacks, a device-side challenge8,21 can 
be added. The challenge/response be-
havior of the device is locked down at 
the protocol level, and the adversary 
is faced with machine learning using 



APRIL 2017  |   VOL.  60  |   NO.  4  |   COMMUNICATIONS OF THE ACM     37

practice

NFC readers are no longer necessary 
for many use cases. An Android smart-
phone with a downloaded app would 
put the power of authentication in the 
hands of the consumer, or allow a store 
owner, distributor, or others in the sup-
ply chain to perform authentication of 
products. A product-authentication 
kiosk (similar to the barcode-scanning 
kiosks found in many major U.S. retail-
ers) can also be used to provide PUF 
NFC authentication results as well 
as pulling information from a cloud 
server about a particular product in-
stance’s origin, source of manufactur-
ing, freshness/expiration, provenance, 
and other information. 

Major progress has been made in 
terms of PUF packaging and form fac-
tor. The first silicon PUF circuit was a 
relatively large research lab prototype 
and required wired connections to a 
computer for authentication, as shown 
in Figure 2.

After a decade of iteration and re-
finement, PUF NFC tags appeared in 
commercial products. Figure 3 shows a 
PUF NFC tag on a Canon camera pack-
age sold in Asia and an Android off-the-
shelf NFC device that can be used to 
authenticate the tag.

Figure 4 is a close-up of a PUF-NFC 
IC encapsulated in a tag inlay. The area 
is taken up mostly by the antenna, and 
the actual IC area is extremely small 
(shown by the arrow). The antenna size 
affects the read range. The tag shown 
has a read range of about five centime-
ters. A small read range is useful for 
applications where privacy is an issue 
or for item-level tagging applications 
where it is desirable to know that a par-
ticular item is being interrogated using 
an NFC scan, which can be done with a 
modern NFC-enabled smartphone.

The lightweight nature of the PUF-
NFC implementation also brings dy-
namic authentication capabilities 
to new product types—for example, 
secure paper, as shown in Figure 5. 
This is a useful means of tracking the 
processing of official documents (for 
example, when submitted by a private 
citizen to a government office for pro-
cessing) and of authenticating them. 
An NFC scan made by a government 
employee authenticates the document; 
the authentication verification server 
can also record the geolocation and 
timestamp associated with the authen-

ticated document. This allows a citizen 
or a government audit agency to more 
easily track which processing step the 
document is undergoing as well as the 
whereabouts of the document. 

When applied to an ID card, the 
PUF NFC approach not only allows a 
public employee to authenticate the 
identity of a private citizen, but also 
allows a private citizen to make sure 
a person who claims to be a public 
employee is not a fraud (for example, 
a public employee visiting a private 
citizen’s house to perform inspection 
and possible repairs). An NFC scan 
with a smartphone would authenti-
cate the employee’s ID card, and an 
image of the card could be accessed 
on the homeowner’s smartphone to 
make sure the picture and other vital 
information on the card have not been 
altered. A work order associated with 
the task that the visiting public em-
ployee is authorized to perform can 
also be displayed. Pervasive authen-
tication by both the public employee 
and the private citizen would promote 
better public-sector accountability.

Previously, RFID scans required ded-
icated readers, which may be feasible 
to distribute to public employees or in 
other enterprise settings, but would be 

cumbersome if not cost-prohibitive to 
distribute to private citizens. A modern 
NFC-enabled smartphone, when used 
with a PUF NFC tag, democratizes au-
thentication, putting the power of au-
thentication in the hands of a private 

Figure 3. Commercial deployment, 2014.

Figure 2. MIT silicon PUF prototype, 2002.

Figure 4. PUF NFC tag.

PUF NFC IC

Figure 5. PUF embedded in secure paper.

PUF NFC IC
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server performs a fuzzy match across a 
reference set of preselected responses 
(collected during provisioning) for the 
entire population to determine which 
device is being accessed. Then the serv-
er can fetch the corresponding authen-
tication verification model for that de-
vice, to be used for the authentication 
phase. The nonvolatile storage bits on 
the chip that would otherwise be used 
to store the serial number to identify 
the device can be eliminated.

In certain use cases, where the RFID/
NFC is used for identification only, and 
no on-chip data storage is needed to 
store ancillary data associated with a 
tagged product, it may be possible to 
eliminate all nonvolatile storage from 
an RFID/NFC device by using a PUF to 
provide the identification. Eliminating 
on-chip nonvolatile storage is a poten-
tial source for savings in terms of sili-
con area and manufacturing cost. 

Authentication. Item-level authen-
tication is an obvious use case for the 
challenge/response silicon PUF. This 
is a case of server-to-device entity au-
thentication. As mentioned previously, 
it is also possible to run the entity au-
thentication protocol in the reverse 
direction, for device-to-server entity au-
thentication. In the lockdown protocol 
scenario,20 running the entity authen-
tication in both directions is used to 
limit response-bits exposure. 

It is possible to extend the afore-
mentioned mutual entity authenti-
cation functionality to perform data 
authentication and, in particular, to 
authenticate a relatively small number 
of data bytes. This protocol extension 
provides server-to-device data authen-
tication as well as device-to-server data 
authentication. For example, a read/
write interface can be implemented be-
tween the server and the device, so only 
authenticated read/write commands 
from the server are acted upon by the 
device. If the server read/write com-
mands are modified in transit, the de-
vice could detect the bit modifications. 

This can be achieved by incorporat-
ing the data bytes as a part of the chal-
lenge. The server first receives the serial 
number (id) from the device as well as a 
device-side challenge Cd. Then it sends 
to the device a server-side challenge Cs, 
command bytes B, and a response R, 
where R = PUFid (Cs || Cd || B) emu-
lated using the server-side model. The 

individual without the burden of spe-
cialized reader hardware distribution.

Identification, Authentication, 
Authorization
In 2004, Bruce Schneier wrote about the 
importance of distinguishing three inter-
related security services: identification, 
authentication, and authorization.13 
While we have discussed PUFs mostly in 
the context of item-level authentication, 
they can also be used to provide each of 
the three security services.

Identification. As described by Schnei-
er, an identifier needs to distinguish one 
member of a population from another 
member. Schneier also stated that con-
ventional human biometric measure-
ments such as fingerprint scans or iris 
scans cannot be used for identification; 
a separate identifier is needed so the bio-
metric reading can be matched against 
a single reference biometric template 
vs. all the templates for the population. 
This is because, for a human biometric 
reading, if a match is performed across 
all templates in a population, the col-
lision probability is too high (for ex-
ample, on the order of 1 in 10,000 or 1 
in 100,00010,18). This means that out of a 
reasonably sized population larger than 
a small city, there is a high probability 
that two biometric readings would be 
regarded as coming from the same in-
dividual if a separate identifier were not 
used. Human biometrics can be used 
for authentication if a person has already 
been identified through other means. 

When a silicon PUF is used, the col-
lision probability can be made well be-
low those for human biometrics—for 
example, it can be made below 1 in 1 
trillion without the use of a separate 
public identifier. A silicon PUF imple-
mentation can scale the uniqueness 
information content better than a hu-
man biometric scheme, allowing the 
former to be used for identification.

Although the NFC PUF IC implemen-
tation described earlier uses a serial 
number to identify the device, if a chal-
lenge/response PUF authentication oc-
curs, it is feasible to use the PUF to iden-
tify the device. A preselected challenge, 
possibly hardwired into the chip, can 
have the corresponding preselected 
response designated as an identifier. 
When different devices are queried, 
each device outputs a unique preselect-
ed response that is possibly noisy. The 

A modern 
NFC-enabled 
smartphone, 
when used with 
a PUF NFC tag, 
democratizes 
authentication, 
putting the power 
of authentication 
in the hands of a 
private individual 
without the burden 
of specialized 
reader hardware 
distribution.
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device validates the response; since 
the challenge now incorporates the 
command bytes B, the read/write com-
mand is also authenticated. The de-
vice authenticates the server and the 
incoming command before executing 
the latter. These might be commands 
that allow certain configuration bits 
to be written into the device’s on-chip 
memory, or certain data to be read. The 
device can send back data in a similar 
manner. The server can then authenti-
cate both the source of the data (entity 
authentication) and that the data from 
the device hasn’t been modified in 
transit (data authentication).

Authorization. In many applications, 
the verifier is a public employee who 
obtains access to a private person’s da-
tabase entry from a cloud server in or-
der to perform a more comprehensive 
authentication of an individual. The 
sensitive information may include 
security questions or other personal 
information that can be verbally vali-
dated. A private person’s PUF-NFC ID 
card can be used to limit database ac-
cess by a public employee so that such 
an employee cannot arbitrarily pilfer 
sensitive private data. The employee 
is authorized to obtain database ac-
cess to certain sensitive and personal 
information only when a particular 
PUF-NFC ID card from a private person 
is physically present and produces a 
proper response to a server’s challenge. 

In many of today’s RFID use cases, it 
is also common to store certain infor-
mation associated with a tagged prod-
uct on the RFID device itself, which 
incurs a silicon area overhead and an 
increase in manufacturing cost asso-
ciated with larger on-chip nonvolatile 
storage. Since a conventional RFID de-
vice does not offer dynamic authentica-
tion (it emits only a static public iden-
tifier), the locally stored information 
cannot be safely moved into the cloud; 
this is because another RFID that is pro-
grammed with the same serial number 
would be associated with that data re-
cord in the cloud. For example, the data 
record can be the maintenance trail of 
an airplane part or the supply-chain 
provenance trail of a pharmaceutical 
product. If the RFID/NFC device, how-
ever, is used to offer authorization (for 
reading or both read/write) to access a 
particular database entry in the cloud, 
then the data that otherwise would be 

stored locally on the RFID device can be 
more safely moved into the cloud. This 
minimizes the need for large storage 
local to the RFID/NFC device. An indi-
vidual on the ground is authorized to 
access the cloud data record only when 
the PUF-NFC device is physically pres-
ent. This assumes that reader devices 
are cloud-connected, which is increas-
ingly becoming the trend.

Also, in the age of big data and cloud 
computing, data is worth more when 
it is aggregated in the cloud vs. stored 
separately in each tag. In the former 
case, analytics can be performed to 
uncover unauthorized activities or to 
gather other forms of business intel-
ligence information. The PUF serves 
to bind the tag to a particular database 
record in the cloud by providing access 
authorization in a manner that a static 
public identifier cannot.

Conclusion
For more than a decade, silicon PUFs 
have gathered an enormous amount of 
interest in applications ranging from 
product authentication to secure pro-
cessors. There have been commercial 
deployments and complete integra-
tion with authentication servers and 
consumer-grade, off-the-shelf smart-
phones to give the power of authentica-
tion to the ordinary person.

People know much more about 
PUFs and how to use them, including 
vulnerabilities and countermeasures, 
than they did a few years ago. As the 
PUF field becomes well established, 
more attacks and countermeasures 
are expected to be published to further 
vet the security properties of PUFs. 
Such a cycle has also been seen in the 
cryptographic world—for example, the 
AES-ECB algorithm was subject to the 
“Penguin” attack,17 and the plain RSA 
algorithm is subject to existential forg-
ery,2 both of which can be addressed by 
using the fundamental primitives in a 
different fashion. 	
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