
Hopps: Leveraging Sparsity to
Accelerate Automata Processing

Xingran Du
Massachusetts Institute of Technology

Cambridge, MA, USA
xrdu@csail.mit.edu

Joel S. Emer
Massachusetts Institute of Technology

Cambridge, MA, USA
NVIDIA

Westford, MA, USA
emer@csail.mit.edu

Daniel Sanchez
Massachusetts Institute of Technology

Cambridge, MA, USA
sanchez@csail.mit.edu

Abstract

Automata processing (AP) is a key kernel in data analytics
and scienti�c computing. AP workloads process a stream of
symbols with many automata (FSMs) in parallel, e.g., pattern-
matching network tra�c against many malicious strings.
The need for high-performance AP has sparked the de-

sign of specialized accelerators. But prior AP accelerators are
ine�cient: AP workloads have substantial sparsity, but accel-
erators exploit no or limited sparsity. Speci�cally, each AP
workload can be expressed as the concurrent traversal of all
automata, which are encoded as graphs. But state-of-the-art
accelerators store these graphs uncompressed, using bitsets.
This allows the use of specialized memory crossbars that pro-
vide high parallelism and e�ciency when graphs are dense.
But many graphs are highly sparse, making crossbar-based
accelerators ine�cient.

We present Hopps, the �rst automata processing acceler-
ator that exploits sparse data representations. Hopps com-
bines two types of processing units: one represents data
uncompressed, which achieves high throughput but is space-
ine�cient, while the other uses a compressed-sparse repre-
sentation, which achieves high space e�ciency but lower and
more variable throughput. To use Hopps well, we present a
novel automata mapping algorithm that maps most work to
high-throughput units, while keeping a large fraction of state
in space-e�cient units. Hopps’s hybrid design relaxes sev-
eral constraints in crossbar-based designs, allowing for more
e�cient high-throughput units (e.g., by using a large number
of smaller crossbars). Thus, by making the uncommon case
cheap, Hopps makes the common case even faster.
We evaluate Hopps on AutomataZoo [44] benchmarks.

Hopps outperforms prior state-of-the-art accelerators Impala
and SpAP by gmean 2.5× and 2.2× when using equal area.
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1 Introduction

Automata processing has wide applications in network in-
trusion and malware detection [2, 7, 54, 56], bioinformat-
ics [4, 30], datamining [31, 39], andmachine learning [19, 34].
An automata processing workload analyzes a stream of input
symbols to �nd matching patterns, and reports the match-
ing patterns. Each pattern is encoded as an automaton (i.e.,
a �nite-state machine), and its state-transition diagram is
represented as a graph. Though each automaton graph is
small (typically from less than ten to a few thousand nodes),
the workload uses many automata (e.g., thousands), which
provides ample parallelism: at its core, the workload is the
concurrent traversal of many small graphs.
Despite its importance, automata processing is slow on

CPUs or GPUs, calling for specialized accelerators. Speci�-
cally, the state-of-the-art GPU AP implementation [12] pro-
cesses inputs at <200MB/s for all but one of the Automata-
Zoo [44] benchmarks; CPU implementations are∼10×worse.
In particular, the GPU implementation of the network intru-
sion detection workload Snort achieves 115MB/s, short of
the 100s of Gb/s bandwidth of modern SmartNICs [14]. As a
result, commercial systems now include pattern-matching
accelerators [1, 20, 28].
Prior work has proposed automata-processing accelera-

tors that achieve high performance. The fastest AP accel-
erators use memory-based crossbars, using DRAM [10] or
SRAM [41] technology. These crossbars store the adjacency
matrices of each automaton using bitsets (with one bit per
memory cell), which enable �nding the next set of active
nodes from the current set in a single, parallel access.

https://creativecommons.org/licenses/by-nc-sa/4.0
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The problem is that these prior accelerators use an ine�-

cient data representation: automata graphs are sparse, mean-
ing that a signi�cant fraction of entries in the adjacency
matrix are zeros. Sparsity in the adjacency matrix arises due
to the structure of patterns (e.g., they often consist of a chain
of subpatterns), so each node has only one to two neighbors
on average. Crossbar-based accelerators either do not exploit
this sparsity, or only exploit coarse-grained, structural spar-
sity, e.g., by packing the adjacency matrix into blocks stored
in multiple crossbars. Since crossbars store data using un-

compressed bitsets, they become ine�cient as sparsity grows:
they achieve high e�ciency only when graphs are dense,
but become ine�cient when the vast majority of entries in
the adjacency matrix are zeros.
In this paper, we propose an AP accelerator that exploits

sparse data representations. Prior work has proposed spe-
cialized accelerators that exploit sparsity for other domains,
in linear algebra [16, 24], graph analytics [8, 26], and deep
learning [13, 52, 53]. The key feature of these accelerators is
the use of compressed data representations that store only
nonzero values, reducing memory footprint and avoiding
ine�ectual computation. Prior GPU implementations have
used compressed representations in software [12, 22, 23], but
with very di�erent optimization goals (discussed in Sec. 8).
Our core contribution is to bring the machinery of sparse accel-

erators to bear in the AP domain, leveraging compressed data

representations for the �rst time.
The key bene�t of using compressed data representations

is space e�ciency: storing the adjacency matrix compressed

(e.g., in Compressed Sparse Row format [33]) requires space
linear to the number of nonzeros, rather than quadratic to
the number of automaton states. For example, an automaton
graph with 200 nodes where each node has two neighbors
on average takes 200×200 bits uncompressed, but requires
400 entries compressed—100× fewer elements. Higher space
e�ciency means that, for a given amount of area, the acceler-
ator can support more concurrent patterns. When workloads
have more automata than can �t in the accelerator, automata
are processed in batches, as shown in Fig. 1: the accelerator
takes multiple passes over the input symbol stream, pro-
cessing one batch of automata per pass. Thus, using more
space-e�cient representations means that the accelerator
needs fewer batches, which translates to higher performance.

The drawback of using compressed representations is that
they are costlier to process: they require a variable number of
cycles to traverse and preclude the use of crossbars. Simply
using a compressed representation for the whole AP work-
load does not improve performance, as the slower processing
speed negates the bene�ts of higher space e�ciency. Our
key insight is that we can use a hybrid design that reaps the
bene�ts of sparsity while avoiding a high sparsity tax.
We present Hopps, the �rst automata processing acceler-

ator that extensively exploits sparsity to achieve high per-
formance per area. Hopps combines hardware units that

use uncompressed and compressed formats, respectively,
to achieve both low traversal latency and high storage e�-
ciency. Because in many workloads, a large fraction of nodes
are never accessed, and the computation is concentrated on
a few frequently accessed nodes [21], this hybrid approach
makes the uncommon case cheap, and the common case fast.
Speci�cally, Hopps combines two types of units, called

Tortoise andHare units. Tortoise units aggressively compress
the automata graph, reducing area overhead, while incurring
longer latency for processing compressed data. Hare units,
on the other hand, store the frequently accessed nodes using
an uncompressed representation and process them at high
throughput. This approach yields bene�ts beyond simply
getting the best of each type of unit: because infrequent
nodes are o�oaded to Tortoise units, Hare units become

more e�cient than those of prior work, as they can be sized
more aggressively (e.g., using smaller crossbars).
Our execution model e�ectively combines both types of

units to keep throughput close to running all nodes in the
Hare units. The Hare units speculatively run ahead, and only
roll back their execution on the rare case where the Tortoise
units encounter frequent nodes. To this end, we develop a
novel partitioning algorithm that identi�es the frequent and
infrequent nodes in the automata, based on the topology of
automata graphs, each node’s likelihood of matching with
input symbols, and a small pro�ling input. We also propose
a compression scheme for the match set to reduce its storage,
achieving higher area e�ciency.

We evaluate Hopps on the AutomataZoo [44] benchmark
suite. Hopps achieves 2.5× and 2.2× better gmean perfor-
mance per area than two prior accelerators, Impala and SpAP.

In summary, we make the following contributions:

• We frame automata processing as sparse computation,
and analyze its optimization opportunities.

• We design the �rst automata processing accelerator that
extensively exploits sparsity in automata graphs.

• We propose a novel approach that combines uncom-
pressed and compressed representations to achieve both
high throughput and high space e�ciency.

• We evaluate these techniques in depth, showing their
performance gains.

2 Background

2.1 Automata computation

Fig. 2 shows an example where a single automaton (speci�-
cally, an NFA in homogeneous representation [6]) processes
an input stream. The automaton’s state-transition diagram
is a directed graph; Fig. 2 (top right) shows the graph’s ad-
jacency matrix. Graph nodes are labeled by numbers, and
each edge (e.g., node 1 to node 2) corresponds to a 1 in the
adjacency matrix (e.g., row 1, column 2). Each node also has
a set of symbols it matches, indicated by the 1s in the match

set and the letters on the nodes.
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Figure 1. Execution timeline when using batching, which is used when automata do not �t in the accelerator. The accelerator
takes multiple passes through the input symbols, processing a batch of automata in each pass.
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Figure 2. Example automaton.

1 # Tensors of 1-bit (Boolean) values
2 bool A[C][N][N]; # Adjacency Matrix
3 bool M[C][S][N]; # Match Set
4 bool F[C][N]; # Frontier
5 bool F_next[C][N]; # Next Frontier
6 # Tensor of log(S)-bit values (typically bytes)
7 byte I[L]; # Input Symbols
8
9 for l in [0, L):
10 for cc in [0, C):
11 for src in [0, N):
12 for dst in [0, N):
13 symb = I[l]
14 matched = F[cc][src] & M[cc][symb][src]
15 F_next[cc][dst] = matched & A[cc][src][dst]
16 F[cc] = F_next[cc]

Listing 1. Automata processing loop nest.

The algorithm maintains a frontier of currently active
nodes (initialized to the start node, 0). Then, for each input
symbol, nodes in the frontier that match with the symbol
activate their out-neighbors. In the example, node 0 in the
frontier matches with the �rst input symbol B, so it activates
its neighbor node 1, which is now the only node in the next
frontier. Then, for input A, node 1 matches, and activates
nodes 1 and 2, which become the next frontier. For the next
input N, both nodes 1 and 2 compare their match sets with N,
and only node 2 matches, so it activates its neighbor node 3.
Node 3 matches with the next input A, and it is a report node
(indicated by the double circle), so the match is reported.

Listing 1 shows the loop nest for an automata workload,
which processes a vector of input symbols I for all � au-
tomata in the workload. Each automaton has at most #

nodes, and is speci�ed by its # × # adjacency matrix A, and
( × # match set M, where ( is the size of the set of valid
symbols. For each input symbol, and for each automaton,
the workload �nds whether each source node matches with
the input symbol (matched), then traverses the adjacency
matrix A to add each matching node’s neighbors to the next
frontier F_next.
Since processing each symbol depends on the previous

ones, the latency of processing a single symbol (one iteration
on line 9) is key to performance. Typically, the input I is
streamed in from the host, while automata tensors A and
M are stored on-chip. Storing many automata on-chip and
processing them in parallel improves performance; when
automata do not �t on-chip, batching is used, as shown in
Fig. 1 (batching is equivalent to tiling the loops in lines 9–10).

2.2 Opportunities to exploit sparsity

Exploiting sparsity for the adjacency matrix A can reduce
its storage overhead and improve performance. Fortunately,
there is abundant sparsity in the automaton computation.

The frontier is sparse. At any given time, only a tiny
fraction of nodes across all automata are in the frontier (i.e.,
active). For example, the Snort benchmark from Automata-
Zoo [44] has 202043 total nodes, but the frontier size aver-
aged across the input trace is around 230 nodes, which is
only 0.1%. In addition, some nodes are far more likely to be
in the frontier and capture most of the computation; we call
them frequent nodes, and the rest infrequent nodes.

The adjacency matrix is sparse. The average degree
of automaton graphs is around 1–2, meaning that all but
1–2 entries per row in the adjacency matrix are zeros. With
the same average degree, the sparsity (fraction of zeros) of
the adjacency matrix increases with its size. For a 256-node
graph, the adjacency matrix is around 99% sparse; prior work
often use 256 × 256 crossbars [35, 37, 41].
Despite abundant sparsity in automata processing, prior

accelerators use uncompressed representations for tensors,
leading to storage ine�ciencies (Sec. 8 discusses sparsity in
software implementations). In an uncompressed representa-
tion for the adjacency matrix, i.e., a 2D array, the storage
needed is �xed (quadratic to the number of nodes) which is
undesirable when sparsity is high and storage is only needed
for nonzeros (roughly linear to the number of nodes).
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CA [41] eAP [38] Impala [37] SpAP [21] Hopps: Hare Hopps: Tortoise

Frontier representation bit vector bit vector bit vector bit vector bit vector node list

Crossbar size 256×256 96×96 256×256 232 × 16 + 24 × 2304 32×32 64 src nodes

Can one automaton span multiple crossbars? ✗ ✗ ✓ ✗ ✓

Adjacency matrix compressed? ✗ ✗ ✗ ✗ ✗ ✓

Node activity-aware? ✗ ✗ ✗ ✓ ✓

Table 1. Prior specialized AP accelerators do not use compressed representations to exploit sparsity.
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Figure 3. Example showing the operation of a memory-
based crossbar (using the same matrix as Fig. 2).

2.3 Prior crossbar-based accelerators

Prior AP accelerators store adjacency matrices in memory
crossbars implemented using DRAM (e.g., AP chip [10]) or
SRAM (e.g., Cache Automaton [41]). Crossbars allow �nding
all neighbors of the frontier nodes in parallel in one cycle.
Fig. 3 shows the operation of a crossbar. The crossbar is

implemented using a memory array, e.g., an SRAM with 8-
transistor cells, as proposed in Cache Automaton [41]. Each
horizontal line (wordline) corresponds to a source node, and
each vertical line (bitline) corresponds to a destination node.
Each cell in the array stores a bit of the adjacency matrix; a
value of 1 denotes an edge from the source to the destination
node. Wordlines are driven with all the (matched) source
nodes, and cells storing a 1 pull up their bitline, so the next
frontier is produced at the bitlines in a single operation.

This design achieves high parallelism, but leaves compres-
sion opportunities unexploited. For example, Cache Automa-
ton uses 256 × 256 crossbars, leading to a high fraction of
zeros. State-of-the-art accelerators adopt this design with
additional optimizations, e.g., to pack several automata in
the crossbar; nonetheless, this still leaves most bits as zeroes.
Table 1 summarizes relevant prior work. Cache Automa-

ton (CA) [41] uses 256 × 256 bits SRAM arrays to store adja-
cency matrices, while eAP [38] folds the 256× 256 adjacency
matrix to �t in a 96 × 96 crossbar with added circuitry.
Impala [37] uses 256 × 256 arrays, while also support-

ing larger (1024 × 1024) adjacency matrices by composing
256 × 256 crossbars diagonally. Impala and eAP can exploit
coarse-grain, structural sparsity by using the fact that ones
in adjacency matrices are often clustered near the diagonal;

however, they fail to exploit �ne-grained sparsity, which
Hopps’s Tortoise units do exploit.
SpAP [21] is an execution mode designed for the AP

chip [10], which uses DRAM crossbars and limits the number
of neighbors for most nodes to 16, but allows some nodes to
have high connectivity (up to 2304 nodes). SpAP increases
throughput by processing frequent and infrequent nodes in
two phases, skipping symbols where no node is active when
processing infrequent nodes. To achieve this, SpAP needs
to store timestamps of frequent nodes activating infrequent
nodes, and it cannot classify nodes as infrequent if they ever
need to activate frequent nodes again. SpAP’s solution is
conservative. In contrast, Hopps supports more �ne-grained
synchronization between frequent and infrequent nodes, in
addition to supporting the SpAP execution model, allowing
additional optimization opportunities.

All these architectures store their adjacency matrices un-
compressed in crossbars. In contrast, our Hare units use
small 32 × 32 crossbars to capture the diagonal pattern of
ones in the adjacency matrix, e�ciently achieving high ac-
cess throughput, while our Tortoise units use a compressed
format that exploits �ne-grained sparsity and achieves linear
instead of quadratic storage scaling.

We evaluate our system against Impala and SpAP (Sec. 7).

3 Hopps Architecture

We design an architecture that e�ectively exploits sparsity
to deliver high performance, with the philosophy of mak-
ing the common case fast, and making the uncommon case
cheap. Fig. 4 shows an overview of Hopps. Hopps is a spatial
architecture with two types of execution units: Hare (H) and
Tortoise (T) units. Hare units process frequently accessed
nodes at high thoughput (1 symbol/cycle), while Tortoise
units store infrequently accessed nodes compressed, and
process them at lower throughput. Tortoise units proceed
asynchronously, and let Hare units run ahead, but interrupt
them rarely, when synchronizing execution is needed.
Hardware units are logically laid out in columns, with

local connections among them. Rows of units can be added
as needed to take the desired amount of chip area. A con�g-
urable local interconnect within and between H units and T
units supports composing them to run the same automaton.
Input symbols are streamed from the host system and

broadcast across units, consumed by match set (M) storage
to produce the match vectors which are inputs to H and T
units. Each Tortoise unit implements a small input bu�er to
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Figure 4. Hopps system diagram: Hare units (H), Tortoise
units (C), andmatch sets (M) have local connections; units are
laid out in columns and replicated in the vertical dimension.

accomodate throughput variation across units. Hopps also
implements a small global report bu�er to stream reports to
the host system as they are generated. On each recon�gu-
ration, SRAM data bits and interconnect con�guration bits
are streamed from the host. Sec. 5 details I/O and integration
with the host system; in this section, we focus on the design
and data representation used in Hare and Tortoise units.

3.1 Hare unit

Sec. 2 described how some prior work uses SRAM-based
crossbars to store adjacency matrices uncompressed and
traverse them with high parallelism. Hare units use the same
approach (with a smaller SRAM size) within each unit. In
addition, Hopps employs a novel technique to e�ciently
compose multiple Hare units to process larger automata.

3.1.1 Single Hare unit. Fig. 5(a) shows the hardware
within each Hare unit. For each symbol, the match vector
(bitmask indicating which nodes match with the current in-
put symbol) is read. When the unit is used alone, the SRAM
output directly becomes the new frontier. Otherwise, the out-
put is sent across units to compute the new frontier, which is
then received by the unit to continue with the next iteration.
Each iteration can be performed in one cycle.

3.1.2 Composingmultiple Hare units for one automa-

ton. Weuse a 32×32 crossbar in each unit, as many automata
only have a small number of frequently activated nodes.
When an automaton has more than 32 frequent nodes, we
can compose multiple Hare units to process it.

Fig. 5(b) illustrates how a 128 × 128 adjacency matrix can
be split into 4×4 blocks of 32×32 nodes. Nodes are split into
4 partitions, and each block stores the connectivity between
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Figure 5. Hare unit: (a) single Hare unit; (b) communication
pattern when processing a partitioned adjacency matrix; (c)
communication pattern if only near-diagonal blocks of the
matrix are stored; (d) layout and communication between
Hare units processing one partitioned adjacency matrix.

a pair of source and destination partition. When each block
is assigned to a processing unit, the unit sends its result bit
vector vertically (across blocks with the same destination
partition) and reduced using bitwise OR to produce the new
frontier for that partition. Then, the new frontier is broadcast
horizontally (across blocks with the same source partition)
to continue the next iteration.
Unfortunately, this design is ine�cient when the adja-

cency matrix is sparse. By carefully ordering the nodes in
each automaton (using standard �ll-reducing reordering al-
gorithms [9]) the 1s in the adjacency matrix can often be
clustered near the diagonal. Therefore, units far from the di-
agonal would store only zeros and be completely ine�ectual.
Our approach avoids this by storing a narrow band of

blocks near the diagonal. In Fig. 5(c), the colored blocks
represent the region we store, while the white blocks do
not need to be stored. Now, only adjacent hardware units
need to communicate if reduction and broadcast happens at
the blocks on the diagonal. For most automata, the diagonal
band is no wider than 3 blocks.

Fig. 5(d) illustrates how Hare units operate when laid out
as a grid with a width of 3, and a height of the number of
partitions in the original adjacency matrix (4 in the exam-
ple). The label in each unit represents the ID of its source
and destination partition. In each iteration, the partitioned
frontier is broadcast among all units in the same row, and
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each unit independently computes the result bit vector. Then,
units with the same destination partition (diagonal) perform
a reduction (bitwise OR) to form the next frontier for that
partition. The unused units ("∗") can be used independently,
e.g., for automata with less than 32 frequent nodes.
The broadcast and reduction are both simple operations

among adjacent units, and the communication distance does
not grow with the size of the adjacency matrix (number
of rows in (d)), only with the diagonal band size (number
of columns in (d)), which is determined by the adjacency
pattern and is usually small (3). Since connections are local,
it is easy to achieve a throughput of 1 symbol/cycle.

3.2 Tortoise unit

3.2.1 Compressed adjacencymatrix. Using a compressed
format for the adjacency matrix improves space e�ciency.
But e�ciently traversing compressed formats requires hard-
ware support, and even then, it is slower than a crossbar.

The Tortoise unit stores the adjacency in Compressed
Sparse Row (CSR) format, shown in Fig. 6. The Neighbors
array contiguously stores the lists of neighbor nodes for each
source node, and the Offsets array records the starting
position of each neighbors list. To retrieve the neighbors of
node src, we �rst access the Offsets array to read indices
Offsets[src] and Offsets[src+1]. Then, we fetch the
range of Neighbors elements demarcated by these indices.
In the automaton computation, for each input symbol,

the adjacency matrix needs to be traversed for all matching
source nodes, which cannot be done in one cycle due to these
data-dependent accesses. The Tortoise unit achieves a high
compression ratio, but has lower throughput, so it is suitable
for processing the long tail of infrequently activated nodes.

3.2.2 Hardware. Fig. 7 shows the structure of each Tor-
toise unit. Tortoise units are composable, like Hare units:
each unit uses small memories to store the adjacency matrix,
and if an automaton requires more entries, its adjacency
matrix is partitioned by source node ID and processed by
multiple Tortoise units in parallel.

Computation begins when a Hare unit �nds one or more
infrequent nodes that are mapped to a Tortoise unit. Hare
units send these nodes to the Tortoise unit, encoded as a
bit vector. Then, the Tortoise unit proceeds asynchronously:
the pipeline in Fig. 7 �rst reads this source bitvector and
reads the CSR adjacency matrix, producing a neighbor ID
per cycle. The list of nodes are then converted to a bitvector
at the throughput of one node ID per cycle, yielding the
next frontier. This bitvector is ANDed with the match set to
produce the next frontier; if it is not empty, it is used to start
the next iteration.
The Tortoise unit communicates with other units at two

points. First, when multiple Tortoise units are used to pro-
cess the same automaton, each Tortoise unit holds all the
neighbor IDs for a slice of sources, so neighbors must be
routed to other Tortoise units based on the partition they
belong to (shown as cross-unit routing in Fig. 7). Second, the
Tortoise unit may �nd a frequent node in its next frontier,
i.e., a node that is mapped to a Hare unit. The Tortoise unit
interrupts the Hare unit in this case, as we will see in detail
later. Thankfully, our partitioning algorithm makes these
interrupts rare: traversals that reach Tortoise units often
die o� in Tortoise units (Sec. 3.4). As a result, even though
Tortoise units are slower than Hare ones, Hopps can keep
throughput close to that of the Hare units.

3.3 Match set compression

As discussed in Sec. 2.1, automata processing requires storing
the adjacency matrix and match set for each automaton. In
crossbar-based accelerators, the adjacency matrix takes up
more than half of the storage. However, after optimizing the
representation of the adjacency matrix, the match set now
dominates, limiting overall compression ratio. Thus, we also
use a compressed representation for the match set.

Prior work [35–37] has also identi�ed this overhead, and
has proposed transforming automata to use smaller symbols
(e.g., 4-bit instead of 8-bit symbols). Since each match set
has one entry per symbol, this yields much smaller match
sets. However, this requires processing multiple symbols per
cycle to make up for the smaller symbols and extra nodes
in the new automata. This approach is orthogonal to our
work; here, we adopt a simple compression technique that
su�ciently reduces match set size and demonstrates the full
advantage of our main contributions.
The green array in Fig. 8 (left) shows the uncompressed

match set. Each cycle, the input symbol is used as an index
to read a match vector, which is a bit vector corresponding
to whether each node matches with the indexing symbol.
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Figure 8. Match sets are compressed by deduplicating
unique match vectors.

The length of the match vector is typically the size of the
adjacency matrix block or the frontier, since AND operations
need to be performed among the bit vectors.
Unlike the adjacency matrix, the match set has limited

sparsity (1s are frequent), so a CSR representation is inef-
fective. Fortunately, we �nd through pro�ling that multiple
symbols often share the same match vector. For example,
some symbols (e.g., non-alphanumeric characters) are never
used, and some symbols (e.g., white space) are matched by
the same nodes. Therefore, we deduplicate these patterns
to save space using a two-level structure, shown in Fig. 8
(right): the pattern memory stores these unique bit vectors,
and the pointer memory has one entry per symbol and stores
a pointer to the right pattern bitvector. Our experiments
show this approach leads to over 2× storage reduction.
Our implementation uses separate, �xed-size SRAMs for

each of these memories. We size them for the common case;
when an automaton would need larger memories (because
it has more unique patterns than supported in one pattern
SRAM), this is treated as a mapping restriction: source nodes
are partitioned across more processing units to ensure that
each match set has a �tting number of unique patterns.
Reading the compressed match set takes two (pipelined)

SRAM accesses, but since the match set accesses only depend
on the input symbol, we can prefetch the symbol stream and
pipeline the accesses, in parallel with accessing the adjacency
matrix. Therefore, the latency and throughput described in
Sec. 3.2 and Sec. 3.1 still hold.

3.4 Execution

We develop an execution model to e�ciently combine the
advantages of both types of units, exploiting the fact that
Hare units o�oading the computation of infrequent nodes to
Tortoise units is rare, and synchronizations due to Tortoise
units encountering frequent nodes are even rarer.
Fig. 9 shows the execution timeline of a Hare unit and a

Tortoise unit working together. The Hare unit runs at 1 sym-
bol/cycle, and at cycle 3 (symbol 3), its frontier has a frequent
node with an infrequent neighbor. The Tortoise unit is then
activated, and starts reading infrequent neighbors from the
CSR matrix. It processes symbols in parallel with the Hare

Hare unit timeline

(symbolNum, cycleNum)

(0, 0) (3, 3) (10, 10)

Tortoise unit timeline (5, 10)

rollback

path dies

Figure 9. Synchronization between Hare and Tortoise units.
Most of the execution paths o�oaded to Tortoise units die
o� in Tortoise units.

unit, albeit at a lower speed. Next, at cycle 10, the Tortoise
unit is now processing the 5th symbol, and it �nds frequent
nodes in its new frontier, interrupting the Hare unit. On
receiving a frontier and a symbolNum timestamp from the
Tortoise unit at cycle 10, the Hare unit saves its current fron-
tier at symbol 10, and restarts execution with the received
frontier at symbol 5. When it reaches symbol 10 again, it
merges (ORs) the current frontier with the saved one, and
resumes processing subsequent symbols (symbol 11). After
sending the frontier at cycle 10, the Tortoise unit continues
execution until the frontier is empty, i.e., the path dies. If
another frequent-infrequent transition happens before the
Tortoise unit is available, the Hare unit stalls.

The overall latency for an input stream is the longer of the
two timelines. Frequent-to-infrequent transitions are rare,
and only a fraction of them transition back to frequent. There-
fore, Hare unit stalls and rollbacks are rare, and throughput
is comparable to running all nodes using Hare units.
Hopps hardware has the following features to support

this execution model. We detect the presence of an infre-
quent neighbor by keeping a bitmask of the frontier nodes.
As shown in Fig. 10, we apply the bitmask to the matched
frontier, and send it to the Tortoise unit if it is not all zeroes.
We also relabel node IDs at compile time such that all fre-
quent nodes have lower IDs than infrequent nodes, so in the
Tortoise unit, we can detect frequent nodes by comparing
with a threshold value. Fig. 7 shows how hardware creates a
separate frontier with frequent node 1, and sends it to the
Hare unit.

3.5 Interconnect

As shown in Fig. 4, Hare and Tortoise units and match set
storage are placed logically as a long column. Hopps only
requires con�gurable local connections between the units.

Hopps can be designed with di�erent provisioning of hard-
ware units (explored in Sec. 7.3) and spatial layouts. Sec. 6
details the provisioning and spatial layout used for our main
results. Our examples in this section (Fig. 4 and Fig. 5) show
how Hare units and their match sets can be laid out when
their ratio is 3:2 (the ratio in our evaluated con�guration is
7:3).



ASPLOS ’25, March 30-April 3, 2025, Ro�erdam, Netherlands Xingran Du, Joel S. Emer, and Daniel Sanchez

bitwise AND

0 0 1 0

hasInfreqNgh?

activate 

tortoise unit

1

1

1

0

fr
o

n
ti

e
r

m
a

tc
h

 v
e

ct
o

r

adjacency 

matrix

0 1 1 0partial

new 

frontier

b
it

w
is

e
 A

N
D

0

1

0

1

0

1

0

0

Figure 10. Extra hardware in Hare units for activating Tor-
toise units.

In Fig. 4, each Tortoise unit is connected to a match set,
and each row of Hare units is connected to two di�erent
match sets, which can be used by units in the row. This is
because Hare units in the same row may be composed to
process the same automaton, in which case they need the
same match set, or the units may operate independently, so
that they need di�erent match sets. In Fig. 5(d)’s example,
the second and third rows use one match set per row, while
the �rst and fourth rows use two match sets per row because
the "∗" units are used for di�erent automata.
Hare units are connected only to local Tortoise units, be-

cause wemap infrequent nodes to Tortoise units bymaintain-
ing the same order of automata as in Hare units. If the storage
requirement for frequent and infrequent nodes mismatches
with the provisioning ratio between Hare and Tortoise units,
some Hare or Tortoise units can be left underutilized to main-
tain a short distance between frequent and infrequent nodes
in the same automaton.

4 Compiling Automata to Hopps

We develop a partitioning heuristic to determine whether
nodes should bemapped toHare or Tortoise units.We further
describe how automata adjacency matrices are mapped to
units to achieve high utilization.

4.1 Frequent/infrequent node partitioning

As we have seen in Sec. 3.4, making sure there is low activity
in the infrequent paths is important for performance, but
we also want to map as many nodes as possible to the Tor-
toise units to achieve better compression ratio. Prior work
SpAP [21] developed a heuristic for predicting low-activity
nodes using a pro�ling input of 1% of the test trace length.
Inspired by their approach, we use a 1% pro�ling trace to col-
lect a set of enabled nodes, and we compute the topological
depth of each node in the automaton graph. We further ob-
serve that many workloads have nodes with a self-loop that

match with all possible symbols except a few special ones
(e.g. \n, \r), and when misclassi�ed as infrequent nodes,
they will form long cold paths that are unlikely to end if
they are ever enabled. Therefore, we assign high priority
to nodes that are enabled in the pro�ling trace, medium

priority to nodes that have high match set occupancy (≥ 253

out of 256 possible symbols) and their neighbors, and low

priority to the rest. Within each priority class, nodes are
sorted by increasing topological depth.
Then, for each workload, we start by marking all nodes

infrequent, and calculate the number of batches needed for
mapping all automata. The algorithm then greedily moves
nodes from the infrequent set to the frequent set as long
as the number of batches decreases or stays the same, to
maximally utilize the Hare units. If a workload has too high
a fraction of enabled nodes (≥ 80%), or if all nodes are either
enabled or have high match set occupancy, we classify all
nodes as frequent to avoid the performance penalty caused
by potentially frequent synchronizations between Hare and
Tortoise units.

In addition, because Hopps supports a wider range of node
partitioning and execution schemes than prior accelerators,
we can also combine SpAP’s optimization with our execution
model, further improving performance. Speci�cally, nodes
that are very unlikely to be activated (doomed nodes) can
be mapped in separate batches, where symbols are skipped
if no node is activated. In each automaton, doomed nodes
are required to have higher topological depth (assigned in
the same way as in SpAP) than any other nodes, so there is
never any transition from doomed nodes back to other nodes.
When processing these doomed-node batches, for simplicity,
we map all nodes to the Hare units. In each automaton, we
mark as doomed nodes all nodes with higher topological
depths than a cuto� value de�ned by the max depth of all
high-priority nodes and top 30% of medium-priority nodes.
The remaining nodes are partitioned into the frequent and
infrequent sets following the heuristics described above.

4.2 Mapping automata to hardware units

After de�ning the frequent and infrequent nodes, we create
an adjacency matrix for each automaton, containing only
frequent nodes. We map these adjacency matrices to Hare
units, and then based on the automaton order in the result
mapping, we map the remaining adjacency information to
Tortoise units.

Automaton 2

Automaton 1

Figure 11.Multiple
automata can share
the same unit.

To increase utilization in Hare
units, we pack di�erent automata
in the same unit as shown in
Fig. 11; this is a standard tech-
nique in prior work, as it allows
sharing crossbars among small au-
tomata. In Fig. 11, regions within
the two black squares denote the
adjacency matrices of automata 1
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and 2. Automaton 2’s adjacency matrix uses 10 Hare units
(red �lled squares), but leaves some entries unutilized; this
allows automaton 1 to �t in the remaining space.
To map automata to Hare units while reducing under-

utilization, we use the �rst-�t-decreasing heuristic for bin
packing. Speci�cally, we sort all automata in a workload
by decreasing size. Then, starting from the �rst automaton,
we assign it to a matrix with just enough blocks to store it.
For each new automaton, we try to map it to an existing
matrix by sharing diagonally, and if that fails, we create a
new matrix with just enough blocks.

Priorwork Impala [37] uses genetic algorithm formapping.
We found our approach to achieve slightly better results than
reported by Impala, so for simplicity, we use our algorithm
to map both our system and Impala in our evaluation.

5 System Integration

We detail how Hopps communicates with the host system,
and how Hopps streams inputs to Hare and Tortoise units.

Integration with host system: In this paper, we evalu-
ate Hopps con�gurations of modest area (0.32<<2 at 7nm)
running at a 2GHz frequency (Hopps has short critical paths
and can scale to 5GHz, like Impala, but 1-2GHz is typical in
accelerators). At this scale, Hopps analyzes inputs at about
2GB/s, and can be implemented as a discrete accelerator (e.g.,
a PCIe card). This integration approach is similar to Impala’s
“peripheral device” integration option [37], and similar to
some commercial products like Titan IC’s RXP card [51].
Fig. 12 shows the communication between Hopps and

the host system; communication is managed through DMAs.
Compiling automata to Hopps generates the memory values
to be stored in Hopps. For each batch, the host (1) streams the
batch’s con�guration to the accelerator, and then (2) streams
a segment of input symbols. As it processes input symbols,
Hopps produces reports and sends them to the host (3). These
also include deferred doomed-node activations, which the
host processes as a separate batch (4).
Hopps requires modest I/O bandwidth (<10GB/s per di-

rection). Inputs are processed at a maximum rate of 1 sym-
bol/cycle, which corresponds to 2GB/s. We keep an input
bu�er of 16KB and an output bu�er of 2KB (512 4-byte en-
tries of metadata, like Impala), such that the communication
can be managed with interrupt service routines at the host
at 1MHz. To amortize recon�guration overheads, we use
input segments of 1 million symbols (1MB) in our evaluation.

Host Hopps

.

(1) Reconfig bits

(3) Reports

(2) Input Symbols

(4) Doomed nodes 

activations

PCIe

Figure 12. System integration.

Hopps has ∼2.5MB con�guration bits, corresponding to an
additional bandwidth of 5GB/s.
Hopps can also be scaled up to achieve higher perfor-

mance in two ways. First, increasing the number of hard-
ware units within Hopps accommodates more patterns per
batch, reducing the number of batches and improving per-
formance; we analyze this type of scaling in Sec. 7.3. Second,
multiple Hopps accelerators can be used in a data-parallel
fashion, e.g., to analyze multiple packets/streams in parallel,
as the Blue�eld SmartNIC does [48]. Higher-performance
designs would require more bandwidth, and would bene�t
from tighter integration, e.g., as units within an SoC, similar
to RegEx accelerators in SmartNICs [28].

Input streaming: Because Hare and Tortoise units run
at di�erent speeds, the symbol they process at the same cycle
can diverge. Furthermore, Hare units in di�erent automata
can be delayed by di�erent amounts due to Tortoise unit
processing. We found that the majority of automata in the
same workload process input symbols at near the same speed
as the fastest automaton, with a small fraction of outliers
deviating by ∼5% of the total number of symbols at the end
of the trace. Since the latency of processing each batch is
determined by the long-pole automaton, faster automata can
tolerate occasional stalls. Therefore, we broadcast 10 input
symbol streams across the chip, corresponding to the newest
symbol (position G at cycle G), and symbols at positions
G − 32, G − 64, G − 128, G − 256, ..., and G − 16384. Hare
units always process at one of these input positions, stalling
to use an older stream if necessary. Tortoise units keep a
bu�er of 32 symbols (2% of total chip area) and can �ll it with
symbols from any of the streams, so that each Tortoise unit
can consume symbols at their own rate. Our 16KB global
input bu�er retains these symbols and delivers the skewed
symbol streams, so the host streams inputs only once.

6 Methodology

6.1 Benchmarks

We evaluate our system using the AutomataZoo [44] bench-
marks. Table 2 shows these workloads and their character-
istics. We exclude the APPRNG (Pseudo Random Number
Generation) application because it does not perform pattern
matching [42], and thus has very di�erent characteristics
from others, falling beyond the scope of this work.

6.2 Implementation

We implemented our execution model in VASim [43], an
open-source automata processing simulator.

To estimate SRAM area and energy, we used PCACTI [40]
tomodel at 7nm all SRAM shapes used in our design and base-
line designs, as shown in Table 3. We implemented the logic
of the Hare and Tortoise units in RTL and synthesized them
at 45nm technology using yosys [49] and the FreePDK45
open cell library [17], then scaled them down to to 7nm.
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Application abbr. #nodes avg degree #automata max automaton size avg automaton size

Brill Brill 115549 1.37 5946 40 19.4

CRISPR_CasOT CRP 202000 1.66 2000 101 101.0

ClamAV CAV 2374717 1 33171 22075 71.6

EntityResolution ER 413352 1.55 10000 75 41.3

FileCarving FC 2663 58.8 9 1183 295.9

Hamming_N1000_l18_d3 HM 108000 1.69 1000 108 108.0

Levenshtein_N1000_l19_d3 LV 109000 4.08 1000 109 109.0

Protomata Pro 24103 1 1309 123 18.4

RandomForest_20_400_200 RF 248000 1 8000 31 31.0

SeqMatch_BIBLE_w6_p6 SM 51570 2.13 1719 30 30.0

Snort Snort 202043 1.17 2486 4509 81.3

YARA YARA 1047528 0.98 23530 1017 44.5

Table 2. Workload characteristics.

Usage Cell Type Size Area (`<2) Delay (ps)

Hopps: uncmpr. adj. 8T 32×32 20 33
Hopps: CSR adj. 6T 64×8 7 20

6T 128×16 23 24
Hopps: match set 6T 256×8 23 24

6T 64×32 25 25
6T 32×32 14 24

Impala: adjacency 8T 256×256 943 109
Impala: match set 6T 256×256 659 83

SpAP: adjacency 8T 232×16 55 35
8T 24×256 282 99

SpAP: match set 6T 256×256 659 83

Table 3. SRAM shapes used in Hopps and baselines.

Logic SRAM - adj. SRAM - match. Total

Hare units 0.014 0.080 0.066 0.16

Tortoise units 0.050 0.050 0.061 0.16

Table 4. Hopps area breakdown (unit:<<2).

Hare Tortoise

Adjacency Match Adjacency Match

Units 4032 1793 1635 853

Area % 27.5 22.5 22.5 27.5

Table 5. Provisioning of hardware components in Hopps.

Logic SRAM - adj. SRAM - match. Total

Hopps 0.064 0.130 0.127 0.320

Impala-based 0.009 0.183 0.128 0.320

SpAP-based 0.005 0.251 0.064 0.320

Table 6. Area comparison for Hopps and baselines (<<2).

Table 4 shows the area breakdown of Hopps. Hopps uses
smaller SRAMs, and based on the SRAM delays in Table 3,
we choose to target the same clock frequency for Hopps and
for both baselines.
Table 5 shows the provisioning of 4 types of hardware

components: the adjacency matrix and match set of Hare
and Tortoise units. Hare units are laid out in rows of 21
adjacency matrices and 9 match sets; each row can be split
into groups (e.g., grouping of 3 adjacency matrices and 1
match set) to achieve high utilization. Tortoise units are
evenly distributed, with local connections to the Hare units.
The constraints are more relaxed for the communication
latency between Hare and Tortoise units, because Hopps’s

performance is less sensitive to the latency of Tortoise units.
We sweep other ratios in Sec. 7.3.

We compare performance bymeasuring the latency needed
for each system to process a 1MB input trace for each work-
load. To calculate the latency for Hopps, we run our map-
ping algorithm for each workload to determine the number
of batches needed to map all automata, and we obtain the
latency needed for each batch using our VASim-based simu-
lator.

6.3 Baselines

We compare Hopps with Impala-based and SpAP-based sys-
tems. We say these systems are based on Impala and SpAP
because we don’t evaluate them exactly as described in prior
papers: instead, we implement all in the same technology
(and frequency), and scale them to achieve iso-area con�gu-
rations, so that performance di�erences do not stem from
these factors (e.g., SRAM- vs DRAM-based crossbars).

Impala-based: We compare our system with a canonical
in-SRAM automata processor, adopting Impala’s crossbar
design [37]. We use 8-bit symbols for our system and both
baselines, so we store 28 bits per node for the match set in
our baselines. We compose G4 units diagonally for automata
larger than the capacity of the G4 (1024 nodes).

SpAP-based: We further compare with SpAP [21], an ex-
ecution model on the AP chip [10], which improves through-
put by mapping infrequent nodes in separate batches and
skipping cycles with no node active. We use a 10KB pro�ling
input (1% of test trace length) for our system and SpAP. We
abstract the AP chip’s complex routing (node connection)
pattern as a set of �xed-size SRAMs for storing the adjacency
matrix. Speci�cally, for every 256 nodes, there are 24 nodes
connected to maximum 2304 neighbors (9 blocks of 256), so
we model them as nine 24 × 256 crossbars. The other 232
nodes have at most 16 neighbors, so we model them as a
232 × 16 crossbar. We optimistically assume perfect map-
ping like in SpAP, i.e., any 24K nodes in the workload can be
mapped to �ll the chip regardless of their adjacency patterns.
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We target a chip area of 0.32<<2 for our system and both
baselines, which corresponds to mapping 24K nodes on the
AP chip, a capacity evaluated in the SpAP work. Table 6 lists
the area breakdowns of these systems.

7 Evaluation

7.1 Performance

Fig. 13 shows the speedup of Hopps over the Impala-based
and SpAP-based baselines. Performance is measured by in-
put symbols processed per cycle, and all three systems have
the same area. Each group of bars shows the speedup of the
three evaluated systems normalized to Impala-based on a
single workload. Workloads are sorted by ascending storage
requirement along the G-axis; the rightmost group of bars
reports the gmean speedups across workloads. Table 7 fur-
ther shows the throughput (symbols/cycle) and number of
batches needed for each workload on each system. SpAP-
based and Hopps both take additional cycles to process the
doomed nodes (Sec. 4.1); we report those additional cycles
as a fractional number of additional batches ("+G") for better
intuition.
Overall, Hopps is gmean 2.5× faster than Impala-based,

and gmean 2.2× faster than SpAP-based. Hopps outperforms
or matches Impala-based and SpAP-based in all evaluated
workloads; in particular, Hopps excels (up to 10× speedup)
in workloads with high storage requirements (YARA and
ClamAV). Hopps’s advantage is lower for smaller workloads,
which �t on-chip even without compression (FileCarving
and Protomata).
Hopps’s good performance comes from both storing au-

tomata e�ciently, which reduces the number of batches,
and its e�ective execution model and partition algorithm,
which allow the common case (frequent nodes) to run fast
while hiding the latency of processing highly compressed
infrequent nodes.

7.1.1 Hopps is area-e�cient. Fig. 14 shows the reduc-
tion in SRAM bits for storing each workload on Hopps com-
pared to on Impala-based. We include storage for both non-
doomed and doomed nodes. We achieve high storage reduc-
tion (gmean 3.2×) across all workloads except FileCarving,
a small benchmark with nodes that have many neighbors
each. This limits compression opportunities in both Hare
and Tortoise units. This result shows that our approach of
using compressed formats and our design of hardware units
are highly e�ective.

The reduction in batches can be lower than bits reduction,
because SRAM area does not scale perfectly with capacity,
and because hardware units can be underutilized when the
ratio of storage needed (Hare unit vs. Tortoise unit vs. match
set) vary across workloads and mismatch with what Hopps
provisions. In addition, the number of equivalent batches for
doomed nodes (Table 7) also depends on node activity.
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Figure 13. Speedup normalized to Impala-based.

Workload Impala-based SpAP-based Hopps

Batch Thpt Batch Thpt Batch Thpt

FC 1 1.0 1 1.0 1+0.0005 1.0

Pro 1 1.0 1 1.0 1+0.03 0.97

SM 2 0.5 2 0.5 1 1.0

Brill 3 0.33 3+0.61 0.28 1+0.14 0.87

HM 3 0.33 4+0.09 0.25 1+0.001 0.99

LV 3 0.33 5+0.10 0.2 2+0.002 0.49

Snort 5 0.2 1+0.17 0.86 1+0.1 0.90

RF 6 0.17 11 0.09 5+0.001 0.20

CRP 6 0.17 8+0.07 0.13 2+0.06 0.48

ER 10 0.1 8+0.56 0.12 3+0.05 0.33

YARA 22 0.045 4+0.52 0.22 4+0.14 0.24

CAV 60 0.017 3+49 0.02 4+2 0.17

Table 7. Number of batches and throughput (symbol/cycle)
of Hopps and baselines.
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Figure 14. SRAM bits reduction over Impala-based.

7.1.2 Hopps has an e�ective execution model and

partitioning algorithm. Fig. 15 shows the throughput
of Hopps compared to an idealized version where Tortoise
units have the same throughput as Hare units. For each
workload, throughput is normalized to ideal (red dashed
line).



ASPLOS ’25, March 30-April 3, 2025, Ro�erdam, Netherlands Xingran Du, Joel S. Emer, and Daniel Sanchez

FC Pro SM Brill HM LV
Sn

ort RF
CRP ER

YA
RA CAV

gm
ea

n

Workload

0.0

0.2

0.4

0.6

0.8

1.0

Pe
rfo

rm
an

ce
 N

or
m

al
ize

d 
to

 Id
ea

l

Figure 15. Performance of Hopps vs. an idealized version
where Tortoise units are as fast as Hare units. The lower
throughput of Tortoise units has a small performance impact.
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Figure 16. Fraction of frequent, infrequent, and doomed
nodes in each workload.

Hopps is only gmean 0.5% slower than the idealized ver-
sion. This shows that (1) our partitioning algorithm e�ec-
tively identi�es low-activity nodes and places them in Tor-
toise units, and (2) our execution model e�ectively hides
the latency of Tortoise units. Even though Tortoise units
take >5× latency than Hare units to process each symbol,
nodes in Tortoise units are rarely activated, and infrequent-
to-frequent transitions that cause Hare units to roll back are
even rarer.

Hopps performs well under very di�erent workload char-
acterstics. Fig. 16 reports how the partitioning algorithm
classi�es nodes among frequent, infrequent, and doomed.
Each bar shows results for one workload; the ~-axis reports
the fraction of nodes broken down by type.

Snort, YARA, and ClamAV bene�t the most from doomed
nodes. Most workloads have doomed nodes, which are very
infrequently activated and aremapped toHare units. Doomed
nodes contribute to speedup over Impala because they can
be e�ciently processed in a separate pass, where symbols
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Figure 17. Energy breakdown for Hopps (H), SpAP-based
(S), and Impala-based (I).

can be skipped if no node is activated. Although SpAP has
this optimization too, we achieve >2× speedup over SpAP;
Sec. 7.4’s ablation study further details Hopps’s advantage.
For smaller workloads FC, Pro, and SM, all or most non-

doomed nodes are partitioned as frequent, because all au-
tomata can �t in one batch even if we map most nodes to
Hare units.
Workload RF shows that Hopps’s storage savings come

not only from the compressed representation in Tortoise
units, but also from the e�cient design of Hare units. This
is because Hopps’s hybrid approach allows its Hare unit
design to be less conservative. In RF, since almost all nodes
are enabled in the pro�ling trace, all nodes are partitioned
as frequent (Sec. 4.1) and mapped to Hare units. However,
Hopps still outperforms both baselines, even though Hopps
has less utilized area (the Tortoise units are unused). The
crossbars in Impala and SpAP are sized such that typical-
sized automata can be e�cient, and the largest automata
can be supported. However, by mapping infrequent nodes in
each automaton to Tortoise units, Hopps e�ectively reduces
the size of automata mapped to Hare unit crossbars, allowing
Hare units to have smaller crossbars, which aremore e�cient
for small automata, and can better exploit the coarse-grain
sparsity in adjacency matrices. All automata in RF have 31
nodes, which e�ciently �t in the 32-node crossbars of Hare
units, leading to RF’s good performance.

7.2 Energy

Fig. 17 shows the energy breakdown of Hopps, SpAP-based,
and Impala-based, normalized to Hopps’s total energy for
each workload. Each group of 3 bars reports energy of these
three systems on a particular workload. Energy consumption
of each system is broken down into static or dynamic energy,
and for Hopps, we further distinguish between dynamic
energy consumed by Hare or Tortoise units.

For Hopps, activity (SRAM reads) in Hare units consume
most of the energy, while Tortoise units have negligible
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active energy. This demonstrates that Hopps successfully
separates high-activity nodes and places them in Hare units.
Compared to Impala-based and SpAP-based, Hopps con-

sumes 3.0× and 2.3× less energy on average. Hopps reduces
both dynamic and static energy: dynamic energy is lower
because Hopps e�ectively concentrates high-activity nodes
in Hare units, so each SRAM read performs more e�ectual
work; and static energy is lower because Hopps is faster, so
each workload accrues static power over a shorter interval.

7.3 Sensitivity to design area

Hopps outperforms the baselines by a large margin across
hardware unit provision ratios and chip areas. Fig. 18 shows
the performance of Hopps and the baselines under di�er-
ent design areas. Each point represents one con�guration
for one system, with design area on the G-axis and gmean
throughput (in symbols/cycle) across all workloads on the
~-axis. For each design area, we also show Hopps’s perfor-
mance under di�erent con�gurations (vertical blue points at
the same G-coordinate). To explore con�gurations, we vary
the percentage of area devoted to four components: the adja-
cency matrix and match set of Hare and Tortoise units. We
sweep con�gurations where each component takes 20% to
30% of area in increments of 2.5%, with the condition that all
four components add up to 100%. The Hopps con�guration
we use in other results is indicated with a star (and it is the
best-performing one for its area budget). Across di�erent
con�gurations, each workload may need a di�erent number
of batches to map all its automata, leading to di�erent perfor-
mance. However, we see in Fig. 18 that Hopps consistently
outperforms the baselines across the range.

7.4 E�ect of doomed nodes

Hopps’s partitioning algorithm combines frequent/infrequent
node partitioning to use Hare and Tortoise units, and the
doomed-node optimization of SpAP, which processes doomed
nodes selectively in additional batches. To study the e�ect
of these techniques in isolation, we evaluate a variant of
Hopps, Hopps-ND, which does not use the doomed-node

optimization. We con�gure Hopps-ND to use 65% of area for
Tortoise units and 35% for Hare units (instead of 50%/50% as
in our Hopps con�guration), because Tortoise units become
more important for low-activity nodes in Hopps-ND.
Fig. 19 shows the ratio of frequent/infrequent nodes in

each workload for Hopps-ND. Across workloads, frequent
nodes have very similar fractions as in Fig. 16; since doomed
nodes in Hopps have low activity, they are classi�ed as in-
frequent in Hopps-ND.
Fig. 20 shows the performance of Hopps-ND. Hopps-ND

matches or outperforms Impala on all benchmarks, and mat-
ches or outperforms SpAP on all except Snort and YARA.
Overall, Hopps-ND is gmean 1.7× faster than Impala and
1.5× faster than SpAP (when using the same 50%/50% con-
�guration as Hopps, gmean speedups are 1.6× and 1.4×);
speedups are more muted than Hopps (2.5× and 2.2×, respec-
tively).
These results show that infrequent partitioning alone is

an e�ective technique, and that many nodes can be classi�ed
as infrequent to improve performance (over 50% in most
workloads, and up to 95% in CAV).

8 Additional Related Work

Automata processing on GPUs: Several GPU automata
processing implementations exploit sparsity [12, 22, 23]. Liu
et al. [22] and ngAP [12] use a CSR-like representation for the
adjacency matrix, and Liu et al. and AsyncAP [23] partition
hot/cold nodes. However, these techniques aim to address
GPU bottlenecks, which are very di�erent from Hopps’s. For
example, Liu et al.’s use of CSR-style neighbor sets seeks
to save memory tra�c; follow-on AsyncAP observes that
a transition table is more e�cient. Second, Liu et al. and
AsyncAP’s hot/cold partitioning seek to improve thread uti-
lization; they map hot nodes to threads one-to-one, but use
shared worklists for cold nodes. Due to these di�erent goals,
GPU systems do not use a hybrid data representation like
Hopps, where hot nodes are uncompressed, and cold ones
compressed.



ASPLOS ’25, March 30-April 3, 2025, Ro�erdam, Netherlands Xingran Du, Joel S. Emer, and Daniel Sanchez

Furthermore, GPU implementations [12, 22, 23, 58] are
orders of magnitude slower and less area-e�cient compared
to Hopps and other AP accelerators. The state-of-the-art
system ngAP [12] achieves 115MB/s throughput on Snort
on an NVIDIA RTX 3090 GPU. Hopps achieves 0.90 sym-
bols/cycle; at a frequency of 2GHz, Hopps would achieve
1.8 GB/s, a >10× speedup. In addition, Hopps has an area
of 0.32<<2, which is under 1/1000th of the area of the GPU
die (628<<2 at 8nm [27]). This yields a performance/area
advantage beyond 10000×.

Other general-purpose architectures: The CPU regex
matching library Hyperscan [46] transforms and decom-
poses automata such that there are more string-matching
and SIMD operations, which map well to CPUs. Its perfor-
mance is ∼10× worse than state-of-the-art GPU solutions.
CGRA data�ow accelerators have also been used for au-
tomata processing [32], reaching similar performance to
GPUs while having 4× less area. However, this improvement
is not enough to bridge the huge performance-per-area gap
with AP accelerators.

Crossbar-based AP accelerators: Automata processing
accelerators use memory-based crossbars to provide high
parallelism and reduce data movement. The AP chip [10]
stores automata in DRAM, and adds routing hardware and
simple logic to compute on automata. Cache Automaton [41]
simpli�es the routing, and stores automata in SRAM, achiev-
ing 3 orders of magnitude speedup over CPU, 10× over AP.
Several prior systems [35–37] statically transform automata
to use smaller symbols to reduce the size of the match set.
This approach is orthogonal to our optimization on the adja-
cency matrix. UAP [11] and BVAP [47] improve performance
by supporting variants of automata that are more e�cient
for speci�c workloads.

Automata processing on FPGAs: FPGA-based automata
processors have similar performance to the AP chip. REAPR
and follow-on work [5, 29, 50] use LUTs or BRAM to store
match sets, and encode adjacency matrices as routing in-
formation through 2D-mesh interconnects. FRA-FPGA [55]
implements fast recon�guration, and has uncompressed adja-
cency matrices of multiple sizes (36, 72, and 144) to increase
utilization. hAP [45] achieves better energy e�ciency by
transforming and processing automaton subgraphs on von
Neumann hardware. No FPGA implementation uses com-
pressed representation for automata graphs, so our tech-
niques should bene�t these systems as well.

Increasing parallelism in each automaton: Prior work
proposes approaches that increase parallelism in a single
automaton by eliding the dependence between consecutive
state transitions. Wu et al. [57] use speculation to allow mul-
tiple threads to work on di�erent input segments in parallel.
Parallel pre�x computation (scan) [3, 15, 18] is a widely used

parallel algorithm that can also be used for automata pro-
cessing; Mytkowicz et al. [25] build on this idea and propose
a parallel algorithm that avoids dependences with low ex-
tra work. Workloads (e.g., Snort) often have many patterns
(automata) to match against the input in parallel, so Hopps
(and prior AP accelerators) study workloads with abundant
parallelism across automata. However, these parallelization
approaches are complementary and can be promising for
workloads with few automata.

9 Conclusion

Automata processing requires high throughput, and storing
automata on-chip e�ciently is crucial to performance. But
automata graphs are often sparse, and prior work uses inef-
�cient uncompressed representation to store them. We have
presented Hopps, an architecture that combines compressed
and uncompressed data representations to improve storage
e�ciency and processing throughput, achieving gmean 2.5×
and 2.2× speedups over prior state-of-the-art accelerators.
Hopps makes storing infrequently activated nodes cheap,
and processing frequently activated nodes fast. We have
shown that under our execution model, o�oading infre-
quent nodes to Tortoise units has throughput close to run-
ning all nodes in Hare units, while making both Hare and
Tortoise units more storage e�cient than prior work, leading
to higher parallelism and throughput.
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