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Abstract

TCP is a reliable transport protocol tuned to perform well
in traditional networks made up of wired links with sta-
tionary hosts. Networks with wireless links and mobile
hosts violate many of the assumptions made by TCP, caus-
ing degraded performance. In this paper, we describe a
simple protocol that improves TCP performance by modi-
fying network-layer software only at a basestation without
violating end-to-end TCP semantics. The main idea is to
cache packets at the basestation and perform local
retransmissions. Simulations of this protocol show that it
is significantly more robust in the presence of multiple
packet losses in a single transmission window as com-
pared to TCP. This enables our protocol to tolerate at least
10 times as high an error rate without any performance
degradation.

1 Introduction

The significant increase in recent activity in the area
of wireless networks indicates that mobile hosts along
with their wireless links will be an integral part of future
networks. Communication over such networks shows quite
different characteristics compared to traditional wired net-
works. Wireless links do not (at present) have bandwidths
as high as on wired links and exhibit much higher error
rates. Furthermore, since the predominant model for wire-
less communication is the cellular connection, frequent
delays are caused due to handoffs as users move from cell
to cell. These handoffs involve transfer of communication
state (typically network-level state) from one basestation
(a router between a wired and wireless network) to
another, and typically last for anywhere between a few
tens to a few hundreds of milliseconds [CI94, KMS+93,
SLBR94]. 

Reliable transport protocols like TCP [CS94, RFC89]
have been tuned for traditional networks made up of wired
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links and stationary hosts. TCP performs very well on
such networks by adapting to end-to-end delays and
packet losses. TCP provides reliability by maintaining a
running average of estimated round-trip delay and mean
deviation, and by retransmitting any packet whose
acknowledgment isn’t received within twice the deviation
from the average. Due to the relatively low error rates over
wired networks, packet losses are assumed to be as a result
of congestion. Unfortunately, in the presence of the high
error rates characteristic of wireless links, this assumption
causes TCP to suffer a significant degradation in perfor-
mance in the form of poor throughput and very high inter-
active delays when used in a wireless environment [CI94].
This behavior arises due to the fact that errors on the wire-
less link or delays due to handoffs are incorrectly inter-
preted by TCP at the sender as congestion. In response to
this “congestion”, TCP drops its transmission window size
before retransmitting packets, initiates congestion control
mechanisms (slow start [Jac88]) and resets the retransmis-
sion timer using an exponential backoff computation from
the previous value (Karn’s Algorithm [KP87]), thereby
unnecessarily reducing its bandwidth utilization.

In this paper, we describe a simple protocol to allevi-
ate this degradation and present the results of several simu-
lations of this protocol. Our aim is to improve end-to-end
performance on networks with wireless links without
changing existing TCP implementations at the end hosts
and without recompiling or relinking existing applications.
We achieve this by a simple set of modifications to the net-
work-layer software at the basestation. Our simulations
indicate that we achieve equivalent or better performance
over a channel with a given error rate as compared to
unmodified TCP (based on the 4.3BSD-Reno version)
over a channel with one-tenth that error rate. Furthermore,
we achieve bandwidth speedups of up to 25 times that of
the unmodified TCP connection.

The rest of this paper is organized as follows. In Sec-
tion 2, we describe and evaluate some design alternatives
and related work that deal with this problem. In Section 3,
we describe the details of our protocol and the modifica-
tions to the router software at the basestation. We present



the results of our simulations in Section 4, and conclude
with our proposals for future work in Section 5. We are in
the process of implementing the protocol on a platform
consisting of IBM ThinkPad laptops communicating over
a 2 Mbit/s DEC WaveLAN.

2 Design Alternatives and Related Work

The design of a reliable transport-layer protocol for
networks with wireless links has received a lot of attention
in the recent past [BB94, CI94, Yav94]. Several alterna-
tives have been proposed in these papers to alleviate the
poor end-to-end performance shown by unmodified TCP
and unmodified routers. We summarize these alternatives
in this section and point out the disadvantages of each
method. We then briefly outline our method, which we
describe in more detail in Section 3.

• The I-TCP Approach [BB94]: This involves splitting
the TCP connection into two separate connections at
the basestation -- one between the fixed host and the
basestation, and the other between the basestation and
the mobile host. Since the second connection is over a
one-hop wireless link, there is no need to use TCP on
this link. Rather, a more optimized wireless link-spe-
cific protocol tuned for better performance can be
used[Yav94]. The advantage of this approach is that it
achieves a separation of flow and congestion control of
the wireless link from that of the fixed network. How-
ever, there are many disadvantages of this approach,
including:

1. Semantics: I-TCP acknowledgments and semantics
are not end-to-end. Since the TCP connection is
explicitly split into two distinct ones, acknowledg-
ments of TCP packets arrive at the sender even before
the packet actually reaches the intended recipient. I-
TCP derives its good performance from this splitting
of connections, but as we shall show, there is no need
to sacrifice precise semantics to achieve good perfor-
mance.

2. Application relinking: Applications running at the
mobile host have to be relinked with the I-TCP
library and need to use special I-TCP socket system
calls.

3. Software overhead: Every packet needs to go through
the TCP protocol stack and incur the associated over-
head four times -- once at the sender, twice at the bas-
estation, and once at the receiver. This also involves
copying data at the basestation to move the packet
from the incoming TCP connection to the outgoing
one. 

• The Fast-Retransmit Approach [CI94]: This
approach addresses the issue of TCP performance
when communication resumes after a handoff. Unmod-
ified TCP at the sender assumes the delay caused by a
handoff process to be due to congestion (since TCP
assumes that all delays are caused by congestion) and
when a timeout occurs, reduces its window size and
retransmits these packets. Often, handoffs complete
relatively quickly, and long waits are required by the
mobile before timeouts occur at the sender and packets
start getting retransmitted. This behavior occurs due to
coarse timeout granularities (on the order of 500 ms) in
most TCP implementations. The fast retransmit
approach alleviates this problem by having the mobile
host send a certain threshold number of duplicate
acknowledgments to the sender, a step that causes TCP
at the sender to immediately reduce its window size
and retransmit packets starting from the first missing
one (for which the duplicate acknowledgment was
sent). The main drawback of this approach is that it
deals only with handoffs and not with the error charac-
teristics of the wireless link. If used to deal with errors
too, this would increase the amount of traffic and con-
gestion in the fixed network, since every lost packet
would have to be retransmitted from the source.

• Link-level Retransmissions [PAL+95]: In this
approach, the wireless link implements its own retrans-
mission protocol at the data-link level. In addition,
TCP implements its own end-to-end retransmission
protocol. Studies have shown that independent retrans-
mission protocols such as these lead to degraded per-
formance, especially as error rates become significant
[DCY93]. A tight coupling of transport- and link-level
retransmission timeouts and policies is necessary for
good performance. In particular, information needs to
be passed down to the data link layer about timeout
values and policies reasonable for co-existence with
the higher transport layer policy. Otherwise, retrans-
missions will be performed on packets even if the
higher level protocols is unreliable. 

3 Our Protocol Model

Since TCP is a ubiquitous protocol and most current
network applications use it, it is desirable to achieve our
goal of implementing TCP over our network without
changing existing TCP implementations. We do not mod-
ify network-layer software anywhere in the fixed network
except at the basestation, since that is the only node in the
fixed network over which we can expect to have full con-
trol. At the basestation, we modify the router code to cache
data meant for the mobile host, and introduce a few simple
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FIGURE 1. State Machine for snoop_output()
policies dealing with acknowledgments and retransmis-
sions. In some sense, we maintain the advantage of the
split connection of shielding the sender from the vagaries
of the wireless link and the mobility of the receiver with-
out sacrificing end-to-end semantics, modifying host TCP
code, or relinking existing applications. We describe our
protocol in the context of a single TCP connection consist-
ing of a fixed host (FH) connected to a mobile host (MH)
through a basestation (BS). The extension to multiple
senders and receivers is not difficult.

The basestation routing code is modified by adding a
layer, the snoop layer, which monitors every packet that
passes through the connection in either direction. No
transport layer code runs at the basestation. The snoop
layer maintains a cache of TCP packets sent from the FH
that haven’t yet been acknowledged by the MH. This is
easy to do since TCP has a cumulative acknowledgment
policy for received packets. When a new packet arrives
from the FH, the snoop layer adds it to its cache and passes
the packet on to the routing code which performs the nor-
mal routing functions. The snoop layer also keeps track of
all the acknowledgments sent from the mobile host. When
a packet loss is detected (either by the arrival of a duplicate
acknowledgment or by a local timeout), it retransmits the
lost packet to the MH. Thus the basestation hides the
packet loss from the FH by not propagating duplicate
acknowledgments, thereby preventing unnecessary con-
gestion control mechanism invocations. 

3.1  Snoop Functions

In this section, we describe the details of the opera-
tions performed at the basestation by the snoop layer. We
focus on TCP packets from a FH to a MH (it is unclear that
a protocol involving changes only at the basestation can
improve  the performance of communication between  a

MH and a FH). The snoop layer has two linked state
machines, snoop_output() and snoop_input().
Snoop_output() processes and caches packets
intended for the MH while snoop_input() processes
acknowledgments (ACKs) coming from the MH and per-
forms local retransmissions. These local retransmissions
are initiated using a timeout mechanism based on a TCP-
style round-trip time (RTT) estimate of the last (wireless)
link. We limit the maximum number of local retransmis-
sions (the optimal value of this limit is still undetermined).

The state machines for snoop_output() and
snoop_input() are shown in Figures 1 & 2 and are
described below. 

Snoop_output()
One of three types of packets can arrive from the FH:

1. A new packet in the normal TCP sequence. In this
case add the packet to the snoop cache and also route
it to the MH.

2. An out-of-sequence packet that has been cached ear-
lier. In this case this packet has been transmitted
either as a result of a sender timeout or as part of the
data stream following a TCP fast-retransmission
[RFC89]. In general, we allow the local retransmis-
sion scheme to deal with the delivery of cached pack-
ets. To allow local retransmissions to progress, we
reset the count of such retransmissions to 0.

3. An out-of-sequence packet that has not been cached
earlier. In this case this packet has either been deliv-
ered out of order by the network or was lost earlier
due to congestion on the wired network. Therefore,
this packet is marked as having experienced conges-
tion loss. Snoop_input() uses this information to
deal with TCP acknowledgments.
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FIGURE 2. State Machine for snoop_input()
Snoop_input()
Snoop_input() monitors the acknowledgments

(ACKs) sent back by the MH. These ACKs fall into one of
three categories:

1. A spurious ACK, out of the normal non-decreasing
order of TCP ACKs. This ACK is discarded since
TCP’s acknowledgments are cumulative.

2. A duplicate ACK (DUPACK), identical to a previ-
ously received one. In this case the next packet in
sequence from the DUPACK has not been received
by the MH. However, some subsequent packets in the
sequence have been received. We take one of several
actions:

• If the desired packet is not in the snoop cache or
is marked as a congestion loss, we route the
DUPACK to the FH. This is because we need
the FH to resend the packet after invoking its
congestion control mechanisms.

• Otherwise, if we are not expecting a DUPACK
for this packet, we retransmit the packet to the

MH. Based on state we maintain (sequence
numbers of the last transmitted packet and the
expected ACK), we estimate the number of
DUPACKs that the lost packet will create,
update the state and set the wireless retransmis-
sion timer.

• Finally, if we are expecting a DUPACK for this
packet (based on the above estimate), we dis-
card the DUPACK.

3. A new ACK. In this case the ACK signifies an
increase in the packet sequence received at the MH. 

• Based on the state we maintain (the expected
ACK), we determine if a packet has been lost
on the wireless link, and if so, retransmit it. We
also set the retransmission timer and update the
state. 

• Otherwise, no packets have been lost and we
use this ACK to update our RTT estimate for
the last link and free the buffers in our cache.

In addition, snoop_input() must retransmit a
packet when a timeout occurs on the wireless link.
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FIGURE 3. Performance of snoop protocol compared to normal TCP - (A) shows end-to-end bandwidth 
with standard deviations. (B) shows bandwidth speedup of the snoop protocol.
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4 Simulation Results 

We simulated our protocol by modifying REAL
[Kes88], a network simulator for studying the dynamic
behavior of flow and congestion control schemes in
packet-switched networks. Network sources in REAL can
be specified to be a TCP-like source, in which case they
simulate TCP Reno (based on the 4.3BSD-Reno imple-
mentation). Our modifications involved creating two new
node types to simulate a snooping basestation and a
mobile host. Additionally, a bit error rate over the last link
to the mobile host was introduced to model the wireless
link.

We simulated a three-hop network with four hosts;
one source (FH), one router, one basestation (BS), and one
mobile host (MH). The simulations compared the perfor-
mance of two connections: one which had an ordinary BS
(non-snooping) connected to the MH over the wireless
link and one in which that BS was replaced by a snooping
BS. The bandwidths of the fixed links were 10 Mbps with
a latency of 100 µs, while the peak bandwidth of the wire-
less link was 2 Mbps with a latency of 200 µs. Each TCP
packet was 500 bytes in size, the maximum router buffer
size at the nodes was 20 packets, and the scheduling policy
at the router and basestation was FCFS. 

A three-hop network like the one we chose is suffi-
cient to model congestion since output queues overflow
most often on the slowest link which in most wireless net-
works is the wireless channel. We have not yet experi-
mented comprehensively with multiple TCP connections

contending for the same resources in the network although
we feel that this configuration will actually improve the
relative performance of our protocol over unmodified TCP
because of our caching and retransmission mechanism. 

Our protocol is designed to handle both bit-errors and
mobility of hosts. We focus only on errors here due to
space constraints. We ran simulations using Poisson-dis-
tributed errors with error probabilities ranging from 10-3 to
10 -7. The results are shown in Figures 3 (A) and (B). Fig-
ure (A) shows the bandwidth achieved at the MH in KB/s
as a function of the bit-error rate (with standard devia-
tions), for both our protocol and unmodified TCP. Figure
(A) shows that our protocol handles error rates at least 10
times higher than normal TCP without any degradation,
for error rates between 10-4 and 10-7. Figure (B) shows the
bandwidth speedup of our protocol over normal TCP.
These figures indicate that TCP does not perform well in
the presence multiple packet losses in a single transmis-
sion window. On the other hand, our protocol is signifi-
cantly more robust in dealing with such losses and
achieves speedups of up to 25 times. The performance
gain is maximum around an error rate of 10-4 and tapers
off for error rates larger than 10-6 when there is a very low
probability of multiple errors in any TCP transmission
window.

5 Conclusions and Future Work

We have presented a simple protocol to improve the
performance of TCP on networks with wireless links and



mobile hosts. This protocol works by modifying the net-
work-layer software at the basestation, and involves no
other changes elsewhere in the network. The main idea is
the caching of packets intended for the mobile host at the
basestation and performing local retransmissions. Simula-
tions of this show that this protocol can handle 10 times as
high a bit-error rate without any performance degradation
as compared to unmodified TCP. Our simulation results
are very promising, and we are currently in the process of
implementing the snoop protocol on a platform consisting
of IBM ThinkPad laptops and Pentium PCs running BSD/
OS 2.0 from BSDI, communicating over a 2 Mbit/s DEC
WaveLAN.
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