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Abstract

Network protocols in cellular wireless data networks must update routes as a mobile host moves between cells.
These routing updates and combined with some associated state changes are called handoffs. Most current handoff
schemes in wireless networks result in data loss or large variations in packet delivery times. Unfortunately, many
applications, such as real-time multimedia applications and reliable transport protocols, adapt to long term esti-
mates of end-to-end delay and loss. Violations of these estimates caused by handoff processing often result in
degraded performance. For example, loss during handoff adversely affects TCP performance [CI94] and high
packet loss and variable delays result in poor real-time multimedia performance. In this paper, we describe amulti-
cast-based protocol that eliminates data loss and incurs negligible delays during a handoff. The basic technique of
the algorithm is to anticipate a handoff using wireless network information such as received signal strengths and to
multicast data destined for the mobile host to nearby base stations in advance. This routing, combined with intelli-
gent buffering techniques at the base stations, enables very rapid routing updates and eliminates data loss without
the use of explicit data forwarding. We have implemented this protocol using IP Multicast and Mobile IP-like rout-
ing. In our implementation, handoffs typically take between 8 and 15 ms to complete and result in no data loss.

1. Introduction

Wireless data networks are usually composed of a wired, packet-switched, backbone network and one or more
wireless (e.g., cellular radio or infrared) hops connecting mobile hosts to the wired part. The wireless part is orga-
nized into geographically-defined cells, with a control point called a base station (BS) for each of these cells (see
Figure 1). The base stations are on the wired network and provide a gateway for communication between the wire-
lessinfrastructure and the backbone interconnect. As a mobile host (MH) travels between wireless cells, the task of
routing data between the wired network and the MH must be transferred to the new cell’s base station. This pro-
cess, known as a handoff, must maintain end-to-end connectivity in the dynamically reconfigured network topol-

0gy.

Although much has been written about cellular handoffs in wireless data networks, there appear to be few actual
implementations in operational wireless testbeds. Fewer still are the number of implementations that achieve laten-
cies of the order of afew tens of milliseconds or less with negligible associated data loss. In this paper, we present
the design, implementation and performance evaluation of such a system and describe our experience with it. The
testbed is part of the Daedal us project at Berkeley [Dae95] and is based on PC (1486 and Pentium) base stations and
IBM ThinkPad mobile hosts communicating over a2 Mbit/s AT& T WaveL AN.

The main goals of our work are twofold: to design and implement a handoff mechanism that achieves very low
latencies with little disruption in traffic at the receiver, and to do this with aslittle dataloss as possible. We aim for
latencies of 30-40 ms or less and no lost packets during a handoff. These numbers are motivated by our desire to
cause no disruption to continuous media streams (at 30 frames per second of full motion video, 30-40 msis about
one complete frame; in practice, wireless networks and mobile hosts rarely support such a high frame rate, so the
penalty is usually less than aframe) and to cause no degradation in the performance of reliable end-to-end proto-
cols like TCP that invoke congestion control procedures in response to perceived data loss.

We achieve these goals by using multicast to arrange for nearby base stations to aso receive packets destined for



Figure 1. Arrangement of a cellular wireless network.

the mobile host and intelligently buffer a small number of most recent ones. After a handoff is completed, the new
base station hasin its cache the most recent packets and it can therefore ensure that the mobile host gets consistent
performance with little data loss. Our measurements show that handoffstypically complete in between 8 and 15 ms
in the common case of local handoffs between base stations close to each other. Thislow latency manifestsitself in
several ways to higher-level protocols and applications. For instance, when coupled with the snoop protocol
[BSK95], it ensuresthat the sender of a TCP stream does not invoke any congestion control procedures and cause a
reduction in end-to-end throughput. Application performance is consistent across handoffs -- there are hardly any
noticeable glitchesin video streams sent at close to the peak wireless bandwidth over UDP/IP.

Therest of this paper describes how we achieve our goals and is organized asfollows. In Section 2, we describe the
design of the handoff algorithm and compare it with the IETF Mobile IP proposal. We describe our implementation
in Section 3 and the results of several of our experiments in Section 4. We also describe our experience with the
protocol in this section. We discuss our future plans and conclude with a summary in Section 5.

2. The Design of the Handoff Protocol

In this section, we describe the design of our mobile routing protocol designed to achieve low-latency handoffs and
highlight the differences between it and the IETF Mobile IP proposal [Per95]. In the process, we show how our
design can be viewed as being mostly compatible with the way routing is done in Mobile IP and how the differ-
ences help achieve low handoff latencies and negligible data | oss.

We first describe the limitations of the standard I P routing mechanismsin a mobile environment. Each hostinan IP
network has a unique addressthat is used to route packetsto it. Routersin an I P network forward each packet based
on the destination address in the packet header and a routing table containing the next network hop in the route to
all different | P addresses. Since the IP-based Internet has an hierarchical structure and hosts usually remainin fixed
locations, the routing tables on most routers are small and are updated infrequently. Unfortunately, these character-
istics are not true in networks with mobile hosts. Using the standard routing protocols in this environment will
require the routers to store routes to each mobile host and update them whenever a handoff occurs. Such a scheme
will suffer from data loss during a handoff unless data is explicitly forwarded from the old to the new router. In
addition, thisis not a scalable solution, since the size of arouting table increases linearly with the number of
mobile hosts and the frequency of updatesto it is proportional to the frequency of handoffs in the system.

In most proposed solutions, including the IETF Mobile | P proposal, packets traversing the network during a hand-
off are lost or experience unusually long delays. Each mobile host in the IETF Mobile IP system is assigned a home
network. When the route to a mobile host changes, the protocol notifies a special machine on the home network,
called the home agent, of the new route. Since routing updates must be sent to the home network, the duration of
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the update is proportional to the network distance or round trip time between the mobile host and its home. As a
result, Mobile IP does not efficiently support continuous mobility far from the home network. While a route is
being updated, the protocol delivers packets en route to the mobile host to the incorrect location. The last hop
router for these packets may drop them since the mobile host has moved or may forward them to the mobile host's
current location. If the packets are dropped, the handoff will result in a significant amount of dataloss. Alterna-
tively, forwarding data after the routing stabilizes will cause the data to be delivered after along additional delay,
with an increased likelihood that packets will be delivered out-of-order.
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Figure 2. IETF Mobile IP Routing Encapsulation.

High delay jitter and variation in data loss result in unacceptable performance for many standard real-time muilti-
media applications [MJ95] and reliable protocols such as TCP/IP. Both multimedia applications and reliable proto-
cols adapt to long term end-to-end estimates of delay and packet loss between the data source and mobile host.
However, they do not perform well when rapid variations in network characteristics occur, causing high fluctua-
tionsin these estimates. In order for these applications and protocols to achieve good performance, the protocol for
routing data to mobile hosts must provide communication with consistent delay and negligible dataloss.

The problem of IP routing support for a mobile host can be split into routing data from the mobile host and routing
data to the mobile host. Fortunately, packets from mobile hosts to corresponding hosts (CHs) can use the normal IP
routing system and the proposed mobile IP routing protocols can concentrate on the delivery of packets to the
mobile host. In most mobile IP proposals, there are two basic stages in the routing of a packet to a mobile host. In
the first stage the packet is delivered to the mobile host’s home agent. The home agent usually resides on the net-
work associated with the home address of the mobile host or advertises a route to the mobile host. It either main-
tains the current location of the mobile host or knows how to retrieve it. In the second stage of the routing, the
home agent forwards the packet to the mobile host’s current location. The various methods to do this use encapsu-
lation, loose source routing or dynamic addresses to deliver the packet to the mobile host. The IETF proposal uses
IP-in-1P encapsul ation to forward the packet. Figure 2 shows the routing used by the IETF Mobile IP protocol.

Our mobile routing protocol uses the same first stage as the IETF Mobile IP protocol. However, it differs signifi-
cantly from Mobile IP in the second stage in order to achieve low-latency handoff and to reduce packet loss and
delay variation during handoff. Handoffs in our system use IP multicast [Dee91] and intelligent buffering in nearby
base stations to eliminate data |oss and provide consistent performance [KMS*93]. We describe these ideas in the
rest of this section.

In our scheme, there are three basic partsto the routing of packets to amobile host. Thefirst part handles the deliv-
ery of apacket to the home agent (HA). Our scheme, like the IETF proposal, uses the normal | P routing mechanism
to achieve this. The second responsibility of the routing system is to determine the physical location of the mobile
host. Finally, the routing system must support the delivery of packets from the home agent to the mobile host.
These steps are shown in Figure 3.
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Figure 3. Multicast-based mobile I P Routing Encapsulation.
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Figure 4. Home Agent Encapsulation.

Each MH is assigned a long-term I P address (home address) associated with its home location. The MH’s home
agent (HA) intercepts any packets transmitted to this home address using the proxy ARP mechanism. The HA is
responsible for forwarding these packets to one or more base stationsin the vicinity of the MH. In our implementa-
tion, we chose to use IP multicast to perform this delivery. Each MH is aso assigned a temporary |P multicast
address. The home agent encapsulates packets destined for the MH and forwards them to its associated multicast
group. The members of this multicast group include the base stations in the vicinity of the mobile host, but the
mobile host itself does not join the group. An example of thisinterception and encapsulation is shown in Figure 4.

The second task of the routing system is to determine the current location of the MH. Each BS periodically broad-
casts a beacon message to al MHSs in its range. Each MH keeps track of the recent beacons it has received to
approximate its current location and motion. The MH uses statistics such as the received signal strength of the bea-
cons and communication quality to identify which BSs are nearby. The MH also determines which wireless net-
work cell it should join as well as which cells it is likely to handoff to in the near future. Based on this
determination, the MH configures the routing between the HA and the various BSs.

The delivery of packets from the HA to the BS utilizes the dynamic routing provided by IP multicast. The BS
responsible for the cell containing the MH joins the |P multicast group. Each packet transmitted from the HA to the
multicast group is forwarded by this BS, the primary, to the MH. At any instant of time, there is at most one pri-
mary BS in the system for a given mobile host. In addition, BSs which are identified as likely handoff targets are
asked to join the multicast group by the MH. These BSs do not forward the packets from the multicast group to the
wireless network. Instead, they buffer the last several packets transmitted from the HA. Typically, handoffs are to
cells whose BSs in this manner have been primed for aMH. When a MH enters such a cell, the new primary BS
begins transmitting packets from its buffer of packets. The data “in-flight” from the FH is delivered directly from
the new BS without having it forwarded from the previous BS. Therefore, this handoff scheme has minimal data
loss during handoff and incurs no additional delays due to data transfer. The other advantage of using multicast is
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Figure 5. Home Agent to M obile Host Routing.

that the routing to the MH does not have to be changed at the HA, since the addressing itself provides the level of
indirection necessary for fast route updates. The routing of data between the HA and the MH is shown in Figure 5.
In thisfigure, the multicast address corresponding to the MH is224.8.9.10, and it’'s home address is 128.32.33.127.

Handoffs are mobile host-initiated and occur when the MH discovers a BS with a stronger signal than the current
one. The sequence of events and messages during atypical handoff are shown in Figure 6. In the figure, the MH is
moving from BS1's cell to BS2's cell. The handoff processing begins when it receives a new beacon measurement
from BS2. Based on the beacon samples and some hysteresis, the MH decides that BS1 should be buffering packets
and that BS2 should be forwarding packets. Using hysteresis ensures that very frequent and unnecessary handoffs
don’t occur. After comparing the desired state for each of the BSsin the areawith their current state, the MH trans-
mits a set of control messages to the various BSs. These control messages request each BS either to begin or end
forwarding and buffering of packets. At most one BS is in the forwarding state at any instant of time for a given
MH. While these requests are being delivered and processed, packets continue to arrive from BS1. The list of the
last several packets received by the MH isincluded in the control message that activates forwarding on BS2. This
allows the new primary BS, BS2, to determine which packets in its buffer have already been delivered to the MH
by the previous forwarding BS. After synchronizing its buffer, the BS2 begins forwarding the remaining packets
from the buffer and the multicast group to the MH.

Using multicast to establish the routing in advance greatly reduces the actual duration and amount of data | oss of
handoff. This allows handoff to complete without affecting the performance of data transfers using TCP or other
higher-level protocols. One major difference between the IETF Mobile IP proposal and our scheme is that we
encapsul ate packets intended for aMH using an IP multicast address, while Mobile I P uses a unicast address. How-
ever, the MH does not join the multicast group and directly receive these multicast packets. Instead, the MH con-
trols which base stationsin itsvicinity may join the group and receive packets on its behalf, and arranges for one of
the participation base stations to forward decapsulated packets to it. Intelligent buffering policies at the base sta-
tions help achieve low latencies and low data loss while keeping these buffers small in size. Mobile IP is not
designed to support continuous mobility while receiving data from various sources. Nor is it particularly well-
suited for roaming far from the home network, since all route updates need to be made at the home agent every
time the MH changes cells. Our multicast approach enables these features by consuming more resources in the
wired network than Mobile IP in the form of bandwidth (for multicast) and buffer space. We believe this to be an
acceptable trade-off, given the state of current technology and future trends towards rapidly increasing wired net-
work bandwidth.

3. Implementation

In this section, we describe the details of the implementation of the mobile routing protocol that meets the dual
goals of low latency and negligible data | oss.
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3.1 System Architecture and Overview

We have implemented the routing protocol on atestbed as part of the Daedalus project at Berkeley. Theimplemen-
tation platform consists of IBM ThinkPad laptops and PC (i486 and Pentium) base stations running BSD/OS 2.0
from BSDI, communicating over an AT& T WaveLAN. The WaveL AN radio we use is a 915MHz, wireless, direct
sequence spread spectrum local areanetwork interface [AT ]. It provides a shared, ethernet-like link with araw sig-
naling bandwidth of 2 Mbit/s. Since it is a broadcast-based network, the 2 Mbit/s bandwidth is shared by all
machines within radio transmission range. The WaveL AN network interface card provides a mechanism to retrieve
the radio signal strength, silence level and signal quality observed during the reception of a packet.

The network topology of the system is shown in Figure 7. There are currently several PCs and mobile hosts in our
experimenta system. One fixed location host is the source of data during our experiments and another is a home
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agent for the mobile hosts. In our experiments, the mobile host handoffs are between two PC base stations on an
Ethernet. The base stations were also moved to other Ethernets for some experiments to eval uate the performance
of handoffs when the base stations are not close to each other. The implementation currently supports datatransfers
to and from mobile hosts and smooth handoffs based on the design presented in Section 2.

The implementation consists of four modules: the encapsulator, the decapsulator, the beaconing system, and the
route analyzer. The encapsulator at the home agent and decapsulators at the base stations perform the actual routing
of packets between the corresponding host and the mobile host. The beaconing system is used to identify the cur-
rent location of the mobile host. The route analyzer runs on the mobile host and uses the information provided by
the beaconing system to configure the routing of packets. We describe these various modules in more detail in the
following sections.

Several modifications were made to the network modules of the operating system to support the mobile routing
protocols. These modifications are described in the following sections. In addition, we added special support for
high priority packets by implementing the low delay 1P type-of-service option (IP TOS) in BSD/OS 2.0. This was
done by adding a specia low delay packet queue for each network interface, especially for the WaveL AN. When
sending data to the network interface card (NIC), the operating system transmits data from the fast queue before
processing the normal queue.

3.2 The Encapsulator

The first stage of routing between a corresponding host and a mobile host delivers the packet to an entity that
understands mobile routing, the home agent. When a mobile host leaves its normal home location, it initializes the
home agent encapsulation by specifying a pre-defined multicast address corresponding to it. The home agent then
intercepts all packets destined for the mobile host and forwards them to this IP multicast address. The home agent
in our system is implemented using encapsulation code added to the I P routing modules, and a set of calls to con-
figure the encapsulation and interception of packets. The processing of packets at the home agent is shown in
Figure 8.

When a mobile host is away from its home location, the home agent uses the proxy ARP mechanism to respond to
all ARP requests for the MH. However, the home agent returns its own ethernet address to the transmitter of the



ARP request. This ensures that all packets destined for the mobile host are successfully intercepted by the home
agent.

At the home agent, the IP routing code receives all packets intended for the mobile host. At this point, the home
agent must identify that the packet is destined for a mobile host and encapsulate the packet using the multicast
address. To support this processing, we made the following changes to the kernel of the home agent:

1. The home agent kernel contains an encapsulation table containing information about each mobile host for
which it is responsible. Each entry in the list contains the IP address of the mobile host, the IP Multicast
address to use while encapsulating packets for that mobile host, and the time-to-live (TTL) for the encapsu-
lated packets.

2. Two newly added IP-level socket options, ADD_ENCAP and DEL_ENCAP, control the encapsulation. The
home address of the mobile host and the IP Multicast group to forward the packet to are inputs to both socket
options. The ADD_ENCAP option also requires the TTL to use on the IP Multicast group as an input. When a
mobile host leaves its home address, the home agent joins the |P Multicast group corresponding to the mobile
host and uses the ADD_ENCAP socket option to add an entry to its encapsulation table. This initializes the
encapsulation and forwarding. If the mobile host returns to its home network, the home agent uses the
DEL_ ENCAP socket option to delete an entry from the table and has the base station leave the associated 1P
Multicast group. This socket option call combined with the deletion of the associated proxy ARP entry allows
the mobile host to receive packets directly at its home address.

3. The mobile encapsul ation modul e uses the information contained in the encapsul ation table and the destination
address of the packet to encapsulate and forward packets. This module encapsulates the origina packets with
an | P header containing the | P Multicast address associated with the maobile host. Finally, the home agent uses
the normal | P packet output routines to forward the packet.

4. Once the packets are sent encapsul ated with the multicast address, standard 1P Multicast routing delivers them
to the base stations subscribed to the appropriate multicast groups. The route analyzer requests only the base
station that is currently forwarding packets to the mobile host and base stations that are likely targets for hand-
off to listen on the mobile host’s multicast group. The mobile host itself does not join the multicast group.

3.3 The Decapsulator

Packet routing from the corresponding host to the mobile host is performed by decapsulators that run at each base
station. The route analyzer on the mobile host requests one or more decapsulatorsin its vicinity to receive packets
on its behalf. The requested base stations join the P Multicast group associated with the mobile host and receive
packets intended for the mobile host. The route analyzer chooses a single base station in its area to be the current
forwarding base station (the primary base station). The decapsulator on the primary base station decapsulates and
forwards packets across the wireless link to the mobile host. The other base stations that receive packets for the
mobile host do not forward them on; instead, they buffer the last few packets received. The decapsulator isimple-
mented in two major sections: a set of changes to the IP routing code and a user-level daemon that receives and
processes requests from the mobile hosts.

Several additions to the IP routing module perform the functions of decapsulating, forwarding and buffering pack-
ets. This module receives all packets that arrive at the base station and have an IP Multicast address. The decapsu-
lator scans all multicast packets to identify the ones that are destined for a registered mobile host. It then processes
the packet based on the current state of decapsulation (either primary forwarding or nearby buffering) for the
mobile host. Figure 8 shows the processing of multicast packets at the decapsul ators.

To perform the necessary tasks, we made the following changes to the kernel of the base stations:

1. The base station kernel contains a decapsulation table containing information about each mobile host for
which it is currently responsible. An entry for a mobile host in the list contains its associated |P Multicast
address, its home IP address, and current state of decapsulation from this base station. The decapsulator on a
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mobile host’s primary base station is in the forwarding state. The other base stations that have been requested
to join the multicast group associated with the mobile host have decapsulators in the buffering state. In this
state, a decapsulator caches the last 12 packets it has received that are destined for the mobile host. We tuned
the implementation to buffer 12 packets based on our measurements of handoff times and throughput rates
over the WaveL AN. At a data transfer rate of 1.4 Mbit/s, 12 packets corresponds to about 100 ms of data for
the largest packets (about 1440 bytes). Thus, 12 packets translates to a time duration that is about a factor of
three higher than our latency goal of 30 ms, thereby ensuring that we hardly ever incur dataloss during a hand-
off.

. A set of newly added |P-level socket options, ADD_DECAP, DEL_DECAP, ENA_DECAP and DI S_DECAP,
control the decapsulation. The information passed to these socket options include the IP Multicast group and
the home IP address associated with a mobile host. When a mobile host enters a base station’s vicinity, the
decapsulator uses the ADD_DECAP socket option to add an entry to decapsulation table and to join the base
station to the MH’s P Multicast group. The initial state of decapsulation isto only buffer packets for a mobile
host. When the mobile host enters the base station’s cell (i.e., it chooses the decapsulator as its primary for-
warder), it uses the ENA_DECAP call to change the state of decapsulation from buffering to forwarding. Dur-
ing the change to forwarding state, the base station forwards to the mobile host any packets that were stored
while the decapsulator was in buffering mode and have not yet been delivered to the mobile host. This elimi-
nates any loss of packets en route to the mobile during handoff. To identify which packets to transmit from the
buffer, the MH passes the IP IDs of the last three packets received by it and packets after these are transmitted.
Once the mobile host |eaves the cell, the decapsulator returns to the buffering state using the DI S_DECAP
cal. Finally, DEL_DECAP deletes the decapsulation entry from the table and has the base station leave the
associated |P Multicast group.

. The decapsulation modul e uses the information contained in the decapsulation table and the destination multi
cast address to perform the final delivery of a packet. The base station must have a host route entry in its rout-
ing table for the home IP address of the mobile host. This entry forces the packet to be routed across the wire-
less network to the actual mobile host. We accomplish this by assigning each MH a temporary IP address in
the region’s wireless network and setting up aroute entry for the home address through this temporary address.
This allows the base station to use the normal |P packet output routines to forward the packet to the mobile
host.
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A user-level daemon, decapd, performs many of the control functions needed in the decapsulator. As soon as a
mobile host comes within range of a base station, the route analyzer on the mobile host creates a TCP control con-
nection between the route analyzer and the decapsulation daemon. When the TCP control connection is created, the
decapd process adds a routing table entry between mobile host’s home and temporary address. Decapd accepts
four different forms of requests on these connections. The requests map directly to the four different socket options
possible on a base station. The route analyzer uses the information provide by the beaconing system to decide
which base stations should be forwarding packets and which base stations should be buffering packets. It commu-
nicates these decisions to the decapsulators across these TCP control connections. By processing these packets a
decapsulator puts the base station into the state desired by the mobile hosts.

3.4 TheBeaconing System

The beaconing system runs on the mobile hosts and base stations. Its primary responsibility is to provide the route
analyzer with information about the location of the mobile host. The beaconing system passes the route analyzer
the IP address and communication quality of each base station that can be heard by the mobile host. The route ana-
lyzer uses this information to determine which base stations should listen on the multicast group associated with a
mobile host.

The WaveL AN NIC measures the signal strength, the background noise, and the signal quality of the received
packet at the time of reception. These measurements are used to determine the best base station to which to hand-
off. However, these measurements must be retrieved upon the reception of a packet from the NIC. To simplify the
collection of this data, we added a process to the base station that periodically sends beacon packets. At the mobile
host, we added a set of cals to help identify these beacon packets and retrieve the corresponding signal measure-
ments.

Twonewi octl () calls, ADD_BEACON and DEL_BEACON, facilitate the retrieval of radio measurements from
the WaveL AN NIC at the mobile host. The information passed to these calls include the IP address and WavelL AN
physical layer address of a base station. The ADD_BEACON i oct | adds the passed address to a table of base sta-
tions in range, while the DEL_ BEACON call removes an entry from this list. When a WavelL AN beacon packet
arrives from one of the base stations in the table, the device driver retrieves the signal measurements from the NIC
and stores it. The device driver currently stores the last three samples of each base station. Figure 10 shows the fil-
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tering and retrieval of the beacon signal measurements.

The beacon packets sent from a base station contain the |P addresses for its wired and wireless interfaces and a
time stamp. These beacons are transmitted over UDP/IP to the WaveL AN broadcast address at a frequency of one
beacon every second (this is a configurable parameter). At this beaconing rate, we observe approximately a 10%
degradation in aggregate bandwidth across the WavelL AN.

At the mobile host, the route analyzer uses the ADD_BEACON and DEL_ BEACON ioctls to update the list of base
stations that are in range of the mobile host. This allows the mobile host to have relatively fresh information about
the communication quality to each of the nearby base stations. These radio measurements are retrieved at user level
using the BSD kernel memory interface, kvm We wrote a simple library that mapped the entire table of base sta-
tions and measurements into the memory of a user-level program. The library also provides support for retrieving
the sample of a specific base station.

3.5 The Route Analyzer

The route analyzer uses the information and functionality provided by the decapsulators and beaconing system to
determine and control the route of packets to the mobile host. There are two major sections to the route analyzer: a
modul e that interacts with the beaconing system and a modul e that interacts with the decapsulators. The following
sections describe these modules in detail.

3.5.1 Information Retrieval M odule

The information retrieval module is responsible for identifying which base stations are nearby and for retrieving
any information the wireless network can provide about these base stations. This module is the collector of *hints’
about user mobility available from the system. In the WaveL AN-based system, these hints come from the signal
measurements available from the NIC. The beaconing system provides a mechanism to filter and retrieve these
measurements. The information retrieval module chooses which measurements to filter and retrieve.

At the mabile host, the information retrieval process receives all packets destined for the beacon service UDP port.
When a beacon packet arrives, the process attempts to read the radio measurements associated with the transmit-
ting base station, maintained by the kernel. If the WaveL AN device driver has the base station in its list of nearby
base stations, the process retrieves the beacon measurements. Otherwise, the process performs an ADD_BEACON
i oct | to register this base station asone that isin range of the mobile host. It also creates a TCP control connec-
tion to this base station for use by the route control module. If a beacon has not been received from a base station
for 5 seconds, the module determines that the base station has gone out of range of the mobile host and uses the
DEL_BEACON oct | to remove the base station from its list. This allows the mobile host to maintain relatively
fresh information about the communication quality to each of the nearby base stations. In addition, it also provides
the mobile host with a reliable communication channel to each base station in range.

3.5.2 Route Control Module

The route control module uses the data gathered by the information retrieval module to identify the mobile host’s
connectivity. It determines which base station it is best for the mobile host to route data through as well as which
base stations the mobile host is likely to handoff to in the near future. It uses this information to configure the rout-
ing of the nearby base stations.

Each time a beacon arrives at the mobile host, the information retrieval module provides the route control module
with anew list of nearby base stations. Thislist is sorted in order of decreasing signal strength. Normally, the route
control module chooses the base station with the best signal strength as the primary. However, the module uses
hysteresis to avoid changing primary base stations (handoff) too frequently. The strongest signal must be at least
15% better than the current primary base station’s signal before the route module initiates a handoff. The choice of
this threshold was empirically determined based on our experience with the system. The module also identifies the
nearby base stations with the strongest signals as likely targets for handoff. These base stations are requested to
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buffer packets for the mobile host. The module has three different policies that can be used to determine the num-
ber of buffering base stations. The first scheme requests all base stations in range to buffer packets for the mobile
host. Another policy has afixed number of base stations buffering at all times. The last policy adapts the number of
buffering base stations to the rate of the mobile host’s motion. The modul e estimates the motion of the mobile host
using the total magnitude of signal measurement changes in the past few seconds. There are three definable thresh-
olds that categorize the motion as ‘none’, ‘slow’ or ‘fast’. For each class of motion a different number of base sta-
tions buffer packets for the mobile host. The choice of policy should be based on several factors including: (i) the
characteristics of user movement, (ii) the availability of backbone network resources for multicast and buffering,
and (iii) the cost of multicast and the desired “ hit-rate” of handing-off to base stations that have routing already set

up.

Once the route control module has determined the state of decapsulation at the various BSs, it must communicate
these decisions to the decapsulators. The module sends a control packet to each base station that needs to change
state across a TCP control connection. In order to deliver this packet quickly, the module transmits this packet with
the low delay IP TOS flag set. This message contains the new state the base station should be in and the IP IDs of
the last three packets received by the maobile host to help the new primary base station synchronize its buffers. At
each base station, the decapd process reads these messages and performs the appropriate decapsulation socket
options. The state changes at the different base station comprise the handoff of a mobile host from one cell to
another and set up the routing desired by the mobile host.

4. Performance Analysis

In this section we present the results of several experiments with the handoff protocol and describe our experiences
with using it over the WaveL AN wireless testbed. Our experimental setup is the same as described in Section 3.
There are two base stations, a data source and a home agent on the wired backbone, and a mobile sink connected
over aWaveL AN link. In order to perform controlled experiments, we force handoffs to occur at predetermined
instants of time. We are interested in measuring the overall end-to-end throughput (and degradation from the maxi-
mum), the handoff latency, the number of dropped packets, the network utilization and the buffer requirements at
the base stations. While the overall end-to-end throughput is what applications perceive, understanding end-to-end
effects requires a closer analysis of what happens to individual packets during a handoff. This motivates our choice
of the handoff latency and number of lost packets as performance metrics. We describe the results of using both
UDP and TCP as higher-level transport protocols.

Therest of this section is organized as follows. We first present our experimental results and explain them. We then
analyze some of the overheadsin the protocol, and conclude with a description of some problems we observed with
the WaveLAN MAC layer.

4.1 Experimental Results

We first measure the maximum throughput in the absence of handoffs with the beaconing system turned on from
the two base stations. We then measure the throughput when handoffs are done between two nearby buffering base
stations at different periodic intervals of time. For one of these runs, we draw atimechart of the precise messaging
and events that occur in the process. These are all done with TCP as the higher-level protocol. After this, we mea-
sure the throughput, number of lost packets, number of duplicate packets, and latency when handoffs are done
between base stations that don’t buffer packets in advance; we will also vary the number of network hops between
the base stations.

We first formally define the term handoff latency. The main objective in measuring this parameter is to determine
the disruption in the arrival of data seen at the receiver because of a handoff. We define the difference in time
between the arrival of the first new packet from the new base station and the time at which the decapsulation
reguest was sent to the new base station from the mobile host as the handoff latency. Thisis a more accurate defini-
tion than smply the difference in time between the arrival of the first new packet from the new base station and the
arrival of the last packet from the old base station, since it accurately capturesthe response time to a“ start forward-
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ing” request. In addition, the latter definition leads to very low measured latencies when data rates across the
Wavel AN are high (> 1.25 Mbits/s), since the WaveL AN is a shared medium and packets enqueued at the link
layer before the handoff continue to arrive from the old BS even after a handoff has been completed.

In the absence of handoffs, the peak achieved throughput is 1.45 Mb/s. Thisis about 10% less than the peak point-
to-point wireless link throughput achieved over TCP or UDP with no other traffic present. Packet traces indicate
that WaveL AN MAC-level effects cause this degradation; we will address thisissue at the end of this section.

Table 1 shows the throughput achieved (with standard deviation) for TCP transfers to a mobile host with handoffs

Time Between Throughput Standard

Handoffs (sec) (Mbits/s) Deviation
(Mbit/s)

1 1.42 .011

2 143 .016

3 143 .012

5 143 .014

8 1.44 .012

10 143 .012

00 1.45 011

TABLE 1. Throughput achieved for TCP transfersto mobile host at various handoff frequencies.

between two buffering base stations occurring at frequencies ranging from 1 msto 10 ms. In this experiment, hand-
offs were forced between the base stations at regular intervals of time. The end-to-end throughput degrades by less
than 1% even at a very frequent handoff rate of one handoff per second, demonstrating that our protocol achieves
good end-to-end performance without imposing high overheads.

We define the distance between two base stations to be the number of network hops traversed by IP multicast pack-
ets between them. This number could be larger than the number of hops non-multicast packets take due to the pres-
ence of tunnels [Deering91] in the multicast route. We will analyze the performance of our protocol as afunction of
the distance between the old and new base stations.

In order to analyze the effectiveness and efficiency of our multicast- and buffering-based handoff scheme, we per-
formed three sets of experiments and measured the handoff latency and number of packets lost during a handoff.

Handoff Distance between Handoff No. of lost
method BSs latency packets
0 hops 8-15ms 0
Multi cast-based 1 hop 8-15ms 0
with buffering 2 hops 8-15ms 0
3 hops 8-15ms 0
0 hops 8-15ms 2-3
Multi cast-based 1 hop 10-15ms 34
and no buffering 2 hops 10-15ms 34
3 hops 10-15ms 34
0 hops 15-20 ms 2-3
No multicast 1 hop 18-23 ms 34

TABLE 2. Results of experiments with various handoff policies.
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Handoff Distance between Handoff No. of lost
method BSs latency packets
and no buffering 2 hops 20-25 ms 45
3 hops 25-30 ms 4-5

TABLE 2. Results of experiments with various handoff policies.

disable enable last pkt first pkt
beacon old BS new BS from from
arrives msg sent  msg sent old BS new BS
g |

Handoff| Latency

5-10ms 2-5ms 5-10ms 3-10ms
Time (Ms)

Figure 11. Timing of handoff eventsin the common case of adjacent, buffering base stations.

Table 2 shows the results of these experiments. Each experiment was performed about. We now analyze and
explain these results.

1. Multicast routing with buffering base stations: This is the best case for our handoff scheme. Here, the new
base station to which the MH transfers has already joined the multicast group and is receiving and buffering
packets for the MH prior to the handoff. In practice, this happens if the MH has agood idea of its |ocation and
sets up the state of the decapsulation at the new base station in advance. In this case, we expect the best hand-
off latencies (relative to the other experiments) and almost no packet loss. Thisis what we observe -- latencies
between 8 and 15 ms and no lost packets. The number of packets transmitted from the cache of the new BSis
usually between three and five at high data rates (about 1.4 Mbits/s). Figure 11 shows the timechart of events
that occur during a typical handoff between buffering base stations and is independent of the number of hops
between base stations. The horizontal axis shows the observed range of times between events.

2. Multicast routing with no buffering: In this case, the new base station joins the multicast group corresponding
to the MH but does not buffer packets on its behalf. We did this experiment to isolate the effects of route
updates and buffering. In practice, thismay happen when the MH decides that requiring the BSto buffer pack-
etsfor it in advance would unnecessarily consume buffer resources in the network, or if the BS has an admis-
sion control policy for mobile hosts. Since the route to the MH through the new BS has already been updated,
we observe low latencies, in the range between 10 and 15 ms. However, the number of lost packets is between
two and four, depending on the datarate. At the highest data rates of about 1.4 Mbits/s, there are usually three
or four lost packets. Thisis consistent with the number of retransmitted packets in the first case, described
above.

3. No multicast, no buffering: Thisisthe pathological worst case of the algorithm and could be caused by highly
unpredictable movement by the MH. We did this set of experiments mainly to illustrate the benefits of buffer-
ing packets in advance and multicast-based route management. I n this case, the number of lost packets and the
handoff latency increase with the distance between base stations. Figure 11 shows the timechart of events dur-
ing a handoff between base stations at a distance of three from each other, where the new base station has not
joined the multicast group corresponding to the MH (and has therefore not primed its buffers in advance). We
found that each hop corresponds to approximately between 3 and 5 ms of multicast join time in our system,
based on the difference in time between the sending of the IGMP group join message by the new BS and the
arrival of the first packet there.
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disable enable last pkt IGMP join first packet

beacon old BS new BS from report from from
arrives msg sent  msg sent oldBS new BS new BS
< >

Handoff Latency

5-10ms 2-5ms 0-10ms 2-5ms 9-15ms
Time (Ms)

Figure 12. Timing of handoff eventsfor handoffs between non-buffering base stations at distance 3.

4.2 Analysisof Protocol Over heads

There are two basic sources of inefficiency in the protocol: the routing of packets to the base stations and the over-
head of buffering packets at several base stations.

Our routing uses a home agent and IP Multicast to deliver packets to the mobile host. This introduces two well-
known sources of inefficiency into our routing:

1. Triangle Routing: Since all packets must pass through the home agent packets may not follow the best route
between source and destination. When the home agent resides along or near the best route between the mobile
host and corresponding host, the route taken by packets to the mobile host is reasonably efficient. However,
packets may experience high overheads when the home agent is far from the best route. To avoid this problem,
the corresponding host must also be able to transmit packets to the forwarding and buffering base stations of a
mobile host. This type of route optimization is difficult as long as we use IP Multicast to deliver packets to
multiple base stations.

2. DVMRP: We chose to use IP Multicast to deliver packets to multiple base stations. However, many other
mechanisms can be used to perform the necessary delivery of packets. The current |P Multicast implementa-
tion uses DVMRP [Dee89], which has some disadvantages including inefficient support for wide area, sparse
membership groups and high overhead of maintaining multicast routing tables. The delivery of packets from
the home agent to a few, possibly far away base stations is not well suited under DVMRP-based |P Multicast.
Future multicast protocols will be better suited to the task. However, we can also support the delivery neces-
sary with a much more limited multicast protocol designed specifically for mobility support.

The second form of overhead in the protocol are the buffering base stations. The measurements of the routing pro-
tocol indicate that packet loss and handoff latencies are significantly lower for handoffs to buffering base stations.
However, buffering consumes both base station memory and network bandwidth. Therefore, we want to avoid
buffering at base stations that the mobile host does not visit to reduce the resource consumption of the handoff
agorithm. There are several factors that affect and determine resource consumption:

1. Physical layout of base stations: This determines which base stations can be heard by a mobile host and their
relative signal strength. Therefore, this affects the number of base stations that may be buffering packets for a
mobile host. If base stations have a high degree of overlap in cell coverage (i.e. they are placed very close
together in comparison to the cell radius), a mobile host will have difficulty in identifying the primary targets
for handoff. If there is insufficient overlap, holes will appear in the wireless network coverage, adversely
affecting handoff performance.
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Figure 13. Sequence numbersfor transfer to mobile host over WavelL AN with handoffs every 10 seconds.

2. The mobility patterns of users: This determines the efficacy of the MH’s strategy to choose buffering base sta-
tions. Certain mobility patterns may need many more buffering base stations for reasonable performance. The
trade-off is between network resource consumption and improved handoff performance.

3. The wired network layout of base stations: If base stations are located on the same physical, broadcast-based
network, the multicast overhead isvery low. Base stations that tend to buffer packets for the same mobile hosts
should be placed close together in the network. Thisimpliesthat the network of base stations must be designed
to mirror the cell topology. In general, this problem isavariant of the graph partitioning problem, which is NP-
complete [GJ79]. We are working on efficient heuristics to implement this feature.

User mobility traces are necessary to tune each of these factors. Unfortunately, our system is too immature to pro-
vide these traces yet. However, once the system is tuned the overhead of buffering simplifies to the use of band-
width (equal to the wireless link bandwidth) on afew wired network hops between nearby base stations and the use
of small buffers (12 packets) in the buffering base stations. Given the much higher bandwidth of wired networks
compared to wireless networks and magnitude of the memory required, this overhead is quite reasonable for the
handoff performance gains.

Our system has not yet reached the scal e where these disadvantages pose a significant problem, but we are working
towards improving the scalability of the basic techniques. Overall, our experience with the handoff mechanism pre-
sented in this paper has been very positive an encouraging. In the common case, adjacent base stations prime their
buffers prior to the actual handoff and this results in very low latencies and consistent performance observed by
higher-level protocols like TCP. Applications like real-time video transmissions see no noticeable glitches, since
the time for a handoff isless than the time required to transfer and display aframe, and hardly any packets are | ost.

4.3 Problemswith the WaveL AN MAC layer

In the process of our experiments with the WaveL AN network, we gained significant experience with the device
and were satisfied with the way it worked and the relatively high bandwidth it could support. However, we did dis-
cover some flaws in the implementation of the MAC-layer protocol.

Figure 13 shows the transfer sequence of a 10000 packet, 1.45 Mbits/s TCP transfer with handoffs being performed
every 10 seconds. Each packet is 1440 bytesin size. In order to keep the number of points on the graph small, only
every twentieth packet sequence number has been plotted. Most of the transfer is smooth and the handoffs are
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hardly noticeable on the graph (they take lessthan 15 ms). However, thereis one place, marked by the circle, where
the handoff latency is about 900 ms. In our experiments, this happens about 10-15% of the time when the transfer
is at the highest possible rate.

Aninvestigation of thissituation reveals MAC-level effects of the Wavel AN to be largely responsible for this phe-
nomenon. The WaveL AN is a shared medium and adjacent base stations contend for the link based on an Ethernet-
like congestion avoidance algorithm. The problem is that the implementation of this algorithm on the WaveL AN
has some artifacts that exacerbate the inherent unfairness of the scheme. Under heavy load through one of the base
stations, the other base station is denied access for much longer than it should even if it has packets to send. Its
MAC-layer protocol continually performs exponentia backoffs; when it finally becomes the forwarding base sta-
tion, it has backed off to the point where the link remains idle for several hundred milliseconds.

We were able to reproduce this artifact several times and traced the times at which various packets were being sent
through the WaveL AN interface. Recall that the beacons from the base stations are transmitted at a periodic rate of
one packet per second, per base station. These beacons should therefore be transmitted and arrive at the mobile host
through the WaveL AN interface once per second. Instead, what happens is that several (between seven and ten)
beacons from the new base station arrive all at once at the mobile host, after being queued at the old base station for
many seconds (and experiencing the associated Ethernet backoffs). Unfortunately, the wireless link remains idle
for between 200 and 950 ms when this happens, causing disruptions beyond the control of the network and higher
layers of the protocol stack. Thisartifact isusually not observed when transfer rates are lower than about 1.1 Mbits/
s, strongly suggesting that the MAC-layer of the WaveL AN does not degrade gracefully under heavy, shared load.
Fortunately, this phenomenon only occurs arelatively small fraction of the time under heavy load.

5. Summary and Future Work

In this paper, we have presented a handoff protocol that achieves latencies between 8 and 15 ms and no datalossin
the common case when handoffs are between base stations that are topologically close to each other. The protocol
uses multicast for fast route updates and intelligent buffering at the base stations to achieve this performance.
Applications such as real-time video playback and higher-level protocols such as TCP do not notice any disrup-
tionsin transmission during a handoff.

We are working on techniques to make this protocol more scalable. Thisincludes a quantitative analysis and mea-
surement of the resource utilization in the wired network and base stations, and techniques to reduce this consump-
tion. As part of the Daedalus project, we are also investigating ways of having multiple wireless communication
devices on a mobile host, each with different network characteristics and coverage, and performing handoffs to
another interface when the quality of the network deteriorates on a given device. We expect to develop algorithms
based on monitoring the status and quality of the communication channel to perform such vertical handoffs.
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