


Play
- Recitation Q}

Logistics
- Meltdown

↳ Load kernel data into * Design project due May
11

cache
. ngy.nu#,.n..aa.(g↳ Read kernel data

G. 5060 in Fall 2021
from cache

.



Recitation Questions

1
.

What is the meltdown attack?

- Use 000 execution to read
"

privileged data
"

from unprivi eyed process .

- Side- channel attack
. . . exploiting unspecified behavior

2
.

How does it work?

-

"

Transient instruction sequence
"

- - - -

3
.

Why is this attack possible
?

- CPU designers prioritize speed
-

-0



Meltdown

Goal : Read data of another ↳ /
use on

the same machine .

- Email shared computed
- Password IMIT

, ECD
-

Crypto key

:

☒This attack will not longer work.

↳"

Spectre
"

attacks
.



Meltdown Gestated) : Read arbitrary addr in

memory bypassing HW permission
cheeks

.

Virtual Memo
'Yµ*×

.ru#gmEtmm-mEBBzg, " "

0

¥{



Steph : load kernel data into register .

int main { *

char buf [256*128] ;

byte k= * kernel - raddrj
Iffy

•har stnst = busick * 128] ;
p

CPU will
. . -

- Load data from memory

3 - Cache the data

A- Check permission
- Crash psg if perm

chalk
fails .

*- Execute next instruction
(speculative execution)
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I. what is Meltdown ?

↳ attach that uses 0-00
execution

2
.
How does it work?

↳ Read cached results
. - -

covert channel

§
. Why is the attack possible?

↳ perf benefits
↳
race condition

.



Meltdown §
'

d

Goal : Read data of another
☐* •

user

- email
,
password, crypto test - "

machine

☒This attack no longer works $
↳

"

S-pectnatac.la
"



Meltdown KAISER / KPTI
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HW
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Step : Load kernel data into register.

int main / I {
⑧ byte but[256 ] ;

byte k= * kernel - addr;
¥→_#

( byte SHH = but [KJ ;
CPU will

. . .

I
- Load data from them

3
- Check perm bit

speculativeexecution(- Crash prog
if
Katrina>

Perm check fail say
"

no

"

ooo
e×eÑ""

[ Execute next instruction

¥ Making coffee
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byte but [128*256]
-

"

Prefetching
"

buffo]

buffs]
but [ 2)

I

buffa \g



Mitigation
HW : -Don't speculate at all

.

C-gseparntecaches-BABDoitspea.la/apastperr-nisionheks. (7)
Software :


