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Recitation Qs

1
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What security benefit DNSSEC provide ?

↳ authentication /integrity for DNS traffic

↳const

-DNSSEC not really used
.
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☒ Dolt IANS an HTTP
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DNS over Tcs



Digital signatures
Gen C)→ ( sk.pk)

I ↳
client

DN§erver

Sign (skm )
→ J

Verify Cpk ,m,r)
→ { valid, invalid }

Correct :
Honest client accepts Msg} signed with sk

.

Secure : Infeasible for adv w/o Sle
.

to cook valid

signora .



what is
DNSSEC ?

Simple idea : Use digital sigs to authenticate

DNS responses .

↳ No ENCRYPTION&
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Root server
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Claim : All website operator should deploy DNSSEC
.

FOR AGAINST
- A lot of wrk .

+ Authentication end-to-end
- Notemyhseanit#-

+Backwards compatible
+ Can detect /part in- rotwrk attack

on Dns
- Violates euto- to - end principle .
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1. What security benefit does DNSSEC provide?
↳ Authentication of DNS records
---

NO ENCRYPTION with DNSSEC

2- How ?

↳ Digital signatures .
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Digital Signature Correct : Honest client
. accepts msg ?

signed w/ she
,

Gen 1) → fsk, pk)
9

9 Security : Infeasible for an attacker
☐Isna client to cook valid- Sis %

Sign (sk , m)→
T the sk

.

Verify /pk , M, T ) → { valid
,
invalid)

server
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Ralph Nettie 0276

6--8Diffie-Hellman key exchange , digital sign Gas)

↳ shamd-secre.tw public discussion
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Claim : All website owners should deploy DNSSEC .

FOR AGAINST
-
-

1- Not so expensive
- complexity

+ Backwards compatible -

computational load
High - risk settings
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can't use TLS


