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Section 1:
Overview



Context & Background: Project motivations

1.

COVID-19. A global pandemic sparked need for technical interventions to reduce viral spread
by logging contacts between individuals. Apps were the first types of technologies used in
order to trace interactions.

Apps Implementations: Different countries started to develop apps. We wanted to identify
similarities and difference in design implementations and information material that were used.
App Adoption: We wanted to see the different aspects of app’s experience and whether they
impact adoption.

App Design: we wanted to look specifically into app designs (user experience and user
interface) to do more analysis and comparisons among these apps with regard to user data
transparency.

Comparing and Documenting App Implementations: We wanted to create a place where
we could compare different apps and document the screenshots as the pandemic
progressed.



Section 3 Overview: App design transparency comparisons

Section 3.1 - Onboarding transparency: Slides: 12-46

° (17 of 18) apps with some level of onboarding include a “walkthrough” step-by-step method of onboarding; (15 of 18) of those apps have similar user
interface components (feature image and summary text) with various themes: (8 of 18) created warm illustrations of people and families, (16 of 18) showed
information in short sentences as opposed to dense paragraphs, (10 of 18) use simple iconography (no human illustrations) with longer blocks of text, and
(4 of 31) asked for data permissions before any walkthrough or onboarding of information;

Section 3.2 - Visible data settings: Slides 47-61

° (15 of 31) apps accessed feature settings, app permissions and data collection features placed on one of the apps main tabs; (9 of 15) are labeled on the
home tab; between (1-6 apps of 15) show “on and off” via checkmarks, cards, toggles, buttons, iconography, and color-coded backgrounds; of the 15 apps,
between 1-3 apps each show different aspects that can be turned on/off including: bluetooth, notifications, location, link to go to settings to activate
bluetooth, awareness Bluetooth is on, contact registration or proximity tracing is on, “delete data” button and a remove tracking of geolocation option.

Section 3.3 - App governance process: Slide 62-72

° We analyzed the presence privacy policy specific to app (23 of 31), whether app is open source (17 of 31), privacy impact assessments (7 of 31).



Section 4 Overview: App data comparisons

Section 4.1 - App permissions: Slides 74-94

° We analyzed 28 apps available and live for download on the Google Play Store as of August 1, 2020; (17 of 28) both mentioned use of
approximate and precise location information, (17 of 28) access bluetooth settings, (28 of 28) request full network access, (26 of 28) view
network connections, (10 of 28) can read the contents of your USB storage, (5 of 28) ask permission to take pictures and video.

Section 4.2 - App data deletion: Slides 95-105

° Of 31 apps that we could access, (23 of 31) apps we found reference to user app deletion and (8 of 31) apps we did not find reference to
user app and data deletion.

Section 4.3 - App downloads (Google Play Store): Slides 106-112

° We analyzed 27 apps available and live for download on the Google Play Store as of August 01, 2020; (2 of 28) listed 1,000+ installs, (3 of
28) listed 10,000+ installs, (4 of 28) listed 50,000+ installs, (8 of 28) listed 100,000+ installs, (2 of 28) listed 500,000+ installs, (6 of 28) listed
1,000,000+ installs, (2 of 28) listed 5,000,000+ installs, (1 of 28) listed 100,000,000+ installs.



Section 2:
Methodology



NOTE: This is a work in progress and information on these

Methodology: How we collected, Fave tha e ot eTecis et hat can help add. o0t o
categorized and analyzed apps

correct information, please let us know.

1. Identifying COVID-19-Related Apps: We first used a set of apps highlighted in the MIT Tech Review Contact Tracing Tracker. We then
looked for additional apps deployed during the time of this review (March - July 2020) -- Basis for (Q1, 2, 3)

2. Analyzing Apps: For each app, we installed the app (using an iOS mobile device) where possible. Some were not accessible due to
geographic limitations or the app was no longer available etc. We documented whether we were able to download the app, and if so, how
far we were able to get to explore features (Q8, 9, 11, 12, 13, 14). For example, many required local phone numbers to be able to see the
home page and core experience.

3. Capturing App Experience (Screenshots of live usage): After installation, we took screenshots of every step of the process from
onboarding, permission gathering to home screen or other tab exploration. All screenshots are available in Section 5 of this slide deck.

4. Inferring App Experience from App store images: If firsthand screenshots with the app download were not possible, we documented
screenshots in both the Apple App Store and Google Play Store links.

a. We used Google Play Store to document permissions and the rough ballpark of downloads. (Q5, 7, 12)
b. We used the App Store to document the version history to understand when the first version was uploaded to the app store. (Q4,
6)

5. Inferring App Experience from news, blogs and App websites:. If firsthand screenshots with the app download were not possible, we
searched the affiliated app websites, documentation (PDFs, GitHub repositories, etc.), news articles and/or video walkthroughs for
additional screenshots. (Q8, 9, 10, 12, 13, 14)

Using a mix of steps #3-5 we were able to answer questions including: Does the app explain data collection and the COVID-19-related app
technology within the first 5 screens of onboarding? Does the home or main tab have settings features (the ability to turn off bluetooth, etc.)? What
are the permissions required from the user in order to use the app? What personal information is collected throughout the app experience?


https://www.technologyreview.com/2020/05/07/1000961/launching-mittr-covid-tracing-tracker/

NOTE: This is a work in progress and information on these

M eth od o) I ogy - H oW we col Iected , topics are changing frequently. If there is information you

categorized and analyzed apps

10.

have that is not reflected here that can help add, edit, or
correct information, please let us know.

Governance, data collection and deletion: We looked at the affiliated website, privacy policies, and/or terms of use documentation in
order to gather information on: App collaboration and governance, personal information collected, if the app deletes data and if yes, under
what conditions.
Translated materials: We used Google translate (where necessary) to derive insights. Note: Beyond visual indicators, we were not able to
gather some information for the app due to language barrier even with Google translate. For these, we note them in each of the subsections
below.
Data collection: We took steps 2-7 to be able to fill in an Excel spreadsheet of items for each of the countries, adding links for sources
where relevant.
Derived themes: We looked at COVID-19 related applications and matched 4 common themes across the apps (See: Section 3 & Section
4). The themes we gathered are:

a. Onboarding transparency: How did the apps onboard and orient users? (Q8)

b. Visible data settings: What was the design of the app settings? How might a user turn “off’ data sharing? (Q9)

C. App governance process: How was the app designed, built, strategized and conceived? Who did they collaborate with? (Q10)

d. Unique features: What are standout app features?
App comparison: We also created a section that simply compared information documented across apps:

a. App permissions: What permissions does the app ask users for? (Q12)

b Personal information collected: What personal information is collected in the app? (Q13)

C. App data deletion processes: What is the process or UX to delete your account or information? (Q14)

d App downloads: How many app downloads did the app see in Google Play store? Or relevant media? (Q7)



Questions for app analysis

N ORWD =

©

11.
12.
13.
14.

What is the name of the country / state / province affiliated with the app?

What is the name of the app?

Who is the deployer?

What is the iPhone App store link?

What is the Google Play store link?

What is the date of deploying the app in the app store? (As seen by version 1.0 in the App store link)

How many reported downloads? (As seen by Google Play store link, along with the date documented)

Does the app explain data collection / COVID-19 related app technology within the first 5 screens of onboarding? Before they ask you to
enable permissions?

Does the home / main page have setting toggles (ability to turn on/off bluetooth, location, etc.)

How was the app created (through collaboration with community members or experts)? How is it governed (documentation, advisory boards,
outside council, etc.)?

Were we able to download the app? If so, how far were we able to explore before being limited in some way?

What are the permissions required from the user in order to use the app?

Personal information collected

Does the app delete the data? If yes, after how many days?

10



Section 3:
App design transparency comparisons

: Section 3.1 - Onboarding transparency

: (17 of 18) apps with some level of

: onboarding include a “walkthrough”

. step-by-step method of onboarding; (1 of 18)
. of those apps have similar user interface

: components (feature image and summary

. text) with various themes: (8 of 18) created

. warm illustrations of people and families, (16

. of 18) showed information in short sentences

. as opposed to dense paragraphs, (10 of 18)

: use simple iconography with longer blocks of

. text, and (4 of 32) asked for data
. permissions before any walkthrough or
: onboarding of information;

. Section 3.2 - Visible data settings

: (16 of 32) apps accessed feature settings,

: app permissions and data collection features
. placed on one of the apps main tabs; (10 of

. 16) are labeled on the home tab; between

. (1-6 apps of 16) show “on and off” via

: checkmarks, cards, toggles, buttons,

. iconography, and color-coded backgrounds;

: of the 16 apps, between 1-3 apps each show

different aspects that can be turned on/off
including: bluetooth, notifications, location,

. link to go to settings to activate bluetooth,

. awareness Bluetooth is on, contact

. registration or proximity tracing is on, “delete
. data” button and a remove tracking of

. geolocation option.

: Section 3.3 - App governance process
: We analyzed the presence privacy policy
. specific to app (23 of 31), whether app is
. open source (17 of 31), privacy impact

. assessments (7 of 31).



3.1: Onboarding
transparency

Key questions

Does the app explain data
collection / COVID-19-related
technology within the first 5-7
screens of onboarding?

Of those with the walkthrough
method present, how many have
icon/illustration + text layouts?
How do the apps differentiate in
terms of style of onboarding?
Do they explain permissions
before they ask you to enable
permissions?

Sub-themes and findings:

° Walkthrough method: Of the analyzed applications, 18 apps had some level of onboarding before requiring data collection
include a “walkthrough” method of screen-by-screen onboarding, highlighting elements including: the purpose of the app, how the
technology works (both for the user and also the technical backend), various features (notifications, confidentiality), and possible
public health mentions.

o (17 of 18) Walkthrough present: Alberta Canada, Australia, Austria, Bahrain, Canada, Cyprus, Czech Republic,
France, India, Ireland, Italy, Malaysia, Poland, Singapore, Switzerland, Turkey, UK
o (1 of 18) No walkthrough: Iceland has 1 screen that explains the app, but no series of walkthrough screens

. Walkthrough screen components: With the 16 apps that showcased an app walkthrough, (14/15) walkthrough “screen” was
broken out into similar core components that included the following: main illustration highlighting the concept, a short few
sentences of text:

o (15 of 18) apps with walkthroughs have icon/illustration + text layout: Alberta Canada, Australia, Austria, Bahrain,
Canada, Czech Republic, France, India, Italy, Malaysia, Poland, Singapore, Switzerland, Turkey, UK)
o (3 of 18) No consistent set of screens with features of prominent graphic + text: Cyprus, Iceland, Ireland
° Style of onboarding: In the onboarding process we noticed several themes:
o Created warm illustrations of people and families
] (8 of 18) Yes: Australia, Canada, France, India, Ireland, Italy, Singapore, Switzerland,
] (10 of 18) No or unable to tell based on app access: Alberta Canada, Austria, Bahrain, Cyprus, Czech
Republic, Iceland, Malaysia, Poland, Turkey, UK
o Showed information in short sentences as opposed to dense paragraphs
n (16 of 18) Yes: Australia, Austria, Bahrain, Canada, Cyprus, Czech Republic, France, India, Iceland, Italy,
Malaysia, Poland, Singapore, Switzerland, Turkey, UK)
] (2 of 18) Not characteristic of this description or unable to access enough information: Alberta Canada,
Ireland
o Created a more formal approach, creating simple iconography (no human illustrations) with longer blocks of text (as

opposed to a few sentence summary):
n (10 of 18) Yes: Alberta Canada, Austria, Cyprus, Czech Republic, Iceland, Ireland, Malaysia, Poland,

Turkey, UK
n (8 of 18) No: Australia, Canada, Bahrain, France, India, Italy, Singapore, Switzerland,
. Permissions placement: Looking at all apps (not just ones with onboarding transparency)
o (4 of 32) total apps that asked for data before any walkthrough or explanation (US - Utah, US - North Dakota, Qatar,

Mexico)

12



- . Note: Screens gathered highlight whether there was some evidence of the theme for analysis and o .
o u n rl es : comparison; we are not making a judgment or opinion on whether the design choices are good or bad. . Definite evidence through personal app

i download
We are not claiming these references are all inclusive as there are many resources that can help givea  : Some evidence, the app was not fully tested;
refe re n ced . better picture of these categories that may not be mentioned in this study. If there is information you used secondary information to infer details

NGO AN =

N
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15.
16.
17.

18.

+ have that is not reflected here that can help add, edit, or correct information, please let us know.

Alberta, Canada: Unable to download; gathered screenshots through news, media

Australia: Unable to download; gathered screenshots through news, media

Austria: Able to download; gathered screenshots through iOS v 2.0.2

Bahrain: Unable to download; gathered screenshots through google play store

Canada: Able to download; gathered screenshots through iOS v. 1.0.2

Cyprus: Able to download; gathered screenshots through iOS v 2.0.1

Czech Republic: Able to download; gathered screenshots through iOS v 1.1

France: Able to download; gathered screenshots through iOS v 1.1.1

India: Research team did not download; gathered screenshots through app store, news, and media

Iceland: Able to download; gathered screenshots through iOS v. 2.0.0

Ireland: Able to download; gathered screenshots through iOS v. 1.0.1

Italy: Able to download; gathered screenshots through iOS v 1.2.0

Malaysia: Able to download; gathered screenshots through iOS v 1.0.30 and detailed sequential screenshot documentation available through affiliated website.
Poland: gathered screenshots through iOS v 4.2.0; screenshots showed text information before asking for permissions for logging and notifications; unable to translate
screens to validate what information is articulated

Singapore: Unable to download; gathered screenshots through secondary media; found potential evidence of this

Switzerland: Able to download; gathered screenshots through iOS v 1.0.5

Turkey: Unable to download; acquired screenshots from App Store and Google Play store; unable to determine sequential onboarding screens, but there seems to be
some evidence of information walkthrough before entering the home screen.

UK: Unable to download; acquired screenshots from secondary source news media; Screens show some evidence of informational onboarding; unable to see sequential
walkthrough details.

13



Countries not referenced

it

No oM

10.

1.

12.

13.

14.

Note: Apps for countries not referenced due to inability to download the app, lack of secondary
. evidence through sources we found to show there is some level of informational onboarding, or
. no informational screens or text before requiring some level of data collection or permissions.

. This is a work in progress. If there is information you have that is not reflected here that can
. help add, edit, or correct information, please let us know.

Bulgaria: Unable to download; unable to translate PNG screenshots from Google Play

China: Unable to access the app; unable to translate screenshots of the app from news media

Germany: Unable to access the app; unable to translate screenshots of the app from the app store & github screenshots presented are not necessarily all comprehensive so was
unable to answer question for this section.

Ghana: Unable to download; acquired screenshots from secondary news sources, unable to see sequential screenshots for this category

Iran: Unable to download; acquired screenshots from android app store, twitter, news and media. Unable to translate screenshots available.

Israel: Unable to download; acquired screenshots from Google Play store, affiliated websites; screens are not sequential and so was unable to answer question for this section.
Mexico: Able to download; gathered screenshots through iOS v 1.0.1; screenshots did not include data collection or onboarding screens before asking for permissions on location,
notifications and bluetooth access

Netherlands: Unable to download; acquired screenshots from clickable PrivateTracer online prototype and secondary media sources (videos); unable to infer whether these
screenshots are sequential and therefore unable to answer question for this section.

North Macedonia: Unable to download; acquired screenshots from App Store and secondary media from affiliated website; unable to track whether onboarding screens are
sequential so was unable to answer question for this section.

Norway: Unable to download; acquired screenshots from Google Play Store and unable to see sequential onboarding screenshots so was unable to answer question for this
section

Qatar: Able to download; app asks for permissions (and does not let you continue) unless user turns on bluetooth and location services are on; no evidence of onboarding screens
or information about the technology before Terms and Conditions screen and registration page.

UAE: Unable to download; acquired screenshots from app store and secondary media (video) source; unable to see sequential onboarding screenshots so was unable to answer
question for this section.

U.S. North Dakota: gathered screenshots through iOS v 3.5; screenshots did not include onboarding screens before asking for permissions for notifications; “Welcome” screen
gives minimal information on the technology

U.S. Utah: Able to download iOS v 1.2.1; there is no onboarding or informational walkthrough before requiring user to input phone number

14



at 6 Edmonton § Edmonton \,
works on iPhones with unlocked, ap s on iPhones with unlocked, app}&w

We did not have access to the onboarding screens of the
app. Based on researching news media, these
screenshots highlight a thick block of explanatory text
before asking users to accept app permissions.

Alberta, Canada Source: https://globalnews.ca/news/6898691/ab-trace-together-contact-app-alberta-covid-ios/
ABTraceTogether
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9:26 g
< App Store T

Welcome!

By installing the Stop Corona App,
you help to combat the spread of
the corona virus and keep the number
of new infections low.

v

9:26 w T

< App Store

Digital handshake

With the digital handshake you save
your encounters anonymous and
automatically. You will be notified
anonymously in the app if one of your
contacts falls ill.

For medical reasons: The app works
on further distance, please avoid to
get closer than 1 meter.

9:26

< App Store

Check symptoms

Use our clinically tested
questionnaire. Get a daily
assessment of your health status.

RREK

Austria focuses one page of the onboarding
directly on defining and explaining the key
concept of their app: “The Digital
handshake.”

Austria
Stopp Corona

9:26 .

< App Store

Notification in the
event of iliness

Help to help others! If you should
contract the corona virus yourself,
your contacts will be notified
anonymously so that they can take
measures.

iOS app version 2.0.2. Last update 6/26/20. Last accessed 6/28/20
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9:26

< App Store

Thank you for using
the app!
You're actively helping to protect your
health and the health of others.

You can now record encounters with
other app users.

By installing the app you agree to the
terms of use.

Austria
Stopp Corona

)
8

9:26 T

<« App Store

Declaration of consent

| agree that the Austrian Red Cross (ORK)
may process my personal data (random
figures [“random-IDs], my telephone
number, and any suspicion and reporting
of my COVID-19 condition [= health
data]) for the purpose of rapid interruption
of the corona infection chain.

(O 1consent

I may revoke my consent at any time,
whereby revocation does not affect the
lawfulness of processing up until the time
that consent is revoked.

Further information can be found in our
privacy. policy.

Enable COVID-19 Exposure
Logging and Notifications

Your iPhone can securely collect and
share random IDs with nearby d. S,
The app can use these IDs to notify

you if you may have been exposed to
COVID-19. The date, duration, and
signal strength of an exposure will be
shared with “Stopp Corona”.

“Stopp Corona” Would Like
to Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

iOS app version 2.0.2. Last update 6/26/20. Last accessed 6/28/20
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#TeamBahrain

Bahrain
BeAware

#UnitedAgainstCOVID19

Containing and preventing the Coronavirus (COVID-
19) from spreading is a national responsibility.

Next @

How will the app achieve its
objectives?

The app mainly utilizes location data shared by users
to do the following:

Alert and notify individuals that have
been in close proximity with a newly
confirmed case during the past 14 days of
confirming that case.

"% Track the movement of self-isolated

ﬁ‘ individuals' cases for the duration of their
isolation, to ensure they abide by
quarantine regulations.

@ Previous Next ©

Location Services must be
enabled to use the app
Please enable location Services and set it to Always

to allow the app to function accurately in order to
protect you and others.

Key practices to ensure privacy and
safet;

Data privacy is in line with the Personal Data
Protection law.

Data will be collected for two to six weeks based on
contact tracing cases.

Data will be strictly used for the sole purpose of
limiting the spread of Coronavirus.

Data encryption will be used to protect sensitive data.

@ Previous Next @

Registration
Personal number

Mobile Number

Complete Registration

BeAware Bahrain n

Contact Tracing @

OFTs You have not come into close
78

proximity with any active case. Stay

&/ st

eServices

[ Coronavirus Test Results > ]

Summary of Cases

Last updated: 01-0

- 08:16 PM

Total Tested 31330 l

[ Active Cases 215 l
Critical Cases 1
Stable Cases 12

[ Discharged Cases 254

A i

Home Information  Global Statistics

Source: https://play.google.com/store/apps/details?id=bh.bahrain.corona.tracker
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Step 1 of 6

‘ﬁ
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)
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O |

Together, let’s stop the spread of
COVID-19

COVID Alert helps us break the cycle of
infection. The app can let people know of
possible exposures before any symptoms
appear.

That way, we can take care of ourselves and
protect our communities.

. Next

10:49 -

Step 2 of 6

X

Your privacy is protected

COVID Alert does not use GPS or track your
location.

It has no way of knowing:

X Your location.

X Your name or address.

X Your phone's contacts.

X Your health information.

¥ The health information of anyone you're
near.

Back . Next

‘l)
1

10:49 "

Step3of 6

How it works

The app uses Bluetooth to exchange
random codes with nearby phones.

Every day, it checks a list of random
codes from people who tell the app
they tested positive.

)

If you've had close contact with one of
those people in the past 14 days, you'll

get a notification.

Learn more about how it works

Back . Next

>

10:49 ol T .

Close

Cececce e
299339 >

How COVID Alert works

The app runs in the background and will not
interrupt your activities.

Whenever you're near someone else with
COVID Alert, both phones exchange random

codes every 5 minutes.

The random codes change often and cannot
be used to identify you.

L] Next

Canada
COVID Alert

https://play.gooagle.com/store/apps/details?id=ca.gc.hcsc.canada.stopcovid

20
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10:49 a7 .

Close

What’s an exposure?

The app estimates how near people are by
the strength of Bluetooth signals.

If you're closer than 2 metres for more than
15 minutes, the app will record an exposure.

Back ] Next

10:49 -

Close

101101

[a]

Getting a positive test

If someone with the app is diagnosed with
COVID-19, they can choose to upload the
random codes their phone sent. The codes
go into a central server.

The server only gets the codes. It does not
get any information about the person.

Back . Next

‘l)
!

10:49 w7 .
Close
00100
o
21101

———

Looking for exposures

Every day, whenever it has an Internet
connection, your phone will get a list of the
random codes from people who reported a
diagnosis.

If it finds codes that match, the app notifies

you that you've been exposed and explains
what to do next.

Back . Done

10:50 al T

Step 4 of 6

A=)
A

One part of public health

O COVID Alert is just one part of the
public health effort to stop the spread
of COVID-19.

O Follow all public health guidelines in
your area.

O COVID Alert does not replace medical
advice. If you get sick, contact your
doctor or other healthcare provider.

Back . Next

Canada
COVID Alert

https://play.gooagle.com/store/apps/details?id=ca.gc.hcsc.canada.stopcovid
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10:50 a7 .

Step 50of 6

The app will now ask your
permission

Allow the app to start logging random
codes or “random IDs” when you're near
other phones. The app will access the date,
duration and signal strength related to the
random codes, but they never leave your
phone.

You'll also need to let the app send you
notifications.

Learn more about privacy >

Back . Next

10:50 al T -
Close
Privacy policy

Your privacy is protected

COVID Alert is built with strong privacy protection.

It's extremely unlikely that you could be identified while
using this app. The COVID Alert app takes extensive steps,
described below, to ensure your privacy and data are
protected.

Use of the app is voluntary.

What the app collects and stores
on your phone

+ Random codes from your phone, for 14 days.

* Random codes from other phones near you, for 14
days.

The random codes are only stored and used for the
purpose of notifying you, or others, of possible COVID-19
exposure.

How the data is protected

+ The app cannot connect your identity with the random
codes.

* Your phone encrypts the random codes. You must
give your permission before your phone will share the
random codes with COVID Alert.

COVID Alert has no way of knowing

* Your location.

* Your name or address.

Canada
COVID Alert

Use “COVID Alert" for
Exposure Notifications?

Only one app can notify you of
potential exposure. Other apps’ ability

to send ex ure notifications will be
turned off. The date, duration, and
signal strength associated with
possible exposures will be shared with
“COVID Alert".

10:50 -

Step 6 of 6
Where do you live? (optional)

Choose your region to check if you can
report a diagnosis through this app.

Your region will never be shared with
anyone.

Alberta

British Columbia

Manitoba

New Brunswick
Newfoundland and Labrador
Northwest Territories

Nova Scotia

Nunavut

Back . Done

)
1

https://play.google.com/store/apps/details?id=ca.gc.hcsc.canada.stopcovid
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Secure location tracking for

fighting COVID19 together

Cyprus
CovTracer

APP INSTALLATION

STARTING USING THE APP

CovTracer

Start logging the different

Help Cypriots locations of the phone

Designed to prevent the spread of the St Loy
COVID-19 epidemic, allowing for a more

COVID19 with higher accuracy accurate tracking of patients. You have View Active
absolute control over your data, which NOTE After Clchung thes Duion you may be prompted to Declaration of
is limited only to the geospatial sites grant Covlracer access to your location Movement

you have visited, recorded through
GPS technology on your phone. You
can choose when to export the data
Learn More:

httpe//covid-19.rise.org. cy

and who shall have access. Data
never leaves your device without your
consent.

W i 4 SOVIO? RISE”

Do, sl

Cyprus highlights 1-2 pages of app context
before launching the user onto the home
screen of the app for logging information.

Source: https://play.google.com/store/apps/details?id=edu.rise.ihnilatis
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8:57
< App Store

Designed to prevent the spread of the COVID-19
epidemic, allowing for a more accurate tracking of
patients. You have absolute control over your data,
which is limited only to the geospatial sites you have

visited, recorded through GPS technology on your
phone. You can choose when to export the data and
who shall have access. Data never leaves your device

without your consent.

¥

8:57
< App Store

Cyprus
CovTracer

Secure tracking
Secure location tracking for fighting COVID19

together. The app logs your device’s location data in
under 100KB of space.

ou are in charge

Data never leaves your device without your consent.

¥

8:57

< App Store

Help Cypriots

By logging your location trail, you help the authorities
to track COVID19 with higher accuracy.

Learn More:

covid-19.rise.org.cy

Accept

8:57
<« App Store

=

COVTRACER

NOTE: After clicking this button you may be prompted to grant
CovTracer access to your location.

COVID-19 O RISEUP

QU oo s
Learn More:

http://covid-19.rise.org.cy
2,01

Source: iOS app screenshots version 2.0.1. Accessed 7/16/20
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4:58
< App Store

eRouska
B v

Diky eRousce ochranite sebe i ostatni ve
svém okoli

Aplikace bude nepietrZité monitorovat vase okoli
a zaznamendvat véechny ostatni telefony
s aplikaci eRouska, ke kterym se pfibliZite.

Pokud se u majitele kteréhokoliv z nich potvrdi
nakaza koronavirem, telefonicky vas kontaktuje
pracovnik hygienické stanice.

Kdyz se potvrdi nakaza u vas, hygienicka stanice

bude kontaktovat vdechny ostatni uZivatele
aplikace, s kterymi jste se potkali.

Pokracovat k aktivaci

Povoleni Bluetooth

(e
g }
vné fungovani potiebuje
kace mohla
Turn On Bluetooth to Allow

“eRouska" to Connect to
Accessories

Settings Close

Povolit Bluetooth

4:58
< App Store

Povoleni Bluetooth

eRouska pro spravné fungovani potfebuje
pouzivat Bluetooth

Bluetooth nikdy nevypinejte, aby aplikace mohla
spravné fungovat.

Nasbirana data miZete odeslat pouze vy, a to ve

chvili, kdy vas k tomu vyzve pracovnik
hygienické stanice.

Povolit Bluetooth

Povoleni Bluetooth

ka pro spravné fungovani potfe

t Bluetooth

oth nikdy nevy,

Turn On Bluetooth to Allow
“eRouska” to Connect to
Accessories

Settings Close

Potiebujeme ovéfit, Ze nejste robot

Aby eRouska chranila vas i vaSe blizké, musiji
pouzivat jen realn lidé. Proto vés potfebujeme
ovéiit jednoduchym testem, ktery probéhne bez

Ovéreni

“eRouska"” Would Like to

Telefonni islo

Zadejte telefonni Eislo, na které vas bude
kontaktovat pracovnik hygienické stanice pouze
v pfipadé, Ze se u nékoho z vaseho okoli potvrdi
nékaza koronavirem.

+420

Souhlasim s podminkami [ ]

Zapnéte Bluetooth
Bez zapnutého Bluetooth nemzeme
wytvatet seznam telefonts ve vagem
okol Stat, abyste klepli na tlatitko , Pokratovat’,
eRouska se spoji se serverem a zasle vagemu
ok telefonu ozndmeni pro automatické ovéfen,

Czech’s onboarding is similar to France’s:
similar graphical layout and onboarding

features (step by step) details before

permissions.

vaseho zasahu, Send You Notifications
Notifications may include alerts,
sounds, and icon badges. These can
b configured in Settings.

Czech Republic
eRouska

iOS app, version: 1.1, accessed July 02, 2020




8:55
< App Store

Welcome

/] 1\ "\.r'

Let’s protect our loved ones, ourselves and
everybody else

Use StopCovid to help fight the pandemic by
reducing transmission risks.

France includes a comprehensive “3-step”
summary up front, and goes through each

It’s simple!

Activate the app

StopCovid uses your phone's Bluetooth connection to
detect other users' phones that are close to yours.

Send me alerts

You will be alerted if you have been in close contact
with a user who has tested positive for COVID-19.

Protect my loved ones and everybody else
If you test pi e for COVID-19, the test results will
o be scanned or entered manually

to send ano lerts to the users you have met

Continue

category step by step. Before ending

onboarding, they include a series of public
health reminders.

France
StopCovid

855
< App Store

<

Confidentiality

Your privacy is protected

StopCovid complies with the General Data Protection
Regulation.

More information about the GDPR

How the data sharing works

StopCovid uses your phone's Bluetooth connection
only. It does not record or share your location
information. The Bluetooth connection is used to
imate the distance between two phone:
tistical mods

What data are shared and 1

The data shared o p
Bluctooth connections are temy

identifiers

Pseudo-identifiers are renewed H

15 minutes. They can be a string Detection
and symbols that cannot be us

identify a person

The application shares these d
managed by the Ministry for Sol
only if you test positive and only
consent. If you do, then other u

Accept

<

Detection

v

)

Allow "Bluetooth contacts”

ShanPauid naade

“StopCovid” Would Like to
Use Bluetooth
pCovid needs Bluetooth to get an

estimate, ba

d on a statistical model,

of the proximity between two phones.

Hiqe your mhanate Rlistaath

nor 856

@ st < AppStore

<
Notifications

Receive push notification if you are at risk

If you have been in close contact with a user who is
reported positive (exposure at less than one metre
lasting 15 minutes or more), you will be alerted

StopCovid wil then give you the recommendatios
from the Ministry for Solidarity and Health.

Allow push notifications

App iOS version 1.1.1., accessed July 02, 2020

“StopCovid"” Would Like to
Send You Notifications
Notifications may include alerts,
sounds, and icon badges. These can

be configured in Setting

Don’t forget!

Barrier gestures are critical

Wash your hands frequently

Cough or sneeze into you elbow or
into a tissue

Use single-use tissues and throw
them in the

Avoid touching your face

Keep a distance of at least one
metre from others

L eyl ®
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Each one of us has the power to help
prevent the spread of the Coronavirus

pandemic in India

<4y

Would you like to be kept informed if you
have ¢ ed pat! omeone who has
sted COVID-19 positive?

India
Aarogya Setu

Aarogya Setu tracks, through a
Bluetooth & GPS gener. social graph
your interaction with >ne who could

have tested COVID-19 positive.

Simply,
1. Install the app
2. Switch on Bluetooth & GPS
3. Set location sharing to ‘Always

nvite your friends and family

to install the app.

You will be alerted if someone you have
come in close proximity of, even

unknowingly, tests COVID-19 positive

QU

The app alerts are accompanied by
nstructions on how to self-isolate and what
to do in case you develop symptoms that

may need help and support

-

With Aarogya Setu, you can protect
yourself, your family and friends, and help

our country in the effort to fight COVID-19

If we are safe, India is safe.

Source: https://play.google.com/store/apps/details?id=nic.goi.aarogyasetu

27



L 3O 9. & 909

Rakning COVID-19 Rakning - CO 9 Sladu inn
simandmerid pitt

Hjalpum rakningateymi Almannavarna ad rekja
hugsanleg COVID-19 smit 4 Islandi Hjalpum rakningateymi almannavarna ad
rekja hugsanleg COVID-19 smit 4 [slandi. y ; . ;

j g 3 b feerd sidan sendan kéda sem pu slaerd

Afram a islensku inn i naesta skrefi.

Hvernig virkar appid og hvada

upplysingar geymir pad? = +354 bI’MANRA
Sledzenie COVID-19 Appid vistar ferdir pinar og geymir paer med
Pomoc Obronie Cywilnej w $ledzeniu potencjalnych 6ruggum haetti i taekinu pinu. [ akvednum Egs

stad:

infekgji COVID-19 na Islandii tilvikum getur rakningateymid sent pér

tilkynningu og bedid pig um ad senda peim
Przeslij do polskiego - gognin. ba getur pi med einum smelli sent [ : ™ ‘
gognin til rakningateymis almannavarna.

Er pad gert til ad audvelda rakningu smita
medan 4 COVID-19 stendur. 1

Tracking COVID-19 Teakid geyinir stal

Help the Civil Protection Team to track potential LR Embaetti @ I Ty IR 4 GHI 5
COVID-19 infections in Iceland landieeknis .
7. g Leyfastadsetningu

Continue in English E Skra mig f rakningu 0og tilkynningar
xiat
Appid mun 6ska eftir heimild til ad skra
“ m n ek aie
mikilvaegt ad velja i ferlinu moguleikann

~Allow all the time*.

30O ¥ 910 o 6

Rakning i gan

Vel gert! PG ert ad leggja pitt af morkum vid
smitrakningu COVID-19.

Upplysingar um COVID-19

A heimasidunni covid.is er ad finna ymis
Allow Rakning C-19 to 800 rad og traustar upplysingar.
access this device's

location?

DENY ALLOW

Hvernig fordast ég smit?

Maoguleg smit?
Einangrun, hvernig virkar han?
Séttkvi, hvernig virkar han?

é Embaetti O RIKISLOGREGLUSTIORINN
i
Iceland

https://play.google.com/store/apps/details?id=is.la “

ndlaeknir.rakning



https://play.google.com/store/apps/details?id=is.landlaeknir.rakning
https://play.google.com/store/apps/details?id=is.landlaeknir.rakning

10:31 w T @)

Rakning -
COVID-19

Hjalpum rakningateymi Almannavarna ad
rekja hugsanleg COVID-19 smit & islandi

=T
English
Espafiol
Filipino
Frangais

Lietuvigkai

Afram 4 islensku

Iceland

9)

10:31 -

Tracing -
COVID-19

Help the Civil Protection Team to track
potential COVID-19 infections in Iceland

islenska
Espafiol
Filipino
Frangais

Lietuviskai

Continue in English

iOS app version 2.0.0, accessed July 02, 2020

(]

10:32 all T @)

-1 Back

Tracing -
COVID-19

Let’s help the Department of Civil Protection
and Emergency Management’s Contact
Tracing Team to trace potential COVID-19
contagion paths in Iceland.

How does the app work, and what
information does it store?

The app saves your movements/locations data
and stores them securely in your device. In
certain instances, the Contact Tracing Team
may send you a notification and request that
you forward them the data. Then you can send
the data to the Team with a single click. This will
make it easier to trace the spread of COVID-19
while the epidemic is ongoing.

Your device stores your location data for the
past 14 days. Older data are deleted

@ RIKISLOGREGLUSTJORINN

Sign me up for tracing

10:32 -

-] Back

Enter your phone
number.

You will then be sent a code, which you will
enter in the next step.

i=+354 TELEPHONE

| agree to the app's Privacy Policy and that location
data will be stored on the phone.

»)
u
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4
C&VID
TRACKER -
With COVID Tracker you \ -

cando 3 things to help
fight COVID-19:

Contact Tracing
Help contact tracing, protecting your privacy.

COVID Check-In
Check your symptoms every day.

Updates
Keep up to date on the fight against COVID-19.

If you tap Get started, you are accepting the Terms &
Conditions

Get started
You must be 16 or older to use this app

lam 16 or older

| am under 16

Ireland COVID Tracker
iOS app accessed July 20, 2020
Version 1.0.1

Your data

The COVID Tracker app protects your privacy and
does not share personal information about you with
other app users. Your identity will never be revealed
to other app users.

Any personal data you provide will be processed in
line with GDPR and data protection law. You can read
more about this in the Data Protection Information
Notice below. Your data will only be used in relation
to the COVID-19 pandemic response as set out in the
Data Protection Information Notice.

If you need to be alerted, the app will start this
process with a secure in-app notification. Separate to
using this app, the HSE contact tracing team may
phone you if someone with COVID-19 identifies you
as a close contact. If you have a COVID-19 test, the
HSE will contact you by text or by phone with results.

Take care with any suspicious phone calls, emails or
texts asking you for personal information. The HSE
will not ask you for personal information by text or
email.

@ You can read the Data Protection Information
Notice here

You can view this notice at any time in Settings. If

you do not want to continue, close and delete the
app. If you consent, tap Continue to proceed.

App Metrics

The HSE would like to understand your use of the App
for the purpose of improving it.

The app will collect anonymous metrics about how
you use the app and the effectiveness of Contact
Tracing processes.

This information is gathered by the HSE directly and
does not use any third parties to gather metrics. This

information is only gathered with your consent and
cannot be used to identify you.

@ You can read the Data Protection Information
Notice here

permissions in Settings at any time.

Yes, | consel

No thanks

| If you change your mind, you can change these
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{Back CLHVID {Back CLVID

TRACKER TRACKER
Data Protection Information Notice Contact Tracing
Version 1.01 - Updated 13/7/2020 - Section 9.1 Contact tracing helps prevent
updated to reflect that two of the third party data the spread of COVID-19.

processors listed do not have access to user data.

1.Introduction This app supports the work of the
= HSE’s Contact Tracing teams, but
those teams may also contact you
as part of manual contact tracing.

The purpose of this privacy information notice is to
explain how the COVID Tracker App (the ‘app’) works,
what data is collected by the app, who has access to

that data and the purposes for which the datais used. E::eagge‘::Iilul-lscelgsdeycoounia(:clt‘)\fv?tizro]triztoﬁleexl-:fofa‘; Use “COVID Tracker Ireland”
This notice also provides you with information about tested positive forthe viras for Exposure Notifications? “COVID Tracker Ireland”
your data protection rights under data protection law, p } Only one app can notify you of Would Like to Send You
including under the EU General Data Protection 7 Bt S —— J potential exposure. Other apps' ability Notifications

i i < ” o enable Contact Tracing for this app you need to to send exposure notifications will be )
Regulation (EU Regulation 679/2016) (‘the GDPR). furmond e st e ot TR T e A,
The app is available to download for free from the signal strength associated with sounds, and icon badges. The:
Apple App Store and the Google Play Store. Use of possible exposur Il be shared with be configured in Settings.
the app by you is completely voluntary - it is your Exposure Notification Service “COVID Tr: reland”.
choice to download it, your choice to keep it on your
device, your choice to opt-in to and use the different and to get an alert you need to turn on:

services that are available on the app, and your choice

to delete it. You will never be required to use the app

inorder to access other services from the HSE or

Department of Health. You will be given a separate

opt-in (consent) for each service that processes your |

Notifications

If you change your mind, you can change your

personal data in the app. You can withdraw your permissions in Settings at any time.

consent(s) at any time.

The app runs on iPhones that support iOS 13.5 and

higher, and Android phones running Android 6.0 and s

higher. The app is not intended for use by persons
under 16 years of age, as they are considered not to

have reached the digital age of consent. You will be

asked to confirm that you are 16 years or older after Maybe later
you download the app.

2.The Data Controllers

iIOS app accessed July 20, 2020
Version 1.0.1
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Contact Tracing
follow-up call ‘

If someone you've been in
close contact with tests
positive for COVID-19, the
app will send you a Close
Contact Alert. The HSE will
also phone you if you
provide your number
below.

The HSE may also phone if you are identified as a
close contact by manual contact tracing. The HSE will
give you advice and refer you for testing if
appropriate.

The app will only share your phone number with the

HSE if you get a Close Contact Alert. You can enter
your number below, or add it later in Settings.

Your country code

Ireland (+353)

Your phone number (optional)

‘ Your number ‘

Yes, | want to op

No thanks

CLVID

TRACKER Settings

#¥  COVID Check-In

! Let us know if you have )
4"  symptomstoday

Today's fight

g 4014

Total Check-Ins today
— 98% Feeling good

2% Some symptoms

Latest update
The national picture
’ Tap for county breakdown )
¢ 25766
Total confirmed cases
(5) 1753
(7 O @ 2
Updates COVID Contact Share app
Check-In Tracing

iIOS app accessed July 20, 2020

Version 1.0.1

TRACKER Settings

COVID Check-In

Hithere )

COVID Check-In allows everyone using the app
to check symptoms and get advice. It also helps
the HSE to map and track how COVID-19 is
affecting Ireland.

The COVID Check-In does not reveal your
identity. You can share your age, sex and locality
to help make the information more useful for
public health analysis.

The COVID Check-In also keeps a record on your

phone of any symptoms you've had, so you can
check back and review at any time.

Yes, I'd like to use COVID Check-In

@ You can read the Data Protection
Information Notice here

lils "
Updates COVID Contact Share app
Check-In Tracing

TRACKER Settings

Contact Tracing

Contact Tracing not active

You need to enable Exposure notification
service in your settings

4 * |||| * |

1,374,714

App registrations
since launch

[ ) @ ;
Updates COVID Contact Share app
Check-In Tracing
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6116 -
< App Store &

51

Hi!

With everyone's contribution, Immuni will help
contain the virus and get us back to normal as
soon as possible.

Find out more

u]

Italy
Immuni

6:17 PR
< App Store R

Immuni takes care of you

If you've been in contact with a user who has
subsequently tested positive for the virus,
Immuni notifies you and gives you instructions
to protect your health and the health of your
loved ones.

Find out more

This app shows a series of screens explaining how the app
is valuable on a high level before going into more granular

6:17
< App Store

Slowing down the
epidemic together

Users who discover that they have been
exposed to the virus can self-isolate, slowing
down the spread of the virus and helping us
return to normal life faster.

Find out more

details and permission gathering.

Source: Screenshots from 6/28/20: iOS app version 1.2.0 (last update one week ago from 6/28/20.

6:17
< App Store

Your privacy is protected

The app works without tracking your
movements and without knowing your identity
or the identity of the people you come into
contact with.

Find out more

Let's get started




6:17

< App Store

Your privacy is safe

Immuni does not collect your first name,
@ surname, date of birth, address,
telephone number, or email address.

Immuni cannot determine your identity
or the identity of the people you come
into contact with.

Immuni does not collect any

@ geolocation data, including GPS data.
Your movements are not tracked in any
way.

The data saved on your smartphone and
the connections to the server are
encrypted.

To help the National Health Sei
care of you, Immuni tells the Ministry of
Health server the following:

B - The province where youlive
- If the app is working properly
- If you have been warned of a high-
risk contact

Your data is saved on servers in Italy,
F managed by public bodies, and
controlled by the Ministry of Health.

Italy
Immuni

6:18

< App Store

Your privacy is safe X

Health server the following:
a - The province where you live
- If the app is working properly
- If you have been warned of a high-
risk contact

Your data is saved on servers in Italy,
F managed by public bodies, and
controlled by the Ministry of Health.

All data is deleted when it is no longer
needed, and in any case no later than 31
December 2020.

ab

I declare that | am at least 14 years
old

I have read the privacy notice

By continuing, | declare that | have read and
accepted the

6:18

< Immuni

AA

Privacy Notice

Notice pursuant to Articles 13-14 of Regulation (EU)
2016/679 (General Data Protection Regulation - GDPR)

This site uses technical and analytics cookies. By
clicking ‘I agree’, you agree to the usage of cookies as
described in the privacy notice.

Privacy notice

lagree

< Immuni

& immuni.italia.it (&)

6:18

& immuni.italia.it

How Immuni works in five steps

The app assigns a random code to each device

The code is randomly generated and does not contain
any information that identifies users and their device. In
addition, the code assigned to each device changes
several times per hour to better protect the users’
privacy.

Those devices that meet exchange their
respective random codes

When a user comes into contact with another Immuni
user, the devices exchange their codes via Bluetooth
Low Energy. The app thus keeps track of the contact
made without knowing the identity of the users or where
they met.

Those who test positive choose whether to share
their random codes

Users who have tested positive for the virus, with the
support of a healthcare professional, may upload to a
server the random codes that their devices have
transmitted during the previous days. By uploading them
to the server, the codes are made available to all the
devices that have the app installed, without allowing the
direct identification of positive users.

This site uses technical and analytics cookies. By
clicking ‘I agree, you agree to the usage of cookies as
described in the privacy notice.

Privacy notice

lagree

6:18

< Immuni

AA

Termini di utilizzo

This site uses technical and analytics cookies. By
clicking ‘I agree’, you agree to the usage of cookies as
described in the privacy notice.

Privacy notice

lagree

< Immuni
& immuni.italia.it

1. Informazioni generali

I presenti termini di utilizzo (“Termini di Utilizzo”) si
riferiscono all'utilizzo dell'app Immuni (“App”) nonché
dei Servizi (come definiti di seguito). Scaricando,

° IApp, 0 i Serviziin
qualsiasi modo, confermi di aver letto e compreso il
contenuto dei presenti Termini di Utilizzo e ne accettii
termini.

I dati raccolti nel corso dell utilizzo dellApp saranno
trattati in conformita all'informativa privacy dell'App.

Immuni & un'app mobile che aiuta a tenere traccia del
fatto che sei entrato in contatto con un altro utente
dellApp risultato positivo al SARS-CoV-2 (il virus che
provoca il COVID-19), inviandoti una notifica per
awvisarti nel caso quell'utente ci metta in condizione di
farlo.

I dati e le informazioni resi accessibili tramite I’App sono
forniti a titolo esclusivamente indicativo. Immuni non
offre consulenza medica e non deve pertanto essere
intesa come dispositivo o come trattamento medico. In
caso di necessita, dovrai pertanto consultare un medico
autorizzato per tutte le questioni relative alle tue
condizioni di salute.

Nel caso si rendesse necessario aggiornare 'App, i
Servizi o1 presenti Termini di Utilizzo, saranno adottate le
misure per informarti, in &

allimportanza dei cambiamenti effettuati. Laccesso o
I'uso continuato dell’App o dei Servizi dopo 'entrata in

This site uses technical and analytics cookies. By
clicking I agree, you agree to the usage of cookies as
described in the privacy notice.

Privacy notice

lagree

Source: Screenshots from 6/28/20: iOS app version 1.2.0 (last update one week ago from 6/28/20.
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Device Status

Terima Kasih
Bagaimana MyTrace berfungsi? kerana terus menggunakan MyTrace.
Dengan terus menggunakan aplikasi ini,
anda akan membantu KKM memutuskan
. . Dengan menggunakan aplikasi ini, anda akan rantaian Covid-19.
membantu KKM untuk mengesan kontak yang
- berada dekat dengan pesakit COVID19
MyTrace aliiad
Data kontak disimpan di peranti anda dan KKM Thank You
akan meminta persetujuan anda agar data anda for using MyTrace. By continuing to use
boleh digunakan untuk tujuan pengesahan the app, ::z will Mbylho MOH to break
the Covid-19 chain.

How MyTrace works?

By using the app, you will help the MOH to
trace persons that are in close contact with a
COVINIA natient

APV 1EDL) TUUaGy VUL Luneuleu. v

azme -

MHome

Malaysia

MyTrace Source: https://play.google.com/store/apps/details?id=my.gov.onegovappstore.mytrace&hl=en



https://play.google.com/store/apps/details?id=my.gov.onegovappstore.mytrace&hl=en

9:11
< App Store

'l'l ProteGO Safe

Pokonajmy razem koronawirusa!

ROZPOCZNIJ

govtech

Poland
ProteGO

< App Store

"1 ProteGO Safe

Wszystko w Twoich rekach. Ta
wersja aplikacji korzysta z
narzed.
do powiadamiania o mozliwym
kontakcie z koronawirusem.

Pozwol, by aplikacja anonimowo rejestrowata
spotkania z innymi urzadzeniami. Dzieki
temu, gdy uzytkownik, ktéregos z nich
zachoruje, otrzymasz odpowiednie
powiadomienie. Zadbaj o swoje i swoich
bliskich zdrowie.

Wiecej informacji

Nie powiadamiaj mnie o zagrozeniach

gov.pl Ggovt

< App Store

"L ProteGO Safe

ProteGO Safe to aplikacja, ktéra pomoze nam w
wychodzeniu z najostrzejszych obostrzer
2wigzanych z pandemia. Im wiece] z nas bedzie z
niej korzystac, tym szybciej i skuteczniej
ograniczymy tempo i zasieg rozprzestrzeniania sie
koronawirusa. To takze profesjonalna pomoc
zar6wno dla zdrowych, jak i zakazonych osob.

Nasza aplikacja korzysta z APl opracowanego przez
Google i Apple.

Jak dziata?

Aplikacja skfada sig z dwéch modutéw. Pierwszy z
nich to modut umozliwiajacy samokontrole stanu
zdrowia. To swoisty ,dziennik’, ktéry na biezaco
pozwala weryfikowac, czy i w jakie] grupie ryzyka
zakazenia jestesmy. To rozwiazanie oparte o
wytyczne Swiatowej Organizadji Zdrowia (WHO).

Drugi modut - to skanowanie Twojego otoczenia i
komunikowanie w przypadku ryzyka kontaktu z
wirusem.

Jesli wiaczysz w swoim telefonie Bluetooth,
aplikacja bedzie komunikowaa sie z urzadzeniami
jej innych uzytkownikéw. Spokojnie, nie bedzie im
przekazywata zadnych danych na Twsj temat. Nike
nie dostanie dostepu do zawartosci Twojego
telefonu.

Informacje o napotkanych urzadzeniach nie
zawierajq zadnych danych o ich whascicielach, s3
anonimowe i zakodowane, a do tego
przechowywane tylko w telefonie, przez dwa
tygodnie. Pozniej sa usuwane.

Do czego przydaje sig historia takich spotkari? W

rmancin Lint LRAE 7 i rh LA 7 b Arnmn
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< App Store

Enable COVID-19 Exposure

Logging and Notifications Modut monitorowania ryzyka

Your iPhone can s 0 Modut monitorowania ryzyka jest
P

poinformuje Cig j
kontaktu z osoba chor
gth of an
shared with “ProteGO Sa

iOS app version 4.2.0 which was updated 6/22/20. Access 6/28/20.
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"1 ProteGO Safe "1 proteGO Safe "1 proteGO Safe

gL ProteGO Safe

Powiadomienia o narazeniu na Witacz sie do wspdlnej walki

Whacz sig do wspélinej walki rzeciwko koronawirusowi
kontakt z COVID-19 przeciwko koronawirusowi P

Wiacz powiadomienia ®“ ] /L

Do prawidtowego dziatania aplikacji @ [5 i J

potrzebna jest Twoja zgoda na wyswietlanie

powiadomien. Kliknij ponizej i pozwol

ProteGO Safe wspiera¢ ochrone zdrowia )

kazdego z nas. “ProteGO Safe” Wf’u'd, Like to Nowos¢ w aplikacji: powiadomienia o Uzupetniaj Dziennik Zdrowia
Send You Notifications

2 . iebie! i
mozliwym kontakcie z koronawirusem. Dbaj o siebie! Regularnie sprawdzaj, czy

Notifications may include alerts, jeste$ w grupie ryzyka

sounds, and icon badges. Th
be configured in Settings.

DALE

Nie powiadamiaj mnie o zagrozeniach

DALE)
DALE] DALEJ _

M eon _— Teon _— Poland uses a series of simple iconography foovtech

e I e - A to highlight each step of the onboarding —
process.

Poland

ProteGO iOS app version 4.2.0 which was updated 6/22/20. Access 6/28/20.
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1. Scan QR code or go to

tracetogether.gov.sg
to download the app.

The app is now
available in more
languages.

The app bundles a series of explainer text
before asking the user to launch into data

TraceTogether

Helps you remember where you
went and whom you were with in the
past few weeks.

Notifies you quickly if you've been

exposed to COVID-19, to protect you
and your loved ones

. NEXT

Enter your mobile number

MOH will use this number to contact
you if you had possible exposure to
COVID-19.

- 65 9123 4567

2. Launch the app.

The first few pages
explain the benefits
of using the app.

input (mobile phone number, personal

details). This pattern is seen in other apps.

Singapore
Trace Together

Source:

3. Register using your

mobile number.

Enter the One-Time
Pin sent to you via
SMS.

Select your profile ® To help you note direct
exposure to COVID-19, your

app needs Bluetooth

b 2 Please have your
a Work Pass ready :)

All app Bluetooth data after 25 days
will be automatically deleted.

=TI o

4. Select your profile
and enter your
details.

5. Enable Bluetooth
and other app
permissions.

Your unique ID helps
MOH reach the right
person when they

need to contact you.

Your app is working now!

Keep your app running and
Bluetooth on until the outbreak
ends.

And hang in there! We can defeat
COVID-19 together.

6. Set up completed!

Keep Bluetooth on,
and keep your app
open in the
background until the
end of the outbreak.

https://support.tracetogether.gov.sg/hc/en-sqg/articles/36004 373557 3-How-do-I-set-up-Trace Together-
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https://support.tracetogether.gov.sg/hc/en-sg/articles/360043735573-How-do-I-set-up-TraceTogether-

What is TraceTogether and how does it work?

TraceTogether is a contact-tracing smartphone app that enables the Ministry of Health (MOH) to quickly track people who have been exposed to confirmed coronavirus cases.

Users ng%.'{ggn Users have to input their During the Users will then have to enable push
here can mobile phone number for initial set-up, notifications and location
download the app  [®].3 = MOH to be able to contact them users have to give permissions, and keep the Bluetooth
on the Apple App N ] quickly. The number is the only their explicit function on their phones turned on.
Store or the 3 T data collected by the consent to be able
Google Play Store. o .ﬁ Government through the app. to use the app.
- [ 0] il 0 - [0 -

Help stop the spread of
COVID-19 by turning Bluetooth
on

If you had close contact with o COVID-19
case, we help the Ministry of Heaith
(MOH) cail you more quickly.

Your 0t is fvrver OCCESsed, Uriess you were et
a cortemed cose

Singapore
Trace Together

Enter your mobile number to
be contacted

.65

We'll text you @ One-Time Pin (OTP).

Seting up for your fomily? Use thelr number
stead of yours.

Enter OTP that was sent to
+65

Wrong number?

Your code will expire in 1:57.
Besend Code

Your consent is needed for
the following:

O To store your mobile number in @
secured TraceTogether registry

@ For TraceTogether users who are
COVID-19 cases to share
information about their possible
encounters with you — so that we
con call your mobile phone about
next steps

)

Set up app permissions
Select “Yes' for the next 2 screens to
setup,

1. Blvetooth

2. Push notifications

8oth are needed for the app to work:
Your battery usoge may increase.

er” Would Like
Bluetooth

"TraceTogether” Would Like

to Send You Notificatior

This is because the app uses

short-distance Bluetooth signals that
are exchanged between phones to detect
other TraceTogether users in close proximity.

N («

E * Official contact

tracers who call
users will provide a code
that users can match
with a corresponding
verification code on
their app.
* Once authenticated,
users will be given a
PIN number that
allows submission of
logs when entered.
« Official contact tracers
will not ask for personal
financial details or
transfer of money.

Sources: GOVTECH, MINISTRY OF HEALTH PHOTOS: GOVTECH STRAITS TIMES GRAPHICS

https://www.google.com/url?sa=i&url=https %3A%2F %2Fwww.straitstimes.com%2Ftech%2F singapore-app-allows-for-faster-cont
act-tracing&psig=AOvVaw2|CWe-0O1PdaliLebOKjwIP&ust=1591709524377000&source=images&cd=vfe&ved=0CAIQjRxqFwoTC
JiXsbmg8ukCFQAAAAAJAAAAABAQ
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Step 3

Enter your mobile number to @
be contacted \'h % g
65 1234547 "o

e 'S

We'll text you @ One-Time Pin (OTP)

Settng vp for your Samily” Use thew number

roeod of yourn
Turn on your Bluetooth App permissions are fully set up
Do tha from Control Cerner of go Please leave oll settngs on untd the
10 Settings otbreck onds
Then come bock to the app 1o confiem
Singapore

Trace Together
https://www.google.com/url?sa=i&url=https%3A%2F %2Fen.wikipedia.org%2Fwiki%2F Trace Together&psig=AOvVaw2ICWe-O1PdaliLebO

aKjwIP&ust=1591709524377000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCJiXs5mq8ukCFQAAAAAJAAAAABAY 40



Upload Data

Use only if MOH contacts you
How can we help you?

STEP 1

Verify that the contact tracer
is from MOH

Make sure they give you a code that
matches the one below.

Latest Updates

Verification code:‘

General

Using TraceTogether

Permissions and Privacy q

@ & ®
Home Upload Help
Singapore

Trace Together
https://www.qgizmodo.com.au/2020/03/how-coronavirus-tracking-app-tracetogether-works/



https://www.gizmodo.com.au/2020/03/how-coronavirus-tracking-app-tracetogether-works/
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The goal

SwissCovid
breaks
chains of infection.

Staying one step ahead of the virus

@- By using the SwissCovid app, we can all
help to contain the spread of the new coron-
avirus.

JA8 The app tells you if you might have been ex-
posed to the coronavirus.

Continue

Schweizerische Edgenossenschalt  Bundesamt fir Gesundhelt BAG

Confederation suisse Office fédéral de 1a santé publique OFS?.
Suizzera i

Confederazion svizra

Uffizi federalda sanadad publica UFSP
Swiss Confederation

Switzerland
SwissCovid App

8:38 -

Privacy by design

Protection of privacy

& Devices only exchange random IDs. The app
does not gather location data or data on
your identity.

O+ The random IDs are stored on your device

for 14 days and then deleted.

Continue

)
o

How does the app work?

—>
= ) 4

L E:

o

Recognising encounters using Blue-

tooth

> The app automatically recognises when two
users have been in close proximity for a cer-
tain time.

3} Ituses Bluetooth Low Energy (BLE) to do
this. No GPS, mobile, Wi-Fi or other location
data.

Continue

Screenshots taken iOS app version 1.0.5 on June 28, 2020

8:39 w FTa

SwissCovid

Tips on use

@ Here you wil find the Data Protection
Statement and Conditions of Use

Data Protection Statement & Conditions
&
of Use

Warning: This app does not protect you from
COVID-19 infection.

The app is intended for proximity tracing and to
warn users of potential exposure to someone in-
fected by COVID-19. It is not a diagnostic tool eit

Federal Office of Public

Health FOPH
Schwarzenburgstrasse 157

3097 Liebefeld, Switzerland

SwissCovid App Version 1.0.5 c E
Release Date: 23.06.2020

Accept
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> Subnavigation

v Contact information

SwissCovid App: Data Protection
Statement & Conditions of Use

The Data Protection Statement explains what information is

collected, why it is collected and how information is used. The

Terms and Conditions of Use informs about the rules you
agree to when using the SwissCovid App.

As of 24 June 2020

~ SwissCovid App : Data Protection Statement
~ SwissCovid App: Conditions of Use

v Technical Information and FAQs

Data Protection Statement of the Federal
Office of Public Health FOPH in connection
with the use of the “SwissCovid app”

Please read the following Data Protection Statement when
using the SwissCovid App.

> Introduction
> 1.Controller

B2
®

Switzerland
SwissCovid App

8:39 w/ T @

Activate proximity tracing

COVID-19 Exposure Notifications must be acti-
vated to use the app.

Good to know

Data protection

ﬁ Only random IDs are exchanged, not data
about your location or your person.

Minor increase in battery usage

The app operates using as little energy as

nnccihla Thara ic anhi A minar inarancna in

This app highlights the
reason for permissions
before asking for
exposure logging and
notification access. Some
apps do not give context
before requiring
permissions.

Enable COVID-19 Exposure
Logging and Notifications
Your iPhone can securel

an use these IDs to notify

u may have been exposed to

What does the app do?

A %
~ ‘"‘
Report of potential infection

The app notifies you if you may have been
exposed to the coronavirus.

By responding appropriately, you can break
the chain of infection and protect other peo-
ple.

Continue

Screenshots taken iOS app version 1.0.5 on June 28, 2020

8:40 -

o

Allow messages

In order to receive notifications from the app,
you must enable messages.

Enable messages

Good to know
Notified immediately

JA In the event of a potential infection, you will
receive a message on the lock screen.

43
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Hayat Eve Sigar Risk Bolgeleri Tesivon
" UskUdae Universtos
Bu uygulama seni ve gevrendekilerl Corona Konum servislerine izin verdiginde, uygulama a8 Ve (2 e aASY)
virsOnden korumak Igin T.C. Sagik Bakanhg: sonl, riskii bolgelere yaklagh(uinda uyaracak ve o
tarafindan geligtinimigtir haritada ankik olarak yaklagmaman gereken
alanlan goreblleceksin SELAMSIZ [ 4o Ouryeh
4]
o »
S
5
- /
o J

Q Habiabarm Sevh Mazesi Q
[

0 \‘_,_/< 3
E "4 ¢
KA SAY 4,747 - 8UGUNKD VEFAT SAY 98 - OPAM IVILESEN SavIS!; 2,423 - TOPLAM VAKA S8 A
o - A4 o i e ¢ [ -3 2]
This application protects you and your Risk Areas
surroundings from Corona virus T.C. It When you allow location services, the app will alert you when you

was developed by the Ministry of Health. approach risky areas, and you will be able to see areas on the map that
you should not approach instantly.

Turkey https://apps.apple.com/tr/app/hayat-eve-s%C4%B1%C4%9Far/id15057563987I=tr
Hayat Eve Sigar
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https://apps.apple.com/tr/app/hayat-eve-s%C4%B1%C4%9Far/id1505756398?l=tr

Hayat Eve Sigar
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https://play.goodle.com/store/apps/details?id=tr.gov.saqglik.hayatevesigar&hl=en_US
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https://play.google.com/store/apps/details?id=tr.gov.saglik.hayatevesigar&hl=en_US

328 covo19 28 covo19 28 covn19

M L[]

Turn off your Bluetooth when you put on

Help the NHS stop the Enter the l:r:(;m of your Set up app permissions your PPE
spread of coronavirus in the i Slesioith
5l ‘ e ] esmedegabuelimapea ek Your interactions at work should not be captured
imigsargnictionrbdomoon acpd| | stmfeunbiveboonpliclarytog: when you are wearing personal protective
(COMID-19) syrrpioms Wiy do we need thn? » e .
Thaa rformgton Wil 3e waed 23 help Yo equlpment.
WL NS g 10 1N CINfevE e = Push nesicacons
Learm mory stiou! Yow # wores Yoz erwe 3Nt 1T Lrdertan e soremd of Thes 20 well smnnd O ol B9 you I
e Boemse sCr0ss 1he LI Pous posi oo POUL wE Dewn NN BIEONE W
Wil nat be used t3 Pack poar kocshor CHOPEYT A W TROA0es 8wl Quate pae

on what 5% do et

Close NHSX
This message has been placed in the app, for healthcare workers

UK https://www.bbc.com/news/technology-52551273
NHS COVID-19 App Users will be gsked to enter the first part of their postcode but not their name or other
personal details



3.2: Visible data
settings

Key questions

e Are the settings on one of the
main navigation tabs of the
app? If so, which?

e Does the home or main tab
have setting toggles (ability to
turn on/off bluetooth, location,
etc.)? How is this displayed?

e Based on the on/off elements,
what specifically can be turned
on or off?

Sub-themes and findings:

(16 of 32) apps that we had access to featured settings, app permissions, and data collection features are
placed one of the main tabs:
o 9 of 16 are on the home tab (Alberta Canada, Austria, Canada, Cyprus, Czech Republic, Italy, Malaysia,
Netherlands, Switzerland)

[ 3 of 16 are not on the home tab (France - Protect tab, Ireland - Contact Tracing, US North
Dakota - Visits, Protect, About)
[ 4 of 16 unable to tell which tab (Australia, Germany, Singapore, North Macedonia)

On vs. off design elements. One Ul element that is in several apps are the “on versus off” design for permissions,
location sharing, or other types of data sharing are shown in a variety of ways:
o 2 of 16 show checkmarks (Alberta Canada, Czech Republic)
6 of 16 show cards with “active” text (Australia, Germany, Italy, Switzerland, Singapore)
2 of 16 show toggle on/off (Austria, North Macedonia)
4 of 16 feature button on/off (Canada, Cyprus, France, US - North Dakota)
1 of 16 features ionography with on/off text (Malaysia)
o 1 of 16 features color-coded background toggle (Netherland)
Data controls. Based on the on vs. off elements, what specifically can be turned on or off?
o 2 of 16 show bluetooth (Alberta Canada, Cyprus, North Macedonia)

O O O O

o 1 of 16 shows notifications (Alberta Canada)

o 1 of 16 shows exposure notifications (Canada)

o 1 of 16 shows location (US - North Dakota)

o 3 of 16 mention or link to go to your settings to activate bluetooth & location (France, Italy)

o 2 of 16 show no action on interface, just awareness Bluetooth is on (Australia, Singapore-based on
available screen)

o 2 of 16 show contact registration or proximity tracing is on (Netherlands, Switzerland)

o 1 of 16 shows “delete data” button which prompts delete app (US North Dakota)

o 1 of 16 shows remove tracking of home geolocation option (US - North Dakota)

o 2 of 16 unable to tell which features are specifically (Germany, Italy)
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= . Note: Screens gathered highlight whether there was some evidence of the theme for analysis and o .
C o u ntrl es * comparison; we are not making a judgment or opinion on whether the design choices are good or bad. . Definite evidence through personal app
: download
We are not claiming these references are all inclusive as there are many resources that can help givea  : Some evidence, the app was not fully tested;
refe re n ce d . better picture of these categories that may not be mentioned in this study. If there is information you used secondary information o infer detals

10.
1.

12.

13.
14.

15.
16.

+ have that is not reflected here that can help add, edit, or correct information, please let us know.

Alberta, Canada: Unable to download; gathered screenshots through news, media

Australia: Unable to download; gathered screenshots through news, media

Austria: Able to download iOS app v 2.0.2; gathered screenshots directly through app and app stores

Canada: Able to download iOS app v. 1.0.2; gathered screenshots directly through the app

Cyprus: Able to download; gathered screenshots through iOS v 2.0.1

Czech Republic: Able to download; gathered screenshots through iOS v 1.1 and Google Play store with Google translation

France: Able to download; gathered screenshots through iOS v 1.1.1

Germany: Unable to access the app; gathered screenshots through Google Play Store & Github; unable to translate screenshots in Play Store but
github documentation for screen descriptions are written in English

Italy: Able to download; gathered screenshots through iOS v 1.2.0

Ireland: Able to download; gathered screenshots through iOS v 1.0.1

Malaysia: Able to download; gathered screenshots through iOS v 1.0.30 and detailed sequential screenshot documentation available through affiliated
website.

Netherlands: Unable to download; acquired screenshots from clickable PrivateTracer online prototype and secondary media sources (videos); unable to
find evidence for this category

U.S. North Dakota: gathered screenshots through iOS v 3.5;

North Macedonia: Unable to download; acquired screenshots from App Store and secondary media from affiliated website; found possible evidence for
this category with the toggle, but unable to translate this screen to confirm meaning and feature functionality

Singapore: Unable to download; gathered screenshots through secondary media; found possible evidence for this category

Switzerland: Able to download iOS app v 1.0.5; gathered screenshots through app directly, and affiliated Fact Sheet
48
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Note: Apps for countries not referenced due to XXXXXXXX FILL THIS IN

‘ add, edit, or correct information, please let us know.

Co u ntries N Ot refe re nced This is a work in progress. If there is information you have that is not reflected here that can help

© ©

11.

12.
13.
14.
15.
16.

Bahrain: Unable to download; gathered screenshots through Google Play Store; unable to find evidence for this category

Bulgaria: Unable to download; unable to translate PNG screenshots from Google Play

China: Unable to access the app; unable to translate screenshots of the app from news media

Ghana: Unable to download; acquired screenshots from secondary news sources, unable to find evidence for this category

Iceland: Able to download; gathered screenshots through iOS v. 2.0.0, unable to find evidence for this category

India: Research team did not download; gathered screenshots through app store, news, and media, unable to find evidence for this category
Iran: Unable to download; acquired screenshots from android app store, twitter, news and media, unable to translate screenshots and see
evidence for this category

Israel: Unable to download; acquired screenshots from Google Play store, affiliated websites; unable to find evidence for this category
Mexico: Able to download; gathered screenshots through iOS v 1.0.1; unable to find evidence for this category

Norway: Unable to download; acquired screenshots from Google Play Store and unable to see sequential onboarding screenshots so was
unable to find evidence for this category

Poland: gathered screenshots through iOS v 4.2.0; screenshots showed text information before asking for permissions for logging and
notifications; unable to translate screens to validate what information is articulated

Qatar: Able to download; unable to find evidence for this category

Turkey: Unable to download; acquired screenshots from App Store and Google Play store; unable to find evidence for this category

UAE: Unable to download; acquired screenshots from app store and secondary media (video) source; unable to find evidence for this category
UK: Unable to download; acquired screenshots from secondary source news media; unable to find evidence for this category

U.S. Utah: Able to download iOS v 1.2.1; unable to find evidence for this category
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12:30

HELP STOP THE SPREAD
OF COVID-19

by keeping your Bluetooth

on and the app open,
especially when you are out,
on public transport, at work
or in public places.

Last Updated: 3:58 PM

APP PERMISSIONS STATUS

Permissions Enabled: Yes

Bluetooth Enabled: No

Push Notifications: Yes

@

P

Upload Data

v4n

LIS S| ©

Help

COVIDSafe @
Help

COVIDSafe is active

There is nothing else you need to do
except to leave the app running and
keep Bluetooth® on

For more help, see our FAQ.

&y Share COVIDSafe >

Invite others to join. Together,
we're stronger.

@ Get the Coronavirus app >

111 ] £

4:17 T

Digitaler Handshake
Automatischer Handshake:
aktiv ()

Via Bluetooth versenden und empfangen Sie
Signale anderer Apps. Signale (iber 15 Min.
werden als Handshake in Ihrem Kontakt-Tagebuch
aufgezeichnet. Bitte kontrollieren Sie die
Aufzeichnung mittels manuellem Handshake, da

nicht alle Gerate unterstiitzt werden.

Manuellen Handshake starten

Wie funktioniert es? @

Teilen Sie die App!

Empfehlen Sie die App

Alberta Canada

Australia
COVIDSafe
Source: Blog post

Austria
STOPP Corona
Source: App Store

50
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eRouska eRouska SDILET APLIKACI  # Moje data SMAZATDATA @

[ '1 MINISTERSTVO ZDRAVOTNICTVI VSE
Sl o . —

Diky eRousSce ochranite sebe i ostatni ve svém Datum Cas o] RSSI
okoli
Aplikace bude nepfetrzité monitorovat 7.4.2020 1917 1eb918 63 dB:
vase okoli a zaznamenavat viechny ostatni
telefony s aplikaci eRouska, ke kterym se 7.4.2020 1916 Tebo18
priblizite Rouska je aktivni
: 7.4.2020 19:16 1eb918 65 dB
i Aplikace pracuje na pozadi a monitoruje
Pokud seu majitele klefehokollv z nich okoli, prosim neukoncuijte ji. Nechte zapnuté 7.42020 1915 1eb918 65 dB:
EO“;":("“““ neyirem, teleto vas ] h a s telefonem pracuite jako
ontaktuje pracovni ienické stanice
e ¥ obvykle. 7.42020 1914 166918 A5 dBir
Kdyz se potvrdi nékaza u vas, hygienickd
7.4.2020 19:14 1eb918

stanice bude kontaktovat véechny ostatni
uzivatele aplikace, s kterymi jste se potkali.

7.42020 19:13 1eb918 44 dBi
Nékolik nezavislych tU garantuje, ze
pak 2 46 dBir
aplikace neodesild vase osobni idaje bez 742000 1932 lebdng £5
vaseho védomi. Odeslete je vy sami a pouze S—— e T ——
hygienikam.
7.4.2020 19:11 1eb918 46 dBr
POKRACOVAT K AKTIVACI POZASTAVIT SBIRANI DAT 7.4.2020 ODESLAT DATA 44 dBm
7.42020 19:10 1eb918

JAK TO FUNGUJE o - ' o at
a 3 \ )

Rousk

Erouska is active. The application works in the background
and monitors the environment, please do not quit it. Leave
Bluetooth turned on and work with your phone as usual.
Pause Data Collection.

Czech Republic
eRouska

9:00 v 4100%0

Kontakty

Mate podezreni na koronavirus?
Zistaiite doma a kontaktuje svého
praktickénho |ékare nebo prislusnou
hygienickou stanici

DULEZITE KONTAKTY

Potiebujete poradit?

Veskeré otazky a nejasnosti tykajici se
koronaviru by vam méli zodpovédét na webu
MZCR nebo na bezplatné infolince 1212

CASTO KLADENE DOTAZY

0 aplikaci eRouska

Potfebujete poradit s aplikaci nebo vas
zajima, jak funguje a jak zpracovavame
osobni udaje? Podivejte se na web
erouska.cz

PREJIT NA WEB EROUSKA.CZ

9:00 * T 4100%0

Népovéda 0 APLIKACI

Proc je eRouska potieba? Dokaze
mé vabec efektivné uchréanit pied
nékazou?

Cilem aplikace eRouska je zpomalit a
idedlné zastavit $ifeni nakazy. Poméha co
nejdrive izolovat potenciélné nakazené
osoby od ostatnich. Tim by méla umozZnit
postupné uvolfovani celostétni karantény

a snizit dopady pandemie na spolecnost

a ekonomiku CR. Aplikace na podobném
principu funguji i v dalsich statech a vétsinou
jsou velmi ucinnym prostfedkem v boji proti
Sifeni koronaviru

Aplikace eRouska je jeden ze tii koncepti,
které COVID19CZ pouziva, a je z nich
nejsetrnéjsi k soukromi. Aplikace se

pies Bluetooth spoji s dalsimi telefony s
eRouskou v nejblizsim okoli a ulozi jejich
identifikatory. Pokud bude pozdéji jeden z
uzivatell eRousky oznacen pracovnikem
hygieny jako nakazeny, epidemiologicky
model vyhodnoti, zda jste s nim byli v
kontaktu dost dlouho na to, aby bylo nutné
vas varovat a sméfovat k dal$imu vySetfeni.

9:00 v 4100%0

eRouska SDILET APLIKACI

Aplikace pracuje na pozadi a monitoruje

okoli, prosim neukonéuite ji. Nechte zapnuté
Bluetooth a s telefonem pracujte jako

obvykle.

Pfi podezreni zu vés budeme kontak

na Eisle +420 0 000. Pozédéme vés

anonymizovaného seznamu telefon, ktery
ef N

20i & monitoruje okok, prosim nevkcntuite ji. Nechte 23pauté Bluetooth

https://play.google.com/store/apps/details?id=cz.covid19cz.erouska

51
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COVIDSafe

‘o

"

&

COVIDSafe is active

Help

For more help, see our FAQ.

ay Share COVIDSafe >

Invite others to join. Together,
we're stronger.

@ Get the Coronavirus app >

Download the Government app
for the latest numbers, news and
advice.

@ Latest news and updates

Head to aus.gov.au for the latest
Coronavirus news.

There is nothing else you need to do ‘ C'\ \

except to leave the app running and
keep Bluetooth® on

For more help, see our FAQ.

&y Share COVIDSafe

Invite others to join. Together,
we're stronger.

@ Get the Coronavirus app
11 m '4
Australia
COVIDSafe

Source: Blog post

Has a health official asked you
to upload your data?

> Upload my data

Version Number:1.0.11

I @) <

COVIDsafe App

Today 10:12 am

The COVIDsafe App has detected
you are now +20km from your

nominated home address. Please Please take note
register your reason for travel by N ——
caIIlng 1300 1MY GOV (+611300 leave home.

169 468) within 15 minutes of
receiving this SMS (10:12am AEST
Monday 27 April 2020). Thank you. 8 Keep Bluctoothi®ion;

2. Keep the app running.

e .M pm

Check H?,p
permissions

(4
-

COVIDSafe needs permission to
access these features.

App permission status

Bluetooth: Off [<]
Location: On o
Battery optimization: Off (]
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https://techxplore.com/news/2020-04-covidsafe-tracking-app-issues.html

10:50 "

)
1

‘€ COVID Alert
Notifications are off >

COVID Alert is off You will not receive notifications if you've
been near anyone who has reported a
COVID-19 diagnosis. Finding out
potential exposures right away is
COVID Alert is off You need a one-time key to let people essential to slowing the spread of

know they’ve been exposed. COVID-19.

Diagnosed with COVID-19?

You did not enable COVID Alert. The app

needs your permission to work. Enter your one-time key
_ o

Turn on exposure notifications > Change province or territory >
COVID Alert cannot notify you as soon as
Home screen button highlights it learns of a possible exposure. Finding Change language >
“Enable COVID Alert” button which out right away is essential to slowing the
means “Enable exposure SPreadiat cOVIDAID:
notifications” which alerts the user as About COVID Alert
soon as it learns of a possible Notifications areloff: > ) R
Get a one-time ke
SYpOELTE: You will not receive notifications if you've y
been near anyone who has reported a
COVID-19 diagnosis. Finding out How it works >
The home page potential exposures right away is
highlights.if the COYID essential to slowing the spread of How it protects your privacy N
) Alert app is off and if COVID-19.
COVID Alert is off notifications are off with e o
o button prompts to turn .
Notifications are off THETT) GBI, Settings
Tap for menu
Chanae nrodmee OF Terron. S T —

Canada
COVID Alert
Source: iOS app version 1.0.2, accessed 8/01/20

10:57 T . 10:57 T .



9:33 alTE)

Start Logging

NOTE: After clicking this button you may be prompted to grant
CovTracer access to your location.

.
Symptom Checker News
0 ]
Import Export

g S22 () RISE

Learn More:

http://covid-19.rise.org.cy
2.01

Cyprus
CovTracer
Source: iOS app v.2.0.1

8:56

< App Store

About

Attention

You have not activated StopCovid yet

Activate StopCovid to be informed and inform others

about contamination risks. Play an active role in
fighting COVID-19.

You can activate or deactivate StopCovid at any time.

@ Confidentiality

Manage my data

To run StopCovid, you need to activate Bluetooth and
push notifications in settings by tapping here

France
StopCovid
Source: iOS app v.1.1.1

9:41

.* CORONA
& WarN-aPP

RISIKO-ERMITTLUNG AKTIV

Niedriges Risiko -

Bisher keine Risiko-Begegnung
© 14 von 14 Tagen aktiv

(@  Aktualisiert: Heute, 9:39 Uhr

Aktualisierung in 58:46 Minuten

Wurden Sie
getestet?

Helfen Sie, die
Ausbreitung des Virus
zu verlangsamen.

INFORMIEREN & MITMACHEN

Germany
Corona-Warn-App
Source: Github
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https://github.com/corona-warn-app/cwa-documentation/blob/master/ui_screens.md

s 'ICR A (X(IEE

Contact Tracing
follow-up call ‘

If someone you've been in
close contact with tests
positive for COVID-19, the
app will send you a Close
Contact Alert. The HSE will
also phone you if you
provide your number
below.

The HSE may also phone if you are identified as a
close contact by manual contact tracing. The HSE will
give you advice and refer you for testing if
appropriate.

The app will only share your phone number with the

HSE if you get a Close Contact Alert. You can enter
your number below, or add it later in Settings.

Your country code

Ireland (+353)

Your phone number (optional)

‘ Your number ‘

Yes, | want to opt-in

No thanks

Ireland COVID Tracker

iOS app accessed July 20, 2020

Version 1.0.1

TRACKER Settings

COVID Check-In
Let us know if you have >
symptoms today

Today's fight

g 4014

Total Check-Ins today

— 98% Feeling good

2% Some symptoms

Latest update

) The national picture
Tap for county breakdown )
¢ 25766
Total confirmed cases
(@) 1753
[ G A
Updates COVID Contact Share app
Check-In Tracing

The Updates tab
showcases the “COVID
Check-In” to nudge users to
input their symptoms.

TRACKER Settings

COVID Check-In

Hithere .

COVID Check-In allows everyone using the app
to check symptoms and get advice. It also helps
the HSE to map and track how COVID-19 is
affecting Ireland.

The COVID Check-In does not reveal your
identity. You can share your age, sex and locality
to help make the information more useful for
public health analysis.

The COVID Check-In also keeps a record on your

phone of any symptoms you've had, so you can
check back and review at any time.

Yes, I'd like to use COVID Check-In

@ You can read the Data Protection
Information Notice here

o 4
Updates CdVID Contact Share app
Check-In Tracing

COVID Check-In tab also highlights
an opportunity for the user to opt-in
to check in with their symptoms.

TRACKER Settings

Contact Tracing

. Contact Tracing not active

You need to enable Exposure notification
service in your settings

4 * |||| * |

1,374,714

App registrations
since launch

, @ :
Updates COVID Contact Share app
Check-In Tracing

Contact tracing tab highlights that
contact tracing is active or not active.
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e immuni

Service °
active

Open Immuni once a day to
check its status.

Find out more

Information

What you can do to
protect yourself

Find out more

How the app works

Find out more

g Disable the service

[, e

Home Settings

Italy
Immuni
Source: iOS app v.1.2.0

How to check that
Immuni is working

If you see 'Service active, Immuni is already
working properly. You don't need to do
anything else: the app will continue working,
even when you close it.

If there are any problems, you will see 'Service
not active'. Immuni will provide
straightforward instructions to get the app
working properly again.

If you come into contact with someone who
later tests positive for the virus, Immuni will
send you a notification to warn you of the risk
of infection. When you open the app, you will
receive clear and comprehensive guidance on
what to do.

Italy’s app features a “disable
the service” call to action on
the home page. It also
highlights whether the service
is active or inactive. Users
can learn more about the
technology throughout the
app and view more
information on how to disable
exposure notifications directly
in the app.

X

How to disable
the service

To protect your health and the health

A of your loved ones, only deactivate the
service if necessary and reactivate it
as soon as you can.

In certain cases, it may make sense to
temporarily disable the app, such as while at
work if you are a healthcare professional in
contact with COVID-19 patients.

If you disable exposure notifications,
subsequent contacts with other users will not
be logged.

To disable exposure
notifications

1. Open Settings using the button below

2. Disable exposure notifications

@ COVID-19 Notifications

Open Settings

ocQoo —m @O

Device Status

The bluetooth and location
permissions are on the home

page.

Mayasia
MyTrace
Source: OS Documentation
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https://www.mosti.gov.my/web/en/mytrace/#1588521061765-2930e986-9778

16:05 all T .

Contact met COVID-19
niet gedetecteerd

Laatste keer vernieuwd: 1 uur geleden <)

Welke gegevens worden gedeeld?

Contact registratie staat uit
Deze app funqticnegrt niet tot dat je contact
registratie weer aanzet.
The app appears to be default
off. The app will not function
until the user switches contact
registration back on.

Netherlands
PrivateTracer

Source: Public prototype

16:06 all T ==

Contact met COVID-19
niet gedetecteerd

Laatste keer vernieuwd: 1 uur geleden 'O

_ Contact registratie staat aan
" —

Als je in contact komt met iemand die besmet
blijkt te zijn met COVID-19, dan stuurt deze app je
een melding.

Tracing score

The app shows when it was last
updated, what data is shared
and whether contact
registration is off or on.

Weet je zeker dat je contact
registratie uit wilt zetten?

Als je contact registratie uitzet, kan deze app
niet meer detecteren wanneer je in
aanmerking komt met een COVID-19
geinfecteerd persoon.

Streef ernaar dit zoveel mogelijk aan te laten.

@ Laat aan

Hoe zit het met mijn batterijverbruik?

If the user turns off contact
registration, the app presents
this warning that it can no
longer detect when you may be
in proximity with an infected
person.

16:14 all T .

Contact met COVID-19
gedetecteerd

Laatste contact moment: 4 uur geleden

Welke gegevens worden gedeeld?

Advies: Blijf nog
10 dagen thuis

Meer informatie

ﬁ Tracing score {é}
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https://private-tracer-v0-5-9.now.sh/

Q

ND-94857716-3

Your data is anonymous. However, if you share this code
your information can be associated with you or your
device.

‘You maintain ownership of your data and may delete it if
you choose. This action is not reversible

Version 3.5
Copyright ProudCrowd, LLC 2020

)] m

Visits Participants ~ Protect

US: North Dakota
Care19
Source: iOS app v.3.5

10:36

< App Store

Q

ND-94857716-3

Your data is anonymous. However, if you share this code
your information can be associated with you or your
device.

App features a
call-to-action
“Erase Data”
button

You maintain ownership of your data and may delete it if
you choose. This action is not reversible

Version 3.5
Copyright ProudCrowd, LLC 2020

O] M ©)

Visits Participants Protect Info

10:36

< App Store

Upon clicking
“Erase Data”
user is
prompted to

Data Erased

Please delete the Care19 app or turn
off location tracking to avoid future
data collection.

OK

58



10:26
< App Store

Q

Home Detection

Care19 does not want to include your home in
the visited places list. Please let us know if you
are home right now, so we can exclude this
location from your visited places list.

If you wish to skip this for privacy reasons,
simply push the "Not at home" button.

App allows you to
remove tracking
of your home

US: North Dakota
Care19
Source: iOS app v.3.5

Protect

The button on this screen will not be enabled until
you are confirmed positive for COVID-19.

Once confirmed positive, the Department of
Health will contact you and enable the button.
You can then decide if you wish to share your data
with the Department of Health.

| would like to share my location data with state
officials to help with contact tracing.

a & O) m ®

Visits Participants Protect Info About

Visited Places

Your location settings don't allow us to track
recently visited places. The application needs
access to your location even when the app is not
running to be effective.

Care19 needs your location to effectively track
the places you visit. You can go to your phone's
system settings and manually enable "ALWAYS"

location tracking.

Your current mode
NO LOCATION

& & O] m

Visits Participants Protect

Your app is active

% i Upc!ear whether

this is the home
screen but
screen title “Your
app is active” is
the indicator for
this category.

A safe new normal, toge

Share this S
app check-in

B\ /5] M

Singapore
TraceTogether

Source: Play Store 59


https://play.google.com/store/apps/details?id=sg.gov.tech.bluetrace

Crnepm ja U3noxeHocra . aBEﬁ:"eC::TV;W\;g:THM y 3awTuTty cl:(e on I.l.l:lgel-beTO MpupoHecu 3a
Ha KopoHaBupycoT P P t HAOE RS 3aepHuUaTa

StopKoronal
Bawara cornacHocTt Peructpupaj

e noTpe6Ha 3a cnefHoTO! ro TBOjOT MobuneH 6poj Cnopenv ja annukauvjata
10AeNM ja annukauvjare

TIOMOrHY UM Ha HaJ6NUCKUTE Aa ja KopucTaT
Me CMC

Stopkoronal | @) KopucHAun
& akTHBHa Wa StopKoronal 6nvcky Ao Te6e

KORONA

Uysaj ja annukauujata oTEOpeNa 3a Aa MOXe Aa
AeTeKTHpa ypeauTe B0 GNH3UHA

o

Peny6mia Cesepia Makezionmja

Bluetooth epckata e BK/TYYEHA

MuHHCTEpCTBO 3a 3PaBCTBO V3secTume Kora anaukauvja He Q

© aKTUBHa

Bawwot MoGuneH 6poj Aa Giae 3auysaH 80
6esbeneH peructap ynpasysa oa Brecn Mobunen 6poj

+38970 123 456 Unable #
(A KopucHuuuTe Ha StopKoronal kow ce 3apasenu na e O
J 4 BHecw ro KOAOT npateH Ha
7 co COVID-19 aa cnoAenaT uHbopMaLwm 3a o
MOXIM COABH C0 846, 38 £ MOXEME 28 81 CO +389 70123 456 translate
jaBume 3a cnepmuTe Yekopw.

tis screen

shows evidence
sT¥P KORONA ' sT¥P KORONA sT¥P KORONA of a toggle off/on
for bluetooth
functionality

North Macedonia
Stop Korona
https://apps.apple.com/mk/app/stopkorona!/id150664 1869
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8:40 al 7T

=)
9 SwissCovid ®

Homepage features
“app active” box to
remind user app is on.

Encounters >

v/ APP ACTIVE

Encounters will be registered
anonymously.

o SwissCovid remains active even if the
app has been closed

Reports >

v/ NO REPORTS

No potential infections have
been reported »h ;i:

N

MESSAGES DEACTIVATED

Change the settings to receive information
directly in the event of a report.

Change settings

Switzerland
SwissCovid
Source: iOS app v.1.0.5.

8:40 -

)

© M

+) SwissCovid

app has been closed.

Reports

A4

v/ NO REPORTS
No potential infections have 2
been reported »h %

N
MESSAGES DEACTIVATED

Change the settings to receive information
directly in the event of a report.

Change settings

What to doif ... >
Symptoms of the disease

What to doif ... >
~ you test positive

8:40 al FTa)

( Encounters

Proximity tracing [ @)
COVID-19 Exposure Notifications

v/ APP ACTIVE
Encounters will be registered anony-
mously.

o SwissCovid remains active even if the
app has been closed

What is an encounter?

}@- If smartphones with the app are in close prox-
imity for a certain time, this is registered on
your device as an encounter.

Is my data secure?

ﬁ In the event of an encounter, only random IDs
are exchanged.

They are saved locally on the smartphones
AR then T T —

Scrolling down on homepage,
user can change settings for
messages, follow up on public
health steps.

Homepage features
“app active” box to
remind user app is on.

< Encounters

mously.

o SwissCovid remains active even if the
app has been closed

What is an encounter?

@- If smartphones with the app are in close prox-
imity for a certain time, this is registered on
your device as an encounter.

Is my data secure?

ﬁ In the event of an encounter, only random IDs
are exchanged.

They are saved locally on the smartphones
and then deleted 14 days later.

Does Bluetooth have to be turned on all the time?

)B In order to recognise encounters, Bluetooth
must be turned on at all times. This causes
only a minor increase in battery usage.

FAQS [£

The app highlights data
sharing and security
questions throughout.
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3.3: Privacy
governance process

I
Key questions

° How was the app created (through
collaboration with community members or
experts)? How is the app governed
(documentation, advisory boards, outside
council, etc.)? [This was noted in the slide
notes, but was not in the comparison slides
due to the variation in phrasing..]

° Does the app have a privacy policy specific
to the app?

° Does the app have evidence of open source
documentation?

° Does the app have evidence of privacy
impact assessments?

Definitions:

A Privacy Impact Assessment, or PIA, is an analysis of how personally identifiable
information is collected, used, shared, and maintained. (Source: US FTC)

A Data Protection Impact Assessment (DPIA) is a process to help you identify and
minimise the data protection risks of a project. (Source: |ICO)

Sub-themes and findings:

° Privacy policy specific to app. Does the app have a privacy policy specific to
the app (meaning, not just a broad privacy policy for the affiliated organization)?

o

(23 of 31) Yes (Alberta Canada, Australia, Austria, Canada, Cyprus,
Czech Republic, Germany, Iceland, India, Ireland Israel, Italy, Mexico,
Netherlands, North Macedonia, Norway, Poland, Qatar, Singapore,
Switzerland, UAE, UK, U.S - Utah)

(8 of 31) No or unable to find evidence of this: (Bahrain, Bulgaria,
France, Ghana, Iran, Malaysia, U.S. - North Dakota, Turkey)

° Open source. Evidence of open source documentation (e.g. Github)

o

(17 of 31) Yes: Australia, Austria, Bulgaria, Canada, Cyprus, Czech
Republic, France, Germany, Iceland, Ireland, Israel, Italy, Netherlands,
Poland, Singapore, Switzerland, UK

(14 of 31) No or unable to find evidence of this: Alberta Canada,
Bahrain, Ghana, India, Iran, Malaysia, Mexico, U.S. North Dakota,
North Macedonia, Norway, Qatar, Turkey, UAE, U.S. Utah

° *Privacy or Data Protection Impact Assessments. Evidence of privacy or Data
Protection Impact Assessments.

o

o

(7 of 31) Yes: Austria, Australia, Canada, Germany, Ireland, Poland, UK
(24 of 31) No or unable to find evidence of this: Alberta Canada,
Bahrain, Bulgaria, Cyprus, Czech Republic, France, Ghana, Iceland,
India, Iran, Israel, Italy, Malaysia, Mexico, Netherlands, U.S. - North
Dakota, North Macedonia, Norway, Qatar, Singapore, Switzerland,
Turkey, UAE, U.S. - Utah
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https://www.ftc.gov/site-information/privacy-policy/privacy-impact-assessments
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/#:~:text=A%20Data%20Protection%20Impact%20Assessment,some%20specified%20types%20of%20processing.

Countries
referenced

® N Ok DN~

. Note: Text gathered highlight whether there was some evidence of the theme for analysis and
. comparison; we are not making a judgment or opinion on whether the design choices are good or bad.

We are not claiming these references are all inclusive as there are many resources that can help give a
. better picture of these categories that may not be mentioned in this study. If there is information you
© have that is not reflected here that can help add, edit, or correct information, please let us know.

Alberta, Canada
Australia
Austria

Bahrain
Bulgaria
Canada

Cyprus

Czech Republic
France
Germany
Ghana

Iceland

India

Iran

Ireland

Israel

17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.

Italy

Malaysia

Mexico
Netherlands
U.S. North Dakota
North Macedonia
Norway

Poland

Qatar

Singapore
Switzerland
Turkey

UAE

UK

U.S. Utah

. Has privacy policy or privacy statement specific to
: the app

Has some reference to open source documentation :

. Has evidence or reference to privacy or data
protection impact assessment

. Could not find evidence but does not mean this
does not exist; please let us know if you have
information to help update.
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© This is a work in progress. If there is information you have that is not reflected here that can help

Cou ntries not refe renced add, edit, or correct information, please let us know.

B 1. China: Unable to find public information or evidence on any of these categories.
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Alberta,
Canada

Australia

Austria

Bahrain

Bulgaria

* Advisory board: Unable to find evidence of this.

* PP specific to app: https://www.alberta.ca/ab-trace-together-privacy.aspx (7/2/20)
* OS: Unable to find evidence of this.

* Date collected: July 17, 2020

* Advisory board: No app specific advisory board, but evidence of advisory committees - https://www.health.gov.au/committees-and-groups
* PP specific to app: https://covidsafe.gov.au/privacy-policy.html

* OS: https://github.com/AU-COVIDSafe

* Other: COVIDSafe legislation; PIA: https://www.health.gov.au/resources/publications/covidsafe-application-privacy-impact-assessment

* Date collected: July 17, 2020

* Advisory board: No app specific advisory board, but evidence the code was submitted to the privacy organisations noyb.eu, epicenter.works and the
security experts at sba-research.org for a first review - htips://noyb.eu/en/report-red-cross-corona-app-reviewed-noyb

* PP specific to app: https://www.roteskreuz.at/datenschutz/

* OS: https://github.com/austrianredcross/stopp-corona-ios

* Other: https://www.roteskreuz.at/fileadmin/user_upload/Bericht_Datenschutzfolgeabschaetzung_StoppCorona_App.pdf;
https://www.researchgate.net/publication/340916928 Data_Protection_Impact_Assessment_for_the_Corona_App_Version_15 (privacy impact
assessment)

* Date collected: July 17, 2020

* Advisory board: Unable to find evidence of this but evidence of collaboration: “the Information & eGovernment Authority (iGA), in cooperation with the
National Taskforce for Combatting the Coronavirus (COVID-19) , worked endlessly to introduce the BeAware Bahrain app” (Source)
* PP specific to app: Unable to find evidence of this;

https://bahrain.bh/wps/portal/lut/p/al/pZDLDolwEEX_iBmoErYFloLiCwnYjQFTCwrUVCJ-vuDCnY_E2d3knOTeAQYpsCa7ISJrS9lk1ZCZuZ8u0dQNywi
8CXGRLKLiruyYzKJRD-x6AI3Q0f2REWAYIILL3sy3EWfRIV_53g_-m6P4zY94AwmwJ ZpxUfAewHvewTARCXz geJDaxQdK3EQ0J420bEEMMWPXHGI

FfLaQtp1nSakFBXXDrKGSx3H6d0_jc8JfQAzyROb/dI5/d5/L2dBISEVZOFBIS9nQSEh/
* OS: Unable to find evidence of this.
* Date collected: July 17, 2020

* Advisory board: Unable to find evidence of this

* PP specific to app: Unable to find evidence of this

* OS: https://github.com/scalefocus/virusafe-android (7/2/20)

* Other: Compliant with the European Commission recommendation on COVID-19 apps for contact tracing (Source: website)
* Date collected: July 17, 2020
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https://github.com/AU-COVIDSafe
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https://www.health.gov.au/resources/publications/covidsafe-application-privacy-impact-assessment
https://noyb.eu/en/report-red-cross-corona-app-reviewed-noyb
https://www.roteskreuz.at/datenschutz/
https://github.com/austrianredcross/stopp-corona-ios
https://www.roteskreuz.at/fileadmin/user_upload/Bericht_Datenschutzfolgeabschaetzung_StoppCorona_App.pdf
https://www.researchgate.net/publication/340916928_Data_Protection_Impact_Assessment_for_the_Corona_App_Version_15
https://www.bahrain.bh/wps/portal/!ut/p/a1/jZDLDoJADEW_xQVbWgdBdDcS8REJPhBxNgbMOGqQMYjg54u6wnd3bc5JbwsMAmBJmO9EmO1kEsa3nhmrvotGnZhkiJ6POHFs29P9mYW6XgLLCqBpXaSu0Rw3_RYxTPzPR-JY9UGjBBwHkZqd6cizLcSe9qf_oejP_TOewALYE_Z6xR34FvMBfM4xBCZiGd1_uqRJpJkCWMo3POWpek7L8TbLjqe2ggoWRaEKKUXM1bU8KPhO2cpTBkGVhONhPg8ug70e5yNKa7Urjziwiw!!/dl5/d5/L2dBISEvZ0FBIS9nQSEh/
https://bahrain.bh/wps/portal/!ut/p/a1/pZDLDoIwEEX_iBmoErYFIoLiCwnYjQFTCwrUVCJ-vuDCnY_E2d3knOTeAQYpsCa7lSJrS9lk1ZCZuZ8u0dQNywi8CXGRLkLiruyYzKJRD-x6AI3Q0f2REWAYIlLL3sy3EwfRIv_53q_-m6P4zY94AwmwJ_ZpxUfAewHvewTARCXz_qeJDaxQdK3E0J42ObEEMMWPXHGlFfLaQtp1nSakFBXXDrKGSx3H6d0_jc8JfQAzyR0b/dl5/d5/L2dBISEvZ0FBIS9nQSEh/
https://bahrain.bh/wps/portal/!ut/p/a1/pZDLDoIwEEX_iBmoErYFIoLiCwnYjQFTCwrUVCJ-vuDCnY_E2d3knOTeAQYpsCa7lSJrS9lk1ZCZuZ8u0dQNywi8CXGRLkLiruyYzKJRD-x6AI3Q0f2REWAYIlLL3sy3EwfRIv_53q_-m6P4zY94AwmwJ_ZpxUfAewHvewTARCXz_qeJDaxQdK3E0J42ObEEMMWPXHGlFfLaQtp1nSakFBXXDrKGSx3H6d0_jc8JfQAzyR0b/dl5/d5/L2dBISEvZ0FBIS9nQSEh/
https://bahrain.bh/wps/portal/!ut/p/a1/pZDLDoIwEEX_iBmoErYFIoLiCwnYjQFTCwrUVCJ-vuDCnY_E2d3knOTeAQYpsCa7lSJrS9lk1ZCZuZ8u0dQNywi8CXGRLkLiruyYzKJRD-x6AI3Q0f2REWAYIlLL3sy3EwfRIv_53q_-m6P4zY94AwmwJ_ZpxUfAewHvewTARCXz_qeJDaxQdK3E0J42ObEEMMWPXHGlFfLaQtp1nSakFBXXDrKGSx3H6d0_jc8JfQAzyR0b/dl5/d5/L2dBISEvZ0FBIS9nQSEh/
https://github.com/scalefocus/virusafe-android
https://virusafe.info/

Canada

Cyprus

Czech
Republic

France

* Advisory board: App Advisory Council: https://www.ic.gc.ca/eic/site/icac.nsf/eng/h_07687.html

* PP specific to app: https://www.canada.ca/en/public-health/services/diseases/coronavirus-disease-covid-19/covid-alert/privacy-policy.html
* OS: https://github.com/cds-snc/covid-alert-app

* Other: Exposure Notification Application Privacy Assessment:
https://www.canada.ca/en/public-health/services/diseases/coronavirus-disease-covid-19/covid-alert/privacy-policy/assessment.html

* Date collected: August 01, 2020

* Advisory board: Unable to find evidence of this; Audit and code: https://erouska.cz/audit-kod; Evidence of collaboration: Team on website is listed here. Listed on website
footer: RISE is the Research Centre of Excellence on Information and Communication Technologies in Cyprus, focusing on Interactive media, Smart systems and
Emerging technologies, aiming to empower knowledge and technology transfer in the region. It is a joint venture between the three public universities of Cyprus -
University of Cyprus, Cyprus University of Technology, and, Open University of Cyprus- , the Municipality of Nicosia, and two renowned international partners, the Max
Planck Institute for Informatics, Germany, and, the University College London, United Kingdom.”

* PP specific to app: https://covid-19.rise.org.cy/RISE_CovTracer_Privacy Policy EN.pdf

* OS: Based on Github repo from MIT SafePaths: https://github.com/Path-Check/covid-safe-paths

* Other: https://covid-19.rise.org.cy/en/manual/

* Date collected: July 17, 2020

* Advisory board: Unable to find evidence of this; team outlined here: https://erouska.cz/tym; evidence of collaboration: “The application was created by volunteers
working on the Covid19CZ platform under the auspices of the Ministry of Health of the Czech Republic. Data security is sponsored by a number of independent experts,
including academics” Source: https://erouska.cz/audit-kod

* PP specific to app: https://erouska.cz/gdpr

* OS: https://github.com/covid19cz/erouska-android (7/2/20)

* Other: Commitment to data trust: https://www.covid19cz.cz/covid 19-cz/zavazek-datove-duvery

* Date collected: July 17, 2020

* Advisory board: Unable to find evidence of this; Expert’s opinion and outreach: https://www.economie.gouv.fr/stopcovid; Inria, ANSSI, Capgemini, Dassault Systémes,
Inserm, Lunabee Studio, Orange, Santé Publique France and Withings create the StopCovid project team in order to structure and strengthen their contribution to the
government project to set up a mobile contact tracing application (StopCovid). In France, since the beginning of April, the Ministry of Solidarity and Health, the State
Secretariat responsible for Digital, in connection with the Ministry of Higher Education, Research and Innovation are mobilized. Since April 8, Inria has been the
operational pilot of the project and has been working closely with its European counterparts to develop a protocol that respects civil liberties. Other public and private
players are also involved, including ANSSI, Santé Publique France, Inserm, Capgemini, Orange, Dassault Systemes, Lunabee Studio and Withings. An ecosystem of
contributors is also mobilized. Source: https://www.orange.com/en/content/download/54161/1485137/version/10/file/CP%20STOPCOVID%2026avril%20EN.pdf;
https://www.inria.fr/sites/default/files/2020-04/Communiqu%C3%A9%20de %20presse%20STOPCOVID_1.pdf

* PP specific to app: Unable to find evidence of this; for broader website: https://www.economie.gouv.fr/politigue-confidentialite

* OS: https://gitlab.inria.fr/stopcovid 19; https://www.inria.fr/fr/stopcovid-code-source

* Other: Parliamentary work and Partners listed here: https://www.economie.gouv.fr/stopcovid 66
* Date collected: July 17, 2020
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Germany

Ghana

Iceland

India

* Advisory board: Unable to find evidence of this; Lists “our partners” https://www.coronawarn.app/en/#privacy

* PP specific to app: https://www.coronawarn.app/en/privacy/

* OS: https://github.com/corona-warn-app (6/28/20)

* Other: Data Protection Impact Assessment: https://www.coronawarn.app/assets/documents/cwa-datenschutz-folgenabschaetzung.pdf
* Date collected: July 17, 2020

* Advisory board: Unable to find evidence of this; on website says “powered by Ministry of Communications in partnership with iQuent Technologies
and Ascend Digital Solutions”

* PP specific to app: Unable to find evidence of this;

* OS: Unable to find evidence of this;

* Other:

* Date collected: July 17, 2020

* Advisory board: Unable to find evidence of this; The office of the Director of Public Health and the Civil Protection Department is behind
covid.is.Source: https://www.covid.is/app/en (6/28/20)

* PP specific to app: https://www.covid.is/app/privacystatement

* OS: https://github.com/aranja/rakning-c19-app

* Other:

* Date collected: July 17, 2020

* Advisory board: Unable to find evidence of this;

* PP specific to app: https://static.mygov.in/rest/s3fs-public/mygov_159051645651307401.pdf

* OS: Unable to find evidence of this;

* Other: Bug bounty programme: https://static.mygov.in/rest/s3fs-public/mygov_159057669351307401.pdf; data access knowledge protocol
https://static.mygov.in/rest/s3fs-public/mygov_159051652451307401.pdf; technical fags

https://static.mygov.in/rest/s3fs-public/mygov_159056968451307401.pdf

* Date collected: July 17, 2020
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Iran

Ireland

Israel

* Advisory board: Unable to find evidence of this; A team of professors, alumni and students of Sharif, Shahid Beheshti and Amirkabir Universities of
Technology and holders of the World Olympiad in Mathematics and Computer Olympiads have created a mask in collaboration with some of the best
specialists in medical sciences and virology. The production of the mask was voluntary and without commercial incentives. The World Health
Organization (WHO) guidelines and the experience of other countries have been used to control the prevalence of corona and reduce the number of
victims in mask making. Source:_https://mask.ir/about_us.html (6/28/20)

* PP specific to app: Unable to find evidence of this

* OS: Unable to find evidence of this

* Other: Site is in another language, unable to fully translate

* Date collected: July 17, 2020

* Advisory board: Unable to find evidence of advisory board specific to the app; able to find HSE board members:
https://www.hse.ie/eng/about/who/board-members/

* PP specific to app: https://covidtracker.gov.ie/privacy-and-data/

* OS: https://github.com/HSEIreland/covid-tracker-app

* Other: Data Protection Impact Assessment. A DPIA is an important document that clearly and transparently defines what data the app uses and how
it protects that data in full compliance with GDPR. The DPIA for the Covid Tracker app has been finalised on the basis of feedback from the Attorney
General’s Office and from the Office of the Data Protection Commissioner. Download the DPIA; The Data Protection Information Notice (DPIN) or
privacy policy can be found here: https://aithub.com/HSEIreland/covidtracker-documentation/blob/master/documentation/privacy/DPINV1.1.mdown
(6/28/20)

* Date collected: July 17, 2020

* Advisory board: Unable to find evidence of this; HaMagen was developed in a joint effort by developers from the Ministry of Health, commercial
companies, and volunteers from various organizations and the developer community in Israel. What security checks did this application pass? The
application was tested by several cyber and information security agencies, including staff from Israel National Cyber Directorate, specialists from the
commercial sector, and leading information security and cyber experts from the civil cyber and information security community in Israel. Security
checks included architectural checks, code reviews, and PT (breach checks). Adjustments were made according to the recommendations received,
and we are currently convinced that the application is sufficiently secure for use, adequately protected from attacks and malfunction, and capable of
providing user services in accordance with its purposes. Source: https://govexira.gov.il/ministry-of-health/hamagen-app/download-en/ (6/28/20)

* PP specific to app: https://govextra.gov.il/ministry-of-health/hamagen-app/magen-privacy-en/

* OS: https://github.com/MohGovlL;

* Other:

* Date collected: July 17, 2020
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https://mask.ir/about_us.html
https://www.hse.ie/eng/about/who/board-members/
https://covidtracker.gov.ie/privacy-and-data/
https://github.com/HSEIreland/covid-tracker-app
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https://github.com/MohGovIL

Italy

Malaysia

Mexico

Netherlands

* Advisory board: Unable to find evidence of this;

* PP specific to app: https://www.immuni.italia.it/pn.html

* OS: https://github.com/immuni-app/immuni-documentation; Italy has released its official COVID-19 contact-tracing app, which is built on the
framework developed by Apple and Google to track infections. (Source: Engadget)

* Other: List of what data “Immuni does not gather” https://www.immuni.italia.it/

* Date collected: July 17, 2020

* Advisory board: Unable to find evidence of this; MyTrace is developed through a strategic cooperation between Government agencies of Malaysia: Ministry of
Science, Technology and Innovation (MOSTI), National Security Council (NSC), Ministry of Health (MOH), Malaysian Administrative Modernisation and Management
Planning Unit (MAMPU), Malaysian Institute of Microelectronic Systems(MIMOS) and Malaysian Global Innovation and Creativity Centre (MaGIC); with the
International Islamic University Malaysia (IlUM) and Google. Source: https://www.mosti.gov.my/web/en/mytrace/#1588521061765-2930e986-9778 (7/2/20)

* PP specific to app: Unable to find evidence of this;

* OS: Unable to find evidence of this;

* Other: Detailed usage manual and video: https://www.mosti.gov.my/web/en/mytrace/#1588521061765-2930e986-9778

* Date collected: July 18, 2020

* Advisory board: Unable to find evidence of this;

* PP specific to app: http://covidradar.mx/aviso-de-privacidad/
* OS: Unable to find evidence of this;

* Other:

* Date collected: July 18, 2020

* Advisory board: Unable to find evidence of this; List of collaborators: Source: https://www.privatetracer.org/nieuws; PrivateTracer Foundation: At the moment, all
parties participate on a non-formal, idealistic, voluntary basis and that is the strength of this open source initiative. The PrivateTracer foundation and the partners in
the partnership are open to further elaboration of the governance and the partnership, based on the wishes of VWS; PrivateTracer is a public-private association of
parties based on free, ideally funded measures and informally responsible for non-profit Stichting PrivateTracer; The public private affiliate has been in the Hague,
UMCG, LUMC, Microsoft, NEN, YES! Delft, Milvum, Odyssey.org, Loyens & Loeff, Flitsmeister, Edelman, Software Improvement Group, Zerocopter, DP-3T,
Circularize, Poort8, Cybermundus, ConnectoRR, Dedico en ERAC.

* PP specific to app: Privacy by design tab on website.

* OS: https://gitlab.com/PrivateTracer

* Other:

* Date collected: July 18, 2020
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U.S. North
Dakota

North
Macedonia

Norway

Poland

* Advisory board: Unable to find evidence of this; Gov. Doug Burgum and the North Dakota Department of Health (NDDoH) in partnership with ProudCrowd, creators of
the popular Bison Tracker app, launched a free mobile app, Care19, to help slow the spread of COVID-19 in North Dakota. (Source:
https://www.health.nd.gov/news/north-dakota-launches-care 19-app-combat-covid-19 6/28/20)

* PP specific to app: Unable to find evidence of this; Some references here: https://ndresponse.gov/covid-19-resources/covid-19-fags?field _faq_category target id=47

* OS: Unable to find evidence of this;

* Other: The Care19 Alert app uses the exposure notification technology jointly developed by Apple and Google for public health agencies to supplement their COVID-19

contact tracing efforts; https://ndresponse.gov/covid-19-resources/care19
* Date collected: July 18, 2020

* Advisory board: Unable to find evidence of this; StopKorona! is a mobile app developed by Nexisense as donation for the needs of the Ministry of Health. The app was
developed in cooperation with and support by the Ministry of Information Society and Administration. Source: FAQs https://stop.koronavirus.gov.mk/en

* PP specific to app: https://stop.koronavirus.gov.mk/privacy-policy/en

* OS: Unable to find evidence of this; Free Access for Other Countries: As our contribution to the fight against the global threat from COVID-19, we are open to supporting
other countries willing to adopt StopKorona! for FREE, subject to mutual agreement; Source: https://stop.koronavirus.gov.mk/en (6/28/20)

* Other:

* Date collected: July 18, 2020

* Advisory board: Unable to find evidence of this; The Norwegian Institute of Public Health and Simula have worked together to develop the Smittestopp app. Both
information security for the data and privacy for users have been a high priority during development. Source: https://helsenorge.no/coronavirus/smittestopp (7/2/20)

* PP specific to app: https://helsenorge.no/coronavirus/smittestopp#Privacy; https://www.fhi.no/en/id/infectious-diseases/coronavirus/use-of-smittestopp-privacy-policy/
* OS: Unable to find evidence of this;

* Other: Anonymised data for research: https://helsenorge.no/coronavirus/smittestopp#Anonymised-data-for-research
* Date collected: July 18, 2020

* Advisory board: Unable to find evidence of this; We have started working on an application that will allow you to control and stop the spread of coronavirus. It is prepared
by a group of Polish programmers. We want to know the views of others before implementing it. That is why we are making the source code available today.

* PP specific to app: Available in documents here: https://www.gov.pl/web/protegosafe/dokumenty

* OS: https://github.com/Prote GO-Safe

* Other: Data protection impact assessment: https://www.gov.pl/attachment/748bd66d-2345-4644-927b-299227ae74a3

* Date collected: July 18, 2020
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Qatar

Singapore

Switzerland

Turkey

* Advisory board: Unable to find evidence of this; The application is owned and managed by State of Qatar and the relevant government entities, and it is related to
the laws and regulations governing the e-government policies in force in Qatar, particularly Cabinet Resolution No. 18 of 2010 regarding the implementation of
e-government policies and Law No. 13 regarding privacy and protection of personal data. Source:

https://portal. www.gov.qa/wps/portal/media-center/news/news-details/todeterminecoronavirustransmissionchainsehterazappisnowavailablefordownload (6/28/20)

* PP specific to app: Unable to find evidence of this; There is mention of the app privacy policy here:
https://www.gatar-tribune.com/Latest-News/ArtMID/423/Article|D/29605/ehteraz-app-doesn-t-violate-user-privacy-moph

* OS: Unable to find evidence of this;

* Other:

* Date collected: July 18, 2020

* Advisory board: Unable to find evidence of this; TraceTogether is developed by the Ministry of Health and Government Technology Agency
(GovTech), in support of SGUnited. Source:_https://support.tracetogether.gov.sa/hc/en-sa/articles/360043504753-Who-built-TraceTogether-
(7/2/20)

* PP specific to app: https://www.tracetogether.gov.sa/common/privacystatement;

* OS: https://github.com/OpenTrace-community

* Other:

* Date collected: July 18, 2020

* Advisory board: Unable to find evidence of this;

* PP specific to app:
https://www.bag.admin.ch/bag/en/home/krankheiten/ausbrueche-epidemien-pandemien/aktuelle-ausbrueche-epidemien/novel-cov/swisscovid-app
-und-contact-tracing/datenschutzerklaerung-nutzungsbedingungen.html

* OS: https://qithub.com/DP-3T/dp3t-app-android-ch

* Other: https://foph-coronavirus.ch/swisscovid-app/
* Date collected: July 18, 2020

* Advisory board: Unable to find evidence of this; Hayat Eve Sigar Mobile Application, T.C. It is a mobile application developed by the Ministry of
Health to inform our citizens about the New Coronary Virus (Covid-19) and to minimize the risks associated with the epidemic disease that may
occur and prevent its spread; Source:
https://www.iletisim.gov.tr/english/haberler/detay/director-of-communications-altun-shares-a-post-on-pandemic-isolation-tracking-project (6/28/20)
* PP specific to app: Unable to find evidence of this;

* OS: Unable to find evidence of this;

* Other: https://hayatevesigar.saglik.gov.tr/
* Date collected: July 18, 2020
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https://www.bag.admin.ch/bag/en/home/krankheiten/ausbrueche-epidemien-pandemien/aktuelle-ausbrueche-epidemien/novel-cov/swisscovid-app-und-contact-tracing/datenschutzerklaerung-nutzungsbedingungen.html
https://github.com/DP-3T/dp3t-app-android-ch
https://foph-coronavirus.ch/swisscovid-app/
https://www.iletisim.gov.tr/english/haberler/detay/director-of-communications-altun-shares-a-post-on-pandemic-isolation-tracking-project
https://hayatevesigar.saglik.gov.tr/

UAE

UK

U.S. Utah

* Advisory board: Unable to find evidence of this; This privacy policy governs your use of the TraceCovid mobile app (“App”) created by the
Department of Health (DOH), UAE. Source: https://tracecovid.ae/privacy.html

* PP specific to app: https://tracecovid.ae/privacy.html

* OS: Unable to find evidence of this;

* Other:

* Date collected: July 18, 2020

* Advisory board: Yes: Ethics Advisory Board: “The use of technology will also give rise to questions relating to ethics, privacy and security, and it
is important that these are properly explored and addressed. That is why we have established an independent Ethics Advisory Board.

* The Chair and existing members, who are not remunerated, are working on recruiting new members to ensure appropriate diversity and
expertise. We have published the current membership of the Board together with the terms of reference; We have been consulting with: the
Information Commissioner, Members of the National Data Guardian’s Panel, the Centre for Data Ethics and Innovation, representatives from
Understanding Patient Data, volunteers who provided a patient and public perspective; We have also established an ethics advisory board for the
app, chaired by Professor Sir Jonathan Montgomery from University College London who previously headed the Nuffield Council on Bioethics.
Their advice and expertise will be crucial to everything we do.https://www.ncsc.gov.uk/information/nhs-covid-19-app-explainer

* PP specific to app: https://covid19.nhs.uk/our-policies.html

* OS: https://qgithub.com/nhsx/COVID-19-app-Documentation-BETA

* Other: Sources: https://www.ncsc.gov.uk/information/nhs-covid-19-app-explainer, https://covid19.nhs.uk/isle-of-wight.html (this site has been
archived since the app was taken off the app market on June 18 2020), https://fag.covid19.nhs.uk/category/?id=CAT-01006 (May 2020, 7/12/20);
privacy impact assessment https://ico.org.uk/media/for-organisations/documents/2617676/ico-contact-tracing-recommendations.pdf

* Date collected: July 18, 2020

* Advisory board: Unable to find evidence of this; The Governor’s Office and the Utah Department of Health worked closely with a developer,
Twenty, to develop the Healthy Together app. Twenty repurposed its iOS and Android mobile application technology with existing user registration,
location data sharing, basic map visualization, user-to-user sharing, and alerts to deliver a solution in two parts through a mobile application and
an official portal to be used by public health. Twenty consulted with other technology experts and the state of Utah’s team during the development
process. The app was coded and created by the core Twenty team and approved by State of Utah leaders and health officials. Source:
https://coronavirus.utah.gov/healthy-together-app/ (6/28/20)

* PP specific to app: https://coronavirus-download.utah.gov/Health/HealthyTogether_PrivacyPolicy.pdf

* OS: Unable to find evidence of this;

* Other:

* Date collected: July 18, 2020
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https://tracecovid.ae/privacy.html
https://tracecovid.ae/privacy.html
https://www.ncsc.gov.uk/information/nhs-covid-19-app-explainer
https://covid19.nhs.uk/our-policies.html
https://github.com/nhsx/COVID-19-app-Documentation-BETA
https://www.ncsc.gov.uk/information/nhs-covid-19-app-explainer
https://covid19.nhs.uk/isle-of-wight.html
https://www.bbc.com/news/technology-53095336
https://faq.covid19.nhs.uk/category/?id=CAT-01006
https://ico.org.uk/media/for-organisations/documents/2617676/ico-contact-tracing-recommendations.pdf
https://coronavirus.utah.gov/healthy-together-app/
https://coronavirus-download.utah.gov/Health/HealthyTogether_PrivacyPolicy.pdf

Section 4:
App data comparisons

Section 4.1 - App permissions
: We analyzed 28 apps available and

. live for download on the Google Play

. Store as of July 17, 2020; (17 of 28)
: both mentioned use of approximate

. and precise location information, (17
- of 28) access bluetooth settings, (28 :

. of 28) request full network access,

: (26 of 28) view network connections,

: (10 of 28) can read the contents of
. your USB storage, (5 of 28) ask
permission to take pictures and

. video.

. Section 4.2 - App data deletion
: Of 31 apps that we could access,

: (21 of 31) apps we found referenced

. to user app deletion, (2 of 31) apps
. we found secondary reference but
. no official documentation and (8 of

: 31) apps we did not find reference to

user app and data deletion.

: Section 4.3 - App downloads

. (Google Play Store only)

. We analyzed 27 apps available and :
: live for download on the Google Play :
. Store as of July 17, 2020; (2 of 27)
: listed 1,000+ installs, (3 of 27) listed
: 10,000+ installs, (4 of 27) listed
50,000+ installs, (7 of 27) listed

: 100,000+ installs, (2 of 27) listed

: 500,000+ installs, (6 of 27) listed

: 1,000,000+ installs, (2 of 27) listed

© 5,000,000+ installs, (1 of 27) listed

100,000,000+ installs.



4.1 App permissions

I
Key questions

° What are the permissions required from the
user in order to use the app (based on
comparison of the permissions in the Google
Play Store)?

Sub-themes and findings:

In this section, we looked at 28 apps that were available and live for download on the
Google Play Store (as of July 17, 2020).

o 1 app (UK) has been no longer available as of June 26, 2020.

o 2 apps (Iran, Netherlands) we were unable to find on Google Play Store

o Therefore, we will be analyzing 27 (instead of 31) apps in this section
Location

o

(0 of 28) Approximate only
(5 of 28) Precise only
(17 of 28) Both mentioned Approximate and Precise
(6 of 28) Location was not referenced in the Google Play Store permissions
Access bluetooth settings

o (17 of 28) Yes

o (11 of 28) Not referenced in Google Play Store
Full network access

o (28 of 28) Yes

o (0 of 27) Not referenced in Google Play Store
View network connections

o (26 of 28) Yes

o (2 of 28) Not referenced in Google Play Store
Read the contents of your USB storage

o (10 of 28) Yes

o (18 of 28) Not referenced in Google Play Store
Take pictures and video

o (5 of 28) Yes

o (23 of 28) Not referenced in Google Play Store

o O O
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. Note: Datagathered highlight whether there was some evidence of the theme for analysis and

- .
C o u ntrl es : comparison; we are not making a judgment or opinion on whether the design choices are good or bad.

. We are not claiming these references are all inclusive as there are many resources that can help give a -

referenced oo e

1. Alberta, Canada 15. Israel
2.  Australia 16. ltaly
3. Austria 17. Malaysia

4. Bahrain 18. Mexico
5. Bulgaria 19. U.S. North Dakota
6. Canada 20.  North Macedonia
7. Cyprus 21.  Norway
8. Czech Republic 22. Poland
9. France 23. Qatar

10. Germany 24. Singapore

11. Ghana 25.  Switzerland

12. Iceland 26. Turkey

13. India 27. UAE

—
s

Ireland 28. U.S. Utah



- This is a work in progress. If there is information you have that is not reflected here that can help
Co u ntrl es n Ot refe ren ced © add, edit, or correct information, please let us know.

China: Unable to find public information or evidence on any of these categories.
Iran: we were unable to find on Google Play Store

Netherlands: we were unable to find on Google Play Store

UK: has been no longer available as of June 26, 2020.

s wwbh -~
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We are not claiming these references are all inclusive

. as there are many resources that can help give a Note: App information here were derived from Google Play App permissions ONLY. It is possible for every
H . better picture of these categories that may not be :country, there are other permissions that are not included in this analysis. We did not include Apple permissions as
o u n rl es . mentioned in this study. If there is information you :this is not available on the App Store website. Location access with Android/Google may not reflect what is
: have that is not reflected here that can help add, edit, : required on iOS as Android/Google requires that apps requesting access to Bluetooth also obtain location
. or correct information, please let us know. Blank . permission, as Bluetooth can be used to derive location information when combined with beacons in fixed
re e re n ce d . boxes mean we did not find evidence of this in this . locations. (See: Source)
* analysis. :
Country / State and Link to Location (Approximate or Access bluetooth settings Full Network View Network Read the contents of your USB Highlighting unique permissions on
Google Play Store to view precise) OR Access Connections storage (e.g. photos, media, files) Google Play
permissions (7/16/20) Pair with Bluetooth devices
Alberta Canada Precise Both X
Australia Both Both X
Austria Pair with X X
Bahrain Both Both X X X Add or modify calendar events and send
email to guests without owners'
knowledge
Bulgaria Precise X X
Canada Pair with X X
CMQFUS Both Both X X X
Czech Republic Both Both X X
France Both Both X X X take pictures and videos

Germany Pair with X X X take pictures and videos 77


https://play.google.com/store/apps/details?id=ca.albertahealthservices.contacttracing&hl=en_CA
https://play.google.com/store/apps/details?id=au.gov.health.covidsafe&hl=en_US
https://play.google.com/store/apps/details?id=at.roteskreuz.stopcorona&hl=en_US
https://play.google.com/store/apps/details?id=bh.bahrain.corona.tracker&hl=en_US
https://play.google.com/store/apps/details?id=bg.government.virusafe&hl=en_US
https://play.google.com/store/apps/details?id=ca.gc.hcsc.canada.stopcovid
https://play.google.com/store/apps/details?id=edu.rise.ihnilatis&hl=en_US
https://play.google.com/store/apps/details?id=cz.covid19cz.erouska&hl=en_US
https://play.google.com/store/apps/details?id=fr.gouv.android.stopcovid&hl=en_US
https://play.google.com/store/apps/details?id=de.rki.coronawarnapp
#

We are not claiming these references are all inclusive

. as there are many resources that can help give a Note: App information here were derived from Google Play App permissions ONLY. It is possible for every
H . better picture of these categories that may not be :country, there are other permissions that are not included in this analysis. We did not include Apple permissions as
o u n rl es  mentioned in this study. If there is information you . this is not available on the App Store website. Location access with Android/Google may not reflect what is
: have that is not reflected here that can help add, edit, : required on iOS as Android/Google requires that apps requesting access to Bluetooth also obtain location
;. orcorrect information, please let us know. Blank . permission, as Bluetooth can be used to derive location information when combined with beacons in fixed
re e re n ce d . boxes mean we did not find evidence of this in this . locations. (See: Source)

: analysis. :
Country / State and Link to Location (Approximate or Access bluetooth settings Full Network Access View Network Connections Read the contents of your Highlighting unique
Google Play Store to view precise?) OR USB storage (e.g. photos, permissions on Google
permissions (7/16/20) Pair with Bluetooth devices media, files) Play Store
Ghana Both % X
Iceland Both X X X read phone status and

identity

India Both Both X X take pictures and videos
Iran Unable to find mask.ir on Google Play Store. https:/mask.ir/
Ireland Pair with X X
Israel Both Both X X Control vibration
Italy Pair with X X
|\/|a|aysia Both Both X X X
Mexico Both Both X X take pictures and videos
Netherlands Unable to find mask.ir on Google Play Store. https:/qgitlab.com/PrivateTracer
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https://play.google.com/store/apps/details?id=com.moc.gh&hl=en
https://play.google.com/store/apps/details?id=is.landlaeknir.rakning
https://play.google.com/store/apps/details?id=nic.goi.aarogyasetu
https://mask.ir/
https://play.google.com/store/apps/details?id=com.covidtracker.hse
https://play.google.com/store/apps/details?id=com.hamagen
https://play.google.com/store/apps/details?id=it.ministerodellasalute.immuni
https://play.google.com/store/apps/details?id=my.gov.onegovappstore.mytrace&hl=en_US
https://play.google.com/store/apps/details?id=mx.covidradar.radar&pageId=none
https://gitlab.com/PrivateTracer
#

We are not claiming these references are all inclusive
. as there are many resources that can help give a . Note: App information here were derived from Google Play App permissions ONLY. It is possible for every
- . better picture of these categories that may not be : country, there are other permissions that are not included in this analysis. We did not include Apple permissions as
C o u ntrl es . mentioned in this study. If there is information you :this is not available on the App Store website. Location access with Android/Google may not reflect what is
have that is not reflected here that can help add, edit, : required on iOS as Android/Google requires that apps requesting access to Bluetooth also obtain location
. permission, as Bluetooth can be used to derive location information when combined with beacons in fixed
: locations. (See: Source)

or correct information, please let us know. Blank

refe re n ce d boxes mean we did not find evidence of this in this

.

Country / State and Link to Location (Approximate or Access bluetooth settings OR Full Network View Network Read the contents of your USB Highlighting various unique

Google Play Store to view precise?) Pair with Bluetooth devices Access Connections storage (e.g. photos, media, files) permissions on Google Play

permissions (7/16/20) Store

U.S. North Dakota Both X X

North Macedonia Both Both X X Prevent device from sleeping

Norwa: Precise Both X X

Poland Pair with X X Prevent device from sleeping

Qatar Both Both X X X read phone status and identity
disable your screen lock

Singapore Both Both X X X take pictures and videos

Switzerland Pair with X X prevent device from sleeping

Turkey Both Both X X X prevent device from sleeping

UAE Both Both X X X prevent device from sleeping

UK (No longer available as of X X prevent device from sleeping

June 26, 2020)

U.S - Utah Precise Both X X Control vibration

prevent device from sleeping 79


https://play.google.com/store/apps/details?id=com.proudcrowd.care&hl=en_US
https://play.google.com/store/apps/details?id=mk.gov.koronavirus.stop
https://play.google.com/store/apps/details?id=no.simula.smittestopp
https://play.google.com/store/apps/details?id=pl.gov.mc.protegosafe&hl=en_US
https://play.google.com/store/apps/details?id=com.moi.covid19&hl=en_US
https://play.google.com/store/apps/details?id=sg.gov.tech.bluetrace&hl=en_US
https://play.google.com/store/apps/details?id=ch.admin.bag.dp3t&hl=en_US
https://play.google.com/store/apps/details?id=tr.gov.saglik.hayatevesigar&hl=en_US
https://play.google.com/store/apps/details?id=ae.tracecovid.app&hl=en_US
https://play.google.com/store/apps/details?id=uk.nhs.nhsx.colocate
https://play.google.com/store/apps/details?id=co.twenty.stop.spread
#

Alberta, Canada

Australia

* Bluetooth enabled

* Location

* Push notifications

* Source: https://apps.apple.com/ca/app/abtracetogether/id1508213665 (6/28/20)

* Precise location (GPS and network-based)
* View wifi connections

* access Bluetooth settings

* pair with Bluetooth devices

* run at startup

* full network access

* Source: https://play.google.com/store/apps/details?id=ca.albertahealthservices.contacttracing&hl=en_CA (7/17/20)

* use the contacts captured by the app to support their usual contact tracing
* call people to let them or their parent/guardian know they may have been exposed
* Source: App screenshots and online documentation (7/2/20)

precise location (GPS and network-based)

approximate location (network-based)

receive data from Internet

access Bluetooth settings

view network connections

pair with Bluetooth devices

run at startup

full network access

prevent device from sleeping

* Source: https://play.google.com/store/apps/details?id=au.gov.health.covidsafe&hl=en_US
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https://apps.apple.com/ca/app/abtracetogether/id1508213665
https://play.google.com/store/apps/details?id=ca.albertahealthservices.contacttracing&hl=en_CA
https://play.google.com/store/apps/details?id=au.gov.health.covidsafe&hl=en_US

Austria

Bahrain

*Notifications

* Logging and notifications: your iphone can securely collect and share random IDs with nearby devices. The app can use these IDs to notify you if you may have
been exposed to COVID-19. The date, suration, and signal strength of an exposure will be shared with "StoppCorona"

* Source: Screenshots from iOS app download (7/2/20)

* Microphone. Because the participating smartphones emit a short, inaudible ultrasound tone during the manual handshake in order to determine the distance to
other devices.

* Location: Because the automatic handshake works via Bluetooth, which is allowed for Android devices via location sharing. Of course, your location data will not be
accessed. Devices in your environment are recognized during the automatic handshake via Bluetooth. For Android devices, you allow this Bluetooth function via
location sharing. Of course, your location data will not be queried or processed.

* Contacts. to be able to notify people if you are covid positive

* Source: Online documentation (7/12/20) https://noyb.eu/sites/default/files/2020-04/report_stopp_corona_app_english_v1.0_0.pdf

run at startup

view network connections

pair with Bluetooth devices

full network access

prevent device from sleeping
https://play.google.com/store/apps/details?id=at.roteskreuz.stopcorona&hl=en_US

* Location

* Alerts: covid developments, push recommendations issued by kingdom's health authorities
* Source: Google Play screenshots and online documentation (6/28/20)

retrieve running apps

read calendar events plus confidential information

add or modify calendar events and send email to guests without owners' knowledge
approximate location (network-based)

precise location (GPS and network-based)

access extra location provider commands

read the contents of your USB storage

modify or delete the contents of your USB storage

receive data from Internet

view network connections

pair with Bluetooth devices

access Bluetooth settings

full network access

run at startup

prevent device from sleeping
https://play.google.com/store/apps/details?id=bh.bahrain.corona.tracker&hl=en_US
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https://noyb.eu/sites/default/files/2020-04/report_stopp_corona_app_english_v1.0_0.pdf
https://play.google.com/store/apps/details?id=at.roteskreuz.stopcorona&hl=en_US
https://play.google.com/store/apps/details?id=bh.bahrain.corona.tracker&hl=en_US

Bulgaria Access to the internet
Access to your location
Run at startup
Network access

Source: https://github.com/scalefocus/virusafe-android/blob/develop/Permission-Scope.md (6/28/20)

precise location (GPS and network-based)

receive data from Internet

view network connections

full network access

run at startup

prevent device from sleeping
https://play.google.com/store/apps/details?id=bg.government.virusafe&hl=en_US

Cyprus * GPS/location
* User location information in the form of Time-stamped data in five minute intervals is collected. The user may switch on and off the app’s logging by selecting the
Start/Stop Logging option in the app. location may be determined by: GPS, Device Sensor data, IP address Wi-Fi access points, Bluetooth and
cell towers.
* Source: https://covid-19.rise.org.cy/RISE_CovTracer_ Privacy_Policy EN.pdf (6/28/20)

read the contents of your USB storage

modify or delete the contents of your USB storage
view Wi-Fi connections

precise location (GPS and network-based)
access extra location provider commands
approximate location (network-based)

receive data from Internet

Google Play license check

pair with Bluetooth devices

run at startup

prevent device from sleeping

toggle sync on and off

create accounts and set passwords

read sync settings

access Bluetooth settings

view network connections

full network access
https://play.gooagle.com/store/apps/details?id=edu.rise.ihnilatis&hl=en_US



https://github.com/scalefocus/virusafe-android/blob/develop/Permission-Scope.md
https://play.google.com/store/apps/details?id=bg.government.virusafe&hl=en_US
https://covid-19.rise.org.cy/RISE_CovTracer_Privacy_Policy_EN.pdf
https://play.google.com/store/apps/details?id=edu.rise.ihnilatis&hl=en_US

Canada

view Wi-Fi connections

view network connections

pair with Bluetooth devices

full network access

run at startup

prevent device from sleeping
https://play.google.com/store/apps/details?id=ca.gc.hcsc.canada.stopcovid
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https://play.google.com/store/apps/details?id=ca.gc.hcsc.canada.stopcovid

Czech Republic

France

* bluetooth

* The eRouska application does not collect and store data from GPS, but the Android operating system also includes some Bluetooth LE (LE = low energy) services
under positioning, which the eRouska needs for its operation. Therefore, the user's consent to the application's access to location data is required. In iOS, this
consent is not required.

* Source: https://erouska.cz/en/gdpr (6/28/20)

approximate location (network-based)

precise location (GPS and network-based)

receive data from Internet

view network connections

pair with Bluetooth devices

access Bluetooth settings

full network access

run at startup

prevent device from sleeping
https://play.google.com/store/apps/details?id=cz.covid19cz.erouska&hl=en_US

* Camera - to scan the QR code

* Location: For phones running Android, it is not possible to activate bluetooth without activating positioning. However, the StopCovid application does not use this
functionality at any time and only works with bluetooth. It is therefore impossible for StopCovid to geolocate users. All the data exchanged and stored in the
StopCovid application are described in the application's confidentiality section.

* Bluetooth

* View network connections

* Notifications

* Source: Screenshots and online documentation from https://www.economie.gouv.fr/stopcovid-fag# (7/2/20)

precise location (GPS and network-based)

approximate location (network-based)

take pictures and videos

access Bluetooth settings

view network connections

pair with Bluetooth devices

run at startup

full network access

prevent device from sleeping
https://play.google.com/store/apps/details?id=fr.gouv.android.stopcovid&hl=en_US
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https://erouska.cz/en/gdpr
https://play.google.com/store/apps/details?id=cz.covid19cz.erouska&hl=en_US
https://www.economie.gouv.fr/stopcovid-faq#
https://play.google.com/store/apps/details?id=fr.gouv.android.stopcovid&hl=en_US

Germany

Ghana

* Camera

* Bluetooth

* View network connections

* Prevent device from sleeping

* Full network access

* Run at startup

* Source: Google play permissions (7/4/20)

take pictures and videos

view network connections

pair with Bluetooth devices

run at startup

full network access

prevent device from sleeping
https://play.google.com/store/apps/details?id=de.rki.coronawarnapp

* Location

* Bluetooth

* This App will need you to turn on and allow the App access to the Bluetooth and GPS location services on your device. This App shall not function properly and
accurately if Bluetooth and GPS services are turned off or if the App’s access to Bluetooth and GPS services is revoked on the device on which this App is installed.
* Source: Downloading the app, screenshots (7/2/20)

approximate location (network-based)
precise location (GPS and network-based)
view Wi-Fi connections

view network connections

full network access

https://play.google.com/store/apps/details?id=com.moc.gh&hl=en
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https://play.google.com/store/apps/details?id=de.rki.coronawarnapp
https://play.google.com/store/apps/details?id=com.moc.gh&hl=en

Iceland approximate location (network-based)
access extra location provider commands
precise location (GPS and network-based)
read phone status and identity
read the contents of your USB storage
modify or delete the contents of your USB storage
read phone status and identity
read the contents of your USB storage
modify or delete the contents of your USB storage
receive data from Internet
view network connections
prevent device from sleeping
create accounts and set passwords
run at startup
toggle sync on and off
draw over other apps
read sync settings
full network access
read Google service configuration
https://play.google.com/store/apps/details?id=is.landlaeknir.rakning

India * bluetooth
* GPS
* location sharing to always: Aarogya Setu stores location data and requires constant access to the phone's Bluetooth which, experts say, makes it invasive from a
security and privacy viewpoint.
* Source: Online documentation and app store screenshots (6/28/20)

approximate location (network-based)
precise location (GPS and network-based)
take pictures and videos

receive data from Internet

view network connections

pair with Bluetooth devices

access Bluetooth settings

full network access

run at startup

prevent device from sleeping
https://play.google.com/store/apps/details?id=nic.goi.aarogyasetu



https://play.google.com/store/apps/details?id=nic.goi.aarogyasetu

Iran * location
* Source: Twitter (6/28/20) _https://twitter.com/MaskApplication/status/1241286627252633601

https://cafebazaar.ir/appl/ir.covidapp.android

Ireland view Wi-Fi connections
view network connections
pair with Bluetooth devices
full network access
https://play.google.com/store/apps/details?id=com.covidtracker.hse

Israel * location. Location history of last two weeks only (dates, times, and places) according to the tracking services (and currently — not applicable to dates before you
have installed the application).
* History of wireless networks (WIFI) that you came across in the last two weeks only.
* Cross-references of locations with diagnosed patients (if any) — in the last two weeks only.
* Note: Everything is stored in the memory of your phone and is not forwarded.
* Source: Screenshots and online documentation (6/28/20)

retrieve running apps

approximate location (network-based)
precise location (GPS and network-based)
access extra location provider commands
view Wi-Fi connections

receive data from Internet

view network connections

pair with Bluetooth devices

access Bluetooth settings

change network connectivity

connect and disconnect from Wi-Fi

full network access

run at startup

control vibration

prevent device from sleeping

Google Play license check
https://play.google.com/store/apps/details?id=com.hamagen


https://twitter.com/MaskApplication/status/1241286627252633601
https://cafebazaar.ir/app/ir.covidapp.android
https://play.google.com/store/apps/details?id=com.covidtracker.hse
https://play.google.com/store/apps/details?id=com.hamagen

Italy

Malaysia

* Enable COVID-19 Exposure Logging and Notifications
* Enable Bluetooth

* Enable notifications

* Source: Screenshots (6/28/20)

run at startup

view network connections
pair with Bluetooth devices
full network access

prevent device from sleeping

https://play.google.com/store/apps/details ?id=it.ministerodellasalute.immuni

* bluetooth

* location

* battery optimization

* Source: Screenshots gathered (6/28/20)_https://www.mosti.gov.my/web/en/mytrace/#1588521061765-2930e986-9778

retrieve running apps

approximate location (network-based)

precise location (GPS and network-based)

read the contents of your USB storage

modify or delete the contents of your USB storage
receive data from Internet

view network connections

pair with Bluetooth devices

access Bluetooth settings

full network access

run at startup

prevent device from sleeping
https://play.google.com/store/apps/details?id=my.gov.onegovappstore.mytrace&hl=en_US
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https://play.google.com/store/apps/details?id=it.ministerodellasalute.immuni
https://www.mosti.gov.my/web/en/mytrace/#1588521061765-2930e986-9778
https://play.google.com/store/apps/details?id=my.gov.onegovappstore.mytrace&hl=en_US

Mexico * Location
* Notifications
* Bluetooth
* Source: Screenshots from app download (7/2/20)
approximate location (network-based)
precise location (GPS and network-based)
retrieve running apps
take pictures and videos
view Wi-Fi connections
receive data from the Internet
access Bluetooth settings
pair with Bluetooth devices
view network connections
full network access
prevent device from sleeping
run at startup
https://play.google.com/store/apps/details?id=mx.covidradar.radar&pageld=none

Netherlands Unable to find app on Google Play Store
The Dutch government has abandoned its initial attempt to commission a Covid-19 contact tracmg app after the final seven deS|gns were dismissed as inadequate

U.S. - North approximate location (network-based)
Dakota precise location (GPS and network-based)
receive data from Internet
full network access
prevent device from sleeping
view network connections
run at startup
https://play.google.com/store/apps/details?id=com.proudcrowd.care&hl=en_US
Extra notes:
* GPS. Does it show infected people? NO! The map does not show infected people. In fact, it doesn’t show people at all. The map displays a dot on each city
where someone is using the Care19 app. The size of the dot is proportional to the number of users in that city. The purpose of the map is to help build community. It
enables people to see how their friends and fellow citizens across the state are pitching in to help the fight against COVID-19

*

Source: https://ndresponse.gov/node/5748
* The map represents cities where people are using the Care19 app. The size of the dot reflects how many people. The map does NOT display individual people,

nor does it display anything about positive cases.
* Source:_https://ndresponse.gov/node/5751


https://play.google.com/store/apps/details?id=mx.covidradar.radar&pageId=none
https://www.irishtimes.com/news/world/europe/netherlands-abandons-initial-plan-to-develop-covid-19-tracing-app-1.4236355
https://play.google.com/store/apps/details?id=com.proudcrowd.care&hl=en_US
https://ndresponse.gov/node/5748
https://ndresponse.gov/node/5751

North Macedonia  * Approximate location (network-based)
* Precise location (GPS and network-based)
* Receive data from internet
* View network connections
* Pair with Bluetooth devices
* Access Bluetooth settings
* Full network access
* Prevent device from sleeping
https://play.google.com/store/apps/details?id=mk.gov.koronavirus.stop

Norway * bluetooth
* location:_https://helsenorge.no/SiteCollectionDocuments/korona/smittestopp-explainer-engelsk-2020-04-24. pdf
* The data about where you have been are recorded from Location Services and Bluetooth by the Smittestopp app:_https://helsenorge.no/coronavirus/smittestopp

* Precise location (GPS and network)

pair with Bluetooth devices

run at startup

view network connections

access Bluetooth settings

full network access

prevent device from sleeping
https://play.gooagle.com/store/apps/details?id=no.simula.smittestopp

Poland * "exposure logging"
* notifications
* Source: Screenshots, app download

receive data from Internet

view network connections

pair with Bluetooth devices

full network access

run at startup

prevent device from sleeping
https://play.google.com/store/apps/details?id=pl.gov.mc.protegosafe&hl=en_US



https://play.google.com/store/apps/details?id=mk.gov.koronavirus.stop
https://helsenorge.no/SiteCollectionDocuments/korona/smittestopp-explainer-engelsk-2020-04-24.pdf
https://helsenorge.no/coronavirus/smittestopp
https://play.google.com/store/apps/details?id=no.simula.smittestopp
https://play.google.com/store/apps/details?id=pl.gov.mc.protegosafe&hl=en_US

Qatar

* bluetooth

* notifications

* location

* Source: iOS app screenshots (6/28/20)

approximate location (network-based)
precise location (GPS and network-based)
directly call phone numbers

read phone status and identity

read the contents of your USB storage
modify or delete the contents of your USB storage
read phone status and identity

receive data from Internet

view network connections

pair with Bluetooth devices

access Bluetooth settings

disable your screen lock

full network access

run at startup

draw over other apps

prevent device from sleeping

https://play.google.com/store/apps/details?id=com.moi.covid19&hl=en_US
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https://play.google.com/store/apps/details?id=com.moi.covid19&hl=en_US

Singapore

Switzerland

* bluetooth
* notifications
* Source Screenshots on “How does it work?” documentation (6/28/20)

1PdaI|LebOK|WIP&ust 1591709524377000&sour0e |maqes&cd vfe&ved= OCAIQIquFonCJ|Xs5mq8ukCFQAAAAAdAAAAABAQ (6/28/20)

* We only ask for location permission on Android devices, not on iOS devices. This is because Android/Google requires that apps requesting access to Bluetooth
also obtain location permission, as Bluetooth can be used to derive location information when combined with beacons in fixed locations.

For more information, please see: https://developer.android.com/guide/topics/connectivity/bluetooth

In short, we do ask for location permissions because we need Bluetooth permissions. But TraceTogether does not collect or use location data on Android

* Source: https://support.tracetogether.gov.sa/hc/en-sa/articles/360043224854-Why-does-Trace Together-need-Location-Permission-on-Android-

read the contents of your USB storage

modify or delete the contents of your USB storage
precise location (GPS and network-based)
approximate location (network-based)

take pictures and videos

read the contents of your USB storage

modify or delete the contents of your USB storage
receive data from Internet

pair with Bluetooth devices

run at startup

prevent device from sleeping

access Bluetooth settings

view network connections

control vibration

full network access

* Vlew network connections

* Pair with bluetooth devices

* Full network access

* Run at startup

* Prevent device from sleeping

* Source: https://play.google.com/store/apps/details?id=ch.admin.bag.dp3t&hl=en_US

* Exposure logging and notifications 92
* Source: Screenshots (6/28/20)


https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.straitstimes.com%2Ftech%2Fsingapore-app-allows-for-faster-contact-tracing&psig=AOvVaw2ICWe-O1PdaIiLebOKjwlP&ust=1591709524377000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCJiXs5mq8ukCFQAAAAAdAAAAABAQ
https://www.google.com/url?sa=i&url=https%3A%2F%2Fwww.straitstimes.com%2Ftech%2Fsingapore-app-allows-for-faster-contact-tracing&psig=AOvVaw2ICWe-O1PdaIiLebOKjwlP&ust=1591709524377000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCJiXs5mq8ukCFQAAAAAdAAAAABAQ
https://support.tracetogether.gov.sg/hc/en-sg/articles/360043224854-Why-does-TraceTogether-need-Location-Permission-on-Android-
https://play.google.com/store/apps/details?id=sg.gov.tech.bluetrace&hl=en_US
https://play.google.com/store/apps/details?id=ch.admin.bag.dp3t&hl=en_US

Turkey read your contacts
take pictures and videos
read the contents of your USB storage
modify or delete the contents of your USB storage
approximate location (network-based)
precise location (GPS and network-based)
view Wi-Fi connections
receive data from Internet
full network access
access Bluetooth settings
read Google service configuration
run at startup
view network connections
pair with Bluetooth devices
prevent device from sleeping
* Source: https://play.google.com/store/apps/details?id=tr.gov.saglik.hayatevesigar&hl=en_US

UAE * Notifications
* Bluetooth
* Location for Android. Android devices require the location permission to be granted in order for the TraceCovid app to access Bluetooth features.
* Source: Screenshots on Youtube and App stores (6/28/20)

* Approximate location (network-based)

* Precise location (GPS and network-based)
* Read the contents of your USB storage)

* receive data from Internet

* view network connections

* pair with Bluetooth devices

* access Bluetooth settings

* full network access

* run at startup

* prevent device from sleeping
https://play.google.com/store/apps/details?id=ae.tracecovid.app&hl=en_US



https://play.google.com/store/apps/details?id=tr.gov.saglik.hayatevesigar&hl=en_US
https://play.google.com/store/apps/details?id=ae.tracecovid.app&hl=en_US

UK

U.S. - Utah

* Notifications
* Bluetooth
* Source: screenshots

* receive data from Internet

* full network access

* prevent device from sleeping

* view network connections
https://play.google.com/store/apps/details?id=uk.nhs.nhsx.colocate

* Location

* Notifications

* Access contacts

* Bluetooth

* Source: Screenshots from app download (6/28/20)

precise location (GPS and network-based)
view Wi-Fi connections

receive data from Internet

pair with Bluetooth devices

run at startup

view network connections

access Bluetooth settings

prevent device from sleeping

control vibration

full network access

https://play.google.com/store/apps/details?id=co.twenty.stop.spread
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4.2: App data deletion

e Does the app delete data?
e If, yes what are the rules? After how many days?
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4.3 App data deletion
N

Key questions

° Does the app delete data?
o If, yes what has been referenced?
o How many days, if any were
referenced in accordance with data
deletion rules?

Sub-themes and findings:

In this section, we looked at 31 total apps

o

O

(23 of 31) apps we found reference to user app deletion
(8 of 31) apps we did not find a reference to user app and
data deletion
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n . Note: Data gathered highlight whether there was some evidence of the theme for analysis and
C o u ntrl es : comparison; we are not making a judgment or opinion on whether the design choices are good or bad.

. We are not claiming these references are all inclusive as there are many resources that can help give a

referenced oo e

1. Alberta, Canada 17.  ltaly
2.  Australia 18. Malaysia
3. Austria 19. Mexico
4. Bahrain 20. Netherlands
5. Bulgaria 21.  U.S. North Dakota
6. Canada 22.  North Macedonia
7. Cyprus 23.  Norway
8. Czech Republic 24. Poland
9. France 25. Qatar

10. Germany 26. Singapore

11. Ghana 27.  Switzerland

12. Iceland 28.  Turkey

13. India 29. UAE

14. lIran 30. UK

15.  Ireland 31. U.S. Utah

—
o

Israel



© This is a work in progress. If there is information you have that is not reflected here that can help

C ou ntri es n ot refe ren ced add, edit, or correct information, please let us know.

Bahrain: Unable to find public information or evidence on any of these categories.
Bulgaria: Unable to find public information or evidence on any of these categories.
China: Unable to find public information or evidence on any of these categories.
Ghana: Unable to find public information or evidence on any of these categories.
Malaysia: Unable to find public information or evidence on any of these categories.
Mexico: Unable to find public information or evidence on any of these categories.
Qatar: Unable to find public information or evidence on any of these categories.

NOoO Ok~
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App data deletion

Country / State and Link to Google Play
Store to view permissions (7/16/20)

Alberta Canada

Australia

Austria

Bahrain

Bulgaria

Canada

China

Found evidence of data
deletion

X

Ablank field means we were unable to find reference to this. We are not claiming these references are
all inclusive as there are many resources that can help give a better picture of these categories that
may not be mentioned in this study. If there is information you have that is not reflected here that can
help add, edit, or correct information, please let us know.

Reference

The ABTraceTogether Applications maintains user contact logs for 21 days on a user’s phone & Alberta Health Services
maintains contact logs used for contact tracing uploaded from contacted users for 21 days. Source

Uninstalling COVIDSafe will not automatically delete any information already uploaded to the data store, or any of your contact
data stored on another user’s device in the last 21 days, which could still be uploaded to the data store and used for contact
tracing purposes. If you wish any of your contact data uploaded to the data store to be deleted you can expressly ask us to
delete your information. Source

* We delete or anonymize your personal data as soon as it is no longer required for the purposes for which we collected or
used it. You can delete the data stored locally on your device (token) by uninstalling or deleting the Stop Corona app. Metadata
saved by Uepaa AG (see point 5.3.3) are automatically deleted after 14 days. Data on the device for digital handshake with
intensive contacts is deleted in the device after 7 days.

* As soon as a sick report has been submitted, your data will be kept for 30 days after the report has been submitted. If it is
necessary to clarify illegal or abusive use of the app or for legal prosecution and there are specific indications of illegal or
abusive behavior, your data will be stored for a period of up to three years after the sick report has been submitted.

* Otherwise we delete all personal data after the epidemic Source

Unable to find this detail.

Unable to find this detail. May be located in terms of use but unable to translate.

The app as a whole will be shut down within 30 days of a declaration by the Chief Public Health Officer of Canada that the
pandemic is over. As well, individuals can delete the app at any time. Finally, the TEKs on the device delete after 14 days. In
other words, all the information in this app's ecosystem is designed to be kept for the shortest time period necessary to
achieve the specific need that information is for.

Unable to find this detail.

Number of days
referenced

21 days

21 days

Various

Various
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https://play.google.com/store/apps/details?id=ca.albertahealthservices.contacttracing&hl=en_CA
https://www.alberta.ca/ab-trace-together-faq.aspx
https://play.google.com/store/apps/details?id=au.gov.health.covidsafe&hl=en_US
https://www.health.gov.au/resources/apps-and-tools/covidsafe-app#deleting-the-covidsafe-app
https://play.google.com/store/apps/details?id=at.roteskreuz.stopcorona&hl=en_US
https://noyb.eu/sites/default/files/2020-04/report_stopp_corona_app_english_v1.0_0.pdf
https://play.google.com/store/apps/details?id=bh.bahrain.corona.tracker&hl=en_US
https://play.google.com/store/apps/details?id=bg.government.virusafe&hl=en_US
https://virusafe.io/information/terms-of-use.html
https://play.google.com/store/apps/details?id=ca.gc.hcsc.canada.stopcovid

App data deletion

Country / State and Link to Google Play
Store to view permissions (7/16/20)

Cyprus

Czech Republic

Erance

Germany

Ghana

Found evidence of data
deletion

X

Ablank field means we were unable to find reference to this. We are not claiming these references are
all inclusive as there are many resources that can help give a better picture of these categories that
may not be mentioned in this study. If there is information you have that is not reflected here that can
help add, edit, or correct information, please let us know.

References

* Request for erasure: this enables you to request the deletion of the personal data we hold about you.

* We will endeavor to respond to any request as soon as possible and no longer than 30 days from the receipt of the request.
In case where we will not be able to respond to your request within the aforementioned time period or in case your request is
rejected, we will inform you accordingly explaining the reasons for any delay or for rejecting your request. All rights can be
exercised free of charge. Source: https://covid-19.rise.org.cy/RISE_CovTracer Privacy Policy EN.pdf

* Each application stores your encounter history of the last 30 days, and the user may delete their history whenever.
* Source: https://erouska.cz/en/gdpr

* Unable to find source to validate this.

*"The French app would only use bluetooth and not geolocation, Cedric O said, and would not track a user’s movements. The
data would be anonymous and deleted after a certain period."

* Source:
https://www.reuters.com/article/us-health-coronavirus-france-apps/france-working-on-stopcovid-contact-tracing-app-ministers-
say-idUSKBN21Q1D3

* After initial privacy concerns, the government has stressed that using the app is entirely voluntary; data can be deleted from
the server by the user at any point; and it can also be de-activated by the user.

* Source:
https://www.cbsnews.com/news/france-coronavirus-restrictions-ease-restaurants-schools-covid-19-contract-tracing-app-rolled-
out/

* At any point in time, you can deactivate the COVID-19 Exposure Notifications feature either in the app itself or in your
device's settings, and of course you can always uninstall the app completely.

* Source: https://www.coronawarn.app/en/fag/#have_to_use

* The way de-installation is handled can change without further notice or any changes to the Corona-Warn-App itself. Hence,
please use this means only as a last resort in error resolution.

* https://www.coronawarn.app/en/fag/#delete_random_ids

Unable to find this detail

Number of days

referenced

30 days

30 days
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https://play.google.com/store/apps/details?id=edu.rise.ihnilatis&hl=en_US
https://covid-19.rise.org.cy/RISE_CovTracer_Privacy_Policy_EN.pdf
https://play.google.com/store/apps/details?id=cz.covid19cz.erouska&hl=en_US
https://erouska.cz/en/gdpr
https://play.google.com/store/apps/details?id=fr.gouv.android.stopcovid&hl=en_US
https://www.reuters.com/article/us-health-coronavirus-france-apps/france-working-on-stopcovid-contact-tracing-app-ministers-say-idUSKBN21Q1D3
https://www.reuters.com/article/us-health-coronavirus-france-apps/france-working-on-stopcovid-contact-tracing-app-ministers-say-idUSKBN21Q1D3
https://www.cbsnews.com/news/france-coronavirus-restrictions-ease-restaurants-schools-covid-19-contract-tracing-app-rolled-out/
https://www.cbsnews.com/news/france-coronavirus-restrictions-ease-restaurants-schools-covid-19-contract-tracing-app-rolled-out/
https://play.google.com/store/apps/details?id=de.rki.coronawarnapp
https://www.coronawarn.app/en/faq/#have_to_use
https://www.coronawarn.app/en/faq/#delete_random_ids
https://play.google.com/store/apps/details?id=com.moc.gh&hl=en

App data deletion

Country / State and Link to Google Play
Store to view permissions (7/16/20)

Iceland

=3
&

Iran

Ireland

Found evidence of data
deletion

We are not claiming these references are all inclusive as there are many
resources that can help give a better picture of these categories that may
not be mentioned in this study. If there is information you have that is not
reflected here that can help add, edit, or correct information, please let
us know.

App deletion referenced

After the app is installed, it works in the background and saves the location of the phone several times an hour. This data is
only stored on the phone itself and not accessible to anyone. Only data that has been stored for the past 14 days and older
data is deleted.

* Removing the app from your phone will stop working and no locations will be saved to your phone.

* Source: https://www.covid.is/app/is

* Contact, location and self assessment data of an individual that has been collected by NIC shall not be retained beyond the
period necessary to satisfy the purpose for which it is obtained which, unless a specific recommendation to this effect is made
in the review under Para 10 of this Protocol, shall not ordinarily extend beyond 180 days from the date on which it is collected,
after which such data shall be permanently deleted

* Source: https://static.mygov.in/rest/s3fs-public/mygov_159051652451307401.pdf

* The information stored in your mask is used only to combat corona in Iran, and the mask does not even allow you to use
your unidentified information for scientific purposes. Mask will try to delete your information as soon as possible in order to use
it in the fight against corona. It should be noted that only the data that you enter in the "Daily Health Information Input" section
will be shared with the Ministry of Health so that the Ministry of Health can provide you with better services by attaching them
to your electronic health record. Also, if a legal order is issued by the judicial authorities, the mask will be obliged to present
your information to the court

* Source: https://mask.ir/privacy.html

* There are different treatments of data deletion.

* See data retention table:
https://qithub.com/HSEIreland/covidtracker-documentation/blob/master/documentation/privacy/Data%20Protection%20Impact
%20Assessment%20for%20the%20COVID%20Tracker%20App%20-%2026.06.2020.pdf

* (Sex, age, county, town), 1 day after

* (COVID-19 symptoms), 28 days, or until the user removes it by selecting the Leave function; or uninstalling the app

* (Mobile number), automatically removed as soon as the SMS is sent, the date and code are removed automatically as soon
as the SMS is sent.

Number of days
referenced

14 days

180 days

Various

101


https://play.google.com/store/apps/details?id=is.landlaeknir.rakning
https://www.covid.is/app/is
https://play.google.com/store/apps/details?id=nic.goi.aarogyasetu
https://static.mygov.in/rest/s3fs-public/mygov_159051652451307401.pdf
https://play.google.com/store/apps/details?id=com.covidtracker.hse
https://github.com/HSEIreland/covidtracker-documentation/blob/master/documentation/privacy/Data%20Protection%20Impact%20Assessment%20for%20the%20COVID%20Tracker%20App%20-%2026.06.2020.pdf
https://github.com/HSEIreland/covidtracker-documentation/blob/master/documentation/privacy/Data%20Protection%20Impact%20Assessment%20for%20the%20COVID%20Tracker%20App%20-%2026.06.2020.pdf

App data deletion

Country / State and Link to Google Play Found evidence of data
Store to view permissions (7/16/20) deletion

Israel X

ltaly X

Malaysia

Mexico

Netherlands X

We are not claiming these references are all inclusive as there are many
resources that can help give a better picture of these categories that may
not be mentioned in this study. If there is information you have that is not
reflected here that can help add, edit, or correct information, please let

us know.

App deletion referenced Number of days
referenced

* The rest of the raw information that will be shared with the Ministry of Health and not used for epidemiological investigations Various

will be deleted within 30 days from the date of sharing with the Ministry of Health, including from the logs and from any
stations that this information passed through on its way to the Ministry of Health. During this period, the Ministry of Health may
use this data for bettering the information and for improving technological capacities for identifying Coronavirus contamination
points. https://govextra.gov.il/ministry-of-health/hamagen-app/magen-privacy-en/

* The Ministry of Health may change the Terms of Use and/or the Privacy Declaration, and any such change will be
announced through a notification to the device on which the app is installed and a consent request. Users who do not agree
with any such changes may uninstall the app. Upon removing the app, the information stored on the device will be deleted.
https://govextra.gov.il/ministry-of-health/hamagen-app/terms-and-conditions-of-use-en/

In addition, all recorded contact logs must be deleted once the health emergency is over or by Dec. 31 at the latest. Source:
https://www.reuters.com/article/us-health-coronavirus-italy-app/italy-launches-covid-19-contact-tracing-app-amid-privacy-conc
erns-idUSKBN2383EW

Unable to find this detail.

Unable to find this detail.

* Only minimal data and metadata necessary for the application purpose may be stored. This requirement prohibits the central
collection of any data that is not specific to a contact between people and its duration.

* If additional data such as location information are recorded locally on the phones, users must not be forced or tempted to
pass this data on to third parties or even publish it. Data that is no longer needed must be deleted. Sensitive data must also be
securely encrypted locally on the phone. Source: https://www.privatetracer.ora/privacy-by-design (Resource was translated by
Google translate)
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https://play.google.com/store/apps/details?id=com.hamagen
https://govextra.gov.il/ministry-of-health/hamagen-app/magen-privacy-en/
https://govextra.gov.il/ministry-of-health/hamagen-app/terms-and-conditions-of-use-en/
https://play.google.com/store/apps/details?id=it.ministerodellasalute.immuni
https://www.reuters.com/article/us-health-coronavirus-italy-app/italy-launches-covid-19-contact-tracing-app-amid-privacy-concerns-idUSKBN2383EW
https://www.reuters.com/article/us-health-coronavirus-italy-app/italy-launches-covid-19-contact-tracing-app-amid-privacy-concerns-idUSKBN2383EW
https://play.google.com/store/apps/details?id=my.gov.onegovappstore.mytrace&hl=en_US
https://play.google.com/store/apps/details?id=mx.covidradar.radar&pageId=none
https://www.privatetracer.org/privacy-by-design

App data deletion

Country / State and Link to Google Play Found evidence of data
Store to view permissions (7/16/20) deletion

U.S. North Dakota X

North Macedonia X

Norway X

Poland X

We are not claiming these references are all inclusive as there are many
resources that can help give a better picture of these categories that may
not be mentioned in this study. If there is information you have that is not
reflected here that can help add, edit, or correct information, please let
us know.

App deletion referenced

Q: If | change my mind, can | uninstall Care19 and delete all data that it collected?

A: Yes, this application works like any other application and may be deleted at any time from your device. In addition, you have
the ability through the “About Screen” in the application to delete all data that has been collected from your use of the
application as well as see the data that has been collected. This application adheres to all rules outlined in the California
Consumer Privacy Act. Source: https://covid.sd.gov/care19app.aspx

YOU HAVE COMPLETE CONTROL OVER YOUR DATAAND MAY WITHDRAW YOUR CONSENT AT ANY GIVEN TIME You
may, at any given time, withdraw your consent for storing your mobile telephone number, by opening the drop-down menu in
the upper right corner in the app and selecting the option Delete Data. After you have performed this activity, the app will
display a notification with the following message: “All sent registration data and information will be deleted. CANCEL /
DELETE”, whereby you will be given the opportunity to choose between CANCEL and DELETE. If you choose DELETE, your
mobile telephone number will be permanently deleted from our server. Moreover, all data stored in your app, data you have
already sent and anonymous codes for your app in other apps that have been nearby will be permanently deleted from our
server. Source: https://stop.koronavirus.gov.mk/privacy-policy/en

* The data about where you have been are recorded from Location Services and Bluetooth by the Smittestopp app. These
data are deleted after 30 days. While the Smittestopp app is in use, data from the last 30 days are constantly recorded and
older data are deleted. You can delete your personal information at any time by using the delete functionality in the app, or you
can delete the app. You can also choose whether to turn the logging features on or off. Source:
https://helsenorge.no/coronavirus/smittestopp

Access to Information. We do not collect any personal information. We maintain appropriate administrative, technical, and
physical safeguards to protect any non-personal information from accidental, unlawful, or unauthorised destruction, loss,
alteration, access, disclosure, or use and other unlawful forms of processing. All non-personal information is deleted after 14
days.

Although anonymous, you can request access, and delete your non-personal information (Random numerical identifiers).
Please email info@protegoapp.org for this. Source: hitps://www.protegoapp.ora/privacy-policy

Number of days
referenced

30 days

14 days

-


https://play.google.com/store/apps/details?id=com.proudcrowd.care&hl=en_US
https://covid.sd.gov/care19app.aspx
https://play.google.com/store/apps/details?id=mk.gov.koronavirus.stop
https://stop.koronavirus.gov.mk/privacy-policy/en
https://play.google.com/store/apps/details?id=no.simula.smittestopp
https://helsenorge.no/coronavirus/smittestopp
https://play.google.com/store/apps/details?id=pl.gov.mc.protegosafe&hl=en_US
https://www.protegoapp.org/privacy-policy

App data deletion

Country / State and Link to Google Play Found evidence of data
Store to view permissions (7/16/20) deletion

Qatar

Singapore X

Switzerland X

Turkey

UAE X

We are not claiming these references are all inclusive as there are many
resources that can help give a better picture of these categories that may
not be mentioned in this study. If there is information you have that is not
reflected here that can help add, edit, or correct information, please let
us know.

App deletion referenced

Unable to find this detail.

Also, the Bluetooth information stored on the phones after 25 days is automatically deleted. The app will cease functionality at
the end of the outbreak.

* Source: https://support.tracetogether.gov.sa/hc/en-sa/articles/360043543473-How-does-TraceTogether-work-

* You may request for your identification data to be deleted on our servers

You may request for your identification data to be deleted on our servers, unless your proximity data has already been
uploaded as a confirmed case.

*You can do so by emailing support@tracetogether.gov.sg with the mobile number you registered in the app.

* We will then delete your mobile number, identification details and User ID from our server. This renders meaningless all data
that your phone has exchanged with other phones, because that data will no longer be associated with you.

* https://www.tracetogether.gov.sg/common/privacystatement

Data about other users recorded by your mobile phone is only saved locally on the device. Neither the mobile phone nor the
SwissCovid app sends any personal or location data to a central storage location or server. This means that no one can work
out who you have been in contact with or where that contact took place. Once the coronavirus crisis is over, or if the app
proves to be ineffective, the system will be shut down.
https://www.bag.admin.ch/bag/en/home/krankheiten/ausbrueche-epidemien-pandemien/aktuelle-ausbrueche-epidemien/novel
-cov/swisscovid-app-und-contact-tracing.html#-1601404801

Unable to find this detail.

* What happens when | uninstall TraceCovid?
Once TraceCovid is uninstalled, all records and Secure Tracing Identifier (STI) data will be deleted.
* Source: https://tracecovid.ae/

Number of days

referenced

25 days
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https://play.google.com/store/apps/details?id=com.moi.covid19&hl=en_US
https://play.google.com/store/apps/details?id=sg.gov.tech.bluetrace&hl=en_US
https://support.tracetogether.gov.sg/hc/en-sg/articles/360043543473-How-does-TraceTogether-work-
https://www.tracetogether.gov.sg/common/privacystatement
https://play.google.com/store/apps/details?id=ch.admin.bag.dp3t&hl=en_US
https://www.bag.admin.ch/bag/en/home/krankheiten/ausbrueche-epidemien-pandemien/aktuelle-ausbrueche-epidemien/novel-cov/swisscovid-app-und-contact-tracing.html#-1601404801
https://www.bag.admin.ch/bag/en/home/krankheiten/ausbrueche-epidemien-pandemien/aktuelle-ausbrueche-epidemien/novel-cov/swisscovid-app-und-contact-tracing.html#-1601404801
https://play.google.com/store/apps/details?id=tr.gov.saglik.hayatevesigar&hl=en_US
https://play.google.com/store/apps/details?id=ae.tracecovid.app&hl=en_US
https://tracecovid.ae/

App data deletion

Country / State and Link to Google Play
Store to view permissions (7/16/20)

UK (No longer available as of June 26,
2020)

U.S - Utah

Found evidence of data
deletion

X

We are not claiming these references are all inclusive as there are many
resources that can help give a better picture of these categories that may
not be mentioned in this study. If there is information you have that is not
reflected here that can help add, edit, or correct information, please let

us know.

App deletion referenced Number of days
referenced

* The app on your phone will keep a log of anonymous contact data for a maximum of 28 days. After 28 days, this information 28 days

will be deleted.

* Source: https://covid19.nhs.uk/privacy-and-data/how-we-use-your-data.html

*You can delete the app and all of its data whenever you want. We’'ll always comply with the law around the use of your data.

* If you delete your NHS Covid-19 App or We end your right to use the NHS Covid-19 App:

* Any personal data we hold about you will be dealt with in accordance with our Privacy Notice, available via the link under

clause 2.4 of these terms of use

* All rights granted to you under these terms of use shall automatically cease without further notice

* We will cease providing you with access to the NHS Covid-19 App and Services

* You will always be able to delete the NHS COVID-19 app and all associated data whenever you want. We will always comply

with the law around the use of your data, including the Data Protection Act and will explain how we intend to use it. The data

will only ever be used for NHS care, management, evaluation and research.

* Data you share with the NHS, either proactively or as part of requesting a test, may be retained and used in the future for

research that is in the public interest. The NHS may also use this for planning and delivering services. We'll always comply

with the law around the use of data, including the General Data Protection Regulation (GDPR) and the Data Protection Act

2018.

* Some smartphone’s operating systems may retain some information after the app is deleted, in line with how they work for

all apps.

* Source: https://fag.covid19.nhs.uk/article/KA-01027/en-us

All symptom data is automatically de-identified after 30-days. 30 days

All location data is automatically deleted after 30-days.

*You can fully delete your data at any time. Location data will automatically be deleted after 30 days. Symptom data will be
automatically de-identified after 30 days.

* Source: https://coronavirus.utah.gov/healthy-together-app/
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https://play.google.com/store/apps/details?id=uk.nhs.nhsx.colocate
https://covid19.nhs.uk/privacy-and-data/how-we-use-your-data.html
https://faq.covid19.nhs.uk/article/KA-01027/en-us
https://play.google.com/store/apps/details?id=co.twenty.stop.spread

4.3 App downloads
(Google Play only)

I
Key questions

° How many Google Play Store app installs
does each app have?
What privacy policy does the app reference?
Disclaimer: The numbers are likely higher
given that we are only looking at Android
devices through Google Play and not Apple
iOS store.

Sub-themes and findings:

° In this section, we looked at 27 apps that were available and live for download on
the Google Play Store (as of July 17, 2020).

o

o

o

1 app (UK) has been no longer available as of June 26, 2020.
2 apps (Iran, Netherlands) we were unable to find on Google Play Store
Therefore, we will be analyzing 27 (instead of 30) apps in this section

° App downloads listed at the following thresholds:

o

o

o

O O O O

(2 of 28) 1,000+ (Cyprus, Ghana)

(3 of 28) 10,000+ (Bulgaria, Mexico, U.S. - Utah)

(4 of 28) 50,000+ (Alberta Canada, Iceland, U.S. - North Dakota, North
Macedonia)

(8 of 28) 100,000+ (Austria, Bahrain, Czech Republic, Malaysia,
Norway, Poland, UAE)

(2 of 28) 500,000+ (Ireland, Switzerland)

(6 of 28) 1,000,000+ (Australia, France, Israel, Italy, Qatar, Singapore)
(2 of 28) 5,000,000+ (Germany, Turkey)

(1 of 28) 100,000,000+ (India)
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Countries

referenced

1. Alberta, Canada 15.
2. Australia 16.
3. Austria 17.
4. Bahrain 18.
5. Bulgaria 19.
6. Canada 20.
7. Cyprus 21.
8. Czech Republic 22.
9. France 23.
10. Germany 24.
11.  Ghana 25.
12. Iceland 26.
13. India 27.
14. Ireland 28.

. Note: Data gathered highlight whether there was some evidence of the theme for analysis and
: comparison; we are not making a judgment or opinion on whether the design choices are good or bad.

We are not claiming these references are all inclusive as there are many resources that can help give a :
. better picture of these categories that may not be mentioned in this study. If there is information you
 have that is not reflected here that can help add, edit, or correct information, please let us know.

Israel

Italy

Malaysia

Mexico

U.S. North Dakota
North Macedonia
Norway

Poland

Qatar

Singapore
Switzerland
Turkey

UAE

U.S. Utah
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- This is a work in progress. If there is information you have that is not reflected here that can help
Co u ntrl es n Ot refe ren ced © add, edit, or correct information, please let us know.

China: Unable to find public information or evidence on any of these categories.
Iran: we were unable to find on Google Play Store

Netherlands: we were unable to find on Google Play Store

UK: has been no longer available as of June 26, 2020.

s wwbh -~
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Countries
referenced

(A)

Country / State
and Link to
Google Play
Store

* = Notes app
is mandatory

Alberta Canada

Australia

Austria

Bahrain*

Bulgaria

Canada

Cyprus
Czech Republic

(B)

Number of app
installs on Google
Play

(Viewed 7/16/20)

50,000+

1,000,000+

100,000+

100,000+

10,000+

100,000+

1,000+
100,000+

We are not claiming these references are all inclusive as there are many resources
. that can help give a better picture of these categories that may not be mentioned in
. this study. If there is information you have that is not reflected here that can help add,

- edit, or correct information, please let us know.

(C

Number of app
installs on Google
Play

(Viewed 11/3/20)

100,000+

1,000,000+

100,000+

100,000+

10,000+

1,000,000+

1,000+
1,000,000+

(D)
Population
(2019)

4.371
million

24.99
million

8.859
million
1.569
million

7 million

37.59
million

1.17 million

10.69
million

(E) %
Android
Spread by
Country /
State

50%*

40%

65%

50%*

74%

42%

50%*
65%

(F)
Estimated
Percentag
e of
Android
Adoption

2.3%

10.0%

1.7%

12.7%

0.2%

0.6%

0.2%
1.4%

(G)
Current
version

1.2.0

1.0.33

2.0.3.10
57-QA_
245

0.1.9

1.0.3

1.0.2

202
1.0.437

. Sources referenced:

i (Col C) Population (US): https://datacommons.org/place/geold/25

1 (Col C) Population (Non-US):https://datacommons.ora/place/geold/25

i (Col D) Android device % by country (Android): https:/deviceatlas.com/

. For the countries not available on that site, we assumed a 50% Android spread.

: We indicate those countries with *. These are approximations, not exact figures.
i (Col F + G) Apple App Store website
. (Col B + H) Google Play store website

(H)
Original date

deployed in first

version (App
Store)

May 1, 2020

April 26, 2020

March 27, 2020

March 28, 2020

April 6, 2020

July 30, 2020

May 15, 2020
May 3, 2020

()

Last updated
(Google Play
Store)

June 17, 2020

July 24, 2020

June 28, 2020

July 5, 2020

May 27, 2020

July 30, 2020

June 11, 2020
May 22, 2020

(K)

Privacy Policy referenced

https://alberta.ca/ABTraceTogetherPriva
cy

https://www.health.gov.au/using-our-we
bsites/privacy

https://www.roteskreuz.at/site/fag-app-st
opp-corona/datenschutzinformation-zur-

stopp-corona-app/

https://bahrain.bh/wps/portal/TermsCon
ditions_en

https://virusafe.io/information/terms-of-u
se.html

https://digital.canada.ca/exposure-notific
ation-app-privacy-policy/

http://covid-19.rise.org.cy/en/privacy/

https://erouska.cz/gdpr
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https://play.google.com/store/apps/details?id=ca.albertahealthservices.contacttracing&hl=en_CA
https://alberta.ca/ABTraceTogetherPrivacy
https://alberta.ca/ABTraceTogetherPrivacy
https://play.google.com/store/apps/details?id=au.gov.health.covidsafe&hl=en_US
https://www.health.gov.au/using-our-websites/privacy
https://www.health.gov.au/using-our-websites/privacy
https://play.google.com/store/apps/details?id=at.roteskreuz.stopcorona&hl=en_US
https://www.roteskreuz.at/site/faq-app-stopp-corona/datenschutzinformation-zur-stopp-corona-app/
https://www.roteskreuz.at/site/faq-app-stopp-corona/datenschutzinformation-zur-stopp-corona-app/
https://www.roteskreuz.at/site/faq-app-stopp-corona/datenschutzinformation-zur-stopp-corona-app/
https://play.google.com/store/apps/details?id=bh.bahrain.corona.tracker&hl=en_US
https://bahrain.bh/wps/portal/TermsConditions_en
https://bahrain.bh/wps/portal/TermsConditions_en
https://play.google.com/store/apps/details?id=bg.government.virusafe&hl=en_US
https://virusafe.io/information/terms-of-use.html
https://virusafe.io/information/terms-of-use.html
https://play.google.com/store/apps/details?id=ca.gc.hcsc.canada.stopcovid
https://digital.canada.ca/exposure-notification-app-privacy-policy/
https://digital.canada.ca/exposure-notification-app-privacy-policy/
https://play.google.com/store/apps/details?id=edu.rise.ihnilatis&hl=en_US
http://covid-19.rise.org.cy/en/privacy/
https://play.google.com/store/apps/details?id=cz.covid19cz.erouska&hl=en_US
https://erouska.cz/gdpr
https://datacommons.org/place/geoId/25
https://datacommons.org/place/geoId/25
https://deviceatlas.com/

(A)

Country / State and
Link to Google Play

Store

* = Notes app is
mandatory

France

Germany

Ghana

Iceland

India*

Iran

Ireland

Israe

ltaly

Countries
referenced

(B)

Number of app
installs on
Google Play
(Viewed
7/16/20)

1,000,000+

5,000,000+

1,000+

50,000+

100,000,000+

(C)

Number of app
installs on
Google Play
(Viewed
11/3/20)

1,000,000+

10,000,000+

5,000+

100,000+

100,000,000+

(D)
Population
(2019)

66.99 million

83.02 million

29.77 million

364,134

1.353 billion

Unable to find app on Google Play Store

500,000+

1,000,000+

1,000,000+

500,000+

1,000,000+

5,000,000+

4.904 million

8.884 million

60.36 million

(E) %
Android
Spread by
Country /
State

58%

67%

83%

50%*

91%

57%

66%

67%

(F)
Estimated
Percentage
of Android
Adoption

2.6%

9.0%

0.0%

27.5%

8.1%

17.9%

17.1%

2.5%

(G)
Current
version

1.05

1.0.3

1.4.1

1.0.1.44

1.4.7

1.3.0

(H)

Original date
deployed in first
version (App
Store)

June 2, 2020

June 15, 2020

Unknown

April 2, 2020

April 2, 2020

July 6, 2020

March 22, 2020

June 1, 2020

()

Last updated
(Google Play
Store)

June 26, 2020

July 7, 2020

May 8, 2020

July 14, 2020
July 8, 2020
July 17, 2020

June 16, 2020

July 10, 2020

(K)
Privacy Policy referenced

https://bonjour.stopcovid.gouv.fr/privacy.h
tml

https://www.coronawarn.app/assets/docu
ments/cwa-privacy-notice-de.pdf

http://www.dataprotection.org.gh/privacy-
policy

https://www.covid.is/app/privacystatement

https://web.swaraksha.gov.in/ncv19/privacy/

http://covidtracker.ie/privacy-and-data

https://govextra.gov.il/ministry-of-health/ham
agen-app/Privacy-policy-EN

https://govextra.gov.il/ministry-of-health/ham
agen-app/Privacy-policy-EN
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https://play.google.com/store/apps/details?id=fr.gouv.android.stopcovid&hl=en_US
https://bonjour.stopcovid.gouv.fr/privacy.html
https://bonjour.stopcovid.gouv.fr/privacy.html
https://play.google.com/store/apps/details?id=de.rki.coronawarnapp
https://www.coronawarn.app/assets/documents/cwa-privacy-notice-de.pdf
https://www.coronawarn.app/assets/documents/cwa-privacy-notice-de.pdf
https://play.google.com/store/apps/details?id=com.moc.gh&hl=en
http://www.dataprotection.org.gh/privacy-policy
http://www.dataprotection.org.gh/privacy-policy
https://play.google.com/store/apps/details?id=is.landlaeknir.rakning
https://www.covid.is/app/privacystatement
https://play.google.com/store/apps/details?id=nic.goi.aarogyasetu
https://web.swaraksha.gov.in/ncv19/privacy/
https://play.google.com/store/apps/details?id=com.covidtracker.hse
http://covidtracker.ie/privacy-and-data
https://play.google.com/store/apps/details?id=com.hamagen
https://govextra.gov.il/ministry-of-health/hamagen-app/Privacy-policy-EN
https://govextra.gov.il/ministry-of-health/hamagen-app/Privacy-policy-EN
https://play.google.com/store/apps/details?id=it.ministerodellasalute.immuni
https://govextra.gov.il/ministry-of-health/hamagen-app/Privacy-policy-EN
https://govextra.gov.il/ministry-of-health/hamagen-app/Privacy-policy-EN

Countries
referenced

(A)

Country / State and
Link to Google Play
Store

* = Notes app is
mandatory

Malaysia

Mexico
Netherlands

U.S. North Dakota

North Macedonia

Norwa

Poland

Qatar*

(B)

Number of app
installs on
Google Play
(Viewed
7/16/20)

100,000+

10,000+

(C)

Number of app

installs on

Google Play

(Viewed
11/3/20)

100,000+

50,000+

(D)
Population
(2019)

31.53 million

126.2 million

Unable to find app on Google Play Store

50,000+
50,000+

100,000+

100,000+

1,000,000+

50,000+
50,000+

100,000+

1,000,000+

1,000,000+

762,062
2.077 million

5.433 million

37.97 million

2.782 million

(E) %
Android
Spread by
Country /
State

76%

67%

33% (USA)

50%*

49%

70%

62%

(F)
Estimated
Percentage
of Android
Adoption

0.4%

0.0%

19.9%
4.8%

3.8%

0.4%

58.0%

G) (H)

Current  Original date

version  deployed in first
version (App
Store)

1.0.30 Unknown (No
App Store
version with date)

1.0.2 April 19, 2020

3.1 April 7, 2020

1.1.0 April 12, 2020

1.3.0 Unable to access
App store first
version date

422 April 30, 2020

8.0.4 April 25, 2020

()

Last updated
(Google Play
Store)

April 26, 2020

May 2, 2020

(K)

Privacy Policy referenced

https://www.mosti.gov.my/web/dasar-privasi/

http://covidradar.mx/avisoprivacidad.html

June 26, 2020 https://care19.app/privacy

May 7, 2020

June 8, 2020

July 14, 2020

July 2, 2020

https://stop.koronavirus.gov.mk/privacy/en

https://www.fhi.no/om/fhi/nedlasting-og-bruk-av-
smittestopp/

https://www.gov.pl/web/protegosafe/dokumenty

https://moi.gov.qa/
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https://play.google.com/store/apps/details?id=my.gov.onegovappstore.mytrace&hl=en_US
https://www.mosti.gov.my/web/dasar-privasi/
https://play.google.com/store/apps/details?id=mx.covidradar.radar&pageId=none
http://covidradar.mx/avisoprivacidad.html
https://play.google.com/store/apps/details?id=com.proudcrowd.care&hl=en_US
https://care19.app/privacy
https://play.google.com/store/apps/details?id=mk.gov.koronavirus.stop
https://stop.koronavirus.gov.mk/privacy/en
https://play.google.com/store/apps/details?id=no.simula.smittestopp
https://www.fhi.no/om/fhi/nedlasting-og-bruk-av-smittestopp/
https://www.fhi.no/om/fhi/nedlasting-og-bruk-av-smittestopp/
https://play.google.com/store/apps/details?id=pl.gov.mc.protegosafe&hl=en_US
https://www.gov.pl/web/protegosafe/dokumenty
https://play.google.com/store/apps/details?id=com.moi.covid19&hl=en_US
https://moi.gov.qa/

Countries

referenced

(A)

Country / State and
Link to Google Play

Store

* = Notes app is

mandatory

Singapore

Switzerland

Turkey*

UAE*

UK (No longer

available as of June

26, 2020)
U.S - Utah

(B)

Number of app

installs on
Google Play
(Viewed
7/16/20)

1,000,000+

500,000+

5,000,000+

100,000+

50,000+

10,000+

(C)

Number of app
installs on
Google Play
(Viewed
11/3/20)

1,000,000+

500,000+

10,000,000+

No longer on
app store

No longer on
app store

10,000+

(D)
Population
(2019)

5.639 million

8.57 million

82 million

9.361 million

66.65 million

3.206 million

(E) %
Android
Spread by
Country /
State

55%

50%

71%

60%

54%

33% (USA)

(F)
Estimated
Percentage
of Android
Adoption

32.2%

1.7%

8.6%

1.8%

0.1%

0.9%

(G)
Current
version

214

1.0.5

2.0.9

1.2.48

(H)
Original date

deployed in first

version (App
Store)

March 18, 2020

Unable to access

App store first
version date

April 14, 2020

April 3, 2020

May 5, 2020

April 22, 2020

()

Last updated
(Google Play
Store)

July 7, 2020

June 20, 2020

June 24, 2020

April 13, 2020

June 26, 2020

July 15, 2020

(K)

Privacy Policy referenced

http://www.tracetogether.gov.sg/common/privac
ystatement

https://www.bag.admin.ch/swisscovid-datensch
utzerklaerung-und-nutzungsbedingungen

https://hesapp.saglik.gov.tr/hayat_eve_sigar_ay
dinlatma.pdf

https://tracecovid.ae/privacy.html

https://covid19.nhs.uk/our-policies.html

https://healthytogether.io/legal/privacy
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https://play.google.com/store/apps/details?id=sg.gov.tech.bluetrace&hl=en_US
http://www.tracetogether.gov.sg/common/privacystatement
http://www.tracetogether.gov.sg/common/privacystatement
https://play.google.com/store/apps/details?id=ch.admin.bag.dp3t&hl=en_US
https://www.bag.admin.ch/swisscovid-datenschutzerklaerung-und-nutzungsbedingungen
https://www.bag.admin.ch/swisscovid-datenschutzerklaerung-und-nutzungsbedingungen
https://play.google.com/store/apps/details?id=tr.gov.saglik.hayatevesigar&hl=en_US
https://hesapp.saglik.gov.tr/hayat_eve_sigar_aydinlatma.pdf
https://hesapp.saglik.gov.tr/hayat_eve_sigar_aydinlatma.pdf
https://play.google.com/store/apps/details?id=ae.tracecovid.app&hl=en_US
https://tracecovid.ae/privacy.html
https://play.google.com/store/apps/details?id=uk.nhs.nhsx.colocate
https://covid19.nhs.uk/our-policies.html
https://play.google.com/store/apps/details?id=co.twenty.stop.spread
https://healthytogether.io/legal/privacy

Section 6
Conclusions



Conclusions

1. Onboarding transparency: 16 of 18 apps created walkthroughs in onboarding to more transparently communicate
a number of key benefits and safeguards such as data privacy and how the app works and uses your data. This was
implemented to gain user trust by explaining how COVID-19-related apps work through onboarding methods,
illustrations, and design layout (pp.12-46).

2. Privacy settings: Authorities and app developers build privacy settings features often separate from the core app
user experience (pp.47-61). 16 of 31 apps feature settings, app permissions and data collection features placed
more prominently on one of the apps main tabs; This is done through mechanisms such as toggles, on/off buttons,
iconography, checkmarks, “active or inactive” cards, and color-coded background toggles. This feature can position
the app data collection process to be more transparent to the user every time they log into the system.

3. Privacy governance processes: In various apps, there is evidence of articulating the data governance and app
creation through app specific privacy policies, data deletions and/or privacy or data protection impact assessments
(pp.62-72). 23 of 31 apps feature a privacy policy specific to the app, 17 of 31 apps we were able to find some
evidence of open source documentation which signals attempts at transparency and the option to engage the
research and developer community to continually improve the application. 7 of 30 apps showed evidence of privacy
or data protection impact assessments, which signals that there are processes in place to identify and manage
potential risks.
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Alberta, Canada
AB Trace Together
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https://globalnews.ca/news/6898691/ab-trace-together-contact-a



https://globalnews.ca/news/6898691/ab-trace-together-contact-app-alberta-covid-ios/

Alberta, Canada
ABTraceTogether
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https://www.alberta.ca/ab-trace-together.aspx

12:30 v4l

1t

HELP STOP THE SPREAD OF COVID-19
USING YOUR MOBILE PHONE

Your Bluetooth connection can help track your
potential COVID-19 exposure.

Abertos

Brought to you by the Government of Alberta

Join the fight —

12:30 v4l 12:30 v4l

HELP STOP THE SPREAD
OF COVID-19

by keeping your Bluetooth
on and the app open,
especially when you are out,
on public transport, at work
or in public places.

VERIFY YOUR CODE

Please confirm the code listed below matches
the one read out to you by the caller from
Alberta Health Services.

0862176

Last Updated: 3:58 PM

APP PERMISSIONS STATUS

Permissions Enabled: Yes

Bluetooth Enabled: No

R ENNC)

Push Notifications: Yes

Upload Data Help Home ) Dat Help

Alberta, Canada
ABTraceTogether
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Australia
COVIDSafe



Join the fight
to stop the spread of
COVID-19

if you come into
contact with
COVID-19

Even if you don’t
know the person

Get notified quickly

Your identity is
safeguarded

Together we can stop the
spread of COVID-19

COVIDSate has been developed by
the Australian Government to help
keep the community safe from the
spread of coronavirus.

COVIDSafe will securely note
contact that you have with other
users of the app. This will allow
state or territory health officials to
contact you, if you have been in
close contact with someone who
has tested positive to the virus.

1 want to help

You’re in control
of your information

a

N |

Pl &0
+

How COVIDSafe works

Bluetooth® signals are used to
determine when you're near another
COVIDSafe user.

Every instance of close contact
between you and other COVIDSafe
users is noted to create close
contact information. This
information is encrypted and only
stored in your phone.

If you test positive to COVID-19 as a
COVIDSafe user, a state or territory
health official will contact you. They

will assist with voluntary upload of

Let’s stop the spread

Stay home, save lives

&

+
o

* &
ps™

Ol//

COVIDSafe is active.
No further action is required.

o Share COVIDSafe

help. Togother, we're

Has a health official
contacted you?

&
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Request data deletion

This form will start the process to remove your data from the COVIDSafe
secure information storage system. You will be asked to validate your identity
through a phone call from the COVIDSafe Administrator.

Please refer to the COVIDSafe privacy policy when providing information in
this form

Full name used to register for the COVIDSafe app

Mobile number used to register for the COVIDSafe app
You will be contacted on this phone number by a COVIDSafe Administrator to
complete the process.

™

[eCAPTCHA
Pivacy - Terms

I'm not a robot

D | have read the COVIDSafe collection notice and consent to the information provided being
used and disclosed by the Australian Government to enable the Commonwealth, state and
territory governments to respond to COVID-19. | have only included information about
myself, or about another person who has either given me their consent to provide their
information or where | am that other person's parent or legal guardian.

App deletion
Australian Government
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How COVIDSafe works

Biuetooth® signals are used to
determine when you're near another
COVIDSafe user

sther to stop Registration and privacy Enter your detai

>0VID-19

:en developed by
vernment to help
lity safe from the
virus.

It is important that you read the
COVIDSafe Privacy Policy
you register for COVIDSafqg

If you are under 16 years
your parent/guardian mus
read the Privacy Policy:

Every instance of ciose contact

between you and other COVIDSafe
users is noted to create contact
inlormat @ Search wil 4G 6:01 pm 0 99% mm.
encrypte
on your §
CoviDSa

1curely record
have with other
This will allow
y health officials
you have been in

&

Lt epp slvEpe AT I brelgrenmi

h somecne who If you te: COVIDSafe wants to turn on Bluetooth Allow CO\(IDSafe to Allowing COVIDSafe to always run in the
e to the virus i B access this device's background may reduce battery life,
z we-W location?
fei ) You can change this later from Settings >
your €on  App permissions “COVIDSafe” would like to Alow Koo ittcaiong TR
help stop the secure s make data available to nearby DENY  ALLOW
iealthy COVIDSafe needs Bluetooth® and Bluetooth devices even when

notifications enabled to work. you're not using the app.

COVIDSafe exchanges Bluetooth®
signals with nearby phones running the
same app. These signals contain an
anonymised ID, which is encrypted and
changes continually to ensure your
privacy.

Bany Alliossy

Select ‘Proceed’ to enable:

10 help

1. Bluetooth®

2. Notifications

Don't Allow

More screenshots

https://techxplore.com/news/2020-04-covidsafe-tracking-app-issues.html

123


https://techxplore.com/news/2020-04-covidsafe-tracking-app-issues.html

For more help, see our FAQ. COVIDsafe App

COVIDSafe e e
_ @y Share COVIDSafe > SRS
Invite others to join. Together, The COVIDsafe App has detected
f we're stronger. you are now +20km from your
nominated home address. Please Please take note
“ @ Get the Coronavirus app > register your reason for travel by il )
% . Keep your phone with you when you
' ' Download the Government app caIIlng 1300 1MY GOV (+611300 leave home.
for the latest numbers, news and M) Wi.thin 15 minutes of 2. Keap the app running.
advice. receiving this SMS (10:12am AEST .
Monday 27 April 2020). Thank you. 8 Keep Bluctoothi®ion;
@ Latest news and updates >
Head to aus.gov.au for the latest a e (B%Dy41pm
Coronavirus news.
Check H?,p
COVIDSafe is active permissions

There is nothing else you need to do
except to leave the app running and

keep Bluetooth® on -
Has a health official asked you —
For more help, see our FAQ. to upload your data? GO et femlsli 1

access these features.

&y Share COVIDSafe > Upload my data App permission status

Invite others to join. Together, | o P
we're stronger. Bluetooth: O

Version Number:1.0.11 )
Location: On o

@ Get the Coronavirus app >
I @) <

11 M N Battery optimization: Off (]
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» Australian Government

Australian Government

See the latest COVID-19 news in
your language

Protect yourself and others:
download the COVIDSafe app

s (COV! p-19)

coronavir

Case numbers > Coronavirus (COVID-19)

R

20
,Wu\vw"‘"-"”‘n

Latest government advice >
l_!j Essential information

4:30PM AEST on Thursday, 9 April 2020
News & Media View all

Australian Health Protection Principal
Committee (AHPPC) statement on early A
childhood and learning centres (K

25 May 2020 | News

% ®

Symptom checker Advice

Additional $20 million for research into
mental health and suicide prevention &4

25 May 2020 | News

&

Australian Health Protection Principal Reglatar jsolation Hewe & Medla

Committee (AHPPC) statement on t

restoration of elective surgery and hospital [:17' l

activity

22 May 2020 | News . . . P
1gwealth.com/health-news/covidsafe-tracking-app-is-useless- Q) B
-flaw-requiring-app-to-stay-open/ Current Status States and territories

@ ke O O

Home Numbers Advice Health More

navirus Australia

125



https://www.soundhealthandlastingwealth.com/health-news/covidsafe-tracking-app-is-useless-for-iphone-users-due-to-technical-flaw-requiring-app-to-stay-open/
https://www.soundhealthandlastingwealth.com/health-news/covidsafe-tracking-app-is-useless-for-iphone-users-due-to-technical-flaw-requiring-app-to-stay-open/
https://en.wikipedia.org/wiki/Coronavirus_Australia

Austria
STOPP Corona



Digitaler Handshake
Nutzen Sie den digitalen Handshake
um anonym lhre Begegnungen zu
speichern. Sie werden anonym in der

App benachrichtigt, wenn eine Ihrer
Kontaktpersonen erkrankt ist.

=8 %

>1m

sess

CORONA

'OSTERREICHISCHES ROTES KREUZ

Avs Licloe 2um Menschen,

Austrian Red Cross
Stopp Corona

Use the digital handshake to
save your encounters
anonymously. You will be
notified anonymously in the
app if one of your contact
persons is ill.

Jigitaler Handshake

B

Automatischer Handshake:

© Verdachtsfall

Sie haben den Fragebogen ausgefillit
und es besteht ein Verdacht auf eine
Corona-Infektion

Quarantane-Tage

ktiv
Entwarnung geben ‘
Via Bluetooth versenden und empfangen Sie %

Signale anderer Apps. Signale ber 15 Min. E .

werden als Handshake in Ihrem Kontakt-Tagebuch { Arztliche Bestétigung melden ]
aufgezeichnet. Bitte kontrollieren Sie die

Aufzeichnung mittels manuellem Handshake, da

nicht alle Geréte unterstiitzt werden. Digitaler Handshake

Manuellen Handshake starten

Wie funktioniert es? @

B

Teilen Sie die App! Automatischer Handshake:

«©

Via Bluetooth versenden und emofanaen Sie

aktiv

Empfehlen Sie die App

Digitaler Handshake

Automatischer Handshake:
inaktiv
Bitte beachten Sie, in Quaranténe sollten Sie Ihre

Kontakte auf ein Minimum reduzieren, deshalb ist
der Handshake nicht mehr méglich.

Manuellen Handshake starten

Suspected case. You have
completed the
questionnaire and there is
suspicion of a corona
infection. Quarantine days.

Give the all clear
Report medical confirmation

Reported sick. Please stay
in Quarantane. You have
officially reported sick as
suffering from the
coronavirus.

s
x

Funetians
Start handshake manually
Examine symptoms

Report medical confirmation

Share Agp

Info

Whst can thiz 39p do?
£ 3t rotezkreuz.at
More abaut coranavirus 51
oleskreue at

417 T - 417

{ Zurick  Digitaler Handshake < zZuriick

&spel 1.Frage

Wie geht es Ihnen heute?

Wie funktioniert es? @

3 Teilen Sie die App
O Ich fiihle mich gut.

Smartphones suchen & i @ Ich habe Krankheitssymptome.

IIv

Sie sind: Smelt31

O ale

(O cranesa

m

Question. How are you
today?

| feel good.
| have symptoms of illness.

— .

2.Frage

Haben Sie eines der
folgenden Symptome:

* Husten
*Halsschmerzen

* Kurzatmigkeit

* Atemwegsentziindung
* Plétzlicher Verlust des
Geschmack- oder
Geruchssinns

O Nein
@® Ja

Do you have any of the
following symptoms:
Cough

Sore throat

shortness of breath
Respiratory infection
Sudden loss of taste1oP 7
smell



Digital Handshake
(Austria Red Cross)

It will definitely be a while before we’ll
actually shake each others hands
again. In the meantime: use “Stopp
Corona’s digital handshake.

If you and the person you encounter
have installed the app, you can simply
select each other. The app will
anonymously save your meeting.
Should one of you fall sick with the
corona virus the other will receive an
instant notification.

12:10

Digitaler Handshake

Nutzen Sie den digitalen
Handshake um anonym lhre
Begegnungen zu speichern.
Sie werden anonym in der App
benachrichtigt, wenn eine |hrer
Kontaktpersonen erkrankt ist.
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9:26 ELs!

9:26 w T

< App Store < App Store

Welcome!

By installing the Stop Corona App,
you help to combat the spread of
the corona virus and keep the number
of new infections low.

Digital handshake

With the digital handshake you save
your encounters anonymous and
automatically. You will be notified
anonymously in the app if one of your
contacts falls ill.

For medical reasons: The app works
on further distance, please avoid to
get closer than 1 meter.

Continue

9:26

< App Store

Check symptoms

Use our clinically tested
questionnaire. Get a daily
assessment of your health status.

RREK

Continue

£ =) 9:26 =
<« App Store

Notification in the
event of iliness

Help to help others! If you should
contract the corona virus yourself,
your contacts will be notified
anonymously so that they can take
measures.

IOS app version 2.0.2. Last update 6/26/20. Last

accessed 6/28/20
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9:26 Y )
< App Store @)

Thank you for using
the app!
You're actively helping to protect your
health and the health of others.

You can now record encounters with
other app users.

By installing the app you agree to the
terms of use.

9:26 @)
< App Store =

Declaration of consent

| agree that the Austrian Red Cross (ORK)
may process my personal data (random
figures ["random-IDs], my telephone
number, and any suspicion and reporting
of my COVID-19 condition [= health
data]) for the purpose of rapid interruption
of the corona infection chain.

() Iconsent

I may revoke my consent at any time,
whereby revocation does not affect the
lawfulness of processing up until the time
that consent is revoked.

Further information can be found in our
privacy policy.

Enable COVID-19 Exposure
Logging and Notifications
Your iPhone can securely collect and

share random IDs with nearby devices.

The app can use these IDs to notify

you if you may have been exposed to
COVID-19. The date, duration, and
signal strength of an exposure will be
shared with “Stopp Corona”.

“Stopp Corona” Would Like
to Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.




Bahrain
BeAware



Support preventing the spread of coronavirus
(COVID-19) by downloading Be Aware Bahraln
App via bahrain.bh/apps

Notifications of close
proximity with confirmed
cases
Tracking movement of
home quarantine cases
9 Monitoring effected
% | cases of close proximity

Official updates on local
& international statistics

on COVID-19 development

SUritetAgainstCovidly

% New service added to
A

waré  Be Aware Bahrain App

Self-lIsolation exit test appointment

eAllows self-Isolation Indlvidualsto book thelr
exlt test appointment.

sExit test appointment will be conducted via a
drive-through testing facllities at the Bahrain
International Exhibition & Convention Center
without the need to get out of the vehicle.

o The appointment can be booked 3 days before
the end of the self-Isolatlon/quarantine period
\ completion.

N

\

.

https://www.bahrain.bh/wps/portal/lut/p/a1/iZDLDoJADEW _ xQVbWagdBdDcS8REJPhBxNgbM

0GgQMYijgb4ubwnd3bcs5JbwsMAMBJMOIEMO1kEsa3nhmrvotGnZhkiJ6POHFs29P9mMYW6

XgLLCaogBpXaSuORw3 RYxTPzPR-JY9UG|BBwHkZqd6cizLcSe9af oejP TOewALYE Z6xR3

4FvMBfM4xBCZiGd1_uqRJpJkCWMo3POWpek7L8TbLjge2ggoWRaEKKUXM1bU8SKPhO2cp

TBkGVhONhPg8ug70eSyNKa7Urjziwiw!!/dI5/d5/L 2dBISEvZOFBISOnQSEh/
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https://www.bahrain.bh/wps/portal/!ut/p/a1/jZDLDoJADEW_xQVbWgdBdDcS8REJPhBxNgbMOGqQMYjg54u6wnd3bc5JbwsMAmBJmO9EmO1kEsa3nhmrvotGnZhkiJ6POHFs29P9mYW6XgLLCqBpXaSu0Rw3_RYxTPzPR-JY9UGjBBwHkZqd6cizLcSe9qf_oejP_TOewALYE_Z6xR34FvMBfM4xBCZiGd1_uqRJpJkCWMo3POWpek7L8TbLjqe2ggoWRaEKKUXM1bU8KPhO2cpTBkGVhONhPg8ug70e5yNKa7Urjziwiw!!/dl5/d5/L2dBISEvZ0FBIS9nQSEh/
https://www.bahrain.bh/wps/portal/!ut/p/a1/jZDLDoJADEW_xQVbWgdBdDcS8REJPhBxNgbMOGqQMYjg54u6wnd3bc5JbwsMAmBJmO9EmO1kEsa3nhmrvotGnZhkiJ6POHFs29P9mYW6XgLLCqBpXaSu0Rw3_RYxTPzPR-JY9UGjBBwHkZqd6cizLcSe9qf_oejP_TOewALYE_Z6xR34FvMBfM4xBCZiGd1_uqRJpJkCWMo3POWpek7L8TbLjqe2ggoWRaEKKUXM1bU8KPhO2cpTBkGVhONhPg8ug70e5yNKa7Urjziwiw!!/dl5/d5/L2dBISEvZ0FBIS9nQSEh/
https://www.bahrain.bh/wps/portal/!ut/p/a1/jZDLDoJADEW_xQVbWgdBdDcS8REJPhBxNgbMOGqQMYjg54u6wnd3bc5JbwsMAmBJmO9EmO1kEsa3nhmrvotGnZhkiJ6POHFs29P9mYW6XgLLCqBpXaSu0Rw3_RYxTPzPR-JY9UGjBBwHkZqd6cizLcSe9qf_oejP_TOewALYE_Z6xR34FvMBfM4xBCZiGd1_uqRJpJkCWMo3POWpek7L8TbLjqe2ggoWRaEKKUXM1bU8KPhO2cpTBkGVhONhPg8ug70e5yNKa7Urjziwiw!!/dl5/d5/L2dBISEvZ0FBIS9nQSEh/
https://www.bahrain.bh/wps/portal/!ut/p/a1/jZDLDoJADEW_xQVbWgdBdDcS8REJPhBxNgbMOGqQMYjg54u6wnd3bc5JbwsMAmBJmO9EmO1kEsa3nhmrvotGnZhkiJ6POHFs29P9mYW6XgLLCqBpXaSu0Rw3_RYxTPzPR-JY9UGjBBwHkZqd6cizLcSe9qf_oejP_TOewALYE_Z6xR34FvMBfM4xBCZiGd1_uqRJpJkCWMo3POWpek7L8TbLjqe2ggoWRaEKKUXM1bU8KPhO2cpTBkGVhONhPg8ug70e5yNKa7Urjziwiw!!/dl5/d5/L2dBISEvZ0FBIS9nQSEh/
https://www.bahrain.bh/wps/portal/!ut/p/a1/jZDLDoJADEW_xQVbWgdBdDcS8REJPhBxNgbMOGqQMYjg54u6wnd3bc5JbwsMAmBJmO9EmO1kEsa3nhmrvotGnZhkiJ6POHFs29P9mYW6XgLLCqBpXaSu0Rw3_RYxTPzPR-JY9UGjBBwHkZqd6cizLcSe9qf_oejP_TOewALYE_Z6xR34FvMBfM4xBCZiGd1_uqRJpJkCWMo3POWpek7L8TbLjqe2ggoWRaEKKUXM1bU8KPhO2cpTBkGVhONhPg8ug70e5yNKa7Urjziwiw!!/dl5/d5/L2dBISEvZ0FBIS9nQSEh/

Ligygsll_ssa_lao#
(COVID-19)

Opomd)_Ga ot
#TeamBahrain

#UnitedAgainstCOVID19

Containing and preventing the Coronavirus (COVID-
19) from spreading is a national responsibility.

Next @

() Q
How will the app achieve its
objectives?

The app mainly utilizes location data shared by users
to do the following:

Alert and notify individuals that have
been in close proximity with a neiwly
confirmed case during the past 14 days of
confirming that case.

" Track the movement of self-isolated
ﬁl individuals’ cases for the duration of their
isolation, to ensure they abide by
quarantine regulations.

@ Previous Next @

Location Services must be
enabled to use the app

Please enable location Services and set it to Always
to allow the app to function accurately in order to
protect you and others.

Key practices to ensure privacy and
safety:

Data privacy is in line with the Personal Data
Protection law.

Data will be collected for two 10 six weeks based on
contact tracing cases.

Data will be strictly used for the sole purpose of
limiting the spread of Coronavirus.

Data encryption will be used to protect sensitive data.

@ Previous Next @

https://play.google.com/store/apps/details?id=bh.bahrain.corona.tracker

Google Play Store (7/2/20)

Registration
Personal number

Mobile Number

Complete Registrati

= BeAware Bahrain n

Contact Tracing @

>

’—\ You have not come into close
proximity with any active case. Stay
safe.

eServices
Coronavirus Test Results > I

Summary of Cases

Last updated: 01-04-2020 - 08:16 PM
Total Tested 31330

[ Active Cases 215 l
Critical Cases 1
Stable Cases 1z |

[ Discharged Cases 254

Home Decisions Information  Global Statistes
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Bulgaria
Virusafe



6:18 6:18 6:19 6:19 6:23 6:20 RS 4

TBOAT JIMYEH MNPUHOC

Peny6nwka BBATAPUA — BbBepeTe BawuTe par 076 Te ¢ "Ja" cumntom
MUHHCTEPCTEO Ha Peny6nuka GBI APHSI
3apaseonaznanero Mubwcrepcrso va OIEPATHBEH (@) KOWUTO MMaTe fiHeC. BKNKOUM Ce U MOMOTHMW, KaTo 0TYUTALL CBOETO
3npaseonaseatiero mAB C(D 3APaBOCIOBHO ChCTOSHUE BCEKM fieH
ETH JHY Nacn
Bes cumnTomi

MUHUCTEPCTBOTO Ha 3ApaBeonasBaHeTo U Hi

onepaTHBeH Wat ce 06pbLYAT KbM BCUUKM Tf O BbBeAeTe KOA EMH Temnepatypa Haj, 38C

Peny6nuka Bbnrapus ¢ MonGa 3a nomoly B D

NPeoioNsBaHETO Ha CUTYaLMsATa, MOPOeHa ¢ Bep“d)“l(au“ﬂ ( na ) ( He

B TekyLaTa o6cTaHoBKa B M3 nocTbnea uHg
OCHOBHO 3a TeXKO BO/HUTe 1 XopaTa Cbe Cu) PeI'VICTan,I/Iﬂ I-Iorly“eH“ﬂ CI Cyxa kawnua KAK CE 4YBCTBALU IHEC?

CUMMTOMATHKa NOTLPCUN MeAMLIMHCKA MON

M3roTBAHETO Ha MakCUManHo TOUeH cTaTucT BuBe/eTe BepUOUKALMOHHIA KO, ( T > ( He
MO/IeN 1 ¢ Luen no-6bpaa oTMsAHa Ha TekyluT Homep: 0888123123 FopuHn
SPDURHETO NG HaCCTMETO B HODMBTEH DA | CTATUCTUKA
HeoBxoauma MHGopMaLwa ot o P TpYAHOCT Npu AULLIAHE UAW HE[OCTUT Ha
OT HaCeNIEHIETO, BKIKOUUTENHO rpaxaaHH, K¢ Bb3ayx
CUNHO U3pa3eHa CUMNTOMaTHKA UM HIKaKE
camAToMM. [ npuemam Yenosusra sa nonssare 6 uudpen koA Mon ( la ) ( He < TBOMTE IN4HN IAHHU
Vi ru Safe LienTa Ha TOBa NPUNIOXKeHMe € Aa AaBa Bb3M

BCWUKY NpebuBaBaLy B Peny6nuka Bbarapy ( Mux ) ( XKeria n 6
BK/IKOYAT U OMOTHaT, BLBEXAANKN CBOTE OCTOAHHA 60/1Ka UK HaNpeXeHKe B bf
OTUNTNIKU CBOETO CHCTOSHME eXEAHERHO. BLPIY ( MOBEYE 3A KOPOHA BUPYCA

Aa > ( He
Upes conuaapHoCT Ha MHANBUAYANHO HUBO | noTBLPAN
OTFOBOPHO B MPOLIECa, LLie MOXEM Aa Npemiut XpoHWuHY 3aGonaeaHs
npes ToBa U3NUTaHMe No-6bP30 U ¢ No-Manki TMocuHsiBaHe Ha YCTHUTE UK IULETO < KAK PABOTY VIRUSAFE >
obluecTsoTO He nonyuux koa ( n ) ( N

a e
TELPIM Yenosua sa nonssatxe
NPOABIMKN 3 31 MPOMEHUTE
@ Eaux

Republic of Bulgaria Ministry of Health
ViruSafe (6/28/20)

https://play.google.com/store/apps/details?id=bg.government.virusafe 135
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Canada
COVID Alert



10:49 w7 .

Step 1 0of6

Together, let’s stop the spread of
COVID-19

COVID Alert helps us break the cycle of
infection. The app can let people know of
possible exposures before any symptoms
appear.

That way, we can take care of ourselves and
protect our communities.

. Next

COVID Alert

https://apps.apple.com/ca/app/id1520284227, 10S app V. 1.0.2, accessed 8/1/20

10:49 -

Step 2 of 6
é

Your privacy is protected

COVID Alert does not use GPS or track your
location.

It has no way of knowing:

X Your location.

Your name or address.

Your phone's contacts.

Your health information.

X X X X

The health information of anyone you're
near.

Back . Next

)
1

10:49 "

")
1

Step3of 6

How it works

The app uses Bluetooth to exchange
random codes with nearby phones.

Every day, it checks a list of random
codes from people who tell the app
they tested positive.

If you've had close contact with one of
those people in the past 14 days, you'll
get a notification.

Learn more about how it works >

Back . Next


https://apps.apple.com/ca/app/id1520284227
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Close

CecccE e
333333 >

How COVID Alert works

The app runs in the background and will not
interrupt your activities.

Whenever you're near someone else with
COVID Alert, both phones exchange random

codes every 5 minutes.

The random codes change often and cannot
be used to identify you.

. Next

COVID Alert

10:49 ol T -

Close

What's an exposure?

The app estimates how near people are by
the strength of Bluetooth signals.

If you're closer than 2 metres for more than
15 minutes, the app will record an exposure.

Back . Next

10:49 "

&3

101101

(2]

Getting a positive test

Close

If someone with the app is diagnosed with
COVID-19, they can choose to upload the
random codes their phone sent. The codes
go into a central server.

The server only gets the codes. It does not
get any information about the person.

Back . Next

9
1

10:49 wl T .
Close
00100
o
21101

—

Looking for exposures

Every day, whenever it has an Internet
connection, your phone will get a list of the
random codes from people who reported a
diagnosis.

If it finds codes that match, the app notifies

you that you've been exposed and explains
what to do next.

Back . Done

https://apps.apple.com/ca/app/id1520284227, 10S app V. 1.0.2, accessed 8/1/20
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Step 4 of 6

One part of public health

O COVID Alert is just one part of the
public health effort to stop the spread
of COVID-19.

O Follow all public health guidelines in
your area.

O COVID Alert does not replace medical
advice. If you get sick, contact your
doctor or other healthcare provider.

Back ° Next

COVID Alert

10:50 Wl T -

Step5o0f6

The app will now ask your
permission

Allow the app to start logging random
codes or “random IDs"” when you're near
other phones. The app will access the date,
duration and signal strength related to the
random codes, but they never leave your
phone.

You'll also need to let the app send you
notifications.

Learn more about privacy >

Back . Next

10:50 w7 .

Close
Privacy policy

Your privacy is protected

COVID Alert is built with strong privacy protection.

It's extremely unlikely that you could be identified while
using this app. The COVID Alert app takes extensive steps,
described below, to ensure your privacy and data are
protected.

Use of the app is voluntary.

What the app collects and stores
on your phone

* Random codes from your phone, for 14 days.

+ Random codes from other phones near you, for 14
days.

The random codes are only stored and used for the
purpose of notifying you, or others, of possible COVID-19
exposure.

How the data is protected

* The app cannot connect your identity with the random
codes.

* Your phone encrypts the random codes. You must
give your permission before your phone will share the
random codes with COVID Alert.

COVID Alert has no way of knowing

* Your location.

* Your name or address.

Use “COVID Alert" for
Exposure Notifications?
Only one app can notify of

potential expo: Other apps' ability
to send exposure notifications will be

turi off. The date, duration, and
signal strength associated with
possible exposures will by red with
“COVID Alert"

https://apps.apple.com/ca/app/id1520284227, 10S app v. 1.0.2, accessed 8/1/20
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Step 6 of 6
Where do you live? (optional)

Choose your region to check if you can
report a diagnosis through this app.

Your region will never be shared with
anyone.

Alberta

British Columbia

Manitoba

New Brunswick
Newfoundland and Labrador
Northwest Territories

Nova Scotia

Nunavut

Back . Done

COVID Alert

“COVID Alert” Would Like to
Send You Notifications
Notificatiol

sounds, and icon bad
be configured in S

10:50 ! T .

“©: COVID Alert

COVID Alert is off

You did not enable COVID Alert. The app
needs your permission to work.

COVID Alert is off
Notifications are off

Tap for menu

10:57 w7 -

COVID Alert is off

Diagnosed with COVID-19?

You need a one-time key to let people
know they’ve been exposed.

Enter your one-time key

Turn on exposure notifications >

COVID Alert cannot notify you as soon as
it learns of a possible exposure. Finding
out right away is essential to slowing the
spread of COVID-19.

Notifications are off >

You will not receive notifications if you've
been near anyone who has reported a
COVID-19 diagnosis. Finding out
potential exposures right away is
essential to slowing the spread of
COVID-19.

Settings

Chanae nroReE OF TarTTary. S

https://apps.apple.com/ca/app/id1520284227, 10S app v. 1.0.2, accessed 8/1/20

10:57 w7 -

Notifications are off >

You will not receive notifications if you've
been near anyone who has reported a
COVID-19 diagnosis. Finding out
potential exposures right away is
essential to slowing the spread of
COVID-19.

Settings
Change province or territory >
Change language >

About COVID Alert

Get a one-time key >
How it works >
How it protects your privacy >
Help e
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https://mp.weixin.qg.com/s/amB7fBxLW8KSR9DcUsbTWqg
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A contract-tracing app is being used in

Before entering a shop, residents reswunan LaowaiviasTorvFuL
have to scan a QR code and then
wait for their temperature to be taken

Wuhan, China, that can tell you whether

Fullscreen

P> 1 [ ) 0005/ 0058

Before entering a shop, residents g8
have to scan a QR code and then
wait for their temperature to be taken

https://www.ctvnews.ca/health/coronavirus/see-china-s-covid-19-contact-tracing-system-in-act
ion-1.4943352
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{2 RREg

HK/Macao/Taiwan
Residents and Foreigners

Health QR Code

Point  Authorized location

.

Anyone with a yellow thumbprint needs to
self-quarantine at home while anyone with a red

thumbprint must stay under supervised quarantine
LR ALETIE

QR code scan time  05-17 14:15:54

Check Point  Authorized location

QR code scan time  05-17 14:15:54

https://www.ctvn®w®
ion-1.4943352
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STARTING USING THE APP STARTING USING THE APP

APP INSTALLATION

VISUALIZE MOVEMENTS

CovTracer H CovTracer

€ Visualize movements

Help Cypriots

The user can
compare her/his
‘traces with

hitpicovid-19.ise org cy

of patients with
COVID-19virus

il be able 10 compare your races with
confirmed cases of COVIDIS, who have.

‘their consent..

IMPORT PREVIOUS RECORDED LOCATIONS

EXPORT LOCATION TRAIL

The Export
function can be
used when the
user

< Import Locations < Export

1.1 case you wish to import previous
ocatons (before you instaled the 3ppl

Once you press the button it will ask you o,

with whom and how you want to share
it

g, The data wil import automaticaty. This s done only

of other
identifying information.

Google It can be used to data

Bpeite T SievBuvon
nAEKTPOVIKOD
iov 00
Exoaydrere tov apieud AGpios

00 A tn Suesuvon nhextponkod
TayuSpopeiou avaxtnonc

(N

thatiis being
exportedis alist of
coordinates at

certain time.

Pressing Share, the
user can use any of
theavailable
communication
apps on her/his.
‘mobile phone.

Total time the log covers: less than 1
minute

Number of points logged: 1

Time since last updated: less than 1
minute

Government of the Republic of Cyprus

CovTracer
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Designed to prevent the spread of the

COVID-19 epidemic, allowing for a more

accurate tracking of patients. You have

absolute control over your data, which
is limited only to the geospatial sites
you have visited, recorded through
GPS technology on your phone. You
can choose when to export the data

and who shall have access. Data
never leaves your device without your

consent.

£ e

2% COVID-19 € RISE”

Help Cypriots

By logging your location trail, you
help the authorities to track COVID19

with higher accuracy.

Learn More:
http://covid-19.rise.org.cy

Back m

Start Logg

NOTE: After clicking this button you may be prompted to grant

ovTracer access to your location.

Learn More:

http:/icovid-19.rise.org.cy
1.00

https://play.google.com/store/apps/details?id=edu.rise.ihnilatis

< Export

You can share your location trail with anyone
using the Share button below. Once you
press the button it will ask you with whom
and how you want to share it.

Location is shared as a simple list of times
and coordinates, no other identifying
information.

Total time the log covers: 1 day 19 hours 4
minutes

Number of points logged: 2

Time since last updated: 1 day 19 hours 4
minutes

COVTRACER

Stop Logging

Visualize movements

The app logs your location privately every five minutes. Location
information does NOT leave your phone.

S

Learn More:

http://covid-19.rise.org.cy
1.00
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Phase 1:

The user starts recording his/her location via GPS. All information
remains on the device, respecting his/her privacy:

CovTracer :

Phase 2:

Let's say for example that the user is diagnosed positive to COVID-
19. If he/she wants, voluntarily, shares the geolocation data of the

movements of his/her last two weeks with his/her epidemiologist:

NOTE: After clicking this button you may be prompted to grant

CovTracer access to your location.

< Export

m t
You can share your location trail with anyone
using the Share button below. Once you press

the button it will ask you with whom and how

Learn More: You want to share it.

Location is shared as a simple list of times and

hepticovid 8 tsmorgy coordinates, no other identifying information.

e “

Total time the log covers: 38 minutes
Number of points logged: 11

Time since last updated: 1 minute

Government of the Republic of Cyprus
CovTracer

Phase 3:

The epidemiologist checks this information and takes action, e.g. to
evacuate areas, perform cleaning or to inform people who were in
close touch with the patient. If the patient wishes, the geo-locations
of his/her movements become anonymous and public on the
database of CovTracer. Information about the patient's home and
any possible identification traces are removed:

- A SIOMAXANIKH
h ErKOMNE

CovTracer Backend: Tracing tool o &,' ‘Georgiou Grv Digeny

yi 2 AY101 A
X omglovires
Load | Save 4 Pamissios Q AT R B )
/- Egkomi . ZaX
&R

4 Select Point
[ A {
1 Delete Al [ 2 z00m | T
(T
5 [

Date Range: 2days 3hes o} | /

3/26/2020, 6:00:00 PM — 3/28/2020,9:00:00 PM > - L 09003 . Gt

KATo 5
LAKATAMIA

Py ?
[ZA SR

trovolos Mal
ItpoBodoc

Hide:

& =
ETHNOMARTYRAS
= KusepnTior e sl
BIKITMOT ]
X £
— 7
= 4
= o 6P Sudum
ANTHOUPOLIS 2 e
it { o
e "o,
e
o,
O, 5
=n 4 Aaxara
3o0:gle { i P sgadin O
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8:57

< App Store

8:57

< App Store
.

8:57

< App Store

8:57

<« App Store

Help Cypriots

Designed to prevent the spread of the COVID-19 .
Secure tracking

epidemic, allowing for a more accurate tracking of
patients. You have absolute control over your data,
which is limited only to the geospatial sites you have
visited, recorded through GPS technology on your
phone. You can choose when to export the data and
who shall have access. Data never leaves your device

without your consent.

Secure location tracking for fighting COVID19 By logging your location trail, you help the authorities
together. The app logs your device's location data in to track COVID19 with higher accuracy.

under 100KB of space.

NOTE: After clicking this button you may be promped to grant
CovTracer access to your location.

Vv

Learn More:

You are in charge
http://covid-19.rise.org.cy

Data never leaves your device without your consent.
L)

¥
Accept

mnm* COVID-19 O RISEUP

QDD coem s

Learn More:

httpi//covid-19.rise.org.cy
201

iOS app screenshots version 2.0.1. Accessed 7/16/20
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9:33 “ 033 P, 9:33 “
& Symptom Checker & Latest News
Demographics .
ISR covid-19 ®
Age * ATwitter list by @deanton
) Alist of Cyprus related accounts for Covid-19
Gender REACTION
( @

Jreactioncyprus
start Loggi AvEnpévn Tpoxala kivion otoug
#QUTOKIVNTOBPGLOUG TG0 AN EM. AUHOX®OTOU

600 Kal anb Aeped. AKOAOUBHOTE TIG UTIOBEIEEIS
@Cyprus_Police
MHN OAHFEITE o Awpida EKTakmg Avaykn.
EKT6G and Mapavopo, eunodiZeTe Ta oxfuata
£KTAKTNG GVAYKNG VA PTACOUY OE EVA TROXAIO f
Male Mo #BeSafe

NOTE: After clicking this button you may be prompted to grant
CovTracer access to your location.

O b h

e padeio Térou kai MAnpodopidy &
Postal Code * @PI0cy

import c ( ) Avakolvwon Tou Yroupyelou Yyelag oxeTiKa pe
véa MeploTatikd Tg véoou COVID-19 it 2Zi2Wg3

O b 10h

KAEI0T6G 0 QUTOKINT83p0HOG ASHEa0l —

Learn More: ; i P A
AsuKwoiag ané avaTpor $opTNYoy zpr.io/HECUM
http://covid-19.rise.org.cy #KYMNE
201
O b 10h
& Cyprus News Agency
® @cnainenglish
Gyprus authorities report no new COVID-19 cases on
Sundav. out of 1.059 lahoratorv tests 7orio/HECA.|

iIOS app screenshots version 2.0.1. Accessed 6/28/20
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< Import locations

Adding location data from Google will give you a
head start on building your recent locations.

Before you can import, you must first "Take out"
your location data from Google.

Visit Google Takeout and export your Location
History using the following settings:

1. Delivery method: "Add to Drive"

2. Frequency: "Export once"

3. File type & size: ".zip" and "1GB"

4. Google sends an email when the export is
ready

5. Return here to import locations from Google
Drive

Visit Google Takeout

And then

Import locations

9:34 wl T @)

& Export

You can share your location trail with anyone
using the Share button below. Once you press
the button it will ask you with whom and how
you want to share it.

Location is shared as a simple list of times and
coordinates, no other identifying information.

Total time the log covers: No data
Number of points logged: 0

Time since last updated: No data

9:34 w/ T @)

Statistics

Licenses

Privacy

Acknowledgements

NOTE: After clicking this button you may be prompted to grant
CovTracer access to your location.

Import Export

¢ covip-19 ()

N} B

Learn More:

http://covid-19.rise.org.cy
2.01
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| )
& B eRouska
-’

I'm protecting myself,
I'm protecting you!

Thanks to Bluetooth, the eRouska application remembers other eRouska you have met.

This will make it easier for the hygienic station to locate risky contacts.
Contribute to increasing the number of coronavirus infections.

support
eRousky

Download for Android Download for iOS {-I)

Anezka

https://erouska.cz/
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Visualizations of how the app works
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* T 4100%0

eRouska SDILET APLIKACI

7 '1 MINISTERSTVO ZDRAVOTNICTVI
Sl o

Diky eRousSce ochranite sebe i ostatni ve svém
okoli

eRouska

Aplikace bude nepfetrzité monitorovat

vase okoli a zaznamenavat viechny ostatni

telefony s aplikaci eRouska, ke kterym se

priblizite Rouska je aktivni

Aplikace pracuje na pozadi a monitoruje

okoli, prosim neukonéujte ji. Nechte zapnuté
] h a s telefonem pracuite jako

Pokud se u majitele kteréhokoliv z nich
potvrdi nakaza i A vas
kontaktuje pracovnik hygienické stanice.

obvykle.

Kdyz se potvrdi nékaza u vas, hygienickd
stanice bude kontaktovat véechny ostatni
uzivatele aplikace, s kterymi jste se potkali.

Nékolik nezavislych tU garantuje, ze
aplikace neodesild vase osobni idaje bez
vaseho védomi. Odeslete je vy sami a pouze
hygienikam.

POKRACOVAT K AKTIVACI

JAK TO FUNGUJE ﬁ* o ' ~

POZASTAVIT SBIRANI DAT

9:00

Moje data

Datum

7.4.2020
7.42020
7.4.2020
7.4.2020
7.4.2020
7.4.2020
7.4.2020
7.42020
7.4.2020
7.4.2020
7.42020
7.42020
O

* " 4100%0

SMAZATDATA @

Cas D

1917 1eb918
1916 1ebo18
19:16 1eb918
1915 1eb918
1914 Teb918
1914 1eb918
1913 Tebo18
1912 1eb918
1912 1eb918
1911 1eb918

ODESLAT DATA

19:10 1eb918

Erouska is active. The application

works in the background and

monitors the environment, please

do not quit it. Leave Bluetooth
turned on and work with your
phone as usual. Pause Data
Collection.

https://play.gooagle.com/store/apps/details?id=cz.covid19cz.erouska

9:00 v 4100%0

Kontakty

Mate podezreni na koronavirus?
Zistaiite doma a kontaktuje svého
praktickénho |ékare nebo prislusnou
hygienickou stanici

DULEZITE KONTAKTY

Potiebujete poradit?

Veskeré otazky a nejasnosti tykajici se
koronaviru by vam méli zodpovédét na webu
MZCR nebo na bezplatné infolince 1212

CASTO KLADENE DOTAZY

0 aplikaci eRouska

Potfebujete poradit s aplikaci nebo vas
zajima, jak funguje a jak zpracovavame
osobni udaje? Podivejte se na web
erouska.cz

PREJIT NA WEB EROUSKA.CZ

9:00 * T 4100%0

Népovéda 0 APLIKACI

Proc je eRouska potieba? Dokaze
mé vabec efektivné uchréanit pied
nékazou?

Cilem aplikace eRouska je zpomalit a

idedlné zastavit $ifeni nakazy. Poméha co
nejdrive izolovat potenciélné nakazené
osoby od ostatnich. Tim by méla umozZnit
postupné uvolfovani celostétni karantény

a snizit dopady pandemie na spolecnost

a ekonomiku CR. Aplikace na podobném
principu funguji i v dalsich statech a vétsinou
jsou velmi ucinnym prostfedkem v boji proti
Sifeni koronaviru

Aplikace eRouska je jeden ze tii koncepti,
které COVID19CZ pouziva, a je z nich
nejsetrnéjsi k soukromi. Aplikace se

pies Bluetooth spoji s dalsimi telefony s
eRouskou v nejblizsim okoli a ulozi jejich
identifikatory. Pokud bude pozdéji jeden z
uzivatell eRousky oznacen pracovnikem
hygieny jako nakazeny, epidemiologicky
model vyhodnoti, zda jste s nim byli v
kontaktu dost dlouho na to, aby bylo nutné
vas varovat a sméfovat k dal$imu vySetfeni.

9:00 v 4100%0

eRouska SDILET APLIKACI

Aplikace pracuje na pozadi a monitoruje
okoli, prosim neukonéuite ji. Nechte zapnuté
Bluetooth a s telefonem pracujte jako

obvykle.

Pfi podezreni zu vés budeme kontak

na Eisle +420 0 000. Pozédéme vés

anonymizovaného seznamu telefon, ktery
ef N

20i & monitoruje okok, prosim nevkcntuite ji. Nechte 23pauté Bluetooth
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4:58

< App Store

eRouska
‘2

Diky eRous$ce ochranite sebe i ostatni ve
svém okoli

Aplikace bude nepfretrZité monitorovat vase okoli
a zaznamendvat vSechny ostatni telefony
s aplikaci eRouska, ke kterym se priblizite.

Pokud se u majitele kteréhokoliv z nich potvrdi
nakaza koronavirem, telefonicky vas kontaktuje
pracovnik hygienické stanice.

KdyZ se potvrdi nékaza u vas, hygienicka stanice

bude kontaktovat vSechny ostatni uZivatele
aplikace, s kterymi jste se potkali.

Pokracovat k aktivaci

Povoleni Bluetooth

7o\

g |

eRouska pro spravné fungovani potfebuje
pouzivat Bluetooth
bth nikdy ne site, aby aplikace mo

Turn On Bluetooth to Allow
“eRouska"” to Connect to
Accessories

Settings Close

Povolit Bluetooth

4:58

< App Store

Povoleni Bluetooth

eRouska pro spravné fungovani potfebuje
pouzivat Bluetooth

Bluetooth nikdy nevypinejte, aby aplikace mohla
spravné fungovat.

Nasbirana data miZete odeslat pouze vy, a to ve
chvili, kdy vés k tomu vyzve pracovnik
hygienické stanice.

Povolit Bluetooth

IOS app, version: 1.1, accessed July 02, 2020

Povoleni Bluetooth
@@@
4 |

eRouska pro spravné fungovani potrebuje
pouzivat Bluetooth

Bluetooth nikdy nevypineijte, aby aplikace mohla

spravn

Turn On Bluetooth to Allow
Nashir:  “eRouska"” to Connect to
Accessories

chvili, k

hygien
Settings Close

Povolit Bluetooth




Oveérel Telefonni Cislo

Zadejte telefonni Cislo, na které vas bude
kontaktovat pracovnik hygienické stanice pouze
v pfipadé, Ze se u nékoho z vaseho okoli potvrdi
nakaza koronavirem.

+420

ro spravné fungovani potfebuje Potfebujeme ovéfit, Ze nejste robot Potfebujeme ovéfit, Ze nejste robot
etooth Souhlasim s podminkami
Aby eRouska chranila vas i vase blizké, musi ji \ Ska chranila vas <
th nikdv nevvnineite abv anlikace mohla pouzivat jen redini lidé. Proto vas potfebujeme I > 8
X ovéfit jednoduchym testem, ktery probéhne bez ugRouska” Would Liketo  1e bez eadanymeletonnl i Al s iyl
Zapnéte Bluetooth %eho zasah d You Notificati aplikace podle podminek zpracovani za tceler
vaseho zasahu. snidaitinlon o P
s Bez zapnutého Bluetooth nem(izeme Sen ) O OFI jcaions epidemiologického Setfeni
Nasbir Vytvafet seznam telefon(i ve vagem 3 to ve Notifications may include alerts,
chvili, } okoli. Stadi, abyste klepli na tlagitko ,Pokragovat”, SENTERS, EIFCI e (BEE S, MREED GE
e 25 o ” be configured in Settings.
hygie eRouska se spoji se serverem a za$le vasemu
oK telefonu ozndmeni pro automatické ovéreni,
které je nutné povolit. Tak vas jednoduge S Don't Allow Allow
ovéfime.

spravn

Pokracovat

2

5

JKL

8

TUvV

0

Povolit Bluetoot! Pokraéovat
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A propos

Bienvenue Activé

StopCovid contribue & votre protection

ot & colle dos autres
F 9

.

SA op
“*. STOP .. S Q
@

CovID

sll 1| lle

L
Pros nos proches, prot Jo désactive StopCovid

et protégeons les autres
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8:55

< App Store

Welcome

e STOP i
CovID

&/l 1\ "f

Let’s protect our loved ones, ourselves and
everybody else

Use StopCovid to help fight the pandemic by
reducing transmission risks.

8:55

< App Store

<

It’s simple!

Activate the app

StopCovid uses your phone’s Bluetooth connection to
detect other users' phones that are close to yours.

Send me alerts

You will be alerted if you have been in close contact
with a user who has tested positive for COVID-19.

Protect my loved ones and everybody else

If you test positive for COVID-19, the test results will
come with a code to be scanned or entered manually
to send anonymous alerts to the users you have met.

Continue

8:55

< App Store

<
Confidentiality

Your privacy is protected

StopCovid complies with the General Data Protection
Regulation.

More information about the GDPR

How the data sharing works

StopCovid uses your phone's Bluetooth connection
only. It does not record or share your location
information. The Bluetooth connection is used to
estimate the distance between two phones based on
a statistical model.

What data are shared and why

The data shared between two phones over their
Bluetooth connections are temporary pseudo-
identifiers.

Pseudo-identifiers are renewed automatically every
15 minutes. They can be a string of numbers, letters
and symbols that cannot be used on their own to
identify a person.

The application shares these data with the server
managed by the Ministry for Solidarity and Health, but
only if you test positive and only if you give your
consent. If you do, then other users’ apps can

Accept

App iOS version 1.1.1., accessed July 02, 2020
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< App Store

<

Detection
°

; L

2 !?

Allow "Bluetooth contacts"

StopCovid needs to use your phone’s Bluetooth
connection in order to work.
No location data are shared or recorded.
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< App Store

Detection

“StopCovid” Would Like to
Use Bluetooth

StopCovid needs Bluetooth to get an
estimate, based on a statistical model,
of the proximity between two phones.

Don't Allow OK

8:56

< App Store

<
Notifications

S
k]

——

— )
]

Receive push notification if you are at risk

If you have been in close contact with a user who is
reported positive (exposure at less than one metre
lasting 15 minutes or more), you will be alerted.

StopCovid will then give you the recommendations
from the Ministry for Solidarity and Health.

Allow push notifications

Notifications

8:56

< App Store

<
Don’t forget!

Barrier gestures are critical

Wash your hands frequently

Cough or sneeze into you elbow or
into a tissue

“StopCovid” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These can .
be configured in Settings. t risk

Use single-use tissues and throw
them in the bin

Don't Allow Allow

u the recommendations
Avoid touching your face

will then give y
Solidarity and Health

from t

Keep a distance of at least one
metre from others
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< App Store

Attention

You have not activated StopCovid yet

Activate StopCovid to be informed and inform others
about contamination risks. Play an active role in
fighting COVID-19.

You can activate or deactivate StopCovid at any time.

@ Confidentiality

Manage my data

To run StopCovid, you need to activate Bluetooth and
push notifications in settings by tapping here

&)

Protect Report me

8:56

< App Store

Report me

Has your COVID-19 test come back positive?
You have received a code with your test results:
please scan or enter the code so that the users you

have met can be alerted.
Take good care of yourself!

Scan the QR code

Enter the code

9 S &)

Protect Report me

8:56

< App Store

Share

The more of us use StopCovid, the better we
are protected

We need you. The impact that this app has on

fighting COVID-19 depends on you! Please share it
with your friends and family.

Share the app

© &

Protect Report me

8:56

< App Store

Attention

You have not activated StopCovid yet

Activate StopCovid to be informed and inform others
about contamination risks. Play an active role in
fighting COVID-19.

You can activate or deactivate StopCovid at any time.

@ CcConfidentiality

Manage my data

To run StopCovid, you need to activate Bluetooth and
push notifications in settings by tapping here

e

Protect Report me Share
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< App Store

<
Confidentiality

Your privacy is protected

StopCovid complies with the General Data Protection
Regulation.

More information about the GDPR

How the data sharing works

StopCovid uses your phone’s Bluetooth connection
only. It does not record or share your location
information. The Bluetooth connection is used to
estimate the distance between two phones based on
a statistical model.

What data are shared and why

The data shared between two phones over their
Bluetooth connections are temporary pseudo-
identifiers.

Pseudo-identifiers are renewed automatically every
15 minutes. They can be a string of numbers, letters
and symbols that cannot be used on their own to
identify a person.

The application shares these data with the server
managed by the Ministry for Solidarity and Health, but
only if you test positive and only if you give your
consent. If you do, then other users’ apps can
connect to the server to find out if they have been
close to your phone. If they have, the users will
receive an alert that they have been exposed to a
contamination risk and they will be encouraged to
contact their doctors.

The users receivipgdhe alartwill haye no information

8:57

< App Store

<
My data

My data on this phone

This will delete all of the information about "Bluetooth

contacts " collected and stored on your phone

Delete from my phone

My data on the server

This will delete all of your own pseudonyms that have

been shared with other phones and uploaded to the
server.

Delete from server

My alerts

Whenever you have close contacts with users who
have tested positive, you receive alerts. Attention,
this will delete all of the alerts.

Delete my alerts
Quit StopCovid
You can stop using StopCovid and delete all of your

personal information at any time.

Cancel registration

8:57

< App Store

Close

i STOP

Y4

Version 1.1.1 #60

StopCovid

About StopCovid

This app was developed by the StopCovid team under
the supervision of the Ministry for Solidarity and
Health and the Ministry of State for Digital Affairs.
StopCovid team: Inria, ANSSI, Capgemini, Dassault
Systémes, Inserm, Lunabee Studio, Ministry for
Solidarity and Health, Orange, Santé Publique France
and Withings.

More about StopCovid

Questions - Answers

Give your opinion

Report me

“StopCovid” Would Like to

Access the Camera

StopCovid needs to access your
camera in order to flash a QR code.

Don't Allow OK

8:57

< App Store

Close Enter the code

Your code

Please enter the code you have received with
your test results.

This code is random and does not contain any
personal information. It is valid for 60 minutes.

En(er code here

sitiv

Validate




Germany
Corona Warn App



.~ CORONA Protect yourself and
b ALY protect us all
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https://play.google.com/store/apps/details?id=de.rki.coronawarnapp

Check whether you had
encounters with infected
persons
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https://play.google.com/store/apps/details?id=de.rki.coronawarnapp

Learn how to act correctly

The app records your Users register their coronavirus
in every situation encounters - but no tests anonymously
personal data and warn others
.

IOvaIm
X Your Rk Lavel

Low Rk

O  Weponm ourew
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Cacsmert wih (R cods
et Today L4 AN
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Easily request your test
result via the app

Share the app with
family and friends
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Screens

Thadat

Gemeinsam
Corona bekampfen

Niedriges Risiko

S
®

Figure 1: Ul Screens for Google Android (high-resolution images)

Niedriges Risiko L]

Screen Descriptions

Niedriges Risiko
- 1. This is the first screen (Android, iOS) that a user sees when launching the app for the first time. It describes the purpose of the app
and is only displayed once after the very first app start.

2. The home screen (Android, iOS) is the entry point to the app for further starts. It provides the user with the current risk status. In
case of a positive test, it offers the opportunity to submit the diagnosis keys to the server with a QR code or a TeleTAN. Further, it
allows the sharing of the app with others, offers additional information, as well as the app setting button.

3. The detailed view (Android, iOS) of the risk level repeats the information displayed on the home screen. It provides the user with
behavioral recommendations in line with his current infection risk. Moreover, it explains how the infection risk was determined.

4. The settings of the risk calculation screen (Android, iOS) can be accessed via the home screen as well as via the application
settings. It explains the risk calculation and allows users to control it. In case of a significant malfunction of the risk calculation (e.g.
the deactivation of Bluetooth) the user will be informed and provided with a solution.

Figure 2: Ul Screens for Apple iOS (high-resolution images)

https://github.com/corona-warn-app/cwa-documentation/blob/master/ui_screens.md
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Ghana
GH COVID-19 Tracker



https://ghcovid19.com/
https://www.youtube.com/watch?v=EiJIO45Vya0

Government of Ghana

GH COVID-19 Track

Easy to use, digjtal tool to help
you assess and

self report your symptoms
for COVID-19



https://ghcovid19.com/
https://www.youtube.com/watch?v=EiJlO45Vya0

Govt. of Ghana COVID-19 Tracker

This app does not give health advice but it allows
you to assess your symptoms and help control the
spread of COVID-19. Please visit the Ghana Health

Service website if you need health advice

03123456788

CV Click here to view and agree the T g
and Privacy Policy e

https://www.youtube.com/watch?v=EiJIO45Vya0
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https://www.youtube.com/watch?v=EiJlO45Vya0

9 GH COVID-19 Tracker

Thank You

9 GMH COVID-19 Tracker

About you

9 GH COVID-19 Tracker

COVID-19 status

17 of
5 2

Have you had close contact with sSomeone
suspected of having or had COVID-19 infection
such as family members, colleagues or others?*

Please select an option

https://www.youtube.com/watch?v=EiJIO45Vya0
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@ GH COVID-19 Tracker

Govt. of Ghana COVID-19 Tracker

This app does not give health advice but it allows

you to assess your symptoms and help control the

spread of COVID-19. Please visit the Ghana Health
Service website if you need health advice

Allow “"GH COVID19 Tracker”
to use your location?

Allow GH COVID19 Tracker to use your
location to evaluate the impact of = +233
COVID19 in your region

Click here to view and agree the T&C's
and Privacy Policy

Powered By Ministry of Communications

iI0S app version 1.0.3 (last on Google Play), Accessed July 02, 2020

173



lceland
Rakning C-19


https://www.covid.is/app/is

Sladu inn
simanumerid pitt

Pu faerd sidan senda

Allow “Rakning C-19" to
access your location?
“Rakning C-19" Would Like to 2 ) C-19 use r locat
Send You Notifications

ications may include alerts

rsght have

n badges. These can be
»d in Settings

3
Allow “Rakning C-19" to also pU

RAKNING ... . RAKNING .5 access your location even VEITIR
when you are not using the LEYFI
app?

Rakning C-19 uses your location ¥«

9

track who you meght have come in

ntact with who is nfected

Iceland - Authentication, Location, Notifications




BEIDNI
SEND
iapPID

Rakning C-19
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L 3O 9. & 909

Rakning COVID-19 Rakning - CO 9 Sladu inn
simandmerid pitt

Hjalpum rakningateymi Almannavarna ad rekja
hugsanleg COVID-19 smit 4 Islandi Hjalpum rakningateymi almannavarna ad
rekja hugsanleg COVID-19 smit 4 [slandi. y ; . ;

j g 3 b feerd sidan sendan kéda sem pu slaerd

Afram a islensku inn i naesta skrefi.

Hvernig virkar appid og hvada

upplysingar geymir pad? = +354 bI’MANRA
Sledzenie COVID-19 Appid vistar ferdir pinar og geymir paer med
Pomoc Obronie Cywilnej w $ledzeniu potencjalnych 6ruggum haetti i taekinu pinu. [ akvednum Egs

stad:

infekgji COVID-19 na Islandii tilvikum getur rakningateymid sent pér

tilkynningu og bedid pig um ad senda peim
Przeslij do polskiego - gognin. ba getur pi med einum smelli sent [ : ™ ‘
gognin til rakningateymis almannavarna.

Er pad gert til ad audvelda rakningu smita
medan 4 COVID-19 stendur. 1

Tracking COVID-19 Teakid geyinir stal

Help the Civil Protection Team to track potential LR Embaetti @ I Ty IR 4 GHI 5
COVID-19 infections in Iceland landieeknis .
7. g Leyfastadsetningu

Continue in English E Skra mig f rakningu 0og tilkynningar
xiat
Appid mun 6ska eftir heimild til ad skra
“ m n ek aie
mikilvaegt ad velja i ferlinu moguleikann

~Allow all the time*.

30O ¥ 910 o 6

Rakning i gan

Vel gert! PG ert ad leggja pitt af morkum vid
smitrakningu COVID-19.

Upplysingar um COVID-19

A heimasidunni covid.is er ad finna ymis
Allow Rakning C-19 to 800 rad og traustar upplysingar.
access this device's

location?

DENY ALLOW

Hvernig fordast ég smit?

Maoguleg smit?
Einangrun, hvernig virkar han?
Séttkvi, hvernig virkar han?

éfﬁ;i‘?‘é’“s Ollx&oclsmus‘uomnn
https://play.google.com/store/apps/details?id=is.landlaeknir.ra “



https://play.google.com/store/apps/details?id=is.landlaeknir.rakning

10:31 w T @)

Rakning -
COVID-19

Hjalpum rakningateymi Almannavarna ad
rekja hugsanleg COVID-19 smit & islandi

=T
English
Espafiol
Filipino
Frangais

Lietuvigkai

Afram 4 islensku

9)

10:31 -

Tracing -
COVID-19

Help the Civil Protection Team to track
potential COVID-19 infections in Iceland

islenska
Espafiol
Filipino
Frangais

Lietuviskai

Continue in English

(]

10:32 all T @)

-1 Back

Tracing -
COVID-19

Let’s help the Department of Civil Protection
and Emergency Management’s Contact
Tracing Team to trace potential COVID-19
contagion paths in Iceland.

How does the app work, and what
information does it store?

The app saves your movements/locations data
and stores them securely in your device. In
certain instances, the Contact Tracing Team
may send you a notification and request that
you forward them the data. Then you can send
the data to the Team with a single click. This will
make it easier to trace the spread of COVID-19
while the epidemic is ongoing.

Your device stores your location data for the
past 14 days. Older data are deleted

@ RIKISLOGREGLUSTJORINN

Sign me up for tracing

iOS app version 2.0.0, accessed July 02, 2020

10:32 -

-] Back

Enter your phone
number.

You will then be sent a code, which you will
enter in the next step.

i=+354 TELEPHONE

| agree to the app's Privacy Policy and that location
data will be stored on the phone.

»)
u
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India
Aarogya Setu



Each one of us has the power to help
prevent the spread of the Coronavirus

pandemic in India

<4y

Would you like to be kept informed if you
have ¢ d paths with someone who has
ted COVID-19 positive?

Aarogya Setu tracks, through a
Bluetooth & GPS generated social graph
your interaction with someone who could

have tested COVID-19 positive

Simply,
1. Install the app
witch on Bluetooth & GPS
3. Set location sharing to ‘Always

nvite your friends and family

to install the app.

You will be alerted if someone you have
e in close proximity of, even
y, tests COVID-19 positive

QU

The app alerts are accompanied by
nstructions on how to self-isolate and what
to do in case you develop symptoms that

may need help and support

With Aarogya Setu, you can protect
yourself, your family and friends, and help

our country in the effort to fight COVID-19

If we are safe, India is safe.

Screenshots in english
https://play.google.com/store/apps/details?id=nic.goi.aarogyasetu
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https://play.google.com/store/apps/details?id=nic.goi.aarogyasetu
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Open Aarogya Setu app on your smartphone

v

Aarogya Setu
AgEa | eEEa | e g

———

Government of India

Now, choose the desired language and tab Next

The app supports 11 languages-- English, Hindi, Gujrati, Marathi, Punjabi,

etc.

Plase stact your anguage
oo e gt
engin

w0

e

s

acmon.

Now, tap on the Register Now button at the last slide of the information

page

Allow all the necessary permissions<br>

As already mentioned, the app uses Bluetooth and location data to

work, need to provide access to these services.

At the next screen, enter your phone number, tap Submit.

« oo

Enter OTP manually or wait for the app to detect to automatically

Now, the app will ask for some necessary details such as name, age,

sex, profession and your travel history in the last 30 days. Tap Submit

Users can also volunteer in the time of need by checking the box at the

Personal details page.

8. After this, the app will redirect to the homepage of the app, where it
will show the level of risk you have, So, if it is marked in Green with a
text saying 'You are Safe' then there's nothing to worry about.

[ ]

J— o

[FRe——

Aarogya Setu app: How to use Self Assessment Test

To use this feature, tap on the option and then the app will open a chat window

where it asks some questionnaire related to the user's current health and
symptoms such as Gender, Age, Are you experiencing any of the following

symptoms, etc.

More information on COVIDIO.

[0l

Aarogya Setu app: How to access Covid-19 Help Center details

Tap on the Covid-19 Helpcenters button and scroll down to location once in your

city.

Bo propared but don't panic

Andtva radesh

@ ossozioon

L selfAssessment Test >

More information on COVIDIS.

Q@ seossran
hssam

@ s
-

oo
r—
X3

oon

oo

Suarat

https://www.gadgetsnow.com/how-to/how-to-use-governments-official-coronavirus-tracking-ap

p-aarogya-setu/articleshow/74965369.cms

Aarogya Setu app: How to share the app so that others can install the app

Tap on the Share & Protect Others button from the bottom of the app, choose
the medium such as SMS, WhatsApp, then choose the contact you want to share
the app with and then send the message.

X conosapeemers >

st ot >

ors informationon COVIONS



https://www.gadgetsnow.com/how-to/how-to-use-governments-official-coronavirus-tracking-app-aarogya-setu/articleshow/74965369.cms
https://www.gadgetsnow.com/how-to/how-to-use-governments-official-coronavirus-tracking-app-aarogya-setu/articleshow/74965369.cms

q’ App Permissions < qﬂ Aarogya Setu @ '.ﬂ

. Please check the app regulany to stay updated
e Device Location
2w rwcmemetdedd that geu el el location enasing
Mlaayw’. Yo can charge as anytove Later Be pnpand but (bl'l't F‘"‘c
With trnsly mwdicad intervention and salety and
o Bluetooth
hyglane we can beat the speead of Coronavirys.
Vanftom pout device s jrucenily o another mobis devce
% 10 resnmremesded that yie keep it 6n & all bmes Plodsn soucule yourss(l, senrchie coution snd do
not panic
Data Sharing
rour Data wili bee sharail fetdy with the Covernmpst &4 ’ "
The App ddes ol Wilw yOur NEME NS sumbder 10 be
Aacioesd 10 the gultbe of v ge & any e
W Asrogys Suty, pou can protyet yoursel!, Self Assessment Tost
yout farmily and Mends, and hels our sountry Q T 2

In the effort 1o fight COVID-19 F 00 Wkt ke 0 COOTrmUTE 0 4 Mefer dia planse
Gl puwr o e il e TOA M1 Sn ol he
Y g 2 The Dutton below.

Leam mare about COVID-19 >
CoVID- Y
- 1 Agree
Sufety Y
i D < i O < i O <

https://www.google.com/url?sa=i&url=https %3A%2F %2Fwww.indiatvnews.com%2Ftechnology%2Fnews-aarogya-setu-mobile-ap
p-how-to-use-aarogya-setu-where-to-download-android-ios-app-coronavirus-covid-19-tracking-by-government-605469&psig=AOv
Vaw3EfBzk5UX_Fr3wmOtBnHkj&ust=1591572850304000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCliozYWt7ukCFQAAA
AAJAAAAABAH
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Govt Launches ‘Aarogya Setu App’
a Bluetooth-based () COVID-19 Tracker

The app will alert The App is
usars if thoy by
come in design &
proximity o an available n
infected perscn Android & 05
Infol The App has
about best highly scalabcie
practices & architecture & Is
relevant available in 11
advisories languages
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Foghh

e

Pae)

Bl

® -
oo -
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i

o
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e o

S

Narendra Modi @ @rarendramod] - Ape & v

Sety Is an important step i fight against COVID-19. By
leveraging technology,  provides imacetant information. As more and
mare peaple use it, it's elfectivaness will ncrease, | urge you all to

e Q Aarogya Setu

apos.apple.comfin/appfaarogya. 0 5§ COVID-1 CONOCT 1hacng Cpp -~ SO0 and 30610
=
s , '. '.
2 * [ ¥
2 %} v

paygeogle.comistare/aprsidet

Noha meets 3 few people during her Aarogya Setu, through Bluetooth and
visit to the market, she may not know GPS, creates an anonymous and
them or their health social graph of her

Q 8K 13 &K (W & interactions
W Loy

1t one of these peaple is diagnosed Covernment sends curated advisory to
COVID-19 positive, Aarogya Setu all those who may be at risk, and
traces all contacts in fast 14 days and proactively reaches out to them with
assosses risk of Infection neccessay medical interventions

Necw informstion an CONOM

U e st GO >

ceesm o0 e oo > ® Privacy-first by dosign; user data doleted after 30

bt s g 2t GOV > ’ days; avallable in TV languages

® Live since 2nd April 2020
- - — * Used by 30 milllen Indians already (and growing)
m——— = ; ® Built by India’s best, In public-private partnership,
for Indla

https://www.google.com/url?sa=i&url=https%3A%2F %2Fwww.news18.com%2Fnews%2Ftech%2F pm-modi-says-aarogya-setu-c
an-facilitate-travel-future-of-the-app-beyond-covid-contact-tracing-2575491.htm|&psig=AOvVaw3EfBzk5UX_Fr3wmOtBnHkj&ust=
1591572850304000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCliozYWt7ukCFQAAAAAJAAAAABAS
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Helpusto
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2

‘Gov
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Govt Launches ‘Aarogya Setu App’
a Bluetooth-based 0 COVID-19 Tracker

o

The app will alert
users if they
comein
proximity to an
infected person

Inform users
about best
practices &
relevant medical
advisories

https://www.google.com/url?sa=i&url=https %3A%2F %2F twitter.com%2F mygovindia%2F status %2F 1245745090401726468&psig
=A0vVaw3EfBzk5UX_Fr3wmOtBnHkj&ust=1591572850304000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCliozYWt7ukCF

QAAAAAJAAAAABAS

With Aarogya Setu, you can protect
yourself, your family and friends, and help
our country in the effort to fight COVID-19

If we are safe, India is safe.

The App is
privacy-first by
design &
available in
Android & iOS

=)

The App has
highly scalable
architecture & is
availablein 11
languages
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Iran
Mask.ir
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You must be 16 or older to use this app

e .
4
C&VID
TRACKER -
With COVID Tracker you \ -

cando 3 things to help
fight COVID-19:

Contact Tracing
Help contact tracing, protecting your privacy.

COVID Check-In
Check your symptoms every day.

Updates
Keep up to date on the fight against COVID-19.

If you tap Get started, you are accepting the Terms &
Conditions

Get started

Your data

The COVID Tracker app protects your privacy and
does not share personal information about you with
other app users. Your identity will never be revealed
to other app users.

Any personal data you provide will be processed in
line with GDPR and data protection law. You can read
more about this in the Data Protection Information
Notice below. Your data will only be used in relation
to the COVID-19 pandemic response as set out in the
Data Protection Information Notice.

If you need to be alerted, the app will start this
process with a secure in-app notification. Separate to
using this app, the HSE contact tracing team may
phone you if someone with COVID-19 identifies you
as a close contact. If you have a COVID-19 test, the
HSE will contact you by text or by phone with results.

Take care with any suspicious phone calls, emails or
texts asking you for personal information. The HSE
will not ask you for personal information by text or
email.

@ You can read the Data Protection Information
Notice here

You can view this notice at any time in Settings. If
you do not want to continue, close and delete the
app. If you consent, tap Continue to proceed.

App Metrics

The HSE would like to understand your use of the App
for the purpose of improving it.

The app will collect anonymous metrics about how
you use the app and the effectiveness of Contact
Tracing processes.

This information is gathered by the HSE directly and
does not use any third parties to gather metrics. This

information is only gathered with your consent and
cannot be used to identify you.

@ You can read the Data Protection Information
Notice here

permissions in Settings at any time.

, | cons

No thanks

| If you change your mind, you can change these

lam 16 or older
| am under 16

iIOS app accessed July 20, 2020
Version 1.0.1
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TRACKER TRACKER
Data Protection Information Notice Contact Tracing
Version 1.01 - Updated 13/7/2020 - Section 9.1 Contact tracing helps prevent
updated to reflect that two of the third party data the spread of COVID-19.

processors listed do not have access to user data.

1.Introduction This app supports the work of the
= HSE’s Contact Tracing teams, but
those teams may also contact you
as part of manual contact tracing.

The purpose of this privacy information notice is to
explain how the COVID Tracker App (the ‘app’) works,
what data is collected by the app, who has access to

that data and the purposes for which the datais used. E::eagge‘::Iilul-lscelgsdeycoounia(:clt‘)\fv?tizro]triztoﬁleexl-:fofa‘; Use “COVID Tracker Ireland”
This notice also provides you with information about tested positive forthe viras for Exposure Notifications? “COVID Tracker Ireland”
your data protection rights under data protection law, p } Only one app can notify you of Would Like to Send You
including under the EU General Data Protection 7 Bt S —— J potential exposure. Other apps' ability Notifications

i i < ” o enable Contact Tracing for this app you need to to send exposure notifications will be )
Regulation (EU Regulation 679/2016) (‘the GDPR). furmond e st e ot TR T e A,
The app is available to download for free from the signal strength associated with sounds, and icon badges. The:
Apple App Store and the Google Play Store. Use of possible exposur Il be shared with be configured in Settings.
the app by you is completely voluntary - it is your Exposure Notification Service “COVID Tr: reland”.
choice to download it, your choice to keep it on your
device, your choice to opt-in to and use the different and to get an alert you need to turn on:

services that are available on the app, and your choice

to delete it. You will never be required to use the app

inorder to access other services from the HSE or

Department of Health. You will be given a separate

opt-in (consent) for each service that processes your |

Notifications

If you change your mind, you can change your

personal data in the app. You can withdraw your permissions in Settings at any time.

consent(s) at any time.

The app runs on iPhones that support iOS 13.5 and

higher, and Android phones running Android 6.0 and s

higher. The app is not intended for use by persons
under 16 years of age, as they are considered not to

have reached the digital age of consent. You will be

asked to confirm that you are 16 years or older after Maybe later
you download the app.

2.The Data Controllers

iIOS app accessed July 20, 2020

Version 1.0.1
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Contact Tracing
follow-up call ‘

If someone you've been in
close contact with tests
positive for COVID-19, the
app will send you a Close
Contact Alert. The HSE will
also phone you if you
provide your number
below.

The HSE may also phone if you are identified as a
close contact by manual contact tracing. The HSE will
give you advice and refer you for testing if
appropriate.

The app will only share your phone number with the

HSE if you get a Close Contact Alert. You can enter
your number below, or add it later in Settings.

Your country code

Ireland (+353)

Your phone number (optional)

‘ Your number ‘

Yes, | want to op

No thanks

CLVID

TRACKER Settings

#¥  COVID Check-In

! Let us know if you have )
4"  symptomstoday

Today's fight

g 4014

Total Check-Ins today
— 98% Feeling good

2% Some symptoms

Latest update
The national picture
’ Tap for county breakdown )
¢ 25766
Total confirmed cases
(5) 1753
(7 O @ 2
Updates COVID Contact Share app
Check-In Tracing

iIOS app accessed July 20, 2020

Version 1.0.1

TRACKER Settings

COVID Check-In

Hithere )

COVID Check-In allows everyone using the app
to check symptoms and get advice. It also helps
the HSE to map and track how COVID-19 is
affecting Ireland.

The COVID Check-In does not reveal your
identity. You can share your age, sex and locality
to help make the information more useful for
public health analysis.

The COVID Check-In also keeps a record on your

phone of any symptoms you've had, so you can
check back and review at any time.

Yes, I'd like to use COVID Check-In

@ You can read the Data Protection
Information Notice here

lils "
Updates COVID Contact Share app
Check-In Tracing

TRACKER Settings

Contact Tracing

Contact Tracing not active

You need to enable Exposure notification
service in your settings

4 * |||| * |

1,374,714

App registrations
since launch

[ ) @ ;
Updates COVID Contact Share app
Check-In Tracing
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TRACKER

. @

1,374,714

App registrations
since launch

Settings

The more people we can get using this app the
more effective our Contact Tracing effort will
become. Share the app to help us reach our goal.

Share app

Close contact information

What to do if you are told you are a close

contact of someone with COVID-19.

Upload your Random IDs

For use only if the HSE contacts you.

@
Updates COVID Contact
Check-In Tracing

Share app

1,374,714

App registrations
since launch

—I—I Join COVID Tracker Ireland to fight against
CoVvID-19

AirDrop

Copy

Add to Readin

LastPass —

iIOS app accessed July 20, 2020
Version 1.0.1

COVID Check-In

q}\ Let us know if you have
L)

symptoms today

Today's fight

4,014

Total Check-Ins today
98% Feeling good

2% Some symptoms

Latest update

The national picture

Tap for county breakdown

£y 25,766

Total confirmed cases

ey 1,753

I L
Updates COVID Contact
Check-In Tracing

Settings
’ 8,
-
800
600
> 400
200
28
FEB
lh
Share app Updates

25,766

Total confirmed cases

1,753

Total deaths

3,343

Number hospitalised

437

Required ICU

Daily confirmed cases

29 26 24
MAR APR MAY

How COVID-19 is spreading

A
COVID Contact
Check-In Tracing

Settings

19
JuL

Share app
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TRACKER Settings TRACKER TRACKER TRACKER
-
Number hospitalised . .
HBERAGSPIAEE Settings Contact Tracing COVID Check-In
= 437
k= Reaui . Status Your settings will be visible here as soon as you
equired ICU Contact Tracing > do your first Check-In.
Service is not active .
i COVID Check-In » To update your permission settings, go to your
Daily confirmed cases device's app settings.
Data Protection Information Notice > Go to COVID Check-In
Update settings
Terms & Conditions >
) Call Back
App Metrics b
If someone you've been in close contact with tests
28 29 2 2 21 19 Leave 5 positive for COVID-19, the app will send you a Close
FEB MAR APR MAY JUN JuL Contact Alert. The HSE will also phone you if you

provide your number below.

The HSE may also phone if you are identified as a

How COVID-19 is spreading close contact by manual contact tracing. The HSE will
give you advice and refer you for testing if
appropriate.

32% . ity transmissi
ommunity transmission The app will only share your phone number with the

HSE if you get a Close Contact Alert. You can enter

66% Ciose contact your number below.
Your country code
2% >
Travel abroad Ireland (+353)
COVID-19 Health Surveillance Monitor (Ireland) Your phone number (optional)

Community Transmissions, no known close contact
Confirmed cases last update: 8PM 19/07/2020

Cases profile last update: 8PM 17/07/2020 ‘ Your number
1M { @ 2
Updates COVID Contact Share app Pt
Check-In Tracing App versioniOS 1.0.1.44 Confirm

iIOS app accessed July 20, 2020

Version 1.0.1
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Data Protection Information Notice

Version 1.01 - Updated 13/7/2020 - Section 9.1
updated to reflect that two of the third party data
processors listed do not have access to user data.

1. Introduction

The purpose of this privacy information notice is to
explain how the COVID Tracker App (the ‘app’) works,
what data is collected by the app, who has access to
that data and the purposes for which the data is used.
This notice also provides you with information about
your data protection rights under data protection law,
including under the EU General Data Protection
Regulation (EU Regulation 679/2016) (‘the GDPR’).

The app is available to download for free from the
Apple App Store and the Google Play Store. Use of
the app by you is completely voluntary - it is your
choice to download it, your choice to keep it on your
device, your choice to opt-in to and use the different
services that are available on the app, and your choice
to delete it. You will never be required to use the app
in order to access other services from the HSE or
Department of Health. You will be given a separate
opt-in (consent) for each service that processes your
personal data in the app. You can withdraw your
consent(s) at any time.

The app runs on iPhones that support iOS 13.5 and
higher, and Android phones running Android 6.0 and
higher. The app is not intended for use by persons
under 16 years of age, as they are considered not to
have reached the digital age of consent. You will be
asked to confirm that you are 16 years or older after
you download the app.

2.The Data Controllers

{Back C&VID

Terms & Conditions

Please read these terms of use carefully. By
downloading the COVID Tracker App, you agree to
these terms.

Introduction

These are the terms of use for the COVID Tracker
App (also referred to as “the App”) which is being
made available by the Irish Health Service Executive
in conjunction with the Irish Department of Health,
for people across the island of Ireland. The

App is designed to assist in tracing cases of Covid-19
and to provide information about the virus and steps
for controlling the spread of the virus.

Please read these terms of use in conjunction with the
Privacy Information Notice for the App, available to
view here http://www.covidtracker.ie . See further
about the Privacy Information Notice below.

References to “we”, “us” or “ours” in these terms of
use are to the Irish

Health Service Executive (HSE), which is the owner
and licensor of the COVID Tracker App. References to
“you”, “your” or “user” refer to the person who has
downloaded the App onto their device for their own

personal use and who uses the Services.
What the COVID Tracker App does

The COVID Tracker App provides the following
services (the Services):

The app gives you the option to use some or all of
these features and

you can enable or disable each of these features
separately within the app settings. App settings also
gives you the ability to remove or update any
information you provided to the app, at any time.

Contact Tracing ee—————

iIOS app accessed July 20, 2020

Version 1.0.1

{Back C&VID

App Metrics

The HSE would like to understand your use of the App
for the purpose of improving it.

The app will collect anonymous metrics about how
you use the app and the effectiveness of Contact
Tracing processes.

This information is gathered by the HSE directly and
does not use any third parties to gather metrics. This
information is only gathered with your consent and
cannot be used to identify you.

@ You can read the Data Protection Information
Notice here

Share app usage statistics O

{Back C&VID

Leave

Thank you for helping us fight COVID-19. We're sorry
to see you go. When you tap 'l want to leave' we will
remove all data stored by the app from your device
including a mobile number, if you have shared one,
symptom data and any demographic health data you
may have shared. Non-identifying authorisation
tokens stored on the server will also be deleted.

Random IDs created or collected by Exposure
Notification Services cannot be removed by the
COVID Tracker app. If you wish to remove these
Random IDs you can do this via your device Settings.

@ You can read the Data Protection Information
Notice here

I want to leave
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Rialtas na hEireann
ent of Ireland

Stay Safe

Protect each other
from coronavirus
(COVID-19)

Easy to use

Set the app up and it works
in the background

CoVID

TRACKER

With COVID Tracker you
cando 3 things to help
fight COVID-19:

Contact Tracing
COVID Check-In

Updates

Conditions.

Help contact tracing, peote

Keep up to date on the fight against COVID-19.

f you tap Get started, you are

]

"W

-~

-

ecting your privacy.

Check your symptoms every day.

accepting Terms &

Contact Tracing

Help reduce the spread
of coronavirus

R setties

Contact Tracing

0

@  Contact Tracing active

App registrations

https://play.google.com/store/apps/details?id=com.covidtracker.hse

Check your symptoms

Track how you are feeling

each day

COVID

TRACKER
[ad COVID Check-In
Today's fight

9 12,329
Total Check

Ins today

w80 % Fecing sood
Latest update
’ The national picture

o 25334

Tl
Updates

® 20 % some symptom

Settings

Latest updates

if needed

<ok CQVID

TRACKER

Cases by county

Carlow
Cavan
Clare
Cork
Donegal
Dublin
Galway
Kerry
Kildare
Kilkenny
Laois
Leitrim
Limerick
Longford
Louth

Mayo

Get the latest facts plus health advice

Settings
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About the App

Stay safe. Protect each other.

To help the country through this crisis the
COVID response app has three functions:
contact tracing, symptom tracking, and
news & information.

Contact Tracing

The app records if users are in close contact with
ancther app user. If an app user tests positive for
COVID-19 the app will alert other app users that
have been closer than 2 metres for more than
15 minutes. If users choose to share their phone
number, the HSE can phone to tell them what they
need to do to keep themselves and others safe.

Symptom Tracking: Daily Health Check-in

Users can help slow the spread of COVID-19 by
telling the HSE how they are feeling every day.
Anonymous information about how many people
have symptoms, at any time, helps us map and
predict the spread of the virus. If users do have
symptoms, then the app will give them advice on
what to do.

Definitive Source of News & Information

The app will also give users easy access to the
latest facts and figures about COVID-19 in Ireland
and signpost them to information that will help
them care for themselves if they are sick.

3

https://qithub.com/HSEIreland/covidtracker-documentation/blob/master/documentation/COVID

Contact Tracing

= il = -
FRUR e
Contact Tracing

0

Symptom Tracking

caviD

TRACKER

Welcome back
Hows are you feeling today?

F'm good, no symptoms

V'm ot feeling well today

)

Settings

News & Information
el | T -
CRNR et
Latest update

The national picture N
Tap for county beeakdown

25,303

Total confirmed cases

3

>
+
=

@ Contact Tracing active Today's fight
Apniuaive v 12,329 Number hospitalised
stos. Total Check-lns today
o = 80 % recling good Reguired ICU
o - 20 % some symptoms
ANE S ] 14 5 % Daily confirmed cases.
raz
The more people we can get using this app Latestupdate :
the more cfective aur contact tracngs effert &
will Bacame, Shara the app to help us reach s )
our god 203 _/}f/‘l
o  Thenational picture N
M (©] FE Tty e €] P Il 8
yt Contact Sharwapo tes covic ot Srome o WL
Sy ) \M 2 g e\ SN

%20Tracker%20App%20-%20Product%20Explainer v1.0.pdf
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Contact Tracing

Contact tracing using the app reduces the time it
takes to alert close contacts once someone tests
positive for COVID-19. The app helps inform close
contacts who are unknown to each other or who
may have been forgotten by the person.

First time use

The first time anyene uses the app they are prompted
to allow the app to collect and share the ancnymous
data transmitted by nearby maobile phones that also
have the app installed.

Optional follow-up call service

When someone first uses the app they are asked
how they would like us to contact them. If their
phone sees that they have been in close contact
with someone who has tested positive our Contact
Tracing Team can call them if Lhey have chosen Lo
share their conlacl phone number with us.

Using the capabilities of mobile operating systems

Apple and Google have developed a method that
allows specific government-only COVID-19 apps lo
make use of Blueloolh lechnology on phones that
would otherwise not be available. As the app will
need to use the most current version of the phone’s
operating system users may be asked to upgrade the
first time they use it. None of the information in this
app is ever shared with Apple or Google.

4

@41

cox  SQVID

Contact Tracing

Contact Tracing helps
to protect you and
others during the
crisis. The app makes
contact tracing faster
helping us stay ahead
of the virus.

You will be alerted if you have been in close
contact with a person who has tested positive
for the virus.

To enable contact tracing you need to turn on:

{ Exposure Notification Service
and to get an alert you need to turn on:

&' Notifications

If you change your mind, you can change
these permissions In Settings at any time.

Maybe later

First time use

Fa1

cmac  SQVID

Contact Tracing
Follow-up Call

I you are in close contact
with a person infected with
COVID-19 you will get an
exposure notification on
your phone.

If you waant we will try to call you to provide
further assistance after you receive an exposure
notification.

You can enter your phone number below or add
itin settings at a later stage. Your phone number
will only be shared with the HSE if you get an
exposure notification.

Your country code
Ireland (+353) >

Your phone number

Your number

Optional contact information

No thanks
— _/

of Irefane £ ¥1.0
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Contact Tracing
How it works on the app

Continuous scanning

Two phones that have the app
installed use their Bluetooth
signals to remember each other
ancnymously. Each then logs the (((
nearby phone at least every 5

Alerting others

If someone later tests positive for
coronavirus they can decide to
share their anonymous IDs. This is
so other app users can be alerted if
they are at risk. The app then uses
those anonymous IDs to determine
whether a user has been in close
contact with that positive person;
while never revealing the positive
person's identity. A close contact
is logged on each app users phone
only if they have been within 2
metres of each other for more
than 15 minutes. This matches

the European Centre for Disease
Prevention and Control definition
of a close contact.

5

sk)mvs

s
minutes. This activity happens in
the background on users' phones all
day.

D 11

_....-.---"
cseneses

0.0

o \

e /"I

22£963 | ¥
237ek4

random IDs

14 daysof

. LS

AND'S COVID T

IMPORTANT
No one can ever know who users have

met based upon data in this app. This
includes the HSE,

Privacy

Location datais not of interest in
contact tracing. So, to preserve
privacy, the app does not use
GPS or any other method to
track people's movements or
location. As the app uses a
de-centralised system, no data
is held centrally by the HSE.
The identity of anyone who
tests positive for coronavirus is
always protected by the app.

Network size

Every additional contact that
the app can trace will improve
our existing contact tracing
operations and help to stop the
spread of the virus. The more
people that use the app, the
more effective it will be.

Potential App Reglstrations

500K

250K

o
Woek 01 Wewt02 Wik 03 WiakO4  Wek 05

05-2020

AVL0/

= Goumrnmant of refand
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Contact Tracing
Positive Test Result

Sharing

If scmeone has tested positive and they have the app
on their phone, we will ask them to upload the list
of anonymous IDs that the app has stored on their
phone, They can choose if they want to do this.

Uploading

If they choose to do so, the HSE Contact Tracing
Team send them a unique upload code by text
message. This unique code unlocks the upload
functionality within the app. Then the user is

able to uplead their own anonymous I1Ds for the
last 14 days. This method prevents people from
undermining the system with fake positive self-
diagnoses, as upload codes can only ever be issued
by the HSE.

Benefits for everyone

The app will enable citizens to play an active rele in
the contact tracing process. The app enhances the
existing process by reducing the time it takes to alert
people that they are close contacts of someone who
has COVID-19. Contact tracing relies on someone
that has tested positive knowing and remembering
all the people that they have been in close contact
with so we can get in touch with them with
information and advice. The app will help us inform
close contacts of people that have tested positive
who are unknown to each other or who may have
been forgotten.

[

1[0 Messsges

COVID Tracker
Your upload code is 001647

Unique upload code recelved by text message

Using unigue code to upload last 14 days of anonymous IDs

B (

\.

Upload your random IDs

Your random |Ds may be requested by a
member of the public health team. In that case,
you will receive a unigue code for you to
activate the upload functionality.

This is only required if you have tested positive.

Please enter your code here:
2||2||2||2||2] |2

To assist us in tracing your recent contacts over
the last 14 days, we are asking you to send your
random IDs to the HSE.

If you are happy to proceed, please tap the
following button:

Upload your random IDs to HSE
)

AND'S COVID

IMPORTANT
Only the HSE can allow someone to

uplaad their anonymous IDs, and only If
they test positive for coronavirus.

Share random IDs with
"COVID Tracker"?

Sharing I0s from the past 14 days
helps the app determine who should
be notified that they've been exposed
to COVID-19. Random 1DS are
anceymous and no other data will
be shared,

| Don't share Share

Users must also give permission to their
phone's operating system, whether iOS or
Android. to share anonymous IDs

° Upload complete

Thanks for uploading your random 1Ds to
help the fight against COVID-19.

Return to Updates

05-2020

3
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Contact Tracing
Close contact alerts

Day-to-Day Activity

The app will continuously download the
ancnymous IDs of app users who have tested
positive for COVID-19. These are then compared
to the unigue set of ancnymous 1Ds collected
on app users' phones. This all happens in the
background and users are not interrupted.

Close Contact alerts

If the app finds that an app user was close
enough (2 metres or less) for long enough (15
minutes or longer) to someone who has the
virus, they will get an alert as soon as their app
detects that they were in close contact. This
alert is called a ‘Close Contact Alert. The app
will also display a persistent in-app warning to
ensure that the user sees that Close Contact
Alert.

Phone call from Contact Tracing Team

If the user decides they also want a phone call

if the app detects they are a close contact, the
app will share their phone number with the
HSE. The user will still receive a persistent Close
Contact Alert displayed within the app.

If the user has chosen to self-manage (by not
providing their contact phone number), then the
app will provide information to the user about
what to do next and what to aveid doing.

Possible Close Contact

You may have been In close contact with someone

who has tested positive for COVID-19,

Close contact alert message

Close Contact Alert

The app has detected that you

have been in close contact with )

someone who has tested
positive for COVID-19.

In-app close contact alert

" Close contact warning

The COVID Tracker App has detected
that you may have been in close contact
with someone who has tested positive for

COVID-19.

Call Back

Q You have been queued for a
phone call and we will try and
call you as soon as possible.

In-app call-back notification

941

< Back COVID  qoipings

Close contact information

‘What to do and what to avoid

1 Donot gotowork.

2 stayathome

3 Donot have visitars at your hame.
4 Donotvisitothers, if at all passible.
5 Do not go ta the shops or pharmacy

INTRODUCING IRELAND'S EOVID TRACKER AP

unless it’s absolutely necessary - where
possible, order your groceries online

or have some family or friends drop
them off.

You can still go outside to exercise
briefly by yourself, but only within

5 kilometres of your home, keeping
2 metres distance from other people.

Keep away from older people, anyone
with long-term medical conditions and

pregnant women,

Example advice information
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Inside the App
COVID Check-in: symptom tracker

App users can also choose to share information
about how they are feeling each day, whether they
have symptoms or not. This collective information
can create a real-time overview of the spread of
the virus. All information shared with the COVID
Check-in is anonymous.

Optional Information Sharing

The app asks users to provide some optional
demographic information the first time they use
the COVID Check-in, and to opt-in to sharing
that information with the HSE. The opticnal
demographic information is their sex, age range,
and their county or town. The option to 'Prefer
not to say’ is available for all three requests in
the app.

Daily Check-in

Choosing 'I'm good, no symptoms’ completes the
user's check-in for that day. If users select ‘I'm not
feeling well today' they are prompted to answer
4 questions related to: fever, breathing, loss or
changed sense of smell or taste, and coughing
symptoms.

Based on their answers the app presents relevant
feedback advice in line with the current HSE case
definition. The app also uses age range as a factor
for giving feedback advice.

9:41

< Back

COVID Check-in

About you

Your sex {optional}

+ Female

Male

Prefer not to say

Your age range (optional]

Choose your age range >
Your county (optional)

Kilkenny ?
Your locallty (optional) N

Chaose your locality

K. P

Collecting first-use demographic information

INTRODUCING (RELAND'S COVID TRACKER APE

IMPORTANT
Users cannot use the symptom tracker

function to declare themselves as posi-
tive for COVID-19.

Do you have any type of
cough?

Example symptom tracker question

Example feedback advice

Thank you

These symptoms are a match for the
symptoms of coronavirus. Remember,
8 out of 10 peaple with COVID 19 will
recover at home with rest and over-the-
counter medicine.

‘What to do next

Please self-isolate at home to protect
others.

Start by carcfully reading the advice from
the HSE belows, then call your GP to check
inwith them.

I you have any bealth conditions that mean
you're more at risk, they might ask you to
have a test for COVID-19.

Read more advice here
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Appendix H — Data Retention

The following table sets out further details in relation to the justification for the retention of each of the personal data fields and also the

measures to ensure that the retention policies are adhered to.

Data Retention Retention Justification Retention Measure
Phone This phone number is securely held on The justification to store the phone The removal of the phone number from
number the app until the user removes it via number on the app until a person the app is self-managed by app users.
settings; selecting the Leave function; or | removes it via
Date of last | uninstalling the app. settings/Leave/uninstalling is to carry out | If the phone number and date of last
exposure the wishes of the person to receive a exposure has been sent to the HSE to
The phone number, if sent from the app to | call back if they get a close contact perform a call back due to an exposure
the HSE contact tracing operations (CTC) | warning, which could happen at any notification alert, the app backend will
for call back, will be processed as per the | stage. immediately delete your number once it is
procedures for all identified close contacts transferred to the HSE CTC. The HSE
via CTC. CTC will then process your number in line
with the current contact tracing operations
for contact tracing purposes.
Sex This data is securely held on the app until | The justification to store the The removal of demographic data from
the user removes it via settings; selecting | demographic data on the app until a the app is self-managed by app users,
Age Range | the Leave function; or uninstalling the person removes it via
app. settings/Leave/uninstalling is to facilitate | The removal of uploaded data to the HSE
County its sharing with the daily check-in data in | is automatically removed 1 day after
This data is held by the HSE for 1 day line with the user's choice to do so. This | receipt.
Town (>80 | after receipt to facilitate its transfer to the | is a convenience so that users are not
population) | CSO. asked if they would like to enter this
demographic data each time.
This data is retained by the CSO as
anonymous data for statistical and The uploaded data is held for 1 day after
research purposes in line with the CSO's | receipt to give sufficient time to ensure it
data management policy. is securely transferred to the CSO, as
dala is transferred daily in batch.
COVID-19 | This data is securely held on the app for a | The justification to store the symptom The removal of symptom data from the
Symptoms | maximum of 28 days, or until the user data on the app until a person removes | app is automatic after 28 days or self-
removes it by selecting the Leave it via settings/Leave/uninstalling is to managed by app users on
function; or uninstalling the app. support the person reviewing their Leave/uninstall.
symptoms as an aide-memoire, and to
facilitate the sharing of the 28 days’
worth of symptoms at each daily check
Data P ion Impact A — COVID Tracker App

https://qithub.com/HSElreland/covidtracker-documentation/blob/master/documentation/privacy

52

/Data%20Protection%20Impact%20Assessment%20for%20the%20C0OVID%20Tracker%20Ap

0%20-%2026.06.2020.pdf
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https://github.com/HSEIreland/covidtracker-documentation/blob/master/documentation/privacy/Data%20Protection%20Impact%20Assessment%20for%20the%20COVID%20Tracker%20App%20-%2026.06.2020.pdf

This data is held by the HSE for 1 day
after receipt to facilitate its transfer to the
CSsO.

This data is retained by the CSO as
anonymous data for statistical and
research purposes in line with the CSO's
data management policy.

in. 28 days is considered a window of
epidemiological significance that
generally covers the period of symptom
onset through to recovery.

The uploaded data is held for 1 day after
receipt to give sufficient time to ensure it
is securely transferred to the CSO, as
data is transferred daily in batch.

The removal of uploaded data to the HSE
is automatically removed 1 day after
receipt.

Diagnosis
Keys

Mobile
number
Date
(symptom
onset

minus 48
hours)

Phones generating random IDs retain the
data for 14 days unless the user deletes
ENS data via phone settings.

The registry stores IDs for 14 days.

Apps download and process IDs to check
for exposure events only for as long as is
required to determine if there is a match
or not.

| As soon as the SMS is sent, the phone

number is deleted, and only the code is
preserved with the symptom date. The
app backend has no way of knowing the
phone number of a person that either
uploads their keys, or chooses not to
upload their keys.

The code is processed long enough to
authorise diagnosis keys upload, and also
to retrieve the symptom date to determine
the appropriate window of diagnosis keys
to upload to the registry. It is deleted once
this purposes is fulfilled or within 10
minutes, whichever occurs first.

Each phone holds up to 14 of daily
random IDs to potentially upload and
publish on the registry to allow other app
users to check if they were in close
contact in the last 14 days. 14 days is
considered a window of epidemiological
significance that generally covers the
potential for viral transmission.

The registry stores up to 14 days' worth
of IDs for the above reason.

IDs are downloaded for the purpose of

_checking for a close contact.

The justification for retaining the mobile
number for the period set out, is to send
the SMS to enabler a user to upload
their diagnosis keys.

The date is retained for the purpose of
stripping out diagnosis keys prior to this
date when they are uploaded. The
epidemiological window of significance
(viral shedding) is from this date
onwards.

The code is retained for the purpose of
authorising the upload to ensure the
diagnosis key registry does not get
polluted with fake submissions.

Phones automatically delete generated
daily random |Ds after 14 days.

The registry automatically deletes random
IDs after 14 days.

Downloaded IDs to phones are deleted
after checking for a match is performed.

‘The mobile phone number is

automatically removed as soon as the
SMS is sent,

The date and code are removed
automatically once they are used, or after
10 minutes — whichever comes first.

Data Protection Impact Assessment — COVID Tracker App
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Metrics

This data is retained by the HSE as
anonymous data for statistical and

This data is retained for the purposes of
monitoring the efficacy of the app and

This data is manually reviewed by the
HSE and the CSO in line with their

See research purposes for a minimum of 7 improving it. policies for the retention of statistical and
Appendix D | years and reviewed for further retention at research data.
for full that stage.
breakdown.

This data is retained by the CSO as

anonymous data for statistical and

research purposes in line with the CSO's

data management policy.
IP address | IP address is held in a transient manner This data is retained for as long as itis The IP address is automatically removed
and app on the networking layer for networking needed for the purposes of network after it has served its primary networking
security and security reasons. It is not persisted, communication. purpase.
tokens nor logged on the app backend in any

other way.

The app security tokens are deleted on
selection of the Leave function, or the
deletion of the app (immediately on the
phone, and after 60 days of not being
used by the app backend as the backend
is not aware of an app being deleted.

Security tokens are retained on the app
and the app backend to protect the API
layer of the app backend from being
subjected to attacks and pollution of
fake data.

Security tokens are deleted when a user
selects Leave or automatically after 60
days of lack of use.
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Appendix | - Conditions of Consent
As set out in the document, the use of the app is entirely voluntary in nature and will continue to be so. The controllers have no means to detect
use or lack of use of the app by any identifiable individual's phone. A supporting governance mechanism is provided to oversee the fulfilling of
this principle in practice, ensuring that the voluntary nature is protected, and that consent is freely given. Article 7 of GDPR set out a series of
conditions when the processing of personal data is based on consent. An assessment of these conditions are set out as follows.

exposure that the number has been
recorded under users’
own volition and a call
back will be triggered if
the data is present.

consent to the specific purpose
for its processing — the option of
a call back from the HSE.

Data Demonstration of Clearly Distinguishable Right to Withdraw Conditionality / Freely Given
C
Phone The phone number is The phone number is collected Users can change their mind | Phone number entry is optional and is not
number shown in settings, which on a screen of its own, setting regarding consent at any conditional on the functioning of Contact
can be accessed at any out the reason for its collection, | stage via the app settings. Tracing function within the app.
Date of last | stage, and demonstrates | its optional nature, and for Deleting the phone number

via app settings, clicking
Leave or uninstalling the app
are the means to withdraw
consent at any stage.

If the phone number and
date has been shared with
the HSE for call back as part
of CTC, the app backend
automatically and
immediately deletes the
phone number and date once
it has transferred to CTC.
Once with CTC the data is
processed in line with
existing contact tracing

Furthermore, there is no dependency on,
or conditionality relating to, the processing
of this data beyond the specific purpose
for its processing — the option of a call
back from the HSE.

County demonstrating that the

purposes.’®
Sex The demographic data The entering of demographic Users can change their mind | Demographic entry is optional and is not
entered is shown in data the first time requires the regarding consent at any conditional on the functioning of the
Age Range  settings, which can be user to go through a screen stage via the app settings. COVID Check-In function within the app.
accessed at any stage, dedicated to describing the data | Deleting the demographic

data via settings, clicking

3 HSE CTC data processing, and data subject rights and their exercising, can be found at - https://www.hse.ie/eng/gdpr/data-protection-covid-19/

Data Protection Impact Assessment — COVID Tracker App

55

209



data has been recorded

processing involved and asks for

Leave or uninstalling the app
are the means to withdraw
consent at any stage.

Demographic data held by
the HSE and the CSO is not
relatable to any specific
individual, and as such
removal is not possible.

Furthermore, there is no dependency on
or conditionality relating to the processing
of this data beyond the specific purpose
for its processing ~ the sharing of
demographic data as part of the optional
COVID Check-In function.

Demographic data cannot be reasonably
used to identify a person and as such the
controllers have no means, nor does it
seek them, to identify whether a specific
person has or has not shared
demographic data.

Town (=90 under users' own volition. | consent.
population)
The demographic data is
collected on a screen of its own,
where each field is optional,
allowing users to skip the
provision of this data.
COVID-19 The act of entering and The entering of symptom data
Symptoms sharing symptom data the first time requires the user to
with the HSE is go through a screen dedicated
timestamped and to describing the data
recorded on the phone processing involved in the
each day, which can be function and asks for consent.
viewed at any time by the
user via the COVID
Check-In function. This
historical record is
retained on the phone for
28 days. The only means
of sharing symptom data
is to first give consent to
the sharing of said data.
Diagnosis | The phone settings keeps | The phone settings screens in
Keys a record that a person has | relation to the diagnosis keys
consented to tuming on or | are provided by Apple and
off Exposure Notification Google and are separate to the
Services on the phone. app screens. The settings
Turning on this service screens are related only to the
means that diagnosis keys | specific purpose of exposure
will be stored on the notification.
| phone.
Data P Impact A — COVID Tracker App

Users can change their mind
regarding consent at any
stage and remove any
symptom data held on the
phone by clicking Leave or
uninstalling the app.

Symptom data held by the
HSE and the CSO is not
relatable to any specific
individual, and as such
removal is not possible.

The user can turn on and off
the Exposure Notification
Services at any time in the
phone settings, and can also
delete any ENS data at any
time in the same place.

Diagnosis keys held by the
HSE is not relatable to any

Symptom entry is optional and is not
conditional on the functioning of the
Contact Tracing function within the app.

Furthermore, there is no dependency on
or conditionality relating to the processing
of this data beyond the specific purpose
for its processing - the sharing of
symptom data as part of the optional
COVID Check-In function.

Symptom data cannot be reasonably used
to identify a person and as such the
controllers have no means, nor does it
seek them, to identify whether a specific
person has or has not shared symptom
data.

The processing of diagnosis keys is
optional and is not conditional on the
functioning of the COVID-19 Check-In
function.

Furthermore, there is no dependency on
or conditionality relating to the processing
of this data beyond the specific purpose
for its processing - exposure notification.
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Also, before uploading
diagnosis keys the user is
asked for their consent,
and after the upload of the
keys, the app presents a
confirmation of upload
message to the user.

Before uploading of diagnosis
keys the app asks on a
dedicated screen, which
describes the data processing
involved, for consent. This is
complemented by the phone
also prompting the user for
consent to allow the app to
access the diagnosis keys.

specific individual, and as
such removal is not possible.

Diagnosis keys cannot be reasonably
used to identify a person and as such the
controllers have no means, nor does it
seek them, to identify whether a specific
person has or has not uploaded diagnosis
keys.

Mobile
number

Date
(symptom
onset minus
48 hours)

When a mobile number
that has been collected by
CTC is processed for the
purposes of sending an
authorisation code for
upload of diagnosis keys,
a record that a person has
consented to this act is
maintained by CTC.

A person is phoned by the HSE
on a positive diagnosis and is
asked separately and clearly on
the phone if they are an app
user and if they consent to
sharing their diagnosis keys.

The processing of the mobile
phone and date of symptom
onset Is transient. Once the
mobile number has been
used to send an SMS it is
immediately deleted. Also,
the date of symptom onset is
deleted once upload of keys
has occurred or 10 minutes
have passed, whichever
occurs first.

CTC ensures that when a person is called
to inform them they are positive for the
virus, they will be asked if they are a
COVID Tracker App user and if they are
happy to share their diagnosis keys. This
is an optional step and manual contact
tracing interview continues as per normal.

Furthermore, there is no dependency on
or conditionality relating to the processing
of this data beyond the specific purpose
for its processing ~ publication of the
diagnosis keys on the public registry to
support exposure notification.

Metrics

See
Appendix D
for full
breakdown.

The record of consenting
or otherwise to the sharing
of metric data with the
HSE can be d at

During the initial screens of the
app after app installation, a user
is presented with a screen that
is dedi d 1o asking consent

any time via app settings.

for the recording and sharing of
metric data.

Data Protection Impact Assessment — COVID Tracker App

The app settings metrics
screen supports the turning
on and off of the metric
recording and sharing at any
time.

The processing of metrics is optional and
is not conditional on the functioning of the
COVID Tracker App.

Furthermore, there is no dependency on
or conditionality relating to the processing
of this data beyond the specific purpose
for its processing — support the
understanding of the use and efficacy of
the app for the purpose of improving it.

Metrics cannot be reasonably used to
identify a person and as such the
controllers have no means, nor does it
seek them, to identify whether a specific
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https://play.google.com/store/apps/details?id=com.hamagen

How does it work?

V23 4Y

Download the app Receive notifications In case of a match

The HaMagen app is free to If you confirm, you will be referred
download from the App Store and updates. If you have crossed to the Ministry of Health website
Google Play. After installation and paths with a COVID-19 patient, it

initial set up, you can close the

The app will send you relevant

for information on what to do next,
and you will be able to report the
exposure to the Ministry.

will also show you the exact time

app. and location, and you will be able

to review, and confirm or reject the
notification.

https://govextra.qgov.il/ministry-of-health/hamagen-app/download-en/

If there's no match

If the message in the notification is
incorrect, you can reject it and
carry on as normal.
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2. Relevant notifications

The app will send you relevant updates. If you have
crossed paths with a COVID-19 patient, it will also
show you the exact time and location, and you will be

able to review, and confirm or reject the notification >>

3. In case of a match

4. If there's no match
If you confirm, you will be referred to the Ministry of

If the message in the notification is incorrect, you can
Health website for information on what to do next, and reject it and carry on as normal >>
you will be able to report the exposure to the
Ministry >>

Israel - HaMagen (Warnings sent to user to reject or
accept)

En @ A \'

=: Exposure History

According to data collected
thus far, starting from:
22.03.20 at: 11:15 no points
of intersection have been
found with CoronaVirus
patients

You can now close the app.
We'll let you know if there’s
anything new.

Additional Privacy information

Israel - HaMagen

@ Data detected
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5

Let’s start
afresh together
Living a normal

life once again is
possible

Protect yourself
and help slow down
the epidemic

vesdum

Service

active '

Open lmmani
periodcally to check
it stotus.

information

What you con
do to protect

yourself

Find cut mare

Find out if you
are at risk of having
contracted the virus

Risky exposure

Wash your hunds
,‘ frequently with soap
and woter.

Assess if you cre
L exhibiting symptoms,
even miMd ones,

Cough and sneeze

TN divectly into o tissue of
Into the crook of your
elbow,

https://play.google.com/store/apps/details?id=it.ministerodellasalute.immuni

Without sacrificing
your privacy

VvV 4 &1230

Your privacy is
safe

Immuni does not collect

@ your name, date of birth,
address, telephone number,
or email address.

Immuni cannot determine
your identity or that of the
people you come into
contact with.

Immuni does not collect any
@ geolocation dataq, including

GPS data.

The data saved on your
smartphone and the
connections to the server
are encrypted.
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https://play.google.com/store/apps/details?id=it.ministerodellasalute.immuni

6:16 = ) 6:17 6:17 =@ 6:17
< App Store WITE appstore L < App Store i) < App Store L
) =——
2 —_—
- —
‘ —
\! -
s Slowing down the
Immuni takes care of you id 9 h " "
- epidemic together Your privacy is protected
1
° If you've been in contact with a user who has
subsequently tested positive for the virus, Users who discover that they have been The app works without tracking your
With everyone's contribution, Immuni will help Immuni notifies you and gives you instructions exposed to the virus can self-isolate, slowing movements and without knowing your identity
contain the virus and get us back to normal as to protect your health and the health of your down the spread of the virus and helping us or the identity of the people you come into
soon as possible. loved ones. return to normal life faster. contact with.
Find out more Find out more Find out more Find out more
. . . .

Screenshots from 6/28/20: i0S app version 1.2.0 (last
update one week ago from 6/28/20.
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6:17

< App Store

Your privacy is safe

Immuni does not collect your first name,
@ surname, date of birth, address,
telephone number, or email address.

Immuni cannot determine your identity
or the identity of the people you come
into contact with.

Immuni does not collect any

@ geolocation data, including GPS data.
Your movements are not tracked in any
way.

The data saved on your smartphone and
the connections to the server are
encrypted.

To help the National Health Sei
care of you, Immuni tells the Ministry of
Health server the following:

B - The province where youlive
- If the app is working properly
- If you have been warned of a high-
risk contact

Your data is saved on servers in Italy,
F managed by public bodies, and
controlled by the Ministry of Health.

6:18 6:18
< App Store a < Immuni 2
AA & immuni.italia.it (&)
Your privacy is safe X

Health server the following:
a - The province where you live
- If the app is working properly
- If you have been warned of a high-
risk contact

Your data is saved on servers in Italy,
F managed by public bodies, and
controlled by the Ministry of Health.

All data is deleted when it is no longer
needed, and in any case no later than 31
December 2020.

Privacy Notice

ab

Notice pursuant to Articles 13-14 of Regulation (EU)
2016/679 (General Data Protection Regulation - GDPR)

I declare that | am at least 14 years
old

I have read the privacy notice

This site uses technical and analytics cookies. By
By continuing, | declare that | have read and
accepted the

clicking ‘I agree’, you agree to the usage of cookies as
described in the privacy notice.

Privacy notice

lagree

< Immuni

6:18

& immuni.italia.it

How Immuni works in five steps

The app assigns a random code to each device

The code is randomly generated and does not contain
any information that identifies users and their device. In
addition, the code assigned to each device changes
several times per hour to better protect the users’
privacy.

Those devices that meet exchange their
respective random codes

When a user comes into contact with another Immuni
user, the devices exchange their codes via Bluetooth
Low Energy. The app thus keeps track of the contact
made without knowing the identity of the users or where
they met.

Those who test positive choose whether to share
their random codes

Users who have tested positive for the virus, with the
support of a healthcare professional, may upload to a
server the random codes that their devices have
transmitted during the previous days. By uploading them
to the server, the codes are made available to all the
devices that have the app installed, without allowing the
direct identification of positive users.

This site uses technical and analytics cookies. By
clicking ‘I agree, you agree to the usage of cookies as
described in the privacy notice.

Privacy notice

lagree

6:18

< Immuni

AA

Termini di utilizzo

This site uses technical and analytics cookies. By
clicking ‘I agree’, you agree to the usage of cookies as
described in the privacy notice.

Privacy notice

lagree

< Immuni
& immuni.italia.it

1. Informazioni generali

I presenti termini di utilizzo (“Termini di Utilizzo”) si
riferiscono all'utilizzo dell'app Immuni (“App”) nonché
dei Servizi (come definiti di seguito). Scaricando,

° IApp, 0 i Serviziin
qualsiasi modo, confermi di aver letto e compreso il
contenuto dei presenti Termini di Utilizzo e ne accettii
termini.

I dati raccolti nel corso dell utilizzo dellApp saranno
trattati in conformita all'informativa privacy dell'App.

Immuni & un'app mobile che aiuta a tenere traccia del
fatto che sei entrato in contatto con un altro utente
dellApp risultato positivo al SARS-CoV-2 (il virus che
provoca il COVID-19), inviandoti una notifica per
awvisarti nel caso quell'utente ci metta in condizione di
farlo.

I dati e le informazioni resi accessibili tramite I’App sono
forniti a titolo esclusivamente indicativo. Immuni non
offre consulenza medica e non deve pertanto essere
intesa come dispositivo o come trattamento medico. In
caso di necessita, dovrai pertanto consultare un medico
autorizzato per tutte le questioni relative alle tue
condizioni di salute.

Nel caso si rendesse necessario aggiornare 'App, i
Servizi o1 presenti Termini di Utilizzo, saranno adottate le
misure per informarti, in &

allimportanza dei cambiamenti effettuati. Laccesso o
I'uso continuato dell’App o dei Servizi dopo 'entrata in

This site uses technical and analytics cookies. By
clicking I agree, you agree to the usage of cookies as
described in the privacy notice.

Privacy notice

lagree
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Which region do you
live in?

Select the region where you live to help the
National Health Service provide the best
possible assistance.

Abruzzo
Basilicata

Calabria

Campania
Emilia-Romagna
Friuli-Venezia Giulia
Lazio

Liguria

Lombardia

Marche

Which province do you P

live in?

Select the province where you live to help the

National Health Service provide the best
possible assistance.

Matera

Potenza

Let us communicate
with you

Notifications allow Immuni to alert you quic
should the need arise.

Find out more

Enable COVID-19
exposure notifications

Immuni uses Bluetooth Low Energy to log
contact with other users so that it can inform
you ifyou have been exposed to the virus. You
can temporarily disable the service from the

How the app works

(CEREE)

Immuni assigns a random code to

each phone

The code is generated randomly and does not
contain information about your device, let
alone about you. It also changes several times
an hour to ensure your privacy is protected.

[([EEENES)
| B

Enable COVID-19 Exposure
Logging and Notifications
8

te, duration, and
gth of an exposure wil be
shared with “Immuni’

How the app works X

Phones that come into contact exchange
their random codes

When you come into contact with another
Immuni user, the devices exchange their codes
via Bluetooth Low Energy. That's how the app
can keep track of the contact without knowing
your identities or where you came into
contact.

Users who test positive can choose if
they want to share their random codes

Users who have tested positive for the virus
can upload to a server the random codes that
their devices have sent out over the previous
days, making them available to other users.
This process is carried out with the assistance
of the healthcare operator who informs you
that your swab has tested positive.

B/ —

Turn on Bluetooth

Immuni uses Bluetooth Low Energy to log your
contact with other users and to enable
COVID-19 exnosure notifications.

6:19 | = @

How the app works X

Each phone check: has previously
encountered any of the shared codes

Immuni periodically checks the codes on the
server and compares them with those saved
on your device. This allows it to determine if
you have been exposed to a potential
infection risk.

50

D) S

The user is ngtified if there is.a

To turn on Bluetooth

1. Go to the Control Centre. Depending on your
device, either swipe down from the top right
corner, or up from the bottom of the screen.

2.Turn on Bluetooth

© sietootn

How the app works X
b J

Each phone checks if it has previously
encountered any of the shared codes

Immuni periodically checks the codes on the
server and compares them with those saved
onyour device. This allows it to determine if
you have been exposed to a potential
infection risk.

The user is notified if there is a
positive match

If you've been in contact with a positive user,
Immuni notifies you and tells you what to do. It
does all this without ever knowing where
you've been and who you've met. Your privacy
is safe.
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6:20
“Immuni” Would Like to Send
You Notifications
Notifications may include alert
sounds, and icon badge:
be configured in Settings.
Protect your device

Immuni s strictly for personal use. If you
haven't done so already, set up a lock code on
your smartphone to prevent others from
accessing the app's features and any
messages the app might send you.

Setup complete

Watch out for
scam messages

immuni will only ever communicate with you
via the app and the corresponding
notifications. Be wary of any text, phone call,
email, or other kind of alert that appears to be
from Immuni, especially if it asks you for

personal information.
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e immuni

Service
active

Open Immuni once a day to
checkits status.

Find out more

Information

What you can do to
protect yourself

Find out more \y
a

How the app works ‘A

Find out more ‘
—

7

(] o]

Home Settings

How to check that
Immuni is working

Ifyou see 'Service active) Immuni is already
working properly. You don't need to do
anything else: the app will continue working,
even when you close it.

If there are any problems, you will see 'Service
not active'. Immuni will provide
straightforward instructions to get the app
working properly again.

If you come into contact with someone who
later tests positive for the virus, Immuni will
send you a notification to warn you of the risk
of infection. When you open the app, you will
receive clear and comprehensive guidance on
what to do.

How to disable 2

the service

To protect your health and the health

A °fyourloved ones, only deactivate the
service if necessary and reactivate it
as soon as you can.

In certain cases, it may make sense to
temporarily disable the app, such as while at
work if you are a healthcare professional in
contact with COVID-19 patients.

If you disable exposure notifications,
subsequent contacts with other users will not
be logged.

To disable exposure
notifications

1. Open Settings using the button below

2. Disable exposure notifications

© COVID-19 Notifications

Open Settings

P

6:21 -

Settings

Upload data

Report a positive result 5

Information

Terms of use

Privacy notice

General
Change your province
Leave a review

Contact Support

[, ] 53

Home Settings

< Report a positive result

This feature requires assistance from the
healthcare operator, who will inform you by
phone of the positive result of the swab test.

Find out more

Give the healthcare operator the
one-time code:

RR2 91XR 5LI

Wait for the healthcare operator
to confirm

Continue to verify code
authorisation

e D

[, ] 53

Home Settings

< immuni

Apple ID Suggestions

Update Apple ID Settings

Some account services will not be available until you
sign in again.
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Device Status

Terima Kasih
Bagaimana MyTrace berfungsi? kerana terus menggunakan MyTrace.
Dengan terus menggunakan aplikasi ini,
anda akan membantu KKM memutuskan
Dengan menggunakan aplikasi ini, anda akan rantaian Covid-19.
membantu KKM untuk mengesan kontak yang
berada dekat dengan pesakit COVID19.
Data kontak disimpan di peranti anda dan KKM Thank You
akan meminta persetujuan anda agar data anda for using MyTrace. By continuing 10 use
boleh digunakan untuk tujuan pengesahan the 3pp, you wil help the MOH to break

the Covid-19 chain.
How MyTrace works?

By usingthe apo, you il help the MOH t0
trace persons that are in close contact with a

COVINIG natient

Device Status

AFU 1EDY 1UUEY LUTIELES Luieuteu. U

e -

Terima Kasih
. . kerana terus menggunakan MyTrace.

‘ Bagaimana MyTrace berfungsi? Dengan terus menggunakan aplikasi ini,
anda akan membantu KKM memutuskan

" Dengan menggunakan aplikasi ini, anda akan rantaian Covid-19.

KKM untuk g kontak yang
£ 2 berada dekat dengan pesakit COVID19.
MyTrace Thank You
Data kontak disimpan di peranti anda dan KKM 3

akan meminta persetujuan anda agar data anda for using MyTrace. By continuing to use
boleh digunakan untuk tujuan pengesahan the 2pp, you will heip the MOH to break

the Covid-19 chain.

How MyTrace works?

By using the app, you will help the MOH to “

trace persons that are in close contact with a
COVINIG natient

- -

https://play.gooagle.com/store/apps/details?id=my.gov.onegovappstore.mytrace&hl=en
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MYTRACE: A PREVENTIVE COUNTER MEASURE AND CONTACT TRACING APPLICATION FOR COVID-19

d
000
(B
MyTrace

MORE VIDEOS

b o) 002/232 @ & Youlube XJ I3

Video: ntps://www.mosti.gov.my/weblen/mytrace/#1588521436472-b87ce493-175b
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MANUAL

English Version

MyTrace

PREPARED BY:

Ministry of Science, Technology and Innovation (MOSTI),
National Security Council (NSC), Ministry of Health (MOH),
Malaysian Administrative Modemisation and Management
Planning Unit (MAMPU), Malaysian Institute of Microelectronic
Systems(MIMOS) and Malaysian Global Innovation and
Creativity Centre (MaGIC); with the International Islamic
University Malaysia (IlUM) and Google.

Qg?a
\—.!H_we!?/ v

|CyberSecurit

MALAYSIA II

MaGIC @ Google

https://www.mosti.gov.my/web/en/mytrace/#1588521061765-2930e986-9778
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FLOWCHART

Open Apple Store / Play Store &
Download MyTrace

Open MyTrace -— ]

Register

MANUAL MYTRACE
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4 3 Paged/24 — 4+ Zoom 100%

(o}

Patient goes to
the hospital for

CovID-19

Alog number is

generated after
clicking “Submit”
and it will be valid
for 21 days.

a

¥ Page3/24

t

Itis confirmed
that the patient
has COVID-19

Patients enter the
PIN number and
clicks “Submit”

Only the doctor
can view the log
number that has
been generated

— <4 Zoom 100%

The doctor will log
ininto the system
and find the
patient’s phone
number

The doctor will ask
if the patient has
MyTrace mobile

application

The doctor will give
the PIN number to
the patient

Patient clicks verify

e doctor can
view and print all
the log numbers
that has been
captured by the

€n

The bluetooth
feature will capture
other user’s UUID if
they get contact

What is the difference between MyTrace and MySejahtera?

Both apps - MySejahtera & MyTrace — are
pandemic in Malaysia. MySejahtera allows
Health (MOH) to monitor users’ health con|
MyTrace further complements MySejahtera
with the COVID-19 positive patients.

The doctor will read
the version ID of the
patient to verify the
version ID is correct

The doctor can give
the list of log
numbers to the
authority

Doctor shouldn't be looking up someone's phone
number in the system, the doctor should give the

patient a PIN that's not tied to any details about
the patient

now @
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MyTrace : Android - Registration

Splash screen

ﬁ' 00 D

G J

Bagaimana MyTrace berfungsi?

Dengan menggunakan aplkasi inl, anda akan
1 KK untuk mengesan kontak yang beroda
an pesakit Covie-1

ntak disimpan di peranti ands dan KKM akan
a persetijusn anda agar data anda boleh
digunakan unluk tujuen pengesahan

How MyTrace works?

By using the app, you will help the MOH to trace
persons that are in close contact with a Covid-19
patient

The contact data is stored
MOH will first seek yo

anly on yfillhone and the
cansent to 4k the data.

Daftar / Register

(

Click “Daftar/Register”

[ Pilih Bahasa Anda / Choose Your
Language

English

pp. you wil help the MOH Lo trace
¢ in close contact with o Covid19

The contact data is stored o
MOK will first seek your c

Daftar / Register

— J

Select Language

Please enter your Mobile Phone Number
for us to contact.

+60

We will send your 6 digit One-Time PIN
ﬂ (OTP Code) through SMS.

Setting up for family members? Enter their number insiead
o yours.

Register phone
number
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MyTrace : Android - Registration

[oooocn ® 0 \

703 AM ooxws. ® @@ |
< 62033
RM0 501240 i your verification code for
MyTrace Malaysia

N ’

Check SMS for OTP

(OOOOc: 90 )

Enter your 6 digit One-Time PIN (OTP
Code).

\rong Mabile Phone Number? "

Fill in OTP and click
“Submit”

Click “Close”
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MyTrace : Android - Turn On Bluetooth

\.

)

The bluetooth and location is

off at home page

Click “ALLOW ALL
THE TIME”

o

>4

Turn on “Bluetooth” &
“Location”
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MyTrace : Android - Download & Change Language

oQoo —> @O

Device Status

Device Status

Click the download button to k J
download Gerak Malaysia and

MySejahtera Click “Globe” icon to change

language
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MyTrace : Android - Upload Contact Data

‘ oQoo — @O0 \

Upload Contacts Data

Only click Verify button when
cer call you with the followir

Click button “Verify” if the
verification code matched

(oooo = 00 )

Enter Verification PIN

Medical officer will provide verification
P or contacts data

S .

Enter PIN number and click
“Submit”

Alert

Contacts dats submitted successfully.

Thank you for your cooperation.

Click “OK”
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MyTrace : Android - Technical Assistance

‘ 0000 — @0 w

Technical Assistance O]

7’

Name

Email

Subject

Message

!

“Submit”
2.  Click button “i" for FAQ

[ e ]

i Fill in the form and click

\

Click button “x” to close FAQ

oQoo — @O

Frequently Asked Questions X

2 Who developed MyTrace? v
3. How does MyTrace work? v
4. What is contaet tracing? v

imity with 8 COVID-19
be contacted?

idual,
6. What data are collected? v

7. Is my personal information shared in this
application secure?

8 Does MyTrace require Internet connection after
[ ion?

9. How could | enable MyTrace application for o
‘contact tracing?

10. Do | need to keep the Biuetooth active all the
time?

S
@

Click “Help” tab for technical
assistance

State the problem briefly to
ease the process of solving the
problem
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How it works : MyTrace on iOS

Wl

U]
MyTrace

MANUAL MYTRACE
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MyTrace : iOS - Registration

-

00

MyTrace

N

\

Splash screen

~

M

\

N

Click “OK”

o e )

il CELCOM Stay In Sta.. ¥ 12:32 PM @ 7%

Bagaimana MyTrace berfungsi?

Dengan ) anda

untuk mengesan kontak yang berada dekat dengan pesakit
Covid-19.

Data hontak disimpan di peranti anda dan KM aksn meminta
persetujuan anda ager data snds boleh digunakan untuk tujuan
pengesahan.

How MyTrace works?

By using the app, you will help the MOH to trace persons that sre
In close contact with a Covid-19 patient

The contact data is stored onlygayyour phone and the MOH will
fiest saek your consent to dsta

Daftar / Register

ot

Click Daftar/Register

1 sing 940 490, you w0 MOH 10 108 parsons 1 oo
in close contact with a Covid-19 pat

Thocontestdeka o eteed nly on your phons and the MOH vl
first seek your consent o share the dat

Dattar / Register
—

Choose Language
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MyTrace : iOS - Registration

( wil U Moblle 4G 10:57 AM

Please enter your Mobile Phone Number
for us to contact.

+60 112345678

We will send your 6 digit One-Time PIN (OTP
Code) through SMS.
1 2 3
4 5 6
d
0 K
\ Register mobile [ | Check OTP in

phone number message

wil U Mobile 4G 10:67 AM SRR

Enter your 6 digit One-Time PIN (OTP
Code).

Wrong Mobile Phone Number?

Resend Code l
! = o
= 2 )

o 2
0 (G

Fill in OTP and click

~ Submit
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MyTrace : iOS - Turn On Bluetooth & Power Saver Mode
Pl Y B e Y B e )

il U Mobile 4G 10:58 AM @ 97N il U Mobile 4G 10:58 AM @ g7 I wil U Mobile 4G 10:58 AM @ 977% -

Device Status .und® l Device Status M l!
|

iPhone users take note!
Your iPhone needs to be kept open for MyTrace to work.

How to set power saver mode for your iPhone:

‘ Rest assured that your location information ‘ Rest assured that your location information

% is NOT collected in this app. is NOT collected in this app.
Turn your iPhone face

down.
’ -~ OR
OFF ON
Please turn on your Bluetooth to start contact Time Running % Keop your iPhone in your
tracing. 0:0:0:3 pocket upside down.

[, ] K (2] I

) 1. Turn on “Bluetooth”
The bluetooth is off 2. Click “Energy Saving Bileic *t undisrstand®
at homepage Mode”

238



MyTrace : iOS - Download & Change Language
P ek N ek h

il U Moblle 4G 10:58 AM @9 7% wil U Mobile 4G 10:58 AM @ 977% )

l Device Status | W @ Device Status | W] @

Pilih Bahasa Anda / Choose Your X
Language

I 7] n
Click the download button ’ PN

to download Gerak Click “Globe” icon to
Malaysia and MySejahtera ) change language

~
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MyTrace : iOS - Upload Contact Data

C  armen
il UMobile 4G 10:58 AM ® 777

Upload Contacts Data

Only click Verify button when medical officer
call you with the following verification code.

Do not continue if you are given unmatched
verification code.

Verify

[
Click button “Verify”

if the verification
code matched

T

C s
wil U Moblle 4G 10:59 AM ® 9 76% -
Enter Verification PIN

Medical officer will provide verification PIN to
allow for contacts data submission.

!

Enter PIN number
and click “Submit”

SR

P s )

Upload Data

Verify only when officer call you with
verification code below.

Alert

Log submitted successfully. Thank you
for your cooperation.

OK

7

Do not continue when the verification code
given does not match with yours.

Click “OK”
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MyTrace : iOS - Technical Assistance

PP e )

wll UMobile 4G 10:59 AM ® 9 76% .
Technical Assistance @
- 7
Email
Subject
Message

4

Submit

il in the form an

click “Submit”
2. Click button “i” for
N\ FAQ J

S

C S
wl U Mobile 40 10:59 AM @ V7% |
Frequently Asked Questions X

MyTrace is a contact tracing application
developed by the Government of Malaysia.
MyTrace adopts a community-driven approach
where participating devices exchange proximity
information whenever an app detects another

mn in eto« proximity to COVID-19 infected

2. Who developed MyTrace?
3. How does MyTrace work?
4. what is contact tracing?

5. 1t | have been in close proximity with a
COVID-19 positive individual, how will | be v
contacted?

6. What data are collected?

7.1s my personal information shared in this <
application secure?

8. Doos MyTrace require Internet connection afteg,
installation?

Click “Help” tab for technical
assistance

State the problem briefly to
ease the process of solving the
problem

Click button “x” to
close FAQ
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11:46 wlFTe 11:46 wFTe

Please enter your Mobile Phone
Number for us to contact.

+60

We will send your 6 digit One-Time PIN
(OTP Code) through SMS.

Apn untik keaiinaan di Malaveia eahaja . i .
Setting up for family members? Enter their number
F instead of yours.

Pilih Bahasa Anda / Choose Your
Language

I “MyTrace Malaysia” Would

"MyTrace Malaysia” Would
Like to Use Bluetooth

This app exchanges Bluetooth signals
with nearby phones running the same
app. These signals contain an

anonymised ID, which is encrypted and
changes continually to ensure your
privacy.

Like to Use Bluetooth

This app exchanges Bluetooth signals
with nearby phones running the same
app. These signals contain an

DT B s O T,

anonymised ID, which is encrypted and
changes continually to ensure your

?
How MyTrace works? privacy.

By using the app, you will help the MOH to trace
persons that are in close contact with a Covid-19
patient.

The contact data is stored only on your phone and
the MOH will first seek your consent to share the
data.

Daftar / Register Submit

iIOS app accessed 07/02/20

No version on iOS. Google Play version 1.0.30.
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CovidRadar.mx



& covidradar.mx

COVID Radar

¢Qué es COVID Radar?
Es una aplicacion anénima, voluntaria que te
ayudaré a...

Mayor informacion en www.covidradar.mx

Es importante que aceptes los terminos y
condiciones de uso

Bienvenido a CovidRadar Gracias por ser
voluntario en esta primera version, cualquier
retroalimentacion puedes enviarla a
www.covidradar.mx

B Acepto

Para mejorar los resultados ayudanos contestando
esta pregunta.
(Opcional)

£Qué tipo de transporte utilizas?

Vehiculo propio
Metro
Ecovia
Autubuses de transporte publico
Taxis o plataformas (Uber, Didi, ...)

Otro tipo de transporte

Government of the State of Nuevo Ledn
CovidRadar.mx

Covid 3\
Radar

' Version 1.0.0

Esta es nuestra primera version del programa
por lo que le agradecemos su participacion

Inicializando...

Aviso de Privacidad y Términos de Uso

www.covidradar.mx




Allow “CovidRadar.mx"” to
use your location?
Se utiliza ubicacién mientras el app “CovidRadar.mx"” Would Like
esta en uso para enviar alertas i
e e e to Send You Notifications
Notifications may include alerts,

sounds, and icon badges. These can
be configured in Settings.

“CovidRadar.mx" Would Like
to Use Bluetooth
Se utiliza bluetooth para transmitir y

recibir datos de dispositivos cercanos.

Allow While Using App

Allow Once Don't Alloy Allow Don't Allow OK

Don't Allow

Siguiente

IOS version 1.0.1, accessed 07/02/20
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11:55
< App Store

11:55 ) 11:55 ! 11:55
< App Store < App Store < App Store

<« CovidRadar.mx

CovidRadar.mx AdBLE RS CovidRadar.mx

¢Qué es Covid Radar? j iforni
Qi Baja California Para mejorar los resultados ayudanos Gracias por ayudarnos a combatir el Covid19

contestando esta pregunta. utilizando CovidRadar.mx

Es una aplicacién anénima y voluntaria que : : :
Baja California Sur (Opcional)

ayudara a tener mejor trazabilidad de contagios. 10-06-2020 09:54 AM
Mayor informacion en www.covidradar.mx - Campeche Gracias por utilizar CovidRadar.mx
elecc

¢Qué tipo de transporte utilizas?

» €N< Chiapas

Vehiculo propio

Chihuahua

Metro
Coahuila

Ecovia
Colima

Autubuses de transporte publico
Distrito Federal

Es importante que aceptes los terminos y Taxis o plataformas (Uber, Didi, ...)

condiciones de uso
Durango

: - Otro tipo de transporte
Términos y condiciones de uso:
TERMINOS Y CONDICIONES
La aplicacién Covid Radar, en lo sucesivo la
“App" es una aplicacién moévil, del Guerrero
desarrollador LERTEK S.A. de C.V.. con paaina

najuato

Hidalgo
~ Acepto
Jalisco

Siguiente Estado de México

Michoacan
Siguiente
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Netherlands
Private Tracer



|

(

https://www.privatetracer.org/
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https://www.privatetracer.org/

250



gedetecteerd

Blijf nog

14 dagen ihuis

251



Contact with infected individuals Contact with infected individuals Contact with infected individual(s)
detected

0, 0,

Stay at home
10 more days

Turn On Turn Off

https://qgitlab.com/PrivateTracer/ux-design
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E00 . ol = - 16:05 ol T - 16:05 R 16:06 il T -
Contact met COVID-19 Contact met COVID-19
niet gedetecteerd niet gedetecteerd
Laatste keer vernieuwd: 1uur geleden ) Laatste keer vernieuwd: 1 uur geleden X))

V o £ Weet je zeker dat je contact
- registratie uit wilt zetten?

‘Welke gegevens worden gedeeld?  Welke gegevens worden gedeeld? Als je contact registratie uitzet, kan deze app

niet meer detecteren wanneer je in
aanmerking komt met een COVID-19
geinfecteerd persoon.

Streef ernaar dit zoveel mogelijk aan te laten.

Anonieme Contact Tracing

COVID-19
@ Laat aan
Uitleg
SRR IR Hoe zit het met mijn batterijverbruik?
Deze app functioneert niet tot dat je contact
registratie weer aanzet.
B9 samen| kriigen we
& ﬁ Tracing score {%
not detected not detected
Last updated: 1 hour ago. Last updated: 1 hour ago.
are you sure you want to turn off contact
Which data is shared? Which data is shared? registration? If you disable contact
registration, this app can no longer detect
. ) Contact registration is off Contact registration is on. when you are eligible with a COVID-19
httDS//Drlvate-tracer-vo-5-9nOWSh/ infected person. Strive to leave this as
This app will not function until you If you come into contact with . much as possible.
switch contact registration back on.  Someone who turns out to be infected 253

with COVID-19, this app will send you a
notification.


https://private-tracer-v0-5-9.now.sh/

ﬁ Tracing score

w

Contact registratie actief: 16 uur
Aantal risicovolle interacties: 8

Zet deze app vaker aan en houd afstand voor een
hogere score;)

Afgelopen week
Vandaag
Gisteren

Alle informatie wordt lokaal op jouw toestel opgeslagen en
wordt automatisch na 14 dagen verwijderd.

®

Button: tracing score

{§} Instellingen

Authorisaties

[ Bluetooth ©

[ Batterij optimalisatie @ ]

Auto match

«©

Laat de app elke 6 uur automatisch controleren
of je risicovolle interacties hebt gehad.

@ Verwijder alle gegevens

Hiermee verwijder je permanent alle data in deze
applicatie.

Versie 1.0.0

®

Button: settings

https://private-tracer-v0-5-9.n@attery optimization

The last of the app is 6 automatically
controlled or there are risk-free
interactions.

Change all data.

& Denk je geinfecteerd te zijn?

Cb Genereer code

Genereer een unieke code en
laat deze code aan een gecertificeerde
zorgverlener zien.

Let op, zodra je een code genereert worden alle
interacties die jij heb gehad in de afgelopen 14
dagen naar de centrale server verstuurd.
Een zorgverlener kan door middel van jou unieke
code jou interacties markeren als risicovol.

®

Button: hazard icon (!)

16:14 ol T .

Contact met COVID-19
gedetecteerd

Laatste contact moment: 4 uur geleden

Welke gegevens worden gedeeld?

Advies: Blijf nog
10 dagen thuis

Meer informatie

{} Tracing score {g}
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9:07 T

Protect

The buttons on this screen will not be enabled until
you are confirmed positive for COVID-19.

Once confirmed positive, the Department of Health
will contact you and enable the buttons based on
applicability and feature availability.

I would like to share my location data wit

ials to help with contact tracing

Share Locations

ho may have been near
will be shared

| would like to notify o
me. No per:

Notify Others

9

Protect

North Dakota
Care19

9:07

< Visited Place

Hornbacher's

Change Place

Arrived Tuesday, 8:08 PM
Stayed .

Elite Home o
Improvements

Gate City Bank
(in Hormbg

LT -

Beaver Creek

Townhomes
ortberers @ ¥ 9 @ o

y Stationstores|

(o] 1
fGoogle: % Redbox Q)

9:07

Places You've Visited

Hornbacher's
Tuesday, 8:08 PM

McDonald's
Sunday, 8:07 PM

Plaza Azteca
Sunday, 6:32 PM

Target
Sunday, 4:51 PM

9:07

)

Information

Coronavius Cases
Updated around 11:00am daily

Risk Assesment
Take the official ND risk assesment




oCo0® s vin

Places You've Visited

Your O7C 15 Correctly

contgured 1o colect location dasy
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sodl 15 10 cobe
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& whiere you » for atleast
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North Dakota
Care19

719 4 0@ 4 \ P |
Protect
The buttons on this screen will not be enabled until
you are confirmed positive for COVID-19.
Once confirmed positive, the Department of Health

will contact you and enable the buttons based on
applicability and feature availability.

| would like to share my location data with state officials
to help with contact tracing.

SHARE LOCATIONS

| would like to notify others who may have been near me.
No personal data will be shared.

NOTIFY OTHERS

719 « 0@ 4
Information
@ Coronavius Cases
Updated around 11:00am daily

f/s Risk Assesment
Take the official ND risk assesment

Y

Protect

719 * 0@ @ AP |

Q Carel9

ND-28468700-7
If you test positive for COVID-19 the Department of

Health may ask you to share this code. This code is used
to enable the buttons on the Protect screen.

You maintain ownership of your data and may delete it if
you choose. This action is not reversible

G © B 0

Places Protect Info About

< ® ]
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Welcome to Care19!

tive for COVID-19, this app
process be more
mportant to re re you
contact tr

people
“Care19 Diary” Would Like to
You cz Send You Notifications
Jisitec Notifications may include alerts,
i sounds, and icon badges. These can
be configured in Settings.

Don't Allow Allow

Continue

10:23

< App Store

Q

Welcome to Care19!

Care19 is a digital diary that helps you remember
where you have been over the last 14 days.

Should you test positive for COVID-19, this app
can help the contact tracing process be more
effective. It's important to recall everywhere you
have been so that contact tracers can contact
people that may have been nearby.

You can easily add locations that you have
visited. If you enable location services, we can
also auto-detect places you visit in some cases.
We should detect about half the places you visit
automatically, making it easier to maintain the
visit list.

10:23
< App Store

Q

Please select your geography

ND Covid-19 Contact Tracing
State of North Dakota

Covid-19 Contact Tracing
State of South Dakota

Covid-19 Contact Tracing
State of Wyoming

Contact Tracing Memory Aide
Other US States

IOS app version 3.5, access 07/03/20

10:23
< App Store

Q

Please select your geography

ND Covid-19 Contact Tracing
State of North Dakota

SD Covid-19 Contact Tracing
State of South Dakota

Covid-19 Contact Tracing
State of Wyoming

Contact Tracing Memory Aide
Other US States




10:24

< App Store

< Information

THANK YOU for taking an active role in slowing
the spread of coronavirus and making a
difference in the health of your loved ones and
your community. Care19 uses state-of-the-art
GPS location data to help you trace the places
you have visited. If you test positive for
COVID-19, with your permission, this anonymous
and confidential data will be shared with the
North Dakota Department of Health to more
efficiently identify others with whom you were in
contact and help reduce the spread of
COVID-19.

You will not be asked to provide any personally

identifiable information within the app. Location
data will only be shared with the Department of
Health with your consent upon testing positive

for COVID-19.

10:25
< App Store

< Consent

Only people who would seek health care at a
North Dakota medical facility should use this
app.

This includes residents of North Dakota or
bordering states, and visitors to North Dakota.

You consent to allow Care19 to build a history of
your locations received through the Location
Services on your mobile device by clicking the “I
Agree" button below.

10:25

< App Store

Home Detection

Care19 does not want to include your home in
the visited places list. Please let us know if you
are home right now, so we can exclude this

locatic y
Allow “Care19 Diary” to use
your location?

Care19 needs access to location so we
can capture places you visit, even
when the app is not running. We also
display the cities where people are
using Care19 in the participant map.

If you
simply

Allow While Using App
Allow Once

Don't Allow

| Am Home

| Am NOT Home

10:25

< App Store

Home Detection

Care19 does not want to include your home in
the visited places list. Please let us know if you
are home right now, so we can exclude this
location from your visited places list.

If you wish to skip this for privacy reasons,
simply push the "Not at home" button.




10:26
< App Store

Home Detection

Care19 does not want to include your home in
the visited places list. Please let us know if you
are home right now, so we can exclude this
location from your visited places list.

If you wish to skip this for privacy reasons,
simply push the "Not at home" button.

10:36
< App Store

10:36
< App Store

Visited Places '

skatoon
°

Your location settings don't allow us to track
recently visited places. The application needs
access to your location even when the app is not
running to be effective.

Care19 needs your location to effectively track
the places you visit. You can go to your phone's
system settings and manually enable "ALWAYS"

location tracking.

Your current mode
NO LOCATION

=) @ M

Visits Participants Protect Info Visits

Regina

35,470

Participants

Participants Protect

Winnipeg
3

10:36

< App Store

Protect

The button on this screen will not be enabled until
you are confirmed positive for COVID-19.

Once confirmed positive, the Department of
Health will contact you and enable the button.
You can then decide if you wish to share your data
with the Department of Health.

1 would like to share my location data with state
officials to help with contact tracing.

Visits Participants  Protect

Kangas City
e & L]




10:36 10:36 10:36

< App Store < App Store < App Store

Information

Q

Coronavius Cases
Updated around 11:00am daily

Risk Assesment ND-94857716-3

Take the official ND risk assesment " . .
Your data is anonymous. However, if you share this code

your information can be associated with you or your
device.

Data Erased

Please delete the Care19 app or turn
off location tracking to avoid future
data collection.

(0]

You maintain ownership of your data and may delete i
you choose. This action is not reversible

Version 3.5
Copyright ProudCrowd, LLC 2020

=) @ M @, &2 @

Visits Participants Protect Info Visits oants Protect




North Macedonia
Stop Korona



Cnepum ja nsnoxeHocra
Ha KopoHaBupycot

sTdlp

KORONA

@

Peny6y BepHa Makezionmja

MuHHCTEpCTBO 3a 3PaBCTBO

o NEXISENSE

TOCTHO W AAMIICTPRII

North Macedonia
Stop Korona

MoMorHm nm Ha
3apaBCTBEHUTE PaboTHULM

Bawara cornacHocT

e notpebHa 3a cneaHoTo!

Bawwor MoGunen 6poj Aa Guae 3auysan 80
Gesbepe pervcrap ynpasyeaH op
MUHUCTEPCTBOTO 32 3ADABCTBO

A KopuchuuwTe Ha StopKoronal kou ce sapaseni
o COVID-19 aa cnoaenar MHGOPMaUUM 3a
MOXHM CPeAGH CO BAC, 33 Aa MOXEME A BH Ce
jaBume 3a cnepmuTe YeKopw.

CE COI/IACYBAM

sT¥p KORONA

3awTuTun ce o LLMpEHETO
Ha KoBug-19

Peructpupaj

ro TBOjoT MobuneH 6poj

Me CMC 3a noTspaa

BHecu MobuneH 6poj
+38970 123 456
BHecu ro KOJIOT npate Ha
+389 70123456

sdby el S0l silee

sT¥p KORONA

https://apps.apple.com/mk/app/stopkorona!/id150664 1869

lNMpupaoHecu 3a
3aepgHuLaTa

AT

PRS-

StopKorona!

Criopenv ja annukayvjata
TIOMOrHM MM Ha HaJBAMCKWTE A ja KopuCTaT

Stonkoronal | ©) KopucHLw
& aKTHBHa wa StopKorona! 6nucky Ro Te6e

Uysaj ja annukauujata oTEOpeNa 3a Aa MOXe Aa
AeTeKTHpa ypeauTe B0 GNH3UHA

Bluetooth epckata e BK/TYYEHA

M3BecTime Kora anaukauuja He ¢
e akTuaHa

sT¥P KORONA
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https://apps.apple.com/mk/app/stopkorona!/id1506641869

HOW IS
StopKorona ACTIVATED !?

Perucrpnpai
Enter the code you will receive

via SMS
1 T2 s
Sign up by entering your mobile
number
eo71 11
PR Haronn
cornacuoctn 33 anmwcauara
3

Turn on Bluetooth whenever
you're on the go

Bluetooth is

We use cookies to enable the functionality of the website, but we do not share your information. By
continuing to visit, you are accepting the use of cookies.

https://stop.koronavirus.gov.mk/
264



https://stop.koronavirus.gov.mk/

Data sharing

Privacy protection For the application

Sharing data in case you are infected

The application data is shared only at the request of the Ministry of Health. If the user of the application is positive on the COVID-19 test:
The Ministry of Health will send an SMS with a COD, in order for the infected person to send the data from the application on a voluntary basis.
In the StopKorona application! by selecting FIRST DATA, enter the CODE and confirm.

The officials from the central system will receive the complete list of potentially infected, after which they will take the next steps, in accordance with the
procedure, and will have the opportunity to inform them by notification through the system.

https://stop.koronavirus.gov.mk/
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Phone data near you is stored on your phone

Application code data near you is stored exclusively on your phone . In case the user of the application becomes infected with COVID-19, he
independently decides whether to give the Ministry of Health access to his data stored in the mobile phone that does not contain mobile numbers but
only codes, which can be decrypted exclusively by the Ministry of Health. The sharing of data collected from the use of this application with the
Ministry of Health is in accordance with Article 13 paragraph (2) item 9) of the Law on Personal Data Protection.

i

[leTeKTUpaHu ypeau

Annac: e05683ea

Pacrojarme: 1.60m

6.04.2020 11:34:47

Anunac: 207¢3193
PacTojanue: 5.27m

Crapr: 06.04.2020 12:58:29
Kpaj: 06.04.2020 13:01:13

BpemeTpaere: 2MUH.

Anuac: 16ccaedf

Pactojanue: 101m

Anwac: 16ccaedf

Pactojaue: 1.01m

https://stop.koronavirus.gov.mk/
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How does the power saving mode work on iOS devices?

You can activate the power saving mode on your iOS device if you turn your phone down or put it upside down in your pocket. This way StopKorona! it
can scan your surroundings, saving your battery.

sTdp
KORONA

Ypenot cBpTeH
= Hapgony

———

MMUHMCTEPCTDO 34 JAPABCTHO

https://stop.koronavirus.gov.mk/
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Information on possible virus
exposure

If someone close to you has
COVID-19 and shares the data
with the Department of Health,
you will be notified to take timely
measures for self-isolation,
testing, and treatment.

Protect your health and that of
your loved ones

By activating the application, you
will get information about
potentially endangering your
health faster, and thus you will
take isolation measures, thus
protecting your family.

2:09 T -

Perucrpupaj

s crt MoGines 600

+389 71111111
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Norway
Smittestop



Hjelp oss bekjempe
koronaviruset

https://play.google.com/store/apps/details

med mobiltelefonen

Q

¥

Vi trenger deg!

1242

Ditt bidrag teller

Takk for at du lastet ned Smittestopp.
‘Sammen kan vi knekke korona.

Du bruker GPS og
Bluetooth

1242

< Om SmitteStopp

&L

r en SMS hvis du

en bruker som

onaviruset.

Jo flere vi er som bruker appen,
jo raskere vil vi stoppe spredningen av

koronaviruset.

Vi tar hensyn til
ditt personvern

1242
< Personvern
&
FHI lagrs om ditt
og mile effekt av smitteverntiltakene i
samfunnet

FHI bruker ikke informasjonen til & sjekke om
du eller andre overholder rid og palegg fra
myndighetene.

Eﬁ\

Allinnsamlet personlig informasjon slettes
automatisk etter 30 dager. Det er ogs mulig &

slette egne opplysninger. (Slett: Fra app

innstillinger)

og varsler deg
tilfelle du har va
utsatt smittefa

Fa Meldinger

Vi trenger ditt telefonnummer for

3 kontakte deg hvis du har vaert i
narheten av noen som er smittet.

Smittestopp

1242

Appstatus

Fullt aktivert

Takk for at du hjelper il
Du blir kontaktet hvis du har vaert i kontakt

koronaviruset.
(hvis den smittede ogs3 har lastet ned

Smittestopp)

Vil du bidra mer, del Smittestopp videre:

Stopp viruset med
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Poland
ProteGO



Pokonajmy razem Regularnie uzupetniaj . Wykonaj Na biezaco sprawdzaj
koronawirusa! Dziennik Zdrowia Test Oceny Ryzyka Swoja grupe ryzyka
i reaguj

Wazne informacje
o koronawirusie
w jednym miejscu

https://apps.apple.com/us/app/protego-safe/id1508481566 6/28/20
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https://apps.apple.com/us/app/protego-safe/id1508481566

Pokonajmy razem Regularnie uzupetniaj =a Wykonaj Na biezgco sprawdza . inf
koronawirusa! Dziennik Zdrowia Test Oceny Ryzyka swoja grupe ryzyka Wazne in Cfrm?qe
i reaguj o koronawirusie

w jednym miejscu

Gratuaiwr

https://play.google.com/store/apps/details?id=pl.gov.mc.protegosafe&hl=en _US 6/28/20
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9:11
< App Store

'l'l ProteGO Safe

Pokonajmy razem koronawirusa!

ROZPOCZNIJ

govtech

< App Store

"1 ProteGO Safe

Wszystko w Twoich rekach. Ta
wersja aplikacji korzysta z
narzed.
do powiadamiania o mozliwym
kontakcie z koronawirusem.

Pozwol, by aplikacja anonimowo rejestrowata
spotkania z innymi urzadzeniami. Dzieki
temu, gdy uzytkownik, ktéregos z nich
zachoruje, otrzymasz odpowiednie
powiadomienie. Zadbaj o swoje i swoich
bliskich zdrowie.

Wiecej informacji

Nie powiadamiaj mnie o zagrozeniach

gov.pl Ggovt

< App Store

"L ProteGO Safe

ProteGO Safe to aplikacja, ktéra pomoze nam w
wychodzeniu z najostrzejszych obostrzer
2wigzanych z pandemia. Im wiece] z nas bedzie z
niej korzystac, tym szybciej i skuteczniej
ograniczymy tempo i zasieg rozprzestrzeniania sie
koronawirusa. To takze profesjonalna pomoc
zar6wno dla zdrowych, jak i zakazonych osob.

Nasza aplikacja korzysta z APl opracowanego przez
Google i Apple.

Jak dziata?

Aplikacja skfada sig z dwéch modutéw. Pierwszy z
nich to modut umozliwiajacy samokontrole stanu
zdrowia. To swoisty ,dziennik’, ktéry na biezaco
pozwala weryfikowac, czy i w jakie] grupie ryzyka
zakazenia jestesmy. To rozwiazanie oparte o
wytyczne Swiatowej Organizadji Zdrowia (WHO).

Drugi modut - to skanowanie Twojego otoczenia i
komunikowanie w przypadku ryzyka kontaktu z
wirusem.

Jesli wiaczysz w swoim telefonie Bluetooth,
aplikacja bedzie komunikowaa sie z urzadzeniami
jej innych uzytkownikéw. Spokojnie, nie bedzie im
przekazywata zadnych danych na Twsj temat. Nike
nie dostanie dostepu do zawartosci Twojego
telefonu.

Informacje o napotkanych urzadzeniach nie
zawierajq zadnych danych o ich whascicielach, s3
anonimowe i zakodowane, a do tego
przechowywane tylko w telefonie, przez dwa
tygodnie. Pozniej sa usuwane.

Do czego przydaje sig historia takich spotkari? W

rmancin Lint LRAE 7 i rh LA 7 b Arnmn

12

< App Store

Enable COVID-19 Exposure

Logging and Notifications Modut monitorowania ryzyka

Your iPhone can s 0 Modut monitorowania ryzyka jest
P

poinformuje Cig j
kontaktu z osoba chor
gth of an
shared with “ProteGO Sa

iOS app version 4.2.0 which was updated 6/22/20.
Access 6/28/20.
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9112

< App Store

9112

9:112
< App Store

< App Store

9:112

< App Store

"1 proteGO Safe "1 proteGO Safe

gL ProteGO Safe

Powiadomienia o narazeniu na
kontakt z COVID-19

ks =

Wiacz sie do wspélinej walki

Wiacz sig do wspélnej walki przeciwko koronawirusowi

przeciwko koronawirusowi

1

4

Wiacz powiadomienia

Do prawidtowego dziatania aplikacji
potrzebna jest Twoja zgoda na wyswietlanie
powiadomien. Kliknij ponizej i pozwol
ProteGO Safe wspiera¢ ochrone zdrowia
kazdego z nas. “ProteGO Safe” Would Like to

o i Nowos¢é w aplikacji: powiadomienia o B bl ez o Uzupetniaj Dziennik Zdrowia
Send You Notifications mozliwym kontakcie z koronawirusem. aj o siebie! Regularnie sprawdzaj, czy
Notifications may include alerts, jeste$ w grupie ryzyka
sounds, and icon badges. These can
be configured in Settings
DALEJ ° " )

Nie powiadamiaj mnie o zagrozeniach

DALE)
DALE] DALEJ _

” .y gov.pl Ggovtech
a;} gov.pl oovisch z; gov.pl Qgovisch zg gov.pl Eeovtach m
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9:12

< App Store

"L ProteGO Safe

Wiacz sie do wspdlnej walki
przeciwko koronawirusowi

N

Wszystkie najwazniejsze informacje w
jednym miejscu

DALEJ

4 gov.pl Qaovtech
gov.p

9:12
< App Store

"1 ProteGO Safe

Poméz sobie i innym.
Zaczynamy!

Dobrze, ze zdecydowate$/as sie zainstalowac
aplikacje ProteGO Safe.

Dzieki niej dowiesz sie, czy istnieje ryzyko, ze
przebywate$/as w poblizu oséb chorych na
COVID-19.

(] Oéwiadczam, ze zapoznatem/am sig z
Regulaminem ProteGO Safe oraz Polityka
Prywatnosci i akceptujg ich ia.

DALEJ

E gov.pl fgovtech

9:12
< App Store

" ProteGO Safe

Poméz sobie i innym.
Zaczynamy!

Dobrze, ze zdecydowates/as sie zainstalowac
aplikacje ProteGO Safe.

Dzieki niej dowiesz sie, czy istnieje ryzyko, ze
przebywates/as w poblizu oséb chorych na
COVID-19.

Oéwiadczam, ze zapoznatem/am sie z
Regulaminem ProteGO Safe oraz Polityka
Prywatnoci i akceptuje ich postanowienia.

DALEJ

EJ gov.pl Goovtech

9:12

< App Store

’1‘! ProteGO Safe

Chcesz dowiedziec sie wiecej?
Kliknij ponizej i wykonaj test oceny ryzyka.

Pamietaj! Wyniki wywiadu stuza wylacznie celom

informacyjnym. Nie moga byé interpretowane, ani
traktowane jako porada, konsultacja lub diagnoza lekarska.

WYKONA] TEST OCENY RYZYKA

[ POMIN TEST OCENY RYZYKA ]

EZ; gov.pl fgovtech

9:12
< App Store

'b ProteGO Safe

/\ Powiadamianie o mozliwym kontakcie
z koronawirusem jest wylaczone >

Kliknij, aby wiaczy¢ monitorowanie ryzyka

O

N N

7

Brakuje informacji do analizy
Twojego ryzyka zakazenia
koronawirusem.

Wypenij test oceny ryzyka lub zaczekaj na
informacje o kontaktach z zakazonymi.

Wykonaj TEST oceny ryzyka

=l @ @

Porady Pytania i odp. Wigcej
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9:12

< App Store

'11 ProteGO Safe

Porady

Zostan w domu.

Zadzwon do rodzicow i krewnych w
% podeszlym wieku. Poméz im korzystac z
ProteGo Safe na ich telefonie. Zréb dla nich
zakupy. Unikaj kontaktu osobistego.

) Jesli przyjechates/-as z zagranicy -
skontaktuj sie z sanepidem i poddaj
obowiazkowej 14-dniowej kwarantannie.

% / Regularnie uzupetniaj zaktadke M6
DZIENNIK ZDROWIA: zapisuj w aplikacji
objawy i temperature ciata.

Czym jest koronawirus? v
Jaka chorobe wywoluje koronawirus? v
Na czym polega leczenie? v

Czy s3 jakies specjalne leki zapobiegajace
nowemu koronawirusowi lub leczace go?

<

9:13
< App Store

’1‘! ProteGO Safe

Pytania i odpowiedzi

Szanowni Panistwo! Niecodzienna sytuacja zwiazana
z epidemig nasuwa nam wszystkim wiele pytan -
Jjak funkcjonuje transport publiczny, do kiedy sg
kontrole na granicy, komu przystuguje dodatkowy
zasitek opiekuriczy na dziecko. Odpowiedzi na te i
inne pytania zbieramy w jednym miejscu, a
zaktadka jest na biezaco aktualizowana. Pytania sa
podzielone tematycznie, a interesujgce nas sprawy
mozna zlokalizowac, korzystajac z wyszukiwarki.

Q

IV ETAP ZNOSZENIA OGRANICZEN

Dlaczego utrzymujemy stan epidemii,

: 5 e v
skoro znosimy ograniczenia?

Czy zniesienie obowiazku zastaniania ust v
i nosa ma charakter catkowity?

lle 0s6b moze przebywaé w kinie lub o
teatrze?

Czy wteatrze, kinie lub w operze musze

mie¢ maseczke?

913

< App Store

’1‘! ProteGO Safe

ﬂz Dziennik zdrowia

Test oceny ryzyka

B

Jak to dziata?

3d

G0 Czuje sig Zle, co zrobi

i

Numery alarmowe

Regulamin i Polityka prywatnosci

Ustawienia

Moje dane

T zgtos biad

9:13

< App Store

'11 ProteGO Safe

ie o

zkoronawirusem jest wylaczone >

Kiiknij, aby whaczyé monitorowanie ryzyka

Brakuje informacji do analizy
Twojego ryzyka zakazenia
koronawirusem.

Wypetnij test oceny ryzyka lub zaczekaj na
informacje o kontaktach z zakazonymi.

Wykonaj TEST oceny ryzyka

913

< App Store

L ProteGO Safe

Test oceny ryzyka zakazenia
koronawirusem

Jedng z gtéwnych funkdji tej aplikacji jest test
oceny ryzyka zakazenia koronawirusem.
Przygotowalismy go zgodnie z wytycznymi
Swiatowej Organizacji Zdrowia (WHO).

A Wazne
Test:

® nie jest diagnoza. Te moga postawic
wytacznie lekarz i test medyczny na
obecnos¢ wirusa.

® pomaga monitorowac swoj stan zdrowia.

* wypetnij go zgodnie z prawdg - robisz to
dla wtasnego bezpieczeristwa.

Uprawiam jogging. Cz;{,podczas biegu R = @ @
musze mie¢ maseczke? Porady Pytania i odp. Wiece]
Home Pytania i odp. Wiecej Home Pytania i odp

Wiecej Home Porady

DALE)
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9:113
< App Store

9:113 9:113 9:113 913

< App Store < App Store < App Store < App Store

< Powrét "L ProteGo Safe "L ProteGO Safe "L ProteGoO Safe ‘B proteGo safe "L ProteGO Safe

Czy masz ktérekolwiek z

zakazenia. Osoby starsze oraz te o obnizonej odpornosci sa -
odporno$¢

choroba watroby

bliskiej odlegtosci (ponizej 1 metra)
Bol gardta z 0soba z podejrzeniem zakazenia
koronawirusem

szczegdlnie narazone na dziatanie koronawirusa.

Uposledzony smak lub wech

lle masz lat? Zaznacz odpowiedzi, ktére Cie Czy masz ktérys z ponizszych .. h obiawow? Czy w ciggu ostatnich 14 dni
¢ g P A onizszych objawéw? i1 &/aé hlicki
dotycza objawéw? Wybierz jedynie nowe P 4 ) miates/-a$ bliski kontakt z osobg
O  mnigjniz65 objawy, niezwigzane z Twoimi []  Ostabienie z podejrzeniem zakazenia
[0  zdiagnozowana przewlekta przewlektymi chorobami. koronawirusem?
O 65 lub wiecej choroba ptuc [ Bole migsni
. . ., O Goraczka O Mieszkam lub opiekowatem/-am
O nie chce podac O Zdiagnozowana niewydolno$¢ () Dreszcze sie osoba z podejrzeniem
serca O Kaszel O 86l glowy zakazenia koronawirusem
Dlaczego warto podac te informacje? [ Trwajaca choroba nowotworowa [J  Dusznos¢ O siegunka @) Przel.:ywaberﬁ/-a;: w tle samym
Wiek jest waznym czynnikiem w kalkulacji oceny ryzyka 2 i 8 . pomieszczeniu (biuro, klasa,
[0 Choroby lub leki obnizajace [0  Zadne z powyzszych O Mdhodci sitownia) lub podrézowatem/-am w
O
O
O

0 7di iewydolnosé Zadne z powyzszych @) Miatem/-am osobisty kontakt przez
DALEJ |agknozowana niewydolnos¢ yeszy dhuzej niz 15 minut z osobg
nere : L
podejrzang o zakazenie
[J  Diugoterminowy pobyt w domu Dats! koronawirusem

opieki O Inny rodzaj kontaktu

O Cukrzyca O Zadne z powyzszych

O

Otytos¢

O

Zadne z powyzszych
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[ H ] 9:13
< App Store < App Store

‘:5 ProteGO Safe '-.5 ProteGO Safe

A Powiadamianie o mozliwym kontakcie

z koronawirusem jest wytaczone b

@ Kliknij, aby wigczy¢ monitorowanie ryzyka
Gratulacje! Uzytkowniku,

przeanalizowalismy Twoje
Dzigkujemy za wypetnienie Testu Oceny odpowiedzi. Wynik testu
Ryzyka 7 28-06-2020 kwalifikuje Cie

do grupy: Niskie ryzyko
Na podstawie Twoich odpowiedzi, nasz infekgji.

system sprawdzi teraz do jakiej grupy Cie
zakwalifikowac.

e

To bardzo wazne, aby$ wypetniat/-a testy regularnie. a Wykonaj TEST oceny ryzyka
v

Bedziemy Ci o tym przypominac :)

SPRAWDZ WYNIK
Home Porady Pytania i odp. Wiecej

279




Qatar
Ehteraz



R 1t

Health Status

TN ™

Helpline
@ © Q

Get Started

State of Qatar @
1=]
- 1 :fs, e SR
08 Caryons rsopadindsuseshasineonins
. < 109
- < 16000
¢

https://play.google.com/store/apps/details ?id=com.moi.covid19&hl=en_US 6/28/20

™

Notifications EHTERAZ

Now cases

So P NOW 0% Se g o
How to protect yourself fr

91415 12564
8y mantaming tocal dstanc
Total Mumber of Total Nomber of
Peogie Tested Positive COVID
foe COVID-19 19 Canes
1nman 643
Numder of Number of New
Active COVID19 Cases in the
Cases Under Last 24 Mowrs

Troateent

e —
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https://play.google.com/store/apps/details?id=com.moi.covid19&hl=en_US

Registration Health Status

Helpline Notifications

Fridsy, Aprl 24, 2020 at 1167

.
“V& @ New cases Now cases
Some new cases are related to tr.
o) 4o
Fricy, Apri 24, 2020 at 1157
. e,' How to protect yourself from... How to protect yourself from
EHTERAZ Nader Khelr @ By maintaining soclal distancing, . X | )
P Qatarl 1D =3 Friday, April 24, 2020 at 11:67
New cases
P o7 | Some new cases are related to travelers who
came to the State of Qatar and other are related
r all technical relatod questions and inquirle to proximity contact
w | Y 109
o For hoalth related questions and inquirke
Heowith code color holds you encrypted personal dats to mantain 2
You prvacy the coo coding feiects your hawth status < 16000

©
°

Register °

Close
& 8 O s & 8 -
Hatine sttt
ogure Voat Stunes

https://apps.apple.com/us/app/ehteraz/id1507150431 6/28/20
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https://apps.apple.com/us/app/ehteraz/id1507150431

Allow “EHTERAZ" to use
your location?

"EHTERAZ" Would Like to Used for Contact Tracing with different o
Use Bluetooth users of the same app for disease “EHTERAZ"” Would Like to
S prevention Send You Notifications
Used for Contact Tracing with different Noricat e
otifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

users of the same app for disease
prevention.

IOS App download 6/28/20. Version 5.1
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Please turn on bluetooth
access from settings.

Open Settings

Terms & Conditions

Registration

EN/AR

These Terms and Conditions, detailed
hereinafter, govern your use of the EHTERAZ
Application. By accessing and using the
Application you are deemed to have
understood and agreed to the terms.

The Application is owned and operated by
the State of Qatar and the relevant

f Government entities.
Please make sure iPhone

location services are

tuFhad oi. The Ministry reserves the right to vary, amend

or modify or impose new conditions in these
Terms and Conditions at any time without any
notification to you. Any such variations,
amendments or modifications will be
reflected by an update on the Application.
You are therefore responsible for checking
these Terms and Conditions periodically to be
aware of any such changes. Your continued
access of this service following the posting of
any changes to these Terms and Conditions
shall constitute your acceptance and
agreement of the same.

30
o) qe
R S
EHTERAZ
jhi— ol

» Qatari D > VISA

P +974 |

® |

sl 3
o

o

Register Hotline
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Add screenshots directly from

phone

App screenshots directly
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.Scan QR code or go to
tracetogether.gov.sg
to download the app.

The app is now
available in more
languages.

https://support.tracetogether.gov.sg/hc/en-sqg/articles/360043735573-How-do-I-set-up-TraceT

TraceTogether

Helps you remember where you
went and whom you were with in the
past few weeks.

Notifies you quickly if you've been

exposed to COVID-19, to protect you
and your loved ones

. NEXT

Enter your mobile number

MOH will use this number to contact
you if you had possible exposure to
COVID-19.

- 65 9123 4567

2. Launch the app.

The first few pages
explain the benefits
of using the app.

3. Register using your

mobile number.

Enter the One-Time
Pin sent to you via
SMS.

Select your profile (©)

FIN — Work Pass

» Please have your
a Work Pass ready :)

4. Select your profile
and enter your
details.

Your unique ID helps
MOH reach the right
person when they

need to contact you.

ogether-

To help you note direct
exposure to COVID-19, your
app needs Bluetooth

All app Bluetooth data after 25 days
will be automatically deleted.

ALLOW

5. Enable Bluetooth

and other app
permissions.

Your app is working now!

Keep your app running and
Bluetooth on until the outbreak
ends.

And hang in there! We can defeat
COVID-19 together.

6. Set up completed!

Keep Bluetooth on,
and keep your app
open in the
background until the
end of the outbreak.
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https://support.tracetogether.gov.sg/hc/en-sg/articles/360043735573-How-do-I-set-up-TraceTogether-
https://support.tracetogether.gov.sg/hc/en-sg/articles/360043735573-How-do-I-set-up-TraceTogether-

wlM F

11:38 AM

Your app is active

A safe new normal, together ==

Share this app

BIE!
BN L
f s

SafeEntry
check-in

< 67% =)

[y

B

il

The SafeEntry barcode feature facilitates
quick and secure check-ins and
check-outs at all SafeEntry locations.

Users may click on the ‘SafeEntry
check-in’ button in the home screen for a
digital identification barcode, unique to
you, to appear. Scan the barcode at
SafeEntry locations that accept scanning
of barcodes such as on your NRIC, FIN
and other forms of identifications cards.

Kindly note that sometimes the barcode
cannot be scanned as older scanners that
use lasers do not work well with reflective
surfaces like mobile phone screens.

Please keep the app running with full app
permissions until the end of the outbreak,
SO we can protect you and your loved
ones.

You can disable TraceTogether’s
functionality any time by turning Bluetooth
off or by pausing the app from the option
in your home screen (currently only for
Android). We will not be able to help notify
you quickly of possible exposure to
COVID-19 during this period when your
app isn’t working. @

We will only use TraceTogether for contact
tracing during the COVID-19 outbreak.
Once contact tracing is no longer needed,
you will be prompted to disable
TraceTogether's functionality.

If the main screen on your app says “Your app is active’,

it means your app has been set up successfully.
https://support.tracetogether.gov.sg/hc/en-sg/articles/360043735593-How-do-I-know-that-my-

app-is-working-
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https://support.tracetogether.gov.sg/hc/en-sg/articles/360043735593-How-do-I-know-that-my-app-is-working-
https://support.tracetogether.gov.sg/hc/en-sg/articles/360043735593-How-do-I-know-that-my-app-is-working-

Would keeping TraceTogether running all the time drain my
battery quickly?

3 months ago - Updated

The battery consumption on tested phones is only marginally greater with the app running, particularly on phones that already
have Bluetooth enabled.

App power monitor ®

Tap SAVE POWER to stop these apps from using your battery
while you are not using them.

SAVE POWER

®Q W TraceTogether

== Usage per hour: 0%

Samsung Galaxy A70 (introduced in 2019)

Power mode

Optimised

Usage by apps ........................................ Today v
TraceTogether
Active:19h40m 1.4%

Background : 0 m

Samsung Galaxy )7 Pro (introduced in 2017)

App power monitor ®

Tap SAVE POWER to stop these apps from using your
battery while you are not using them.

SAVE POWER

@ W TraceTogether

== Usage per hour: 0.03%

Samsung Galaxy S6 (introduced in 2015)

https://support.tracetogether.qov.sa/hc/en-sa/articles/360045311673-Would-keeping-TraceTo

gether-running-all-the-time-drain-my-battery-quickly-
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https://support.tracetogether.gov.sg/hc/en-sg/articles/360045311673-Would-keeping-TraceTogether-running-all-the-time-drain-my-battery-quickly-
https://support.tracetogether.gov.sg/hc/en-sg/articles/360045311673-Would-keeping-TraceTogether-running-all-the-time-drain-my-battery-quickly-

A safe new
normal starts

Participate in
community-driven
contact tracing

with all of us le

D
® ® Your app is active

(m)

TraceTogether

NG

MINISTRY OF HEALTH
SINGAPORE

>IN

3 uniTeD “\ /

A safe new normal, together ™

Share this SafeEntry
app check-in

oyo| &

https://play.google.com/store/apps/details?id=sg.gov.tech.bluetrace

Get notified quickly
if you've been
exposed to
COVID-19

To help you note direct
exposure to COVID-19,
your phone needs these
permissions

© Bluetooth
© Let app run in background
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https://play.google.com/store/apps/details?id=sg.gov.tech.bluetrace

What is TraceTogether and how does it work?

TraceTogether is a contact-tracing smartphone app that enables the Ministry of Health (MOH) to quickly track people who have been exposed to confirmed coronavirus cases.

Users SCANTO
fete.can DOWNLOAD
download the app  []pmesk[E]

Users have to input their
mobile phone number for
MOH to be able to contact them

During the
initial set-up,
users have to give

| their explicit

Users will then have to enable push

notifications and location

permissions, and keep the Bluetooth

on the Apple App N ] quickly. The number is the only function on their phones turned on.
Store or the 3 T data collected by the consent to be able
Google Play Store. o .ﬁ Government through the app. to use the app.

- [ 0] il 0 - [0 -

Help stop the spread of
COVID-19 by turning Bluetooth
on

If you had close contact with o COVID-19
case, we help the Ministry of Heaith
(MOH) cail you more quickly.

Your 0t is fvrver OCCESsed, Uriess you were et
a cortemed cose

Enter your mobile number to
be contacted

.65

We'll text you @ One-Time Pin (OTP).

Seting up for your fomily? Use thelr number
stead of yours.

Enter OTP that was sent to
+65

Wrong number?

Your code will expire in 1:57.
Besend Code

Your consent is needed for
the following:

O To store your mobile number in @
secured TraceTogether registry

@ For TraceTogether users who are
COVID-19 cases to share
information about their possible
encounters with you — so that we
con call your mobile phone about
next steps

)

Set up app permissions
Select “Yes' for the next 2 screens to
setup,

1. Bluetooth
2. Push notifications

8oth are needed for the app to work:
Your battery usoge may increase.

er” Would Like
Bluetooth

"TraceTogether” Would Like

to Send You Notificatior

This is because the app uses

short-distance Bluetooth signals that
are exchanged between phones to detect
other TraceTogether users in close proximity.

N («

E * Official contact
tracers who call
users will provide a code
that users can match
with a corresponding
verification code on
their app.

* Once authenticated,
users will be given a

PIN number that

allows submission of
logs when entered.

« Official contact tracers
will not ask for personal
financial details or
transfer of money.

Sources: GOVTECH, MINISTRY OF HEALTH PHOTOS: GOVTECH STRAITS TIMES GRAPHICS

https://www.google.com/url?sa=i&url=https%3A%2F %2Fwww.straitstimes.com%2Ftech%2F singapore-app-allows-for-faster-cont
act-tracing&psig=AOvVaw2|CWe-O1PdaliLebOKjwIP&ust=1591709524377000&source=images&cd=vfe&ved=0CAIQjRxqFwoTC
JiXsbmg8ukCFQAAAAAJAAAAABAQ
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Step 3

Enter your mobile number to @
be contacted A % g
« 45 P1234567 M

We'll text you @ One-Time Pin (OTP)

Settng vp for your Samily” Use thew number

o IS

roeod of yourn
Turn on your Bluetooth App permissions are fully set up
Do tha from Control Cerner of go Please leave oll settngs on untd the
10 Settings otbreck onds

Then come bock to the app 1o confiem

https://www.google.com/url?sa=i&url=https%3A%2F %2Fen.wikipedia.org%2Fwiki%2F Trace Together&psig=AOvVaw2|CWe-O1P
daliLebOaKjwIP&ust=1591709524377000&source=images&cd=vfe&ved=0CAIQjRxqFwoTCJiXs5mq8ukCFQAAAAAJAAAAABA
Y
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Upload Data

Use only if MOH contacts you
How can we help you?

STEP 1

Verify that the contact tracer
is from MOH

Make sure they give you a code that
matches the one below.

Latest Updates

Verification code:‘

General

Using TraceTogether

Permissions and Privacy q

@ M ®

Home Upload Help

https://www.gizmodo.com.au/2020/03/how-coronavirus-tracking-app-tracetogether-works/
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https://www.gizmodo.com.au/2020/03/how-coronavirus-tracking-app-tracetogether-works/

https://www.youtube.com/watch?v=6n9ZsHSc4 YA

294


https://www.youtube.com/watch?v=6n9ZsHSc4YA

"TraceTogether"

Woulg Like
00

~4 TraceTOQelher * Would Like

to Senq You Notih‘cau’ons
Notifie

Y NClude dlorey

Jges These Can be
N Setr, ngs

d icon bac
configureg

. . - H Y
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https://www.youtube.com/watch?v=6n9ZsHSc4YA

L ‘ '-Ls.vﬂ‘unnuw{rmulwar S : S-N Iu Y YOU Mmaore \.;u'|C!\l\v

P o) 022/137 @ & Youlube i3

Plav (k)

Singapore - TraceTogether (contact tracers will notify you quickly)
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8:39 w FTa

8:38 w T 8:38 T e 838 P
The goal Privacy by design i
’ s How does the app work? SwissCovid
Tips on use
= 9
SwissCovid h @ Here you wil find the Data Protection
v Statement and Conditions of Use
breaks n ;2:
chains of infection. @ Data Protection Statement & Conditions
of Use
Staying one step ahead of the virus Protection of privac -~ .
ying P P y Recognising encounters using Blue-
tOOth Warning: This app does not protect you from
@- By using the SwissCovid app, we can all & Devices only exchange random IDs. The app COVID-19 infection.
help to contain the spread of the new coron- does not gather location data or data on The app is intended for proximity tracing and to
avirus. your identity. > The app automatically recognises when two warn users of potential exposure to someone in-
users have been in close proximity for a cer- fected by COVID-19. It is not a diagnostic tool eit
JA8 The app tells you if you might have been ex- O+ The random IDs are stored on your device tain time.
posed to the coronavirus. for 14 days and then deleted.
3} Ituses Bluetooth Low Energy (BLE) to do
this. No GPS, mobile, Wi-Fi or other location Federal Office of Public
d Health FOPH
ata. “
Schwarzenburgstrasse 157
3097 Liebefeld, Switzerland
SwissCovid App Version 1.0.5 c E
Release Date: 23.06.2020
Continue Continue R
Continue
[+ Jrereoig il e A Accept
Pt Ut federal da sanadad publica UTSP —
Suiss Confderation
— —

Screenshots taken iOS app version 1.0.5 on June 28,
2020
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8:39 al T @)

Done @ bag.admin.ch A G
S Catla A Dara Pro e & Conanions oFuse

DE FR IT EN
Q@ FopH = Q

> Subnavigation

v Contact information

SwissCovid App: Data Protection #
Statement & Conditions of Use

The Data Protection Statement explains what information is
collected, why it is collected and how information is used. The
Terms and Conditions of Use informs about the rules you
agree to when using the SwissCovid App.

As of 24 June 2020

~ SwissCovid App : Data Protection Statement
~ SwissCovid App: Conditions of Use

v Technical Information and FAQs

Data Protection Statement of the Federal
Office of Public Health FOPH in connection
with the use of the “SwissCovid app”

Please read the following Data Protection Statement when
using the SwissCovid App.

> Introduction
> 1.Controller

B2
®

8:39 w/ T @

Activate proximity tracing

COVID-19 Exposure Notifications must be acti-
vated to use the app.

Good to know

Data protection

ﬁ Only random IDs are exchanged, not data
about your location or your person.

Minor increase in battery usage

The app operates using as little energy as
possible. There is only a minor increase in
battery usage.

Enable COVID-19 Exposure
Logging and Notifications
Your iPhone

ave been exposed to
COVID-19. The date, duration, and

What does the app do?

A %
~ ‘"‘
Report of potential infection

The app notifies you if you may have been
exposed to the coronavirus.

By responding appropriately, you can break
the chain of infection and protect other peo-
ple.

Continue

8:40 w T

Allow messages

In order to receive notifications from the app,
you must enable messages.

Enable messages

Good to know
Notified immediately

JA In the event of a potential infection, you will
receive a message on the lock screen.
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8:40 alFTa)

@)
[+) SwissCovid ®

‘-

The app is ready to go
Thank you for helping to break the chain of in-
fection. -

v/ APP ACTIVE
Encounters will be registered
anonymously.

o SwissCovid remains active even if the
app has been closed.

Reports >

v/ NO REPORTS

No potential infections have
been reported »h $

N
MESSAGES DEACTIVATED
Change the settings to receive information
directly in the event of a report.
Change settings

SwissCovid

o8

Reports

Encounters >

app has been closed.

v

v/ NO REPORTS

No potential infections have X
been reported »h f

MESSAGES DEACTIVATED

Change the settings to receive information

directly in the event of a report.

Change settings

What to doif ... >
Symptoms of the disease

0o

What to doif .. >
you test positive

Imprint X

SwissCovid

L

Version 1.0.5

Published by

Schweizerische Eidgenossenschaft
Confédération suisse

Confederazione Svizzera
Confederaziun svizra

Swiss Confederation

Bundesamt fiir Gesundheit BAG

Office fédéral de la santé publique OFSP

Ufficio federale della sanita pubblica UFSP
Uffizi federal da sanadad publica UFSP

Further information
[4 www.foph.admin.ch

Technical support

R, +4158 466 07 99

Legal

[Z Data Protection Statement &
Conditions of Use

Research and development

cPEL——

8:40 w Te)

< Encounters

Proximity tracing O
COVID-19 Exposure Notifications

v/ APP ACTIVE

Encounters will be registered anony-
mously.

0 SwissCovid remains active even if the
app has been closed.

What is an encounter?

@» If smartphones with the app are in close prox-
imity for a certain time, this is registered on
your device as an encounter.

Is my data secure?

@ Inthe event of an encounter, only random IDs
are exchanged.

They are saved locally on the smartphones

and than ABIATAN X OavVe T2TAT
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< Encounters

mously.

o SwissCovid remains active even if the
app has been closed

What is an encounter?

s$» If smartphones with the app are in close prox-
imity for a certain time, this is registered on
your device as an encounter.

Is my data secure?

ﬁ In the event of an encounter, only random IDs
are exchanged.

They are saved locally on the smartphones
and then deleted 14 days later.

Does Bluetooth have to be turned on all the time?

)k In order to recognise encounters, Bluetooth
must be turned on at all times. This causes
only a minor increase in battery usage.

FAQS (4

8:41 W

Tested positive

No potential infections have been reported

What should | do?
Protect yourself
Follow the government recom-

mendations on hygiene and so-
cial distancing.

";Z:

[ Protect yourself and others

What are reports?

JB The app checks regularly to see whether any
users that you have encountered have report-
ed testing positive for the virus.

If it is possible that you have been infected,
you will receive a message on your lock
screen.

What is a potential infection?
}9 The app N ———eams [ \/OU have

8:40 wEa) 8:40 wEe 8:40 W TE
< Reports < Reports < Symptoms
cial distancing. N
v ! f What do | do if ...
» v
?
No reports | feel ill?

Z Protect yourself and others

What are reports?
n The app checks regularly to see whether any
users that you have encountered have report-

ed testing positive for the virus. Do the ...

If it is possible that you have been infected, coronavirus check
you will receive a message on your lock

Stay at home, do the coronavirus check, or
screen.

call your doctor.

What is a potential infection? Z To the coronavirus check
:§> The app not only checks whether you have
had encounters with infected persons, but

how long and how close these were,

You will only be notified if there is sufficient - =
?
likelihood that you have been infected \Whatisthelcorgnavirischecks
Q You have symptoms but are unsure what you
should do? Answer the questions in the FOPH

online check to receive advice on what to do.

FAQs [4 |

I FAQS (4

What to do if
you test posi

N

a2

With the Covidcode
Break the chains of infection

By entering the Covidcode, you tell the app
that you have tested positive for the coron-
avirus.

< Tested positive

ENTER THE COVIDCODE

)
g

What is a Covidcode?

9

What information get:

People who have

coronavirus recei

sures that only c¢ Whatis a Covidcode?

Q People who have tested positive for the new
coronavirus receive a Covidcode. This en-
sures that only confirmed cases are notified
via the app

via the app.

O Only the romshomm

What information gets sent?
o+ Only the random IDs from your app are sent,
no personal data

Other SwissCovid apps can then check if it is
possible that they have been infected

Does anyone find out who  am?

2 Although no personal data relating to you is
sent out, it may well be that someone remem-
bers their encounter with you from the date.

FAQs (4

3p1




This is how proximity tracing using the SwissCovid app works.

)/ & ﬂgﬂ 0% 039
Ma & oo tions %@9% ﬁnﬁ?ﬂﬁ?ﬂ;_@

Find the SmesCond app on e App Store or Persons A, B, € and D have instaliod the Person A has contracied Te coronavwus.

acan the OR code and intall the SwissCovid SwisaCoved spp on Bk amariphones Person A = in contact with pecsons B and C

200 Srarg excharge va
Buenot Person A Is also n contact with

porson D, bt at a dstance of at keast 1.9
motres. Thor smartphones o not exchamge any
chackzums.

6—8|— BF |- 5085

Porson A tests posiive, rocenes the Covidoode Perzon A's « femporary keys i3 semt to he The SwissCovd app makes reguiar quores
fom the Centact Maragement person Fedoral Adminstration’s server Persons 8 and C recetve notficason that they may
suthecised by the canional decier and enters it in potentaly be infoctod. They are asked % contact

the Coronavirus Indolne. The app query does not

0 app. Person A solf-isolates
result in @ messape for person O

file:///Users/stephanienguyen/Downloads/SwissCovid%2
Oapp_Factsheet 200622.pdf
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Turkey
Hayat Eve Sigar


https://www.iletisim.gov.tr/english/haberler/detay/director-of-communications-altun-shares-a-post-on-pandemic-isolation-tracking-project

5:33 T -

Hayat Eve Sigar
Bu uygulama seni ve gevrendekileri Corona

virsOnden korumak Igin T.C. Sagik Bakanhg:
tarafindan geligtinimigtir

This application protects you and your
surroundings from Corona virus T.C. It

5:34 T -

)

) @...

i@

»
n
,:—.

G

s Fothioms Uskadar

Risk Bolgeleri @ Tesiden onnod IS

Konum servislerine izin verdiginde, uygulama Ka Cranci Kanuev)
sonl, riskii bolgelere yaklagh(uinda uyaracak ve
haritada anlik olarak yaklagmaman gereken

alanlan goreblleceksin

o 0
o ICADIYE

SELAMS 2 O, oo Otryeh

Q Habiabarm Sevh Mazesi Q
[

0 -\__4 }
avist: 4,747 - sucinxo veraT savisi: 98 1 PLAM IVILESEN Sav1S: 2.423 - TOPLAM VAKA S/ A
- v L] i e v (] 8 e
Risk Areas

When you allow location services, the app will alert you when you

was developed by the Ministry of Health. approach risky areas, and you will be able to see areas on the map that

you should not approach instantly.

https://apps.apple.com/tr/app/hayat-eve-s%C4%B1%C4%9Far/id1505756398?I=tr

Turkey
Hayat Eve Sigar
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https://apps.apple.com/tr/app/hayat-eve-s%C4%B1%C4%9Far/id1505756398?l=tr

Hayat Eve Sigar

Bu uygulams seni ve gewrendekilen
Corona virlistngen konamak (cin
1.C. Saglik Bakanhli tarafmdan

geligteilmugtie

ILERLE
LA R R N N J

I O <

Turkey
Hayat Eve Slgar

Risk Bolgeleri

Konum gservislerine w2in verdiinde
wovlama, send, riskl Dhigelere
yoklagtnda uparacok ve hartada
ankk olarak yaddayrarman gereken

alankan glentilocaksi
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wist 123  Puginn
Go-gle
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m

Q

o T

Kadure

20,065 - Huginkid Vaba Sy 3135 8agi A
Go-ge -
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Agafudakinrden giiayeting vt clan
segraz
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https://play.google.com/store/apps/details?id=tr.gov.saglik.hayatevesigar&hl=en_US

UAE
TraceCovid



Fight COVID-19
together with
TraceCovid

A aldg b

DEPARTMENT OF HEALTH
ANTITITIAE S FRRITITIT
TraceCovid helps
Government Authorities
with contact tracing for the
benefit of the whole
community

https://play.google.com/store/apps/details?id=ae.tracecovid.app

TraceCovid
helps protect
your loved ones

n» wain

R L

Fight COVID-19 together.
Get faster response.

i yos were In oontact mith 8 COVD-"S
O, v Ol otlact yuw fasilar o L

VR ARCOSNY BORONS RO prwenrt 1y
woread

L g e B I

TraceCovid
detects users
around you

n» vainr
3

TraceCovid is active

2

TrateCored Cartacty Soteted e you

bl

You are Pelong 10 s100 the
spread of COVID- 19

Kooy e a00 open N Ite
Battgroersd umtl e Sovwrmmaert

AUNSOTes rounde the ond of 1t
Gt

A Srare ths ane


https://play.google.com/store/apps/details?id=ae.tracecovid.app

iPhone Screenshots

Fight COVID-19
together with
TraceCovid

aa_a lldg—db
. DEPARTMENT OF HEALTH

ATITITIAR S KRR

TraceCovid helps
Government Authorities
with contact tracing for
the benefit of the whole
community

https://apps.apple.com/sa/app/tracecovid/id1505485835

TraceCovid
helps protect
your loved ones

o il T -

£l

Fight COVID-19 together.
Get faster response.

If you were in contact with a COVID-19
case, we can contact you faster to take

the necessary actions to prevent its
spread,

Your data is not accessed Unless you were near
# confirmed case,

TraceCovid
detects users
around you

o1 wil -

3

TraceCovid is active

2

users of TraceCovid near you

090

Thank you for fighting
COVID-19 together,

Keep the app open in battery-saving mode,
when you are around others, for example in
meotings, queuing, taking publc transport,
or going through crowded public spaces,

Battery-Saving mode

/P Share this app

] L L]


https://apps.apple.com/sg/app/tracecovid/id1505485835

C _ TraceCovid

Youtube video viewed 6/28/20:
https://www.youtube.com/watch?v=5Lex5] wxK4

- v Vv

A A DO
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Trac oCovid needs you 10
qQr ant the tollowing app
ssions

MORE VIDEOS

S S
B & Youlube 5J
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B & Youlube 5] [2

311



Xl

<

B & YouTube 5] I3
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l MORE VIDEOS |

P 4) 030/152 &8 Youlube "]
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Trace covid utilizes Blue tooth signals, to determine whether

MORF VINENQ

mate™ )y phones, with the application installed, are close to each other.
b o) —@ 039/152 @ & Youlube 5] i1
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When 2 phones are nearby, they exchange an encrypted Secure Tracing Identifier,

MORF VINENS

MUte () which is then stored on their respective phones.
P o) —@ 047/1:52 @ & Youlube NJ I3
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MORE VIDEQOS

P o) 05992

B & Youlube 5]
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11:54 AM ‘

02:12PM ‘

MORE VIDEOS

P o) 107/152 @ & Youlube I L3
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And.that-'utl .

A A D D

B & Youlube 5] [2
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United Kingdom
NHS COVID-19 App



47 T -

COVID-19

This app is no longer
inuse

The Isle of Wight trial is now complete and the
app s no longer oporational, Please uninstall the
app. Thank you for participating in the trial and
playing a vital role In supporting the NHS.

I feel unwell 5+
How to uninstall the app G+

About the app 3+

6/28/20 iOS app nhttps://apps.apple.com/us/app/nhs-covid-19/id1507396059
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https://apps.apple.com/us/app/nhs-covid-19/id1507396059

328 covo19

Help the NHS stop the
spread of coronavirus in the
UK

Ths spp ety you know if pou may hawe
bean near somecne with cormnuvrus
COVID- 18] sympioms

Learm mory atiog! Yow 1 aores

28 covo19

2

Enter the first part of your
home postcode

Whyy g0 we need thin?

This wformaton will Se waed '3 help yuwr
9 NS o gred Vb e (T
Yoz erwe and 10 enderstardd e soread of
he Baasse sCr0ss 1he LI Pour DOwi ode

wil nat be used t3 Pack poar locsbon

28 covo-19

0

Set up app permissions

Blsotooth

This ap@ uses hattery -savwg Buetooth
Low Energy 10 deverriing when i 18 newr
Other phore with s g For T e
15 winh . Batoaih redn 1 e bept O o

o eman

Push netf o atons

Tren 220wl sannd rOA o ol B9 yons 0
POL wE Dewn NEN BOTeONE WITH
CHOPETT A TR 800wl Quade pa

on ahet % do et

https://www.bbc.com/news/technology-52551273

Turn off your Bluetooth when you put on
your PPE

Your interactions at work should not be captured
when you are wearing personal protective
equipment.

Close NHSX
This message has been placed in the app, for healthcare workers

Users will be asked to enter the first part of their postcode but not their name or other personal details
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https://www.bbc.com/news/technology-52551273

NHS App selected screenshots 15

Digital

My spportments Owcler 3 pest presronon

(m g aggoarrt sty

P O e L L
o . v o

Ao n Corsanare

S W Lk ety 0 Mt
Sotetenss 110N gt

Moo Mo 100 grem

At ad reaers ety

Want 50 book & GF sppointment o S W e Tt Bt & By 34
order & rvpeat prescription e

https://www.glebelandspractice.nhs.uk/page1.aspx?p=13&t=2
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https://www.glebelandspractice.nhs.uk/page1.aspx?p=13&t=2

13497 H >
2= <o [FERNEEERN] | uninoccuroant madiesl acice o wart frthar |

CcovID-19

st Turn off your Bluetooth when you put on your PPE
You need to turn your : ;
) nolifications an Your mteract!ons at work should pot be c':aptured when
you are wearing personal protective equipment.
You will not recerve notifications to say If you've been
near with COVID-19 you
allow notifications in your Settings.
. To enable this app to send you notification you need
Set up app permissions 10,99 10 your Sattings, tap on the app name and allow Close

notifications.

Bluetooth

This app uses battery-saving Bluetooth Low

reswinpesere bk The NHS COVID e e Rt

Bluetooth needs to be kept on at all times.

This app will send notifications to you if you've
been near with
and will guide you on what to do next,

| Push Notifications

The NHS COVID-19 app

https://reincubate.com/blog/staying-alive-covid-19-backaround-tracing/
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https://reincubate.com/blog/staying-alive-covid-19-background-tracing/

Utah - USA
Healthy Together



Healthy
Together

We'll rise above COVID-19

Utah
Healthy Together Beta

9:41 il -
Daily Checkup
Are you experiencing any of
these symptoms?
Select all that apply Check Your Symptoms
Help slow the COVID-19 outbreak and
identify those at risk.
Tired
o Take a minute to self-report
New or Increased Shortness of Breath © Find outif you need to be tested
e Log your symptoms daily to log your
health history
Loss of Appetite
Check Your Symptom:
Cough
Checkup History Share History
Nausea
) Apr17,2020 at 8:35 AM
No Test Needed
Joint Pain View Details
) Apr17,2020 at 8:35 AM
Previous Questions @ ay E?
Checksos e
—

9:41 ol -

Intermountain - Alta View
InstaCare
9450 S 1300 E, Sandy, Utah 84094

Mon - Fri: 9 a.m. to 9.p.m.

Please call before visiting one of our
testing locations.

Schedule Appointment
West Q@

4 81230 9:41 ol -

Are you experiencing any of Notifications

these symptoms?
Select all that apply B

COVID-19 Test Results. Tap here to view
your State of Utah COVID-19 test results.

Tired @] Just now

Q

Hi, this is Sarah from
Health Department.
exposed to COVID-1
and | will call you tc

New or Increased Shortness of Breath

P
94]

Loss of Appetite D

Yesterday

Tuesday, April 21

Cough 'Y

How are you fr

complete a He | ¥ Heathy Rgether

How are you

Yesterday

Nausea D Take 3 minute to share how you're feeling todia)

a
Next Question
How are

Previous Questions
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7:00

< App Store

wll T @

L
| i,

Check symptoms

Check your symptoms every day to see if you
need to get tested.

Utah

7:00 P

< App Store

Sign up for Healthy Together and
help us return to a normal life

[ == +1 Phone Number

By signing up for Healthy Together, you agree to the Privacy Policy
and Terms of Service. You may receive SMS notifications from us
and can opt-out any time.

12 3 4 5 6 7 8 9 0

Healthy Together Beta
iOS app version 1.2.1 on 6/28/20

< App Store

Enter the PIN we sent to verify your
phone number

PIN sent to (202) 350-1277

!

al T

Resend?
1 2 3
aBc DEF
5
GHI JKL MNO
7 8 9
PaRS TUv wxyz
0 e}

- space

< App Store

Qo @ ©®

Please enter your first and last name

7:01

< App Store

o 0 ©®

Please enter your first and last name

test Person|

Continue

Invalid name, please try again.
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7:01
< App Store

Allow the following permissions for
Healthy Together to work best

We delete all of your location data every 30
days automatically

Choose Permissions

Enable location to help detect potential
COVID-19 exposure events and risk
areas.

Get notified by public health workers if
we detect you are at risk.

Share the app with friends and family so
we can fight COVID-19 together.

Increase accuracy when you're in
proximity to potential exposure events.

Utah

Healthy Together Beta

Allow “Healthy Together” to
use your location?
Tap “Allow While Using App" to help
detect if you've been near COVID-19
cases

iOS app version 1.2.1 on 6/28/20

“Healthy Together” Would
Like to Send You Notifications
Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

“Healthy Together” Would
Like to Access Your Contacts
Tap OK to allow access to contacts so

you can choose friends and family to
share with

"Healthy Together"” Would

Like to Use Bluetooth

Tap OK to enable close proximity

detection using Bluetooth.




7:02
< App Store

I

Where do you live?

[ Utah

Utah

Healthy Together Beta
iOS app version 1.2.1 on 6/28/20

A Message From
Governor Herbert

The state of Utah is working in collaboration with
Healthy Together to stop the spread of
COVID-19. By taking urgent action, we can all
work together to protect the lives of our family
members, friends, health workers, and the
broader community.

In conjunction with other efforts spearheaded by
the Governor’s Office, our partnership with
Healthy Together will increase the ability of
health workers and state officials to track, trace,
and contain COVID-19. Healthy Together’s
mobile application and analysis technology will
support Utah’s contact tracing plan by giving
state health workers a faster and more accurate
picture of where and how the virus is spreading
in our community.

Protecting the use of citizen data is of utmost
concern to the state of Utah and Healthy
Together. To ensure the privacy and security of

tha Aata Af Anir fitizance wia hava aarand

7:02

< App Store

in our community.

Protecting the use of citizen data is of utmost
concern to the state of Utah and Healthy
Together. To ensure the privacy and security of
the data of our citizens, we have agreed
contractually that data use will follow these
principles and limitations:

1. Use of the app is strictly opt-in and voluntary.

2. Users own their data and can delete their data
at any time.

3. Only data that is required to combat
COVID-19 will be shared with public health
officials.

4. Location and Bluetooth data will automatically
be deleted every 30 days.

5. Symptom data will be automatically de-
identified after 30 days.

6. Healthy Together will comply with state
requirements for data security and encryption.

By participating in Healthy Together, you are
playing an active and critical role in protecting
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Butte

7:03 =@ 7:03 7:03 Billiagsg ),
< App Store all = @) < App Store < App Store Bozeman DS 7:03 »
< App Store
D aily Che ckup Who are you taking this for? San Juan County Cody . .
ise
Me Idaho Falls WYOMIt
i " "
Check Your Symptoms Riverton Update Location to “Always'
. Pocatello Turn on for better tracing
Help slow the spread of COVID-19 and find Twin Falls
those at risk. Someoné Else I+
o Check your symptoms Turn on Bluetooth
Improves close proximity detection
@ Find out if you need to be tested
0 Keep track of your symptoms every day Turn on Contact Syncing
A Choose who to share with
Check Your Symptoms Turn on Push Notifications
Get notified if you are at risk
tate of
Together
Las Vegas now
Gallup
Kingman
Flagstaff All
ARIZONA Tap here to complete a Daily Health
Tm ago
Invite Others to Help (1) Phoenix 4
— . i . \
v Q (Con = Q Cn = v a P
Checkups Map Notifications More Map Notifications More
Checkups Map Notifications

Utah
Healthy Together Beta
iOS app version 1.2.1 on 6/28/20

.))
w

Utah

More
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