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SecSep directly transforms the compiled 
assembly program. 
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foo:
  ...
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Challenge: Track memory access to secret and public data 
   at the assembly level.
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Secret stack

Public stack



Octal: Typed Assembly Language

7

Arch State Type
(Δ, R, M)

Type Context Reg Type Mem Type



Octal: Typed Assembly Language

7

Arch State Type
(Δ, R, M)

Mem Type

d

d+64
Type Context Reg Type Mem Type



Octal: Typed Assembly Language

7

Arch State Type
(Δ, R, M)

.L0: 
movq (%rdi), %rsi
... R[rdi] = d

Mem Type

d

d+64
Type Context Reg Type Mem Type

Dependent Type Taint Type



Octal: Typed Assembly Language

7

Arch State Type
(Δ, R, M)

.L0: 
movq (%rdi), %rsi
... R[rdi] = d

Mem Type

d

d+64
.L1:
...

(Δ’, R’, M’)

Is subtype of ...
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movq %rax, (%rdi)

Transformation Task: Shift store address by δ

addq $δ, %rdi
callq foo        

TransPtr
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TransOp

Which transformation strategy should we use?

foo:
  movq %rax, (%rdi)
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Conservatively mark public stack data as secret
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[1] Gem5 is used to implement the CPU with defense and perform evaluation.
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