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We use ordinary timers!
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What if the TONTOU window is short?

Instruction cache

We slow it down by evicting it from the cache!
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• Stock Linux (6.14.0-37-generic)
• All default mitigations enabled (SafeRET, KASLR, etc.)
• No inserted modules, only unprivileged user execution
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• Time-of-Neutralization to Time-of-Use (TONTOU) windows exist

• Attackers can redirect during the TONTOU window through interrupts

• Predictions for all indirect branches can be poisoned by interrupts

• INTERRUPT INJECTION breaks the latest Spectre v2 mitigations
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Time

set timer kernel exec.

SW loop BHI_DIS_S
SafeRET



Thank you! Questions?

danieltr@mit.edu

https://github.com/MATCHA-
MIT/TONTOU-Interrupt-Injection
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