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SafeRET neutralizes the top of the RSB
right before a return
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2 ™ danieltrujillo — daniel@AMD-Zen-2: ~finterrupt_injection_demo — ssh « ssh zen2 — 180x50
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Neutralization Redirect Use

TONTOU attacks break neutralization-based Spectre defenses
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How to inject an interrupt in the kernel?
We use ordinary timers!
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What if the TONTOU window is short?
We slow it down by evicting it from the cache!
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We can hit a small TONTOU window with relatively high probability
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e Stock Linux (6.14.0-37-generic)
* All default mitigations enabled (SafeRET, KASLR, etc.)
* No inserted modules, only unprivileged user execution

13



End-to-end attack on AMD Zen 2



End-to-end attack on AMD Zen 2

Break
KASLR

548s



End-to-end attack on AMD Zen 2

LLocate

/etc/shadow

548s 18m

14



End-to-end attack on AMD Zen 2

Locate
/etc/shadow

Leak

548s 18m 5.47 bytes/s

14



End-to-end attack on AM

LLocate

/etc/shadow Leak

5.47 bytes/s

Ci danieltrujillo — daniel@AMD-Zen-2: ~finterrupt_injection_demo — ssh « ssh zen2 — 180x50

root:$y$39T$7ikpI/9QPCZWINgScIHKU1$VbnyVr7DWp2EKGUB1DAWXxcYs5KUC1TERFM. 4ZCz0X9:20646:0:99999:7:::

daemon:*:20134:0:99999:7:::

bin:*:20134:0:99999:7:::

SYS:%:20134:0:99999:7:::

Sync:%*:20134:0:99999:7:::

games:%:20134:0:99999:7:::

man:*:2013 :0:99999:7:::

lp:%:20134:0:99999:7:::

mail:*:20134:0:99999:7:::

news :%:20134:0:99999:7:::

UUCp:%:20134:0:99999:7:::

proxy:%*:20134:0:99999:7:::

www—data:*:20134:0:99999:7:::

backup:*:20134:0:99999:70::

list@*:20134:0:99999:7:::

irc:%:20134:0:99999:7:::

_apt:%:20134:0:99999:7:::

nobody:%:20134:0:99999:7:::

systemd-network:!0:20134

systemd-timesync:!*:20134

dxcpcd: ! :20134

messagebus:!:20134
o] o AL
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Mitigations

* Kernel patch: detects interrupts during SafeRET

AMD

* Emulates rest of SafeRET if interrupt is detected

g  Acknowledges underlying behavior
(lntel) 5 7S

» Exploitability depends on many factors
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ConCluSion Neutralization @ Use

* Time-of-Neutralization to Time-of-Use (TONTOU) windows exist
» Attackers can redirect during the TONTOU window through interrupts
* Predictions for all indirect branches can be poisoned by interrupts

* INTERRUPT INJECTION breaks the latest Spectre v2 mitigations

Y tel. D¢t
[ set timer I kernel exec. | SafeRET

SW loop BHI_DIS_S




Thank you! Questions?

iiﬁi danieltr@mit.edu

https://github.com/MATCHA-
MIT/TONTOU-Interrupt-Injection
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