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REMOTE VERIFICATION OF FILE
PROTECTIONS FOR CLOUD DATA
STORAGE

FIELD OF THE INVENTION

The present invention relates generally to the field of data
storage, and more particularly to cryptographic techniques
for veritying that a given stored file 1s actually stored with
appropriate protections such as encryption.

BACKGROUND OF THE INVENTION

Cloud data storage 1s swiltly supplanting many forms of
local storage for consumers and enterprises alike. Cloud stor-
age providers have an interest 1n demonstrating that files 1n
their custody enjoy strong confidentiality and other protec-
tions, both to differentiate their services and to ease regula-
tory compliance for their clients.

For example, security breach notification laws in the
United States, such as those 1n the recently-enacted HITECH
(Health Information Technology for Economic and Clinical
Health) Act, typically include a safe harbor exemption for
encrypted data. To benefit from such provisions, cloud stor-
age providers must demonstrate at a minimum that while 1n
storage, files are 1n encrypted form. See M. Burdon et al.,
“Encryption safe harbours and data breach notification laws,”
Computer Law & Security Review, 26(5):520-534, 2010.

Auditors today commonly rely on periodic facility inspec-
tions and system architecture and configuration reviews to
verily compliance with data-handling requirements under
established standards such as Statement on Auditing Stan-
dards (SAS) No. 70. Such approaches are expensive and error
prone. They do not support continuous monitoring or exten-
stve fine-grained inspection and often presume correct reduc-
tion of security policies to practice. Automated verification of
stored file formats 1s thus a compelling alternative or supple-
ment to traditional audit approaches. To maximize cost effec-
tiveness and minimize trust assumptions 1n an audited cloud
storage provider, such verification should be executable
remotely, e.g., by an auditor over the Internet.

Veritying that a file 1s encrypted would be much easier for
an auditor or client that had sole possession of the encryption
keys. In order for a cloud storage provider to compute over
stored, encrypted data and furnish plaintext on demand, how-
ever, the provider 1tself must encrypt the file and manage the
keys. This 1s the most common cloud storage model and the
one that burdens clients the least. Furthermore, for a cloud
storage provider to assume responsibility for file confidenti-
ality and minimize security requirements for clients, it should
never divulge encryption keys to external entities, the file
owner included.

An auditor or client should therefore be able to verity that
stored files are encrypted by a cloud storage provider that 1s
itself managing the keys and performing the encryption and
decryption operations on the files.

If the cloud storage provider holds encryption keys, then
remotely verifying that stored files are encrypted presents a
very difficult problem. Consider by way of example a client
that entrusts a cloud storage provider with file F, asking that
the cloud storage provider store 1t encrypted under some
secret key K as ciphertext G. How can the client verify that the
cloud storage provider 1s actually storing G and not F ? The
client might challenge the cloud storage provider at a random
time to send it the ciphertext G. But the cloud storage provider
could dece1ve the client by just sending a random string R. If
the cloud storage provider claims to be using an appropriate
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encryption algorithm, such as one that 1s indistinguishable
under chosen ciphertext attack (IND-CCA), the client will be
unable to distinguish between the random string R and the
ciphertext G. It 1s also possible for the cloud storage provider
to deceive the client by storing F 1n unencrypted form and
then computing G on the tly, only 1n response to a verification
request from the client.

Accordingly, a need exists for techniques for verifying that
files stored by cloud storage providers are subject to appro-
priate protections such as encryption.

SUMMARY OF THE INVENTION

An 1llustrative embodiment of the invention mcorporates
file protection verification functionality using an “hourglass™
protocol that provides an efficient and accurate technique for
verilying that files stored by cloud storage providers or other
types of file systems are subject to appropriate protections
such as encryption. The hourglass protocol 1s advantageously
configured to ensure that transformation of a grven file from
one format to another 1s subject to minimum resource require-
ments.

In one aspect of the invention, a client device or other
processing device comprises a file processing module con-
figured with file protection verification functionality. The file
processing module 1s operative to request proof from a file
system that a file having a first format 1s stored by the file
system 1n a second format different than the first format, to
receive the proot from the file system, and to verily that the
file 1s stored 1n the second format using the proof provided by
the file system responsive to the request. The proof1s based at
least 1n part on application of a function to the file 1n the
second format, and the function imposes a minimum resource
requirement on generation of the proof. The file system may
comprise one or more servers associated with a cloud storage
provider.

The file processing module may be operative to determine
if the proof was generated by the file system within a desig-
nated amount of time from the corresponding request, accept
the proof 11t was so generated, and otherwise reject the proof.
By way of example, the first format may be an unencrypted
format and the second format may be an encrypted format to
which the function 1s applied. In this case, the designated
amount of time may be an amount of time less than that which
would be required for the file system to convert the file from
the unencrypted format to the encrypted format responsive to
the request.

The tunction applied to the file 1n the second format 1n
order to 1mpose a minimum resource requirement on genera-
tion of the prool may comprise, for example, a buttertly
function characterized by a buttertly network. As one possible
implementation, the butterfly function may comprise a
sequence ol applications of a pseudo-random permutation
function to pairs of blocks of the file in the second format over
multiple levels, where outputs at level 1 are computed as a
function of outputs at level 1—-1 for 1 =1=log,(n) and where n
denotes a total number of blocks 1n the file.

As another example, the function applied to the file 1n the
second format in order to 1mpose a minimum resource
requirement on generation of the prool may comprise a mes-
sage-recoverable digital signature function.

The file protections that may be verified are not limited to
encryption. In other embodiments, the second format may
comprise a leak-incriminating encoding format 1n which the
file 1s stored with an embedded provenance tag, or a file
binding format in which the file 1s imnextricably bound with at
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least one other file. Numerous other types of file protections
can also be verified using the disclosed techniques.

The illustrative embodiments described herein advanta-
geously overcome the above-noted difficulties associated
with verifying that cloud storage providers are storing files in
encrypted form. For example, using the hourglass protocol in
a given one of these embodiments, a cloud storage provider
cannot deceive a client by simply sending the client a random
string, or by storing a file 1n unencrypted form and then
encrypting 1t only upon receipt of a verification request from
the client.

These and other features and advantages of the present
invention will become more readily apparent from the accom-
panying drawings and the following detailed description.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1s a block diagram showing one example of a data
storage system 1n an illustrative embodiment of the invention.

FIG. 2 1s amore detailed view of a client device and a server
of the FIG. 1 system.

FIG. 3 shows an exemplary {file protection verification pro-
tocol implemented 1n the system of FIG. 1.

FIGS. 4A and 4B illustrate one example of an hourglass
function that may be utilized 1n the file protection verification
protocol of FIG. 3.

FIG. 5 shows an exemplary protocol for proving prov-
cnance tagging in the FI1G. 1 system.

DETAILED DESCRIPTION

The present invention will be described herein with refer-
ence to exemplary data storage systems and associated client
devices, servers and other processing devices. It 1s to be
appreciated, however, that the mvention 1s not restricted to
use with the particular illustrative system and device configu-
rations shown. By way of example, embodiments of the
invention may be implemented 1n a distributed storage system
of the type described in U.S. patent application Ser. No.
12/495,189, filed Jun. 30, 2009 and entitled “Distributed Stor-

age System with Enhanced Security,” or U.S. patent applica-
tion Ser. No. 12/827,097, filed Jun. 30, 2010 and entitled
“Distributed Storage System with Eificient Handling of File
Updates,” which are commonly assigned herewith and the
disclosures of which are hereby incorporated by reference
herein.

FIG. 1 shows a data storage system 100 which includes a

client device 102, a network 104, servers 106-1, 106-2, . . .
106-N, and a controller 108. The controller 108 may be con-
figured to direct at least a portion of the processing operations
of the servers 106, such as file storage, file retrieval and file
verification operations. The servers 106 and controller 108 in
this embodiment are associated with a cloud storage provider
110, and collectively provide a cloud storage environment for
remote storage of files by client device 102. The client device
102 1s coupled to the servers 106 via the controller 108, but
may additionally or alternatively interact directly with one or
more of the servers 106, as indicated, for example, by the
communication path shown by dashed line 112. A givenfile F
associated with client device 102 may be stored on a particu-
lar one of the servers 106, or may be stored across multiple
servers 106 using the distributed storage techmiques
described in the above-cited U.S. patent application Ser. Nos.
12/495,189 and 12/827,097.

As will be described 1n detail below, the file F 1s processed
in system 100 in such a way that the client device 102 can
obtain reliable verification from the cloud storage provider
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4

110 that the file 1s 1n fact stored 1n an encrypted format. Such
verification may come, for example, 1n the form of crypto-
graphically-verifiable proof provided by one or more of the
servers 106 or the controller 108.

The client device 102 may be, for example, a desktop,
laptop or palmtop personal computer, a mobile telephone, a
personal digital assistant (PDA), a wireless email device, a
workstation, a kiosk, a television set-top box, a game console,
or more generally any type of information processing device
from which a user or other verifier may wish to verify that a
given file F stored in one or more of the servers 106 1s actually
stored 1n an encrypted format. The client device may also be
referred to herein as simply a “client.” The latter term 1s
intended to be construed generally, so as to encompass the
client device, a user of that device, or a combination of both of
these entities.

A particular server 106 may be implemented as a computer
or other stand-alone processing platform, or may be distrib-
uted over multiple processing platforms comprising multiple
separate computers. The servers may be part of a single stor-
age service or various subsets thereol may each be associated
with independent storage services. Numerous other arrange-
ments of multiple servers are possible 1n the storage system
100. The client device 102 and the servers 106 are examples
of what are more generally referred to herein as “processing
devices.”

The client device 102 will generally 1include a user inter-
face through which an associated user can interact with the
system. This interaction allows the user to store files using
one or more of the servers 106, to verity that any such stored
files are actually stored 1n an encrypted format or with other
appropriate file protections provided by the cloud storage
provider 110, and to retrieve any such stored files.

As 1ndicated above, the client device 102 may interact
directly with one or more of the servers 106. Alternatively, at
least a portion of the interaction between the client device and
the servers may be carried out via an associated intermediary,
illustratively shown 1n this embodiment as controller 108.
Other types of intermediary processing devices may be
arranged between the client device and the servers 1n other
embodiments, such as switches, routers or other network
equipment.

The network 104 may comprise, for example, a wide area
network (WAN) such as the Internet, a local area network
(LAN), a satellite network, a telephone or cable network, or
various portions or combinations of these and other types of
networks.

The network 104 over which servers 106 and controller
108 communicate with one another and with client device 102
1s an example of a type of arrangement commonly referred to
as a “cloud.” File storage involving one or more of the N
servers 1s representative of a cloud storage environment, and
such an environment may also comprise other associated
devices such as switches, routers and other network equip-
ment. The servers 106 and controller 108 may be viewed as
one example of what 1s more generally referred to herein as a
“file system.” That term 1s intended to be broadly construed so
as to encompass a wide range of cloud storage environments
including distributed storage environments based on virtual
machines or other types of virtual infrastructure. Thus, a file
system may comprise a single server or other processing
device, or various combinations of such devices.

In an exemplary set of processing operations of the system
100, the client device 102 directs that a file 1n a first format be
stored 1n the file system 1n a second format different than the
first format. As mentioned previously, the first format may be
an unencrypted format and the second format may be an
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encrypted format. The client device subsequently requests
proof from the file system that the file 1s stored by the file
system 1n the second format. The client device recerves the
prool from the file system responsive to the request, and
verifles that the file 1s stored 1n the second format based on
that proof. For example, the client device may determine if the
prool was generated by the file system within a designated
amount of time from the corresponding request. It 1t was so
generated, the proof will be accepted, and 11 1t was not, the
prool will be rejected. The designated amount of time may be
an amount of time less than that which would be required to
convert the file from the unencrypted format to the encrypted
format responsive to the request.

It 1s to be appreciated that a given embodiment of the
system 100 may include multiple instances of client device
102, network 104, server set 106, and controller 108, although
only single mstances of such components are shown 1n the
simplified system diagram for clarity of illustration. For
example, a given user may have multiple personal computing
devices that access different sets of servers over different
networks. The particular number of servers 1n a given such set
of servers 1s arbitrary and may vary depending upon the
application, and thus the server sets may all have different
numbers of servers.

Referring now to FIG. 2, a more detailed illustrative imple-
mentation of client device 102 and a given server 106-1 1s
shown. The other servers 106-2 through 106-N are each
assumed to be configured 1n substantially the same manner as
server 106-1.

The client device 102 1n this embodiment comprises a
processor 200 coupled to a memory 202 and a network inter-
tace 204. Similarly, the server 106-1 comprises a processor
210 coupled to a memory 212 and a network interface 214.
The client device and server communicate with one another
using their respective network interfaces. This communica-
tion 1n the FIG. 1 embodiment may be via controller 108, and
additionally or alternatively may be direct communication or
via one or more other mtermediary devices. The network
interfaces 204 and 214 may comprise conventional trans-
ceiver circuitry of a type well known to those skilled 1n the art.
The processors 200 and 210 may comprise miCroprocessors,
microcontrollers, application-specific 1ntegrated circuits
(ASICs), field programmable gate arrays (FPGAs) or other
types of processing circuitry, as well as portions or combina-
tions of such circuitry elements.

The client device 102 and server 106-1 further comprise
respective file processing modules 220 and 230. These mod-
ules collectively implement the file protection verification
protocol shown 1n FI1G. 3, and can also or alternatively imple-
ment other types of file protection verification protocols
described heremn. The module 220 of client device 102 is
illustratively shown as comprising an hourglass function 222,
a challenge generator 224, and a verification module 225. The
module 230 of the server 106-1 1s illustratively shown as
comprising an hourglass function 232 and a response genera-
tor 234. Of course, these particular arrangements of modules
are exemplary only, and other embodiments may use different
arrangements of modules to provide the described function-
ality.

The file processing module 220 of the client device 102
may be implemented 1n whole or 1n part in the form of one or
more soltware programs stored in memory 202 and executed
by processor 200. Similarly, the file processing module 230 of
the server 106-1 may be implemented at least 1n part in the
form of one or more software programs stored in memory 212
and executed by processor 210. The memories 202 and 212
may each be viewed as an example of what 1s more generally

10

15

20

25

30

35

40

45

50

55

60

65

6

referred to herein as a “computer program product” having
executable computer program code embodied therein. Such
memories may comprise electronic memories such as random
access memory (RAM), read-only memory (ROM) or other
types of memory, 1n any combination. The computer program
code when executed 1n a processing device such as client
device 102 or server 106 causes the device to perform corre-
sponding operations associated with file storage, file retrieval
and file protection verification. One skilled in the art would be
readily able to implement such software given the teachings
provided herein. Other examples of computer program prod-
ucts embodying aspects of the mvention may include, for
example, optical or magnetic disks.

In alternative embodiments, one or more of the modules
associated with the client device 102 or the server 106 may be
implemented at least 1n part within a separate entity such as
the controller 108.

The storage system 100 1n an illustrative embodiment
implements a cryptographic protocol for file protection veri-
fication, an example of which 1s shown in F1G. 3. The protocol
1s also referred to herein as an “hourglass™ protocol, 1n that 1t
imposes a resource bound (e.g., time) on the process of trans-
lating a file from one encoding domain (e.g., plaintext) to a
different one (e.g., ciphertext). The hourglass protocol 1s
analogous 1n this respect to the operation of a conventional
hourglass, 1n which movement of accumulated sand from an
upper chamber of the hourglass to its lower chamber 1s con-
strained by the time required to pass through the narrow neck
between the two chambers.

Advantageously, the hourglass protocol can be used by a
cloud storage provider to demonstrate to a client that a given
cloud-based file 1s stored 1n encrypted form under a cloud-
managed key. It can also be used for verification of other file
protections, such as storage of the file with an embedded
“provenance tag” that pinpoints the origin of a file leak, or
storage of a file inextricably with another file.

As mentioned previously, 1t 1s very difficult in conventional
practice for a client to verity that a cloud storage provider 1s
actually storing a given file 1n encrypted format. Consider
once again the example of client that entrusts cloud storage
provider with file F, asking that the cloud storage provider
store 1t encrypted under a secret key K as ciphertext G. It was
noted above that the cloud storage provider can easily deceive
the client by simply sending the client a random string R and
claiming that R 1s the ciphertext G, or by storing F in unen-
crypted form and then computing G on the fly 1in response to
a verification request from the client. The hourglass protocol
of the present embodiment avoids this significant problem of
the prior art by imposing a minimum time T to translate a file
from an unencrypted format to an encrypted format, based on
a resource bound such as storage, computation or networking
delays. The client can then challenge the cloud storage pro-
vider at a random time to produce G, and require that the
provider do so 1n time less than t. By successiully complying,
the cloud storage provider proves that it has actually stored G,
and not F, because 1t would take too long to translate F into G
in response to the challenge from the client. Therefore, by
responding to the client 1n a sufliciently timely way, the cloud
storage provider proves to the client that 1t has stored the
ciphertext G.

The hourglass protocol 1n the illustrative embodiment
combines a properly parameterized resource bound with what
1s referred to herein as an hourglass function. As noted above,
the resource bound 1s a time limitation 1mposed by one or
more physical resources of the file system, such as storage,
computation or networking delays. For example, hard drives
experience delays due to seek time and bandwidth, and thus
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can serve as a resource bound. The hourglass function, imple-
mented by modules 222 and 232 1in the respective client
device 102 and server 106-1 as shown in FIG. 2, 15 a crypto-
graphically or coding-theoretically invertible function that
imposes a lower bound on the number of resources required to
translate between coding domains, so as to ensure a certain
level of difficulty 1n the translation. A more detailed example
of an hourglass function that may be utilized in modules 222
and 232 1s a buttertly hourglass function, one possible imple-
mentation of which 1s shown 1n FIGS. 4A and 4B.

In describing the exemplary FIG. 3 protocol, 1t will be
assumed without limitation that a given file F 1s to be stored 1n
encrypted form on one of the servers 106-1 of the cloud
storage provider 110 at the request of the client device 102. In
this scenario, the client 1s the verifier and the server 1s the
prover, as indicated at the top of FIG. 3. The FIG. 3 protocol
also assumes a model 1n which the cloud storage provider
manages the encryption key, and never divulges 1t to the
verifier. The diagram shows the operations performed by the
client and server and the flow of information between these
clements 1n carrying out the protocol. The prover 1n other
embodiments may additionally or alternatively comprise
another ol the servers 106, the controller 108, or cloud storage
provider 110.

It should be noted that the FIG. 3 protocol provides a
number of additional refinements relative to the general
description above. For example, in this particular protocol,
the client 102 does not challenge the server 106-1 on G
directly. Instead, the hourglass function 1s applied to G, yield-
ing an encapsulated file H, before the server stores it. The
client then challenges the server on a randomly-selected file
block, rather than a full file. More particularly, the client
challenges the server at to produce a randomly-selected block
H., as a proof that the server stored F 1n encrypted form. The
hourglass function enforces a resource requirement, €.g., a
time delay, on the translation from G to H,. For example,
every block H. may depend on many spread-out blocks of G.
Theretore, 1f the server wishes to cheat, 1t must first encrypt
many blocks of F to get GG, and then use the resulting blocks
of G to compute H.. If each block retrieval carries a small time
delay due, for example, to hard drive seek times, the hourglass
function has the effect of amplifying this delay into a larger
one. It the server stores H, the encapsulation of the ciphertext
G, 1t can furmish H, with a single block fetch. Otherwise, 1t
incurs the delay of many block fetches. A sufficiently quick
response by the server thus proves storage of a ciphertext on
F.

The protocol of FIG. 3 includes three phases, denoted
Phase 1, Phase 2 and Phase 3. Phase 1 mvolves checking
correct file encryption, Phase 2 mvolves applying the hour-
glass function, and Phase 3 mvolves checking encrypted file
storage. Let n denote the number of file blocks 1n a given file
F, and F, denote block 1 of F. The length 1n bits of a file block
is given by 1, such that F eB=GF[2’]. Suitable values of I are
128 or 256, although other values can be used.

In Phase 1 of the protocol, the client 102 sends the file F to
the server 106-1. As noted above, these entities are also
referred to as verifier and prover, respectively, 1n the context
of the protocol. The server encodes F into ciphertext G using
an encryption under a secret key unknown to the client. More
specifically, the server processes F under a pseudo-random
permutation (PRP) to generate a permuted file F'. It randomly
generates a master key K of length 1, uses K as iput to a key
derivation function KD to derive a set of nkeys {k,}._,”, and
encrypts the i”” block of the permuted file under x,. This
encryption function for a given block F'. of the permuted file
F'1s denoted E,_[F',], and may be implemented using AES or
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another known type of encryption. The server sends the
ciphertext G and the additional key «' to the client as indi-
cated.

The key dertvation function takes as input a master key K of
I bits and an 1index 1 and outputs a key K, of 1 bits. The operation
of the function may therefore be denoted as K,«<—KID(x,1). The

key derivation function may be, for example, the HKDF func-
tion described in IETF RFC 5869, “HMAC-based Extract-

and-Expand Key Derivation Function (HKDF),” May 2010.

As indicated in the figure, the server randomly generates an
additional key k' for use with the PRP. The PRP takes as 1ts
input the additional key ' and the n blocks of the file F and
outputs the n blocks of the permuted file F' The PRP may
comprise, for example, a Halevi-Rogaway CMC tweakable
enciphering mode denoted CMC (F,T), with the tweak T
being computed as T<—h(id.), where h(*) denotes a hash
function and 1d .. denotes a unique 1dentifier of the file F. The
umque 1dentifier may comprise, for example, the full file
name including the file system path.

To verity that the ciphertext G 1s correctly formatted, the
client challenges the server to reveal q of the n keys selected
at random, where g<n, and checks that the encryption 1s done
correctly for these q randomly-selected keys. The PRP
ensures that revealing a subset of the keys does not reveal the
master key K and therefore does not permit decryption of the
file. Phase 1 of the protocol thus involves the server demon-
strating to the client that G represents a correct encoding of
file F.

In Phase 2 of the protocol, the encrypted file G 1s trans-
formed by both the client 102 and the server 106-1 1nto an
hourglass encapsulated file H, by application of an hourglass
function hourglass(*) to G. This hourglass encapsulation
transiorms the encrypted file mnto a format suitable for prov-
ably-encoded storage. In particular, H has a format that lets
the server prove that the file 1s stored in 1ts encrypted form.
The server stores the hourglass encapsulated file H. The client
uses H to generate and store integrity checks in the form of
message authentication codes (MACs) over the blocks of H.
More specifically, the client randomly generates akey x _and
then generates an integrity check IH=MAC _ (H,) for each of
the 1 blocks of H. The integrity checks are sent by the client to
the server and stored by the server, as indicated 1n the figure.

As mentioned above, one possible hourglass function that
may be utilized in Phase 2 of the protocol 1s referred to herein
as a butterfly hourglass function. This function will now be
described 1n greater detail with reference to FIGS. 4A and 4B.
Let w:BxB€> BxB denote a PRP over two file blocks, and
thus an 1nvertible operation. We model was an atomic opera-
tion and define our construction 1n terms of a sequence of
applications of w to pairs of blocks. As we are interested here
in constructing a function hourglass computable by both

server and client, we assume that the key for w 1s published.
We define hourglass: B"€>» B" over encoded file G as fol-

lows. Define G,[1]=Gl1] for all 1 For 1=1=log,(n), we com-
pute the output of level 7 as a function of level -1, as shown
by the algorithm 1n FIG. 4A. This construction may be rep-
resented as a network or graph. FIG. 4B shows an example
butterfly network for n=8. In this representation, each set of
values G[1], ..., G;[n] 1s arow of nodes. Two edges connect
the input and output node pairs involved 1n each application of
w. Globally, hourglass involves n log, n invocations of w. By
way ol example, 1n an embodiment in which file blocks are of
s1ze 1=128 bits, w can be implemented as an AES encryption
over 21=256 bits with a known key. The function reverse—
hourglass=hourglass™' may be computed by exploiting the
invertibility of w.
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In Phase 3 of the protocol, the client 102 checks that the
server 106-1 has stored the encrypted file. The client ran-
domly generates z block indices d. and sends them as chal-
lenges to the server as indicated. The client also starts a timer
when 1t sends the challenges. The server sends back the
blocks R, of the hourglass encapsulated file H corresponding
to the indices d.. The client stops the timer when the blocks R,
are recerved. The elapsed time t of the timer indicates the
amount of time between transmission of the challenges and
receipt of the response from the server. The server can aggre-
gate 1ts responses belfore sending them to the client, or can
send them individually. The elapsed time may therefore be
measured, for example, between sending of the last challenge
and receipt of the corresponding response, or in a variety of
other ways.

The client then performs two checks. First, 1t verifies that
the blocks R, are correct by determiming 1f MAC,_ (R)) 1s
equal to IH , for each block. Second, the client verifies that the
clapsed time t1s within expected bounds. This phase therefore
ensures that the server retrieves the blocks of H from storage,
and does not compute them on the fly.

The time required by the server toreply to a given one of the
challenges from the client 1n Phase 3 should be less than the
time required to access a fraction of the plaintext file F and
compute the hourglass transformation on the fly. For
example, assume the server stores n file blocks, including a
percentage p of plaintext blocks of F and the remainder a
percentage 1—p of hourglass encapsulated blocks of H. For
different values of p (e.g., 80% or 90%), one can determine
experimentally how many blocks z the client needs to chal-
lenge so that with high probability (e.g., 99%) 1t can deter-
mine 11 the server 1s not storing the file in the correct format.
The server can reply immediately to challenges for blocks of
H that 1t stores. For the rest ol the challenges, 1t has to compute
the blocks H , on the fly and needs to access fraction p of the
stored plainteixt,, which will result 1n a longer response time.

Although the above-described protocol allows the client to
verily that the cloud storage provider has stored the file F in
the appropriate encrypted format, it 1s also possible that the
cloud storage provider might in addition store the file F 1n 1ts
unencrypted format, against the wishes of the client. How-
ever, there are operational and economic icentives for a
provider only to meet 1ts obligations to store encoded files.
Among these 1s the simple desire to avoid unnecessary stor-
age overhead.

It 1s to be appreciated that the particular operations of the
FIG. 3 protocol are presented by way of illustrative example
only, and other embodiments can use additional or alternative
operations. For example, 1n both Phase 1 and Phase 3 of the
FIG. 3 protocol, the client 102 can generate and send a single
seed as a challenge to the server 106-1, instead of explicit
block indices as previously described. The server can then
derive the block indices {f<—KD(s,,i)},_,? for Phase 1 and
{d <—KD(s,.,i)}._,” for Phase 3, where s, and s, are the seeds
for Phases 1 and 3, respectively, sent by the client to the
Server.

Also, different types of hourglass functions may be used.
For example, one alternative hourglass function that may be
used 1s based on amessage-recoverable digital signature tech-
nique such as RSA PSS-R. In such an embodiment, the client
generates a public/private signing key pair, uses the private
key to sign encoded message blocks, and then discards the
private key. The client then checks the correctness of the
digital signature on a random block provided by the server in
response to a challenge. Since the server cannot itself sign
blocks, 1t can only pass verification by storing the original
signatures, and thus the encoded file format G. It should be
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noted that this approach relies critically on the message-
recoverability of the digital signature technique. With an ordi-
nary signature technique in which messages are not imnextri-
cably bound to signatures, the server could cheat. It could
retain the signatures on message blocks but throw away the
encoded message blocks themselves. When challenged, 1t
would simply rederive a required encoded message block on
the fly and transmit 1t along with 1ts signature.

As indicated above, other embodiments of the invention
can utilize hourglass protocols to verily other types of file
protections, such as storage of the file with an embedded
provenance tag that pinpoints the origin of a file leak, or
storage of a file inextricably with another file, both of which
will now be described 1n greater detail.

The storage of a file with an embedded provenance tag 1s an
example of an encoding format more generally referred to
herein as leak-incriminating encoding (LIE). An exemplary
protocol for verification that a given file F 1s stored with an
embedded provenance tag ;t1s shown in FI1G. 5. ITF 15 leaked,
nt 1dentifies the cloud storage provider as the source of the
leak, and thus the responsible entity. In this protocol, 1t 1s
infeasible to learn F without learning m, 1.e., learning the file
implies learning the provenance tag. The server 1s configured
to prove to the client that w1s embedded 1n F without revealing
t itself. This 1s important, as a client or auditor that learns
could frame the storage provider, falsely furnishing m as evi-
dence that F has leaked.

In the FIG. 5 protocol, AoNT _ denotes an all-or-nothing
transform which requires a query on value K 1 order to extract
the underlying plaintext, and o(M) denotes a digital signature
by the server on message M. The provenance tag m 1s pub-
lished by the server or digitally signed. A proof of leakage by
an external entity consists of z correct signatures, 1.€., Z S1g-
natures corresponding to hashed signatures in 7. The value z
1s a security parameter such that g<z=k. The q challenges are
generated by the client in the same manner as 1n Phase 1 of the
FIG. 3 protocol. For additional details on an all-or-nothing
transform suitable for use in this embodiment, see R. L.
Rivest, “All-or-nothing encryption and the package trans-
form,” 1n FSE 1997, pages 210-218.

The storage of a file mextricably with another file 1s also
referred to herein as file binding. In such an embodiment, two
files F and G are stored 1n such a way that retrieval of one file
implies retrieval of the other. For example, F might be a piece
of software and G an accompanying license agreement. Bind-
ing the two together ensures that any entity retrieving F also
gets G and therefore cannot claim failure to recerve critical
legal information goverming the use of the software. In one
possible implementation, a given set of files may be bound
together via application of the all-or-nothing transform
AoNT. Subsequent application of an hourglass function and
challenge-response verification are then performed 1n a man-
ner similar to that previously described.

As mdicated previously, the file protection verification
functionality disclosed herein can be implemented at least 1n
part in the form of one or more software programs stored in
memory and executed by a processor of a processing device
such as client device 102, one or more of the servers 106, or
controller 108. As indicated previously, a memory having
such program code embodied therein 1s an example of what 1s
more generally referred to herein as a “computer program
product.”

It should again be emphasized that the above-described
embodiments of the mnvention are presented for purposes of
illustration only. Many vanations and other alternative
embodiments may be used. For example, although described
in the context of particular system and device configurations,
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the techmiques are applicable to a wide variety of other types
ol storage systems and processing devices. The particular
process steps used to verily protections for a given file may be
varied 1n alternative embodiments. Also, the types of hour-
glass functions, challenges, responses and other protocol 5
details used 1n a given alternative embodiment may be varied
relative to the arrangements of the i1llustrative embodiments.

In addition, the various simplifying assumptions made above

in the course of describing the illustrative embodiments
should also be viewed as exemplary rather than as require- 10
ments or limitations of the invention. Numerous other alter-
native embodiments within the scope of the appended claims
will be readily apparent to those skilled 1n the art.

What 1s claimed 1s: 15

1. A method comprising:

requesting prool from a file system that a file having a first

format 1s stored by the file system 1n a second format

different than the first format, the second format provid-

ing a designated type of file protection 1n a file system; 20
receiving the proof from the file system; and

verifying that the file 1s stored in the second format using

the prootf provided by the file system responsive to the
request;

wherein the verification 1s based at least 1n part on a time- 25

related minimum resource requirement, the minimum
resource requirement being imposed by application of a
function to the file in the second format to generate the
proof; and

wherein the requesting, receiving and verifying steps are 30

performed by a processing device comprising a proces-
sor coupled to a memory.

2. The method of claim 1 wherein the veriiying step com-
Prises:

determining 1f the proof was generated by the file system 35

within a designated amount of time from the corre-
sponding request;

accepting the proof 11 it was so generated; and

otherwise rejecting the prootf.

3. The method of claim 2 wherein the first format 1s an 40
unencrypted format and the second format 1s an encrypted
format to which the function 1s applied.

4. The method of claim 3 wherein the designated amount of
time 1s an amount of time less than that which would be
required to convert the file from the unencrypted formatto the 45
encrypted format responsive to the request.

5. The method of claim 1 wherein the requesting step
comprises requesting that the file system produce as the proof
at least a portion of a result of applying the function to the file
in the second format. 50

6. The method of claim 1 wherein the minimum resource
requirement imposed on generation of the proot by the func-
tion comprises a minimum number of block retrievals.

7. The method of claim 1 wherein the minimum resource
requirement 1imposed on generation of the proot by the func- 55
tion comprises a minimum number of computations of a
particular type.

8. The method of claim 1 wherein the function comprises a
buttertly function characterized by a buttertly network.

9. The method of claim 8 wherein the butterfly function 60
comprises a sequence of applications of a permutation func-
tion to pairs ol blocks of the file 1n the second format over
multiple levels where outputs at level 1 are computed as a
function of outputs at level 1—1 for 1=1=log,(n) and where n
denotes a total number of blocks 1n the file. 65

10. The method of claim 1 wherein the function comprises
a message-recoverable digital signature function.

12

11. The method of claam 1 wherein the second format
comprises a leak-incriminating encoding format in which the
file 1s stored with an embedded provenance tag.

12. The method of claim 1 wherein the second format
comprises a file binding format 1n which the file 1s 1nextrica-
bly bound with at least one other {ile.

13. The method of claim 1 further comprising the step of
checking that the file 1s correctly formatted by the file system
into the second format by verifying transformation from the
first format to the second format for randomly-selected por-
tions of the file in the second format.

14. The method of claim 1 wherein the requesting, receiv-
ing and veritying steps further comprise:

recerving the file 1n the second format from the file system;

applying the function to the file 1n the second format;

computing integrity checks for respective blocks of a result
of applying the function to the file in the second format;

sending the itegrity checks for storage in the file system;

randomly generating block indices and sending them as
challenges to the file system:;

starting a timer when one or more of the challenges are

sent;

recerving blocks and associated integrity checks corre-

sponding to the block indices from the file system:;
stopping the timer;

determining an amount of time between the starting of the

timer and the stopping of the timer;

verilying that each of the recerved blocks 1s correct by

recomputing the integrity check using the received block
and comparing 1t to the previously-computed integrity
check sent to the file system; and

verilying that the determined amount of time 1s greater than

a designated amount of time.

15. A computer program product comprising a non-transi-
tory processor-readable storage medium having encoded
therein executable code of one or more software programs,
wherein the one or more software programs when executed
cause a processing device to perform the following steps:

requesting proof from a file system that a file having a first

format 1s stored by the file system 1n a second format
different than the first format, the second format provid-
ing a designated type of file protection;

recerving the prootf from the file system; and

verilying that the file 1s stored 1n the second format using

the prootf provided by the file system responsive to the
request;

wherein the verification 1s based at least in part on a time-

related minimum resource requirement, the minimum
resource requirement being imposed by application of a
function to the file 1n the second format to generate the
proof.

16. An apparatus comprising;:

a processing device comprising a processor coupled to a

memory;

wherein the processing device further comprises a file pro-

cessing module, the file processing module being opera-
tive to request proof from a file system that a file having
a first format 1s stored by the file system 1n a second
format different than the first format, the second format
providing a designated type of file protection in a file
system, to recerve the prootf from the file system, and to
verily that the file 1s stored in the second format using the
proof provided by the file system responsive to the
request, the verification being based at least in part on a
time-related minimum resource requirement, the mini-
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mum resource requirement being imposed by applica-
tion of a function to the file 1n the second format to
generate the prootf.

17. A method comprising:

receiving a request for proof that a file having a first format

1s stored by a file system in a second format different

than the first format, the second format providing a des-

ignated type of file protection 1n a file system;
generating the proof; and

sending the proof for verification;

wherein the verification 1s based at least 1n part on a time-

related minimum resource requirement, the minimum
resource requirement being imposed by application of a
function to the file 1 the second format to generate the
proof; and

wherein the receiving, generating and sending steps are

performed by a processing device comprising a proces-
sor coupled to a memory.

18. The method of claim 17 wherein the receiving, gener-
ating and sending steps further comprise:

transforming the file from the first format to the second

format;

applying the function to the file in the second format;

receiving and storing integrity checks for respective blocks

of a result of applying the function to the file 1n the
second format;

receiving block indices as challenges; and

responsive to the challenges sending blocks and associated

integrity checks corresponding to the block indices as
the prootf.

19. A computer program product comprising a non-transi-
tory processor-readable storage medium having encoded
therein executable code of one or more software programs,
wherein the one or more software programs when executed
cause a processing device to perform the following steps:

receiving a request for proof that a file having a first format

1s stored by a file system in a second format different
than the first format, the second format providing a des-
ignated type of file protection;

generating the proof; and

sending the proot for verification;

wherein the verification 1s based at least 1n part on a time-

related minimum resource requirement, the minimum
resource requirement being imposed by application of a
function to the file 1 the second format to generate the
proof.

20. An apparatus comprising;:

a processing device comprising a processor coupled to a

memory;

wherein the processing device further comprises a file pro-

cessing module, the file processing module being opera-
tive to recerve a request for prooif that a file having a first
format 1s stored by a file system in a second format
different than the first format, the second format provid-
ing a designated type of file protection 1n a file system, to
generate the prool, and to send the proot for verification,
the verification being based at least in part on a time-
related minimum resource requirement, the minimum
resource requirement being imposed by application of a
function to the file 1 the second format to generate the

proof.

21. A method comprising:

requesting prood from a file system that a file having a first
format 1s stored by the file system in a second format
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different than the first format, the second format provid-
ing a designated type of file protection in a file system;

recerving the prootf from the file system; and

verilying that the file 1s stored 1n the second format using
the prootf provided by the file system responsive to the
request;

wherein the proof 1s based at least 1n part on application of
a function to the file 1n the second format, and the func-
tion 1IMposes a minimum resource requirement on gen-
eration of the proof;

wherein the verifying step comprises: determining 1f the
proof was generated by the file system within a desig-
nated amount of time from the corresponding request;
accepting the proof if it was so generated; and otherwise
rejecting the proof; and

wherein the requesting, receiving and verifying steps are
performed by a processing device comprising a proces-
sor coupled to a memory.

22. A method comprising:

requesting proof from a file system that a file having a first
format 1s stored by the file system 1n a second format
different than the first format, the second format provid-
ing a designated type of file protection 1n a file system:;

recerving the prootf from the file system; and

veritying that the file 1s stored 1n the second format using
the prootf provided by the file system responsive to the
request;

wherein the proof 1s based at least 1n part on application of
a function to the file 1n the second format, and the func-
t1on 1IMposes a minimum resource requirement on gen-
cration of the proof;

wherein the function comprises a butterfly function char-
acterized by a butterfly network;

wherein the butterfly function comprises a sequence of
applications of a permutation function to pairs of blocks
of the file 1n the second format over multiple levels
where outputs at level are computed as a function of
outputs at level for and where n denotes a total number of

blocks 1n the file; and
wherein the requesting, receiving and verifying steps are

performed by a processing device comprising a proces-
sor coupled to a memory.

23. A method comprising:

requesting proof from a file system that a file having a first
format 1s stored by the file system 1 a second format
different than the first format, the second format provid-
ing a designated type of file protection in a file system;

recerving the prootf from the file system; and

verilying that the file 1s stored 1n the second format using
the prootf provided by the file system responsive to the
request;

wherein the proof 1s based at least 1n part on application of
a function to the file 1n the second format, and the func-
tion 1IMposes a minimum resource requirement on gen-
eration of the proof;

wherein the requesting, receiving and verifying steps fur-
ther comprise: recewving the file 1n the second format
from the file system; applying the function to the file 1n
the second format; computing integrity checks for
respective blocks of a result of applying the function to
the file 1n the second format; sending the integrity checks
for storage 1n the file system; randomly generating block
indices and sending them as challenges to the file sys-
tem; starting a timer when one or more of the challenges
are sent; receiving blocks and associated integrity
checks corresponding to the block indices from the file
system; stopping the timer;

determining an amount of time between the starting of the
timer and the stopping of the timer; verifying that each of
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the recetved blocks 1s correct by recomputing the integ- wherein the requesting, receiving and verifying steps are
rity check using the received block and comparing it to performed by a processing device comprising a proces-
the previously-computed integrity check sent to the file sor coupled to a memory.

system; and verilying that the determined amount of
time 1s greater than a designated amount of time; and R



