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User-vendor
relationships
are transient.
A user might
visit a web site,
purchase ten
pages, and
then move on
elsewhere.
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PayWord is
thus extremely
efficient when
a user makes
repeated
requests from
the same
vendor, but is
quite effective
in any case.

MicroMint
introduces a
new paradigm
for representing
electronic coins
by “hash
function
collisions.”
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Note that
each coin is

a bit-string
whose validity
can be easily
checked by
anyone, but
which is hard
to produce.

CRYPTOBYTES

h& 1) =h& ) =... =hk ) =y

forsomen- Gt grirgy. Noebeeedooedtt:
stimwhosevelolycanteeedydrededhyany-
aehunwhchshador ae Ts 5 stBh b
teeqiemeshatleyauelte
ankédregauardesdnalda
tarsedorwhosa el esoryarecart

Theprooessaimningad s

Theyooessdoomuing hiX-y 5 adps b o5
g aldxa randominbaned2 "hg te n
whithbel xendsupnstheanewihincexy. A
ah 8 s ast dk b e e bensd 1D
tessmetnGetilgk beohesarelne:
quiestssgasbserEnunberdiekao

oga, de b e keared Tonit as
te de w ok 2"hbs s gpoireEik2 n
baks andaesieaneaoniomeachbntatnow
aEs a bk  bekhtsnaeadidesa
deediogi/12degpaidaon

Asvdpr  ddemintsbesadure, honever, is
tetocompuinsmuchdegpartensaage The
rurbederecantessd s ey
compuisionfarexoeadsthenumberofbaksthet
canbememarizedonaressonabienumberafhard

HeWe tis proposebmaenostakunusaie
aspatdaconnamamathetdepencsante

heehveley. Tod sy wesy tet alkdx 5 ‘o
fretthadat bsdteredneley haea
dez  gedhter derMxe peddy, la
n=t+u f te lhadat  bitsdy asxdbz,

teny  Bekdtpod ardhebwvader u btsdy
I x istosd

Apoperdhacedt ersiesusolbebneetecom:
pusiorelardstrager eqr emensdielr der.
Thssbsconntegenaaionposesshyaidod
2whousbningcbnnbeveiainpoessTre
bdetisssesgmodreyi2 " belmenoizes
aboutk?  vgoockebtehereses T2 Yhrsard
geraaesiombemaou(l?) 02 \dl s

—
Heebaseth o howatypca bdermght
dhoosetheparameas(k , U t, nadmaenest
ment in hardware. We cetetelr aer

weresthaearspddlmopemoh

SPRING 1996 — THE TECHNICAL

adhedragesal(Ychdeageieoverdasir
tedampin Thustehdenssdsossdareld
narsigyodred,2 Dyamorhioakd
eI reef
S00000kEnaveregeusatLys2500a0 srEs
permonih)

Trelr da |/  dosesk =4acowbeagd
dwnayheshodenHethendoosesu

23 reyretinkbnl
a2 0023 =29 qgjg

=3l(i.e,

Thelrokerchooseshisheshiundion hY ate
emypiondsomebedvelev whieyx  under
DESwhthcanbeimpemeniedbysocaledielt
pogenTetegpeateyd s Fachd ooesebot
$0andoompues2 2valesparssaadBuying? 8
dihesedhipsoosstelida$100000andabns
himipcompuieabout2 “vabespermonh Snee
k=4tebdedossn=2ad t=21 Somg
ebpoess kK Q) repres bs ten 2% bs
anooesesshen$HA0000lE psachd ey e
haddekiechndogyHeneretodlastote

bdeshadnare B b5 ten $500) wWih 5 ks
tenldteismotgro fit.

Sdingoons meldngpaymens, andredermpion
Athebegmingdieachmonhihrelrdereiner
ievessanenheshindm hadagetedez
forrermonhardssboonsousas Suthsaes
boercanengzecoswhenteyaeruned
ohimecempombetypicaloudeseausy
mighthuy$50nathafoas(2500cas)ad
dragethepudhessohsaedicad Thelider
kegpsarecnddinhichaonseachusatoug tUn:
usdaosaeeunedohebdeateadd
eachmonh.

Eachimeausapudresesanepecehegeste
\ercoapeousyUNgErtoon(X 11X 2y X ) T
\athwaiesheisosadegood kenay a
sonbyocompuiing k heshvales Theverdore-
ursteciseresedotendaat e
reLmedelidepaysteverdoarecentim
nusanyhdeageisireachaon facons

recevedmorethenonoe thebraerdoesnatpay

moethenonee Whidhverdorgesspedcanbede-
dcatalarerdomib ety da.

NEWSLETTER OF RSA LABORATORIES



Sulyarelss
W ebesbetesasatvathsaiaele
nierbdesihodatgaoiebneas
evenfireydohecorsequencesaedinogrest
concemn Qursecutymedraresaetuspime:
hoegnedockmUegshgesEbaEdssh

Lk . i :

Eoomich?) Ry te ameod day
i sk

alyaconoem (Farheparameierdocegven

above afogeoudnesdiogped8yeasana

fabd widdn  jH D e te i i
Seood age scakeogescenbedeededand

e e lbaasede’ morthy,
andthenewheshiundonioreachmonthisre-
vesedanyathebegmingditetmonhy (The

by oerworksduingMaytomekeconsgoodior
Jrefogaarykarsteteshindonate

bes T tetid)

tiorel ; e ed

el by ety as b sy ‘Hbn ped
PN l Fcenisc

bty de. Foeaeny:Edireeads

myd sy adn ta te bvady B dx
e e TECT e dnddtets

Fogs ais wW =y n s ts atid
Neteraodo.

DodesredgWhatiause thudesoecshs

MooVitoors? Theesdanonymiyniviao
Mthehdetkegstadainhomeachaonwes

eir nedbyvendor.

s Rrefoioorss chyh
pden dig iH cibun
tecepiberdasiisess/tiaraTioa s

b ws a dug

THE TECHNICAL NEWSLETTER OF

nenemypeciom Seeusshdeavady
bdenesore saeebid/ssehrgem
eynleyseg DESkeyseantearangsd

Topeettedursssteya ebagias
faredfromuserioverdorwe
edoteteyaedod epdteusas
To prad cesdhadswegeraaeterdonda

Hhaeeot etk |
canbecedychededduinvaicam Theus -
spedbaarscanbehemodiedsotethey
aevendor  -gedcesndmeldasdenan
em bs d=dbk D o tee e@E0B 26 D
te fl vwn dte g [

canmeleconsLs -

Conclusions
hisattenwehaepesriedinorevniagay
nemsdterumbardipudckeyopasinsam
poyedFutemaelohshemesaediinefom

tepatdvew dte br der. Teaed
mageymershesaliacedaonstatiedtienion

et ad ed resxr desaex  gosedre -
Bedsthames (Vicart ) NeBIP NeCad
[Pedasarsidqaymershandanior opay-

mentscheme based on KP BeoVoedsss
aoouoursdemesadherssioresbeneate
\aiusaoposskaecesabedartardyzednte

I win dts eatd ddd [

References

[ RAvesnHMarvesadCSuhabrd NetCard
—Apadd  ddat ah sens 196 Adladefrom
ato  RossAeson@dcamactk.

[ B G D Tyw adM JuNA
am  paodhpiwwninorued hedhometid.

[3 RHaser, M &HE, adMW atwe. Mo opaymens
besdorkP. ey 1965 hiphwwwvzuthbmaom8Y
TedrdnSakes necommer &P Hil,

[4 MMaresse TheMioaripoooosioresdarioaom
merce 196 Hpfwnr e dgomS_OiEt.

[ T. RbE |etratpgymesdsrdamous. Tedrt
caARepatDAMIPB 495, Aar husUniversty, Compuier
SdenoeDepariment ALgust1995,

[6 R. Rvest. RFC1321:TheMD5Message DigestAgoitim.
RSADeiaSsauyic. Api1o2.

[7 RRwstadA Sent. PayWadadMa  oMint—
Twosmpema opaymentschemes.  Apll9% h ttp//
ey Hed. =g

sy adas

RSA LABORATORIES — SPRING 1996

...users and
vendors will
have little
motivation to
cheat in order
to gain only a
few cents...

Our security
mechanisms are
thus primarily
designed to
discourage
large-scale
attacks, such as
massive forgery
or persistent
double-spending.

CRYPTOBYTES



