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Abstract

We explore the power of teaching by studying
two ou-line learning models: teacher-directed
learning and self-directed learning. In both
wodels, the learner tries to identify an un-
known concept based on examples of the con-
cept presented one at a time. The learner pre-
dicts whether each example is positive or neg-
ative with immediate feedback, and the ob-
jective is to minimize the number of predic-
tion nustakes. The examnples are selected by
the teacher in teacher-directed learning and
by the learner itself in self-directed learning.
Roughly, teacher-directed learning represents
the scenario in which a teacher teaches a class
of learners, and self-directed learning repre-
sents the scenario in which a smart learner
asks questions and learns by itself. For all pre-
viously studied concept classes, the minimum
nunber of mistakes in teacher-directed learn-
ing i3 always larger thau that in self-directed
learning. This raises an inferesting question
of whether teaching is helpful for all learners
including the sinart learner. Assuining the ex-
istence of one-way functions, we construct con-
cept classes for which the minimum number of
mistakes is hnear in teacher-directed learning
but superpolynonnal in self-directed learning,
demonstrating the power of a helpful teacher
1 a learning process.
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1 Introduction

In this paper, we study the power of a teacher in help-
ing students to learn concept classes. In the literature
of learning theory, the teacher has been modeled differ-
ently in various learning frameworks [3, 8, 9, 10, L1, 15,
20, 22, 23], and the impact of teaching depends on how
much the teacher is involved in the learning process. We
study the importance of teaching by investigating two
learning models:

o teacher-directed learning in which the learner highly
relies on the information provided by the teacher to
accomplish learning, and

e self-directed learning in which the learner actively
queries the information needed and accomplishes
learning solely by itself.

Teacher-directed learning and self-directed learning were
first introduced by (voldman, Rivest, and Schapire [11].
In both models, the learner tries to identify an unknown
concept based on examples of the concept presented one
at a time. The learner predicts whether each example
Is positive or negative with immediate feedback, and
the objective i1s to mnimize the number of prediction
rmistakes. The examples are selected by the teacher in
teacher-directed learning and by the learner itself in self-
directed learning The picture behind the formulation of
the two models is roughly as follows. Self-directed learn-
ing reflects the situation in which a smart learner asks
guestions and learns by itself; teacher-directed learning
reflects the situation in which a teacher teaches a class
of learners, some of which may be stupid. Throughout
the paper, we use smart learner to denote an optimal
self-directed learner for a given concept class. To study
the power of teaching, we compare the number of mis-
takes made by the swart learner with the number of
mistakes made by the stupidest learner with the help of
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Goldman and Kearns [8, 9] studied the teacher-directed
learning model and gave tight bounds on the number
of mistakes for several concept classes. (Goldman and
Sloan {8, 12] studied the self-directed learning nodel



and derived optunal bounds on the number of mistakes
for several concept classes. For all previously studied
coneept classes [8, 9, 11, 12, 27], the minimum number
of wistakes wmade by the stupidest learner in teacher-
directed learning is always larger than the minirnum
number of mistakes made by the smart learner in self-
directed learning. This raises an interesting question of
whether teaching is helpful for all learners including the
stnart learner. In other words, can a sinart learner learn
faster when being taught instead of asking questions and
working on its own’

In this paper, we answer this question in the affirmative.
We construct coucept classes for which the minimun
uummber of mistakes in self-directed learning is strictly
larger than that in teacher-directed learning, assuming
that cryptographically strong pseudorandom bit geu-
erators exist. In fact, our results are much stronger:
the concept classes that we create have the property
that the minimuim number of mistakes is superpolyno-
mial in self-directed learuing but only linear in teacher-
directed learning. In particular, without the help from
a teacher, the concept classes are not learnable even
for the smart learner. This demonstrates the power of
teaching in a learning process. It has been shown that
the existence of cryptographically strong pseudorandomn
hit generators is equivalent to the existence of one-way
functions [14, 18]. So our results hold if any one-way
function exists.

In the past, cryptography has had considerable impact
ou learmg theory, and virtually every non-learnability
result has at its heart a cryptographic coustruction [I,
2.4, 16, 17, 21]. Although the construction of our con-
cept classes is also based on a cryptographic assump-
tion, our non-learnability result for self-directed learn-
ng is stronger than previous non-learnability results in
the following sense: Most of the previous results of this
type rely on the fact that the examples are chosen ac-
cording to a distribution or by an adversary which might
be “malicious” to the learner. Since the examples are
selected by the learner itself in self-directed learning, the
non-learnability of our concept classes is solely inherent
in the structure of the councept classes and does not de-
pend on having the learner see examples in a way that
15 less desirable than could have been chosen by itself.

As a by-product, our results also imply that the min-
unurn number of mistakes for learning a concept class
m self-directed learning can be substantially larger than
the Vapuik-Chervonenkis dimeusion [25] of the concept
class. This answers au open question posed by (oldman
and Sloan [12].

The remainder of the paper is organized as follows. In
82, we formally define teacher-directed learning and self-
directed learning. In §3, we review some useful defini-
tions 1 cryptography. In §4, we present the construc-
tion of our concept classes and show that they have the
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desired property. In §5, we further discuss some other
properties of our concept classes. We conclude in §6
with some open problems.

2 The learning models

In this section, we first introduce some basic definitions
in learning theory and review Littlestone’s on-line learn-
ing model. Then, we formally define teacher-directed
learning and self-directed learning, which are two vari-
ants of Littlestone’s model.

A concepl c is a Boolean function on some dowmain of in-
stances X. A concept class C1s a faruly of concepts. An
example is an instance ¢ € X, and, for a given concept
¢, a labeled example of ¢ is a pair {z.c(x)). An example
r is called a positive example if c(x) = 1, and 1t 1s called
a negalwve example otherwise. An instance domain X 1s
often decomposed into subsets {X,} according to some
natural ditnension measure n. Accordingly, a concept
class C is decomposed into subclasses {C,, }. In all mod-
els for concept learning, the objective of the learner is
to learn an unknown target concept in a known concept
class using labeled examnples of the target concept. Swmce
we are interested in designing efficient algorithins, we
will focus our discussion on polynouiial-tine algorithins
throughout the paper unless otherwise specified.

One of the commonly used models in learning theory is
Littlestone’s mistake-bound model [19] in which learn-
ing is done on-line in a series of stages. In each stage,
an adversary first presents an unlabeled example z to
the learner. The learner predicts if @ is positive or neg-
ative and is then told the correct answer. The goal
of the learner is to minimize the numnber of prediction
mistakes. We say that the learner learns a concept class
C = {C, } if there exists a polynomial P such that for all
target concepts in C,, the learner makes at wost £(n)
mistakes using polynomial time in each stage.

We say that a learner is consistent if, in every stage,
there is a concept in C, that agrees with the learner’s
current prediction and all previously seen labeled ex-
amples. A consistent learner is a reasonable learner in
the sense that it pays attention to what has been pre-
sented. We define a polynomual-tune consistent learner
as a learner that makes consistent predictions using poly-
norial time in each stage.

The self-directed learning model

Self-directed learning is a variant of Littlestone’s model
in which the adversary is replaced by the learner it-
self. Let A be a self-directed learning algorithmn for
selecting exainples and making predictions. We use
Mg(C,, A) to denote the maximum number of mistakes
made by A for any target concept ¢ € Cp, and we de-
fine optMg(Cp) = ming Mg(Cpn, A). In other words,
optMs(Cpn) is the number of mistakes made by an op-



titnal self-directed learner (i.e., a siart learner) in the
worst case.

Note that a self-directed learner selects examples by it-
self, and the selection in each stage is based on the
learner’s current knowledge of the target concept ob-
tained frow previously seen labeled examples. This re-
flects the situation in which a smart learner actively asks
questions and learns by itself.

The teacher-directed learning model

Teacher-directed learning is a variant of Littlestone’s
wodel in which the adversary is replacgd by a help-
ful teacher who knows the target concept®Let A be a
teacher’s algorithm for selecting examples. We define
Mrp(Cy,, A) as the maximum nurnber of mistakes made
by any polynomial-time consistent learner for any tar-
get concept ¢ € €. (We rmake the convention that
Mr(Cy, A) = |.X,.] if C,, has no polynomial-time consis-
tent learner.) We define opt Mp(C,,) = ming M7 (C,, A).
In other words, optMp(C,) is the number of mistakes
made by the stupidest learner in the worst case when
the teacher uses an optimal algorithm.

Note that the teacher is required to teach any polyno-
mial-time consistent learner. Equivalently, the teacher
is required to present a sequence of labeled examples
that uniquely specifies the target concept. This require-
ment represents the situation in which a teacher teaches
a class of learners who may be stupid but pay attention
to (i.e., Is consistent with) what the teacher has pre-
sented.

The requirement is essential since it prevents possible
collusions between the teacher and the learner, which
would make both teaching and learning trivial. An easy
collusion strategy is the following: The teacher and the
learner agree beforehand on an “encoding” of the con-
cepts in a concept class by certain sequences of exam-
ples. When teaching a concept, the teacher just presents
thie sequence of examples that encodes the concept, even
though there inay be several concepts consistent with
the sequence of examples.

optMg(C) versus optMp(C)

For all the natural concept classes that have been pre-
viously studied [9, 12, 27], opt Ms(C) is always smaller
than optMr(C). As we analyze these algorithms, it is
always the case that a smart self-directed learner can
obtain soine information about the target concept “for
free”.

We illustrate this phenomenon by a simple concept class.
Let C consist of all the concepts with exactly one pos-
itive example and the unique concept whose examples
are all negative. To learn C, a smart learner can sim-
ply follow any order of the examples and always predict
negative. In such a way, the smart learner makes at
most one mistake, and hence optMg(C) = 1. On the
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other hand, to teach the concept that only has negative
examples, the teacher must preseut all the examples in
domain X; otherwise, some consistent learner may still
make prediction mistakes for unseen examples. This
implies opt Mp(C) = |X|.

3 Some background in cryptography

In this section, we first introduce some notation and
definitions in cryptography. We then review the (iol-
dreich, Goldwasser, and Micali pseudorandom function
construction [13], which will be useful for constructing
our concept classes.

Let R = |J, Rn, where each R, is the set of all pos-
sible 0-1 strings of length n. Let S = |J, S be a set
of strings, where each 5, consists of n-bit-long strings.
We use notation s €., 75, to denote that « is chosen
uniformly at randoin from 5,. Let T be a probabilistic
polynomial-time algorithin that takes as input strings
from S, and outputs either 0 or 1. We use P,(7,.5) to

denote the probability that T" outputs 1 on s €., 7 5n-

For a polynomial P, a Cryptographically Strong pseudo-
random Bit generator (CSB generator) [6] with stretch
P is defined as a deterministic polynomial-time algo-
rithm (7 with the following properties: (1) On an input
string s € {0,1}", (7 generates a P(n)-bit-long out-
put string. (2) The set of strings S = {J,, S, that
generates cannot be efficiently distinguished from set
R. More precisely, for any probabilistic polynornial-
time algorithm T and any polynomial @, |Po(T,S) —
P, (T,R)| < Q(Ln) for sufficiently large n.

Let F = {F,} be a collection of functions, where each
F, consists of functions from {0,1}" to {0,1}". Let A
be a probabilistic polynomial-time algorithm capable of
oracle calls. On an input function f: {0, 1}* — {0, [}",
A outputs either 0 or 1 by querying an oracle for f
about some instances. We use P,(A, F') to denote the
probability that A outputs 1 on a function f €454 I'n.

Let F = {F,} and F' = {F.} be two collections of
functions, where both F,, and F/ consist of functions
from {0,1}" to {0,1}". We say that F' and F' are
polynomially indistinguishable if, for any probabilistic
polynomial-time algorithm A and any polynomial @),
|Pa(A, F) — Pa(A F)| < aﬁ for sufficiently large n.
It is easy to prove that polynomial indistinguishability
is transitive.

Let F = {F,} be a collection of functions, where each
F,, consists of functions from {0,1}" to {0,1}". Let
A be a probabilistic polynomial-time algorithm capable
of oracle calls. On an input function f €,,,.4 Fn, A
queries an oracle Oy for f about some instances and
then chooses a different instance y. At this point, A
is disconnected from Of and is presented with values
f(y) and r €,,,,7 {0.1}" in a random order. For any



polvuoniial (), we say that algorithm A4 Q-infers F if,
for wnfiuitely many n, A correctly guesses which of the
two values is f(y) with probability at least % + Q(ln)
for f €pqng Fn- We say that F' can be polynomaally
inferred if there exist a polynoinial ¢ and a probabilistic
polynomial-time algorithm A that ¢-infers F'.

The pseudorandom function collection constructed by
Goldreicly, (roldwasser, and Micali is a set of functions
Fr={F}, where each Fy = {f, }oeqo,1p is defined as
tollows. Let (7 be a (\SB generator that stretches a seed
s € {0, 1} into a 2n-bit-long sequence (I(s) = b3 --- b3,
Let (7g(s) be the lettinost n bits b3 -85, and (71(s) be
the rightinost n bits by, --- 03, For ¢ > 1, let

(s, 5} = G (Gpy (- (r'.pl(s) ).
Then function f,:{0, 1}* — {0, 1}" is defined as

fn(*’ll T Jrn) - (;fo J‘n(s) = (;-I'n((;‘rn—-l(. . '(-7".121("") te

(roldreich el al showed that if CSB generators exist,
then the collection of functions F* is polynomially in-
distinguishable from H = {H,,} where H, is the set of
all functions from {0, 1}" to {0,1}". It is easy to see
that F* also has the following two properties: (1) In-
dezing. each function f, € F,, has a unique n-bit index
s associated with it. (2) Polynonual-time evaluation:
there exists a polynouual-time algorithin that on inputs
5,0 € {0, 1} computes fi(«).

Goldreich et al. further studied how to infer a function
in F given its input-output values. They obtained the
following general result which irmmediately imphes that
F* = {F}} cannot be polynomially inferred if CSB gen-
erators exist.

Theorem 1 [13] Let F = {F,} be a collection of func-
lwons, where each Fy, consists of functions from {0,1}"
to {0, 1}, If F' has the properties of indeming and poly-
nomial-tine evaluation. then F' cannot be polynomaally

wiferred of and only of F' s polynomeally indistinguish-
able from H.

We remark that the above theoremn also holds for collec-
tions of functions with dowmain {0, 1} and range {0, 1}

as opposed to {0, 1}”. This fact will be used in the next
section.

4 The power of teaching

In this section, we construct concept classes for which

)

the learner inakes substantially fewer mistakes in teacher-

directed learning than in self-directed learning.

We first prove a useful lemma. Let Z, denote the set of
all functions from {0, 1}” to {0,1} and let Z = {7, }.

Lemina 2 If a concept class C = {Cy, } 15 polynomazally
wmdistinguishable from 2, then for any polynonual P and
for finitely many n, optMg(Cp) > P(n).
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Proof. We assume for contradiction that there exist
a polynowial-time self-directed learning algorithm A*
and a polynomial P such that Mg(C,, A*) < P(n) for
sufficiently large n. Let # = (zy, xq,...,2¢) be the query
sequence that 4™ chooses. (Note that for different target
concepts, m may be different. So each query z; depends
on the target concept.)

By the assumption Ms(Cp, A*) < P(n), we obtain that,
for any fixed target concept ¢ € Cp, the number of pre-
diction mistakes that A* inakes over the first 6P(n)
-5 T6p(n)) 18 at most P(n). Therefore, for
sufficiently large n, with probability one, the number of
prediction mistakes that algorithmn A* makes over the
first 6P(n) queries is at most P(n) if ¢ €,,,,4 Cn-

queries (zq, ..

On the other hand, by Theorem I, we know that C can-
not be polynomially inferred . This implies that, for any
polynornial () and for sufficiently large n, the probability
that A* predicts correctly for each &, (1 <i <6P(n))1s
at most % —+ ﬁ for ¢ €454 Cn- Hence, for sufficiently
large n, the probability that A* predicts incorrectly for
each &y (1 <4 £ 6P(n)) is at least %— 5(1715 >4 On
average, algorithin A* makes at least % “6P(n) = 2P(n)
prediction mistakes over the first 6 P(n) queries. This
contradicts the fact that with probability one, A* makes
at most P(n) mistakes over the first 6P(n) queries if
¢ €prgnd Cn- U

By the above lemma, we know that in order to construct
a concept class such that opt Mg(Cy,) is superpolynomial,
it is sufficient to construct a concept class such that C
is polynomially indistinguishable from Z.

In what follows, we construct a concept class C* Cr}
such that C* is polynormmially indistinguishable from Z
and optMp(Cr) is linear. We begin with some use-
ful notation. For z € {0,1}", we use 2{*) to denote
(x4 7) mod 2”. Given a concept ¢, we call the sequence
{e(2), c(zD) .. (2"~ D)) (where © = 0.--0) the la-
bel sequence of c. Note that the label sequence of ¢ is a
0-1 sequence of length 2".

Let (G be a CSB generator with stretch 2n, and let
F* = {F*} be the Goldreich, Goldwasser, Micali pseu-
dorandom function collection constructed based on ¢,
where F* = {fs}seq0,1n. Starting with F*, we con-
struct C* = {C:}, together with two intermediate con-
cept classes L = {Ln} and L' = {L}}, by the following
three-step procedure.

Step 1: Define L = {ls},¢10,13», where

l;(2) = the least significant bit of f,(z).

Step 2: Define L, = {l{}se{0,1}», where

b ={

0
l,(z)

if ly(2*))y=1,fori=0,1,...,n—1,

otherwise.



Step 3: Define C;; = {cs }eeqo,1yn. where

1 if LI‘E{.s*)s(l))...)s("—l)})
0 ifre {s0 s,
{(z) otherwise.

Q(;I?) =

We remark that a somewhat similar construction was
used by Amsterdam [1] to distinguish learning by ran-
dow examples from learning by “experiments” (a cer-
tamn extended querles) However, his construction does
not work for our problem of distinguishing self-directed
learming frow teacher-directed learning.

We prove in the next two theoreins that concept class
C* constructed above has the desired property.
Theorem 3 optMp(C) < n.

Proof. For any target concept ¢; € C, we prove
that the teacher only needs to present the n labeled
examples (s, 1), (s(”, 1, (h‘(”‘l), 1) in order to teach
es  Consider Step 2 of our construction. For each con-
cept, we flip certain 1’s to 0’s in its label sequence to
elitninate all sequences of cousecutive I’s of length n or
longer. In Step 3, we further modify the label sequence
so that (1) there is a unique sequence of consecutive
I’s of length n in the label sequence for each concept,
and (2) for any given concept, the starting position of
its unique sequence of consecutive 1’s of length n is dif-
ferent fromn all of the other concepts. Therefore, the n
labeled examples (s, 1), (s'1, 1), {s*=D 1) uniquely
specify ¢,. Furthermore, any polynomial-time consis-
tent learner can infer c, fromn these n labeled examples.
Therefore, a polynormal-time consistent learner will not
1ake more mistakes after seeing the n labeled examples.
Thus, optMp(Cy) < n. O

Theorem 4 If one-way funclions exist, then for any
polynomaal P, optMs(Cr) > P(n) for infinitely many
.

By Lemuma 2, we only need to show that C* and Z =
12, } are polynomially indistinguishable provided that
one-way functions exist. (Recall that Z,, is the set of all
functions from {0, 1}" to {0,1}.) The indistinguishabil-
ity will be proved via the next three lemnmas.

We define a set of functions Z' = {Z]} by modifying
Z ={Z,}. For each f € Z,, the corresponding f' € Z,,
15 defined as

ro={

Note that we modify Z to obtain Z’ in the same way as
we modify L to obtain L.

if f(#)=1,fori=0,1,...,n~1
otherwise.

)

Lemma 5 Z and Z' are polynomially mndistinguishable.
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Proof.  Assume for contradiction that Z and Z’ are
polynomially distinguishable. Then there exist a prob-
abilistic polynomial-time algorithm A and a polynomial
) such that for infinitely many n,

i
Q(n)
Let P be a polynomial such that algorithm A makes
at wost P(n) oracle calls (to request the value f(x) for
chosen z). Since A can distinguish between a function
f €rand Zn and a function f' €4, 4 25, A must detect
a sequence of n consecutive 1’s in the label sequence of
f. Since Z, contains all functions f:{0,1}* — {0, 1},
we know that for a fixed z € {0,1}" and f €,,,,4 Zn,

1

Pr(f(z) = fleW) = ... = f(;l:(”_l)) =1)= TR

The probability that A detects a sequence of n consecu-
tive 1’s by using at most P(n) queries is less than %(L’
Therefore, for any polynomial @,

IPn(A: Z) - Pn(A) ZI)] >

(D

7 _ / 1
1P(AZ)— Pa(A, Z')] < Q)

for sufficiently large n, which contradicts Equation 1. O

Lemma 6 Z' and L' are polynomaally indistinguish-
able.

The proof of this lemina is technically the most difficult
one, and it relies on the assumption that one-way func-
tions exist. The basic idea, however, is quite simple. In
particular, we use a standard cryptographic technique
introduced by Yao [26]. Recall that the collection of
functions L’ is constructed based on USB generator (7.
If a probabilistic polynomial-titne algorithm A can dis-
tinguish between Z’ and L', then we can use A to con-
struct another probabilistic polynomial-time algorithm
T such that 1" can distinguish the set of strings gener-
ated by (¢ from set R (the set of all possible 0-1 strings).
This is a contradiction. A detailed proof is given in the
appendix.

Lemma 7 L' and C* are polynomially indistinguish-

able.
Proof. Similar to the proof of Lemma 5. O

Proof of Theorem 4. Using Lemmas 5, 6, and 7 and
the fact that polynomial indistinguishability is transi-
tive, we can easily prove that C* and Z are polyno-
mially indistinguishable. By Lemma 2, optMs(C*) is
superpolynomial. O

Remarks

We have seen that for each concept in C, there exists
a small set of labeled examples that contains the “key”
information of the concept. However, the set of key



exatples is hard to find by the smart learner for an
unknown target concept, and the learner may have to
wake a large nwnber of mistakes 1n self-directed learn-
iug. We have also seen that the teacher, who knows the
target concept, can easily select and present the key ex-
amples to the learner. This phenomenon also occurs in
the real world: A knowledgeable teacher can help stu-
dents to learn faster by providing key points that are
sometimes hard to find by the students themselves.

We have shown that concept class C* is not learnable
in self-directed learning assurming one-way functions ex-
ist. This result is stronger than most of the previous
non-learnability results that rely on cryptographic as-
stwptions in the following sense: The non-learnability
of (* Is solely inherent in the structure of C* and does
not depend on having the learner see examples in a way
that is less desirable than could have been chosen by
itself.

5 Discussions

In this section, we further discuss some properties of
concept class C*. First, we consider concept class C*
in Littlestone’s mistake-bound model [19] and Valiant’s
distribution-free mnodel [24]. It is not hard to obtain the
following nou-learnahility results from Theorem 4.

Corollary 8 If one-way functions exist, then concept
class C* 15 not learnable i the mistake-bound model.

Corollary 9 If one-way functions ezxist, then concept
class C* is not learnable wn the distribuiion-free model.

We next cousider some relation between the number
of istakes in self-directed learning and the Vapnik-
Chervonenkis dimension of a concept class. Let C be a
concept class over an instance domain X. We say that
a finite set Y C X is shattered by Cif {cNY |c€C} =
2Y. The Vapnik-Chervonenkis dunension of C [25], de-
noted by v¢(C), is defined to be the smallest d for which
no set of d + 1 instances is shattered by C. Note that
fur any finite concept class C, ve(C) < log [C).

Gioldman and Sloan [12] studied the relation between
ve(C) and opt Mg(C) and presented concept classes for
which ve{C) can be arbitrarily larger than optMg(C).
They also constructed a concept class C for which ve(C)
= 2 and opt Ms(C) = 3. Since this was the only known
concept class for which ve(C) is strictly smaller than
optM<(C), they posed the following question: Is there a
concept class € for which optMs(C) = w(ve(C))? The
following corollary answers (coldman and Sloan’s open
question in the affirmative.

Corollary 10 optMy(Cr) = w(ve(Cr)) assuming that
one-way functions exst.
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Proof. By Theorem 4, opt Mg(Cy) is superpolynomial
in n. Since the number of concepts in (}; is 2™, we have
ve(Cr) <loglCil=mn. O

6 Open problems

As we have pointed out in §1 and §4, for all the natural
concept classes studied prior to our work, the nuinber of
mistakes is always sinaller in self-directed learning than
teacher-directed learning. In particular, the smart self-
directed learner can always get useful information for
the target concept without making many mistakes. It
would be interesting to characterize such a property in
a rigorous way.

As we have pointed out, our results and most of the pre-
vious work rely on cryptographic assumptions to prove
the non-learnability of certain concept classes. There
has been some recent research in the reverse direction [5]:
Provably secure cryptosystems are constructed assuin-
ing certain concept classes are hard to learn in the distri-
bution-free model. It would be interesting to construct
cryptosysterns based on concept classes that are easy to
learn in teacher-directed learning but hard to learn in
self-directed learning.
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Appendix: Proof of Lemma 6

Assume for contradiction that Z’ and L’ are polyno-
mially distinguishable. Then there exist a probabilistic
polynomial-time algorithin A and a polynomial ¢} such
that for infinitely many n,

1
Qn)’

|P(AZ') — Pu(A, L)) > (2)

Thus, algorithin A can distinguish between a function
f €pang In and a function g €., 4 Z), by oracle calls.
We next construct a sequence of n oracles that transits
smoothly from an oracle Oy for f to an oracle O, for g.

Clonsider the computations of A in which A’s oracle
calls are answered by one of the following algorithms
D;i(i=0,1,...,n). Let y be a query of A. Recall that
y V- oym = are the n — 1 instances immediately after
y in 0,1} and y(® is y itself. For = 0,1,...,n— I,
write y(j) as y%“ . -~y,(.f).
query y as follows:

Algorithm D), answers A’s

for j=0,1,...,n—1
it the pair (y).--y¥) )
has not been stored
then select a string r €,,,4{0,1}"
store the pair (ygﬂ e yzj), )
compute b, = Gl’fir)l yy)(r)
else retrieve the pair (ygj) . --yl(]),v)
compute b; =G oy (V)
Yikr Ynm
if b():bl = "‘bn—l =1
then answer 0
else answer by

Define pf, to be the probability that A outputs 1 when
7 18 given as an input and its queries are answered by



algorithmn D,, 0 < i < n. Then p = P,(A, L") and
v = Pu(A,Z’). Hence, Equation 2 is equivalent to
o = il > oty

We now use A to construct a probabilistic polynorial-
time algorithm T for distinguishing the set of strings
generated by ('SB generator (¢ from set R = |J, Ra.
(Recall that K, is the set of all possible 0-1 strings of
length n.) Let P be a polynomial such that algorithm
A makes at most P(n) queries on input n. Algorithin T
works in two stages on input n and a set I/, containing
P(n) strings each of which has 2n bits. In the first stage,
T picks 7 €00 10, 1,...,n— 1}, In the second stage,
T answers A’s queries using set [/, as follows (where y
s a query of A):

for j=0,1,...,n—1
. . 7) j
if the pair (y% ~~~y£i)l,-)
has not been stored
then pick the next string u = upuy in U/,
store the pairs (ygj) - -y}J)O, up)
and (g4 w)
compute b, = (’”fi)x yif’(u")’ wherfe ® =y
else retrieve the pairs (y&”...yzﬂi)l,v)
compute b; = (}ywl y,(g’(“)
if b()zbl = “'bn_l :l
then answer O
else answer b,

We consider two cases for U,: (1) U, consists of (2n)-
bit strings output by the USB generator (7 on randomn
seeds, and (2) U, consists of randomnly selected (2n)-
bit strings. In case 1, T siimulates A with oracle D),.
The probability that T' outputs 1is Y0 (1/n) -ph. In
case 2, T simulates A with oracle [J;,1. The probability
that T outputs 1is Sobmy (1/n) - pit' = S (1/n) - .
For infinitely many 7, the probabilities for the two cases
differ by at least (1/n) - |p2 — p* > n—g;(—n—). Therefore,
algorithm 7" can distinguish the set of strings generated
by CSB generator (¥ from set R, which is a contradic-
tion.
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