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n 1976 Ihifie and Hellman imroduced the revolutionary

concept of a public-key cryptosystem (Dilfie and Hell-

man, 1976). Unlike classical cryptosystems, in a public-
key cryvprosystem the encryption and decryption keys are oif-
ferent. Moreover, given just one of the two keys, it is computa-
tuonally probubitive o caleulate the other, although it s
simple to create the matched pair of keys in the first place.
[his paradoxical property enables one 1o create flexible and
powerful key distribution methods and w implement true
“dieital sienatures’” that are invaluable in the design ol
modern information protection and authenticanon sysiems.

To illustrate these capahbilities, consider the following -
plementation of “digital signatures.” Every user of a public-
key cryprosystern publishes a decrypuion key and keeps the
matching encryption kev secret, To oreate @ signature 5 for a
message M, he merely encrvpts M owith his secret encryption
kev: the resulting cipherext is 5. Anyone else can verify the
validity ol a message-signatare pair (M.5) by checking that
the signature 5 decodes to M under the signer’s public encryp-
tion key, [t is not possible o forge signatures or modily a
signed message, given that knowledge of the signer's decryp-
ton key does not imply knowledge of the signer's encryption
ke,

Iy ensure conlidentiality of communicatons, each user A
ol a communication system can publish his encrypuon key
EA while keeping the corresponding decryption key 1D secret,
Whenever someone wishes tosend 4 a private message, he can
enerypt the message M owith A7s published key 1o obain the
ciphertext C=E47M ). Even though an cavesdropper knows
what the encryprion key is, the nawre of a public-key crypio-
system and the fact that the eavesdropper doesn’t know the
decryprtion key prevent him from reading the mail. When 4
receives the mail, he can decpher 10 usimg A4,

This first practical proposal for a public-key encryption
algorithm was by Rivest, Shamir, and Adleman (Rivest,
Shamir, and Adleman, 1978). This scheme, based on the diffi-
culty of factoring large miegers, has become known as the
“RSA method” and has received extensive coverage in the
popular and technical press (Gardner, 1977 Lempel. 1979;
Duffie and Hellman, 1979; Blakelv and Blakely, 1978-79, for
example. ) Noway of "hreaking” the code has been lound 1o be
quicker than factoring the large compaosite o
part of the key; vet factoring large composite Integers remains
onge of the "~ compatat

teger mowhich s

wmal impossibilities™ of our tme.
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A potential disadvantage of the RSA method is that encrvp-
tiom and decryption are computationally demanding, re-
quiring up o several hundred muliplicaton of several
hundred bir numbers, A tvpical microprocessor-based imple-
mentation might achieve an encrypion rate of wn bits per
second, while a costly TTL implementaton (e.g., 35K, 160
chips) might reach 6K bits/second, Some interesting “hy-
hrid” RSA/DES schemes have been developed which use RSA
for key distribution only and DES [or Last data encryplion.
This paper describes a cost-ellective aliernative; a special-
purpose LSI chip o implement the BSA method, Shamir,
Adleman, and 1 have designed such a “hig-number ALLT™
chip which can support all of the usual big-number opera-
tons, including those needed 10 perfornm RSA encryplion,
This "RSA chap” has a 512-bu ALLT and ¢ight general-
purpose 312-bit registers; it can perform BRSA encrvption at
rates in excess of 1200 bits/second (even Faster if keys shorter
than the maximum length are used ).

The RSA Method

I'he encryption method is only summarized here; the reader
is relerred o Rivest, Shamir, and Adleman, 1978, [or a full
EXpOSTIION,

An R5A encryvption key consists of a pair of positive inte-
gers: (e,n ). A message Al 1o be encrypted must be an integer in
the range 0 to n-1. The ciphertext € is obtained by encrypting
M oas lollows:

CEMT {(muwd n ).
That is, € is the remainder obtaimed when the e-th power of M
is divided by n.
Similarly, a decryprion key is a patr of positive integers: {d,
m ). Here, voas the same as i the encryption key, The message
M can be obtained by deaphering the aphertest €
M= {mod n).
MNote that the encrvption and decryption operations have a
commen form, which simplilies implemen
The modulus n s chosen o be the product of two large
prime numbers, poand g. ( As ichappens, large prime numbers
are refatively common, and testing a large number lor pri-
mality i not o difficult (Solovay and Strassen, 1977
Adleman, 19800 ). A ervpranalyst could atempt i “hreak™ the
RS5A method by factoring the modulus m, {Recall that inoa
public-key crvptosystem  the encryption key {es) may be
public knowledge.) However, factoring large integers seems
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e be g computationally intractable problem.

The integers e and d are chosen to be muluphicainve mverses
modulo femip-1, g-1) as desoribed in Rivest, Shamir, and
Adleman, 1978; they savisly the cquation

eod = e lemi -1 -11).

Context for the Design of the RSA Chip

In the (all of 1979 Shamir, Adleman, and [ decided o try 1o
design a single-chip implementation of the RSA methad, 1o
b completed by the end of May 1980, During the Lall of 1979
wie attended a course in VIST design taughe by Jon Allen ar
MIT, which uvsed the excellent Mead and Conway text
{ Mead and Conway, 1980,

Oar sk was o create a computer [ile in the Caltech In-
termediate Form (CIF) language { Mead and Conway, 1980)
which described the desired geometry of the wires and transis-
tors on the chip, This [le was transmiced to Xerox PARC ar
the end of May, A that tme PARC personnel collected
1es all over the U5,
and subcontracted 10 have masks made which merged 1he
many designs onte a few waler tvpes for coonomical Fabrca-
tion. Hewleu-Packard fabricated the chips, which were
bonded and packaged ar PARCE we recetved copies of the
finished chips in mid-August. Ar the ome of writing this
paper. the chips had not yer been tested because our wsting
hardware was soll being buili.

We estimate that the project required about 5 man-meon

(l.t".‘iigll.‘i from many 1|:*5|1.:r11'|'5 Al e

hs
ol ellort. This project was primarily a programemeng project,

hecause we almaost exclusively wrote programs m LISP which,
when executed, created the desived CIF ourput file, We wrote
about 75 pages of LISP code aliogether, The three largest
pieces were the code that specilied the final placement and in-
terconnect of the modules (14 pages ), the description of the
ALL (1 pages), and the micro-code assembler and simulator
(10 pages ).

Overall Architecture of the RSA Chip

It was decided an an early stage toouse a bit-slice architeciare
Lo the ALUL This decision enabled us wo proceed rapidly with
the design, while leaving a linal determination of the actual

chip size unul the end.

This chip was designed as a general-purpose big-number
processor, with a few extra operatons which are helpful for
RSA key generation, The chip implements the following
OO S

(a) +, - * 7, remainder.

(b1 RSA encryptionsdecry pion {Le.. modular exponenti-
ALICHT }.

(0} Generating a large prime number, given a random

aeed.”

id) Given several random “seeds,” generating a complete
BSA keyv-set.

{eh Greatest common divesor (GODY,

(1) Coven a number x, Lo asmall divesor of x f one exiss,
using Polland's “rho’” method (Pollard, 1975,

(gl Input or ougpn of g nombers by rotating them

through an B-Int “window” that can be examined or

miodified,
The chip contains the following subsvstems:

(1) 512-bit ALU organized in a bit-slice manner, with eight
general-purpose 312-bin registers, up-down shibter Toene,
and multplier {carry-save ) logic,

(i) Comrol logic, inchading a PLA of 224 72-hit micro-
codde words, and a stack counter array for subroatines
and looping,

(i) An array of powerful superbuflers 1o drive the signals
that control the ALLL

{ivi An B-hit “window" for inpat-outpuar.

(v) Logic 1w test each subsvstem separately,

(vi) Inpuat-output pads for bonding, The chip has 18 pins:
—Vppand GND

— &9 and Pz [or two-phase clocking

8 dynamic
RAM cells

up/down
shifter cell

carry/save
adder cell

FIGURE 1. Block diagram of the ALU cell.
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— 10 170 lines for data or commands
—2 “Address™ lines

—one Read Write line

—ame "Done” line (an output signal )

Externally, the chip 1s configured as a “memory” chip
which may be read or written at one of four 8-bit word posi-
tons, One such position is the “window™ for daa 170,
Another position is lor receiving “commands™ 1o he executed
—such as “add register | o register 07 or “encrvpl.” Such
commands cause the Done signal o be raised when they are
completed, The other two “memaory™ positions and twoof the
data 'O lines are enly lor debugging,
ternally, the ALU is onlv capable of performing the
operations: A8 £, shifi-lefi, shilt-right, west leasi-signifi-
cant bit, [ Note that multiplyving vwo 512-bi numbers yvields
a 1023-bit product, occupying two registers.) These opera-
tions are powerful enough o enable all of the other operations
to be implemented using microcode conrol subroutines.

For example, the routine to control the exponentiation can
test cach exponent hit as needed for the usual “repeated
siquaring”’ method of exponentiating to a large power. We
sketch the organization of a single ALLU cell in Figure 1,
The clock is designed w run at 4aMHz, {Since we have ot
yet been able o west the chip, this estimate is still only an
estimate.} The clocking philosophy is a modificd two-phase
design with some data enables held up during the gap

ALU
320 CELLS

FIGURE 2. Floor plan of the RSA chip.
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hetween @1 and @2, or between P2 and @1 |, o avoid race
conditions between data signals and write pulses. The super-
butfer array driving the ALLU contral lines is on the eritical
niming path. (Changing the ALL control signals is the most
time-consuming  operation  during a single clock ovcle,
because there are 512 slice elements o conrol. )

The stack/counter array contains eight 1-bit words which
may be loaded, popped into the program counter, incre-
mented. decremented, or compared o zero. For speed and
economy of lavout, “counting” uses a period-1023 linear
feedback shilt register scheme rather than ordinary binary
nodatom,

One microcode instruction s executed every clock oyele,
The 72 bits of the instruction word are divided in the fol-
lowing way:

—ALU control: 22 bis
—Stack control: 19 bits
— "“True Address'™: 8 bats
—"“False Address™: 10 bis
— Branch Control: 2 bits
— Bus Control: 10 bits

— "Done" bit: 1 bi

Although there are only 224 microcode instructions, the
“False Address™ has 10 bits because 1t doubles as a data source
for loading constants into the stack counter array. At cach
evele the address of the next instruction o be executed is
selected from the current true or [alse addresses, or the siack
contents. T'he branch may be condinional upon the low-order
hit of a g number or the rero-test of a word in the stack
COUNEr aray.

Because many of the data paths in the chip are serial data
paths, it was not oo difficult to add some logic wo improve the
testability of the finished chip. We selected cight important
data lines and added a “breakpoint cell” in the middle of cach
one, which allows us 1o monitor the status of the data on each
line, or o “hreak™ the line and feed signals manually into
the input end while watching the output data. Each break-
point cell is individually programmable o be in one of the
two modes,

The “lloor-plan™ of the chip is shown in Figure 2. The lelt
side of the chip contains a block of 320 slices of the ALL, and
the upper-right block contains the remaining 192 slices. The
central spine of the chip carries control signals o the ALD
from the superbuffer driver array at s lower right. The
microcode PLA occupies the center right of the chip, and the
remaining logie (stack, pads, cic.) occupies the lower right
portion. Here S denotes the stack, X the 8-bit “window,”
C the small bus-conwrol PLA, and 1?7 some debugeing logic.-

The entire chip contains about 40,000 actual MOS ransis-
tors and uses a livtde more than one watt of power.

The current design is very cramped. We believe that only
modest improvements in fabrication technology will enable
the use of different architectural structures which could
increase the encryption rate several-fold, We see no intrinsic
problems in reaching encryption speeds of 20,000 bits second
with a single-chip implementation within the next few years.



The Design Process

This section briefly describes the sieps we wok o design
the RSA chip

At an early stage we decided what the basic Tuncuonality
of an ALLU cell should be, and designed the cell. Te turned owue
e b SLA XAGRA in seee (Here A denotes the Mead-Conway
scale factor (Mead and Conway, 1980); we specified A =2
microms for fabrication.) At this siee, we were “just making
it a larger chip would have had an impractically low vield,

The second step was (o write the microcode and debug it
with a high-level function simulator. The simulator was a
special-purpose LISP program. Concurrently, of course, we
designed the Tuncional specilications Tor the stack, e,

A special-purpose LISP "chip assembler”
was written to enable the components to
be described in a high-level manner.

The third step was o enter the ALL el design into the
computer and design the remaining subsysiems. A special-
purpose LISP “chip assembler™ was written o enable these
parts o be described ina highslevel manner, This assembler

allowed  parameterieed cells, high-level connection com-

mands, and arbivary LISP code o be used to specily the
desired geometries and layouts,

We viewed this portion of the design process as a program-
ming stepr Using a high-level language provided a powerful
medium [or expressing the desired relationships, [twas easy
ake small changes and let the assembler recalculate the
new  relative positions of modules and redo the iner-
CONMNECHions,

The microcode PLA was then generated by an APL pro-
gram written by Paol Penficld and Lance Glasser [rom a bi-
matrix input we provided. The PLA design is quite commpact
and quine Fast.

The final layour of the IO pads and the bus interconnec-
tions was then specified; the wiring was routed by hand on
large plots and then entered symbolically as symbolic LISP
code,

When we believed the design was complete, we used
programs written by Clark Baker 1o perform design-rule and
pullup-pulldown ratio checks, and 1o e
switch level circuit from the mask desenipiion, Extensive
simulation using a program written by Chris Terman helped
complete this debugging phase, We found roughly two dozen
fanal design ervors, but evenmually achieved a design that
passed all of our wesis, This experience underlies our belief
that such soltwa

A0l A ne H.]l‘-i_l nid-

design checks are absolutely essential o
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FIGURE 3. The RSA chip contains 40,000 iransistors and measures 5.5 mm by B mm.
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the successful production of VST designs.

One useful design strategy was that we really designed two
chips: one with a 512-hit ALL and one with a 32-bae ALLL
The two designs dilfer only in the replication factor for the
ALU cell and in the constants in the microcode controlling
the number of times each loop is executed. Otherwise, wiring
is identical. The wransistor-level simulation was performed
only on the smaller version of the design {which had abowu
9000 transistors), We presume thar the mivial scaling-up
operation hasn't introduced errors.
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