
Lecture 9

More applications of pairwise independence
·

reducing
randomness inamplification

· Interactive proofs.

IP

Graph
Public cons vs. private coins



Last time :

define pairwise independence

show how to extend in truly random bits

into n >m pairwise indep random bits

& prime
e . g. pick random a

,
be 50 .. q-13

notindepend
tooutputamodea 3

Xa+b modg
+ ya +b modg

h = axtb mod
are unit distrib

family of 9t = Shapla ,
b + E in Egg

fetus



Using Pairwise Independence to Reduce Error in Amplification

↓input

random Given RP algorithm A :

string of
· if XxL Pry [d(x , r)] = accept]>

⑯
↓

· if X*L Pr(c(x, r)] = accept] = 0
↑

is X + L?

How to reduce confidence error to < 2
*
3

Athod #randombits used

1) run k times on independent bits
Kor

↓ output "XEL" if see 1
↓ "X#L" O. W.

2) use random walks to choose bits r + O(k) &best
in terms
of
runtime

0(r + k) ↓# bits3) toding : use pairwise independence ↑ simpler analysis ?



2-point sampling

Mea use pairwise indep choices of random strings

Assumption given It , family of p.i , fatus

each hel maps (2) -> So ,13

can pickt random hel with OCKtr) Edit
random bits a poly (k, v) time

if h =ax+b modp
semplingalgorithm :

Donly > · pick hepat then 5,= atb modp

placecomness +z= 2a+ b modp
is used for i = 1 ..2 B = 3a

+b modp
L :

rith(i)
if (x ,)

= "accept" output "accept" - halt
· output "reject"



random bits used : fromemption on 9t

-
O(k + 0) ①

runtime : O12"x time ford) but doesn't

depend on in

behavior :

if YKL
,

Pr[accept] = o

if XL
will misclassify if never see

↳ sit A(x , ri) = "Accept"
incorrect

let 6(r) = E ifAx ,r
= "rejecti

correct

E[blri)] = Pr[6(ri) = 1] = Pr[accept]2Y

g= 24
+2

Y =1) find
let Y = 26(ri) witness

k+2

E(g) ? E
· Y = Yo

k+2

so if XEL, expect to see 212 "accepts .
What

is probability you
dint see any ? iP. Pr[Y

= 0] ?



Two useful lemmas :

&byshev's # : X r. V.

E[X] =M

Pr[(X-ul = 3] =V

Pairwise Independence Tail :

X:
: Xe P. i . rv's in 10.1

X = EXi
E

M = E[X]

then Pr[(X-Ml =2] = Es

Back to our analysis :

What is PrCY=0] ?
= Onlywayweoutt eer

1)

Pr[g= 0] ?



why ??
Absolute value

can be24

if Y/q = 0 or if Yqz2.E(Yg]=

↓

Note Pr =o] = Pr[1-E]E]]
E
inMist Choose 2

=Y

t is = g
:2

= 1
-> g . (e)

=

2
-(+2)

. y = 2
- 1

so O(k+RI) random bits give 12

prob of error

note : runtime is 012" Ta(n)
im

bad? ①

but doesn't depend on n.



Another setting in which K-wise independence is useful ;

Interactive Proofs

NP = all decision problems for which "Yes" answers

can be verified in polytime by a
deterministic TM ("verifier")

Ip :

generalization of NP

Short proofs => short
interactive proofs

↑

conversations that convince "



The Pepsi Challenge (1975)

S

How to
prove you can tell the difference :

·

we toss corn (o don't show it to you
Do E H : We give you Pepsi

times T : we give you
loke

·

you
taste well vs which one

If you get it right I times
,
I'll believe you

why ?

If you
can tell difference

, you
will always get it right

If you
can't, you will get it right with prob2

=> prob you are right all K time = Y*
So
,
if you get it right K times

I

you know or are veeyloaky!-



IP Model

"All-powerful-Proven Pr unbounded
time

PolytimeT Input but recursive
↑

R e.g. can't solve
Private

L halting
workspace Q X problem
-X E

w

D

Conversation tapes R ·T R IW r
random bits Private

$ workspace
can show that

Private?? "all-powerful" prover
doesn't needrandom coinsth coins,
(i? anything also do without Coins)

&
.

[Goldwasser Micali Rackoff] it can

An Interactive Proof System (IPS)

for language Lis protocol st.

· if xeL + both VP follow protocol then

[V accepts x]223Prv's coins
· if XkL + V follows protocol then (no matter what Pdoes)

Pryscoins[V regets X] = 23



So
,
if XEL

,
P can "convince" V of that fact

↓

itXenit Ptriesto
cheat it cana

why interesting ?

Example1 Cryptography
assume (1) ( is a hard language to compute

↓ (2) XL) P is "the bank"

· P can convince V to first it if it really is
the bank

· no impostor can convince V to trust it

Cleads to further notions such as zero-knowledge ... (

For more take a crypto class!



Example2 Complexity

& IP = 52/L has IPS3

Clearly NP [IP

To show XEL for Lin NP

· P constructs NP-prooft sends to V

· V verifies the proof
for X*L , there is no proof that would convince

turns out

Th IP = PSPACE

protocol involves several rounds of interaction

between PrV



GraphIsomorphism

Given graphs G & H
, are they isomorphic ?

# : V-UH is isomorphism if satisfies

(u ,v Eg iff ((u),(v) En

s · yes !

b

% no !

15 Ig · 6

2

2 · 6 58 * yes !
7 383 & 8

4 & · 8 & 84
7 "grasi-poly"

Is Graph Ein P ? we don't know - recently OInPolylog)
so unlikely to be NP-complete



Example of problem that has interesting interactive proof:
· Graph Isomorphism ENP

· Graph Isomorphism ENP? (yes ifGuteThe

but EIEIP :

Proving G.G :

Protocol :
Verifier picks (E51

,
23 randomly

Verifier picks random relabeling of nodes in Ge

repetay ↓ sends new adjacency matrix to P

P guesses <

Why does it work ?
if G. E2 ,

P (who has unbounded computation) can

guess correctly every time

if G, G2
,

↑ needs to guess ca flips correctly
each time

, can do this with prob Y

Question: do V's coins need to be private ?

in this example, ifP saw V's choice
,
it could cheat



Im [Goldwasser Sipser] GS's Answer : No !

anything that has
IPprivate

IP
publicS protocol with private

coins

also has (possibly different)

protocol with public coins .

today we will see a building block for theorem :

Informally :
-

A Given sat S st StIP interesting even if Sep

· Protocol in whichP can convince V that size

of set S is "big"

Let Sp = EX1x satisfies formula3

(note SpeP(
Chim 7 protocol st on input &

· if (Spl-k + if YP follow protocol
then Pr[V accepts] =23

even if

· if 1Sgk + if V follows protocol
↓Pcleats !

-for now assume(=4
then Pr[V accepts] < Ye



Note :
can use protocol to show that random strings

which cause algorithm of to accept
on input X =213

First idea Random Sampling

Repeat ? times :

V picks random assignment X
+ evaluates O(X)

Outputsatisfyingins

how many repetitions ?

&aassignments
E colleeal)



All assignments

Problem ;
what if Sp is small ?

SAT assignment
s

Ex : Universal hashing
Recall :

Family of faths 9 : Sh
, hy ... 3

for hi : [N] -(M] is

"pairwise independent" if

when heat ~any
(1) FX [N]

,
h(x)u(M]

↓ anypairof
a

(2) FX,X2[W]
,
(h(x ,h(x) En[MJ2

independently

equivalently :
VX

,
+Xzz[N]

- y ,yz [M]

Pr[h(x) = y , +h(x) =yz) = +
heat



How does it help ?
Needi

all assignments I
. /his Isa

Sp
h
Chisd

2. h computable in

poly time
size 2l

size an ↑

l pickl St.
2 > 12l-

2

Idea

·Clearly In (Sd)) = 1Sq) ↓thisisavery
neahash

feths .

· hopefully Ih(sg)) is not too much smaller than 1Spl

we will show that whp Ihcsgl>

E ifI st 29 is roughly Ih(sel
then most of 1 .. 21 gets mapped to by h(Sq)

Cuses that It is p. i.)



A comment about p.i. hash
faths

typical use : S h(S)

·

map set S into

smaller "space"
·

good for storage , reducing size of "names" of
element..

· need property of "few collisions"
-

since collisions cause

problems , so need to
I

minimize

(e. g.inhashtabletaining length)
· here "few collisions"> Ih(s)) is not too

much smaller than 1st

Why is that good ?
· pickmy pt in range , say of

· if h(s) big , it will probably hit of
uses that

-

h(x) is unif dist



Pocol : for distinguishing set of size K

from set of size K/0

Given 98 (p .
c
· fetus mapping 20 , 13" + 50

,
139)

1 .
V picks here

2.

V - P : h

3. P-V : X = Sp Sth(x) = ol
4

.
V accepts if X- Sp

Idea : hope : h(Sp) fills "random" portion
of range , so can distinguish In/SpIX

2 /Sp 17 :
large or small.

hopefully Ih(spak so Of is "hit"

with reasonable (=%?) probability.
Then all-powerful P can find preimage in So

Casez Is :

Ih(sy)/ < 1 so less likely of hit.

if not hit
,
P can't find preimage.

If P sends V a fake preimage, V will detect.



if U = Sp th

e mups So H
(whichy)

Lea I is pi , UI 50 ,13 a= then a
2 is

then -E = Pr[09th(u)] = fraction
mapped to

Proof
RHS :

FX Pro = h(x)] =2 since I is p.i

so Pry20th(U)] = [P(o
= h(x] = In

↑
Xu

Union bud

A, Az
LAS : Pr[VAi] = [PrIA? -EPr[AA↑

i As

inclusion

for Ax ="OPch(x)" : exclusion

Proth(U) = 2 PrIOh-PrEhlyXU -

2
l

pairwise indep
= I -(4)-
za- 942

Em



Finishing up :

Pick st
.

2 = 21

let a=
If 1Spl > K then a = "

so Pr[8ch(Sp)) = a -a23/8
assumption

if 1Sp) <1 thena on K

so Pr[0th(sp)] at
e
.g. picking= 4
gives

EYy

If repeat OllogYB) times
,

Chernoff => with prob = 1-B

if ISp1k then P is successful 23/8-011
of repetitions

if ISpli then P is successful = Yy + 0(l)

of repetitions



Comments o can improve so 0= 1-3 Chow ??)

· can use same idea to prove

IP
private

= IPpubl

argue that 1 . b. protocol cam be

used to show size of accept region
probability mass is large.

(need thatI can verify a

conversation/random coin flips transcripts
falls into accept region).


