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T0¢ Distribution
FROM? Grace Ackerman-Lewis
DATE March 3, 1975

SUBJECTS TInstallation of MSS 25.0

The hardcore system MSS 25.0 was installed on Wednesdays
February 26, 1975 at 0900. This system includes the hardcore
changes to support the Access Isolation Mechanlisme. The system
{ibraries were updatea on Thursdays, February 27 at 1546.

I. System Change Lo

Chng MHCR change

# 1432 5719618161996301673,6837681’7090
Changes we~e made to the hardcore system to support
the Access Isofation Mechanisme

This mechanism provides system-wide administrative
control over the access of processes to segments and
directoriesy, and over t he propagation of accesse.
Under the Access Isolation Mechanlsm, each oblect In
the system (segments, directorlies, messages in message
segments) will have an access classSe Fach process
will have an access authorization, determined at login
time from login optlonsy and from maximum
authorizations assigned to each person, project, user
10 and terminal channel. A process may read (or
execute or search) an object If the process’
authorization is greater than or equal to the object's
access class. A process may write (or modify or
append to) an oblect only it the process’
authorization is equal to the object®s Access control
tists and ring brackets will continue to operate as
access classe pefore. The major visible change s
that a process® effective access to an object wlll be
the maximum access glven by the ACL, ring brackets and
access class of the object, taken all togethere.
Within the set of objects and processes having
identical access classes and authorlzations, ACL®s
still provide access control! at the individual user®s
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I. System Change Log (continued)

Cbhng MCR

discretlon,

II.

Segment Name

access_class_checke.plt
access_mode.pll
act_proce.pli

actlve_hardcore_data.alm

admin_gate_.mexp
alm_check_.alm
append.pll
backup_load.pit

backup_load_dir_list.nli1

backup_util.pit
bk_retrieve.pit

convert_alm_attributes_.pl1i
convert_authorization_.pl1l

dc_pack.plt
del_dir_tree.pli
delentrye.piil
dir_control_error.plt
error_table_.et
find_.plt

fs_get.pli
get_process_1lid_.pl1
get_process_usage.pll
hc_lpcepll

hcs_.mexp

hphcs_.mexp
init_hardcore_gates.pl1i
initiate.plil
loi_emexp
list_Inacl_all.plt
makeknown.pti
makeunknown.pli
on_1llne_salvager.pl!1
pdse.alm

pioi_emexp
proc_info.pl1
protection_audit_.pi1
pXSSeaim

quo ta.plt
reclassify.pll
ring0_init.pltl

Segment Change Log

Bound Segment

bound_prlv_procs
bound_system_faul ts
bound_process_creation

bound_sss_actlive_
bound_file_system
bound_reloader_
bound_reloader_
bound_reloader_
bound_reloader_
bound_sss_active_
bound_flle_system
bound_flle_system
bound_file_systenm
bound_system_faults
bound_system_faults
bound_system_faults

bound_process_creation’

bound_tty_active

-

bound_temp_2
bound_system_faults
bound_file_system
bound_system_faults
bound_system_faults
bound_salvager

bound_flle_system
bound_system_faul ts
bound_file_systenm
bound_priv_procs
bound_file_system
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II. Seament Change Log {(continued)

Segment Name

ringi_syserre.pli
ringbr_.pl1
salv_data.alm
salv_rebuild_directory.plt
salvage_dlirectory.pit
salvage_entry.pli
seg_fault.pl1

set.pii

set_pds.pil
set_privileges.pll
star_.pnlt

statuse.pll

status_.pl1

sume.pli
system_privilege_.mexp
system_startup_.pl1
truncate.plil

Include EFiles

ahde.incleplil

apte.incl.atm

apte.incl.pti
audlt_ftlagse.inclepll
backup,preamble_header.lncl.pli
backup_record_types.incleplt
create_branch_infoe.inct.pil
create_info.incl.pl1
dir_entrye.inclepii
kst_entry.incie.plii
salv_data.incl.pll

gindtiles

bound_error_active.bind
bound_file_system.bind
bound_priv_procse.bind
bound_sss_active_.bind
bound_system_faults.bind

Boung Segment

bound_error_actlive
bound_flle_system
bound_salvager
bound_salvager
bound_salvager
bound_system_faults
bound_flle_systenm
bound_priv_procs
bound_priv_procs
bound_file_system
bound_flle_system

" bound_system_faults

bound_system_faults

_bound_tlle_svstem
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Change #

DAPAAACABPP VAN 0A00A0>

DA PARAAPAOAA

AAOAP>PAA

1432
1432
1432
1432
1432
1432
1432
1432
1432
1432
1432
1432
1432
1432
1432
1432
1432

1432
1432
1432
1432
1432
1432
1632
1432
1432
1432
1432

1432
1432
1432
1432
1432
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III. Bound Segment Change Log

Bound Seament Change

bound_salvager replaced?! salvage_entry
salvage_directory
salv_rebujid_directory
on_IlIlne_satlvager

bound_process_creation replacedt act_proc
get_process_usage

bound_tty_active replaced? hc_ipc
bound_temp_2 replaced? Inlt_hardcore_gates

bound_sss_active_ added?! alm_check_
convert_alm_attributes_

bound_system_faults added?: protection_audit_
replacedt fs_get

access_mode
sum
seg_fault
makeknouwn
find_
Initiate
status_
makeunknown
dir_control_error

bound_reloader_ replaced?! backup_load
backup_toad_dir_list
backup_util
bk_retrleve

bound_priv_procs added? access_cl ass_check
reclassify
set_pds
set_privileges

bound_file_system replacedt del_dir_tree
' delentry
truncate
quota
append
ringbr_
tist_Ilnaci_all
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III. Bound Segment Change Log (continued)

Bound Seament Chaniae

set
star_
dc_pack
ringd_inlit
“proc_Info
deleted? status

bound_error_active addedt ringi_syserr

IV. Header Chanje Log

# 1432 The hardcore neader was changed to add the segments
boung_priv_procs, system_privilege_ and convert_authorlization_;
add the names! ringi_syserr to bound_error_acitve, aim_check_,
read_altowed_» read_wrlte_allowed_, write_allowed_ and
convert_aim_attributes_ to bound_sss_active, protection_audlit_ to
bound_system_faults, and get_authorization_ to get_process_id_»
and to delete the name status from bound_file_system.





