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Froms Multlics Systenms Assurénce Subgroup,

Gary Dixon, Recorder
Dates Aprilt 27, 1976

Subject: Subgroup Status for Aprit

de___SUBGROUP MEETING QOF APRIL 13. 1976

A meeting of the Multics Systems Assurance Group was held on
Aorii 13, 1976. Attendees weret Grace Ackerman-Lewls,
Gary Dixon, Peter Kelley, and Roger Roache.  The tollowing
information was presented at the meeting. '

A.___Sigoificant Events

Gary has finlshed his fuli=-tlime work on the Janus System,
and is now spending half time In the SMAG groupe.  Filrst order of
business 1Is to get the Ilbrary tools Installede . They should be
submitted by the end of April,y barring unforeseen demands on hls
timee ) R

Grace and Peter have shifted Installatlior rolest Grace Is
now handiing Online Library Installations, while Peter is
Installing Hardcore Library changes and performing crash analysis
functions.

Ba___Ihe Crashes_of Mondavs foril 12. 1976

We were down a total of 13 hours on Monday due to two
problems. From 193150 Sunday throughout unattended service to
7810 on Monday, and agaln from 20847 Monday until 23330 a
tty_wrlite column setting bug (Fixed in 28.3) was triggered by a
single wuser®s oprogram.: The bug occurred during a fatal process
error In the user®s process} It prevented the Inltlallzer from
printing “A fatal error has occurred“. The Initiallzer attempted
to terminate itselt because the I/0 was unsuccessfule.

The second problem was a bad electronics board in DISK B,
Module 1, which transmitted bad data to the MPC. The MPC channel
couldn®t handle the data and signalled an error |itself, thus
obscuring the source of the error. We were down from 9306 until
173158 Monday dliagnosing and correcting this problem.

Multics 'Project Internal worklng aqocumentation. Not to be
reproauced or distributed outside the Multlics Projecte.
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Durlng thls perlod of & crashesy only a few directory
entrles were losty, although several segments belng rewritten at
the tlme of the crash (by edltors, the archive commandy Indent,
etc) mwere truncated to 0 recordse This truncatlon phenomenon
occurs because segment truncatlion by a command prior to rewrlting
the segment Is updated Immedlately Into the segment®s ¥T70Ce, but
the rewriting process 1Is only updated when the AST entry ls
examlned as a candlidate for deactivatlon. This examlnatlion
process (called AST trickle updating) occurs at a rate which |is
inversely proportional to the ASTe grace time for the segment®s
AST poole Thus, the larger pools in which most Multics segments
are activated have longer grace perjiods and are therefore more
susceptible to the truncation phenomenon. This may be the mos ¢t
frequent cause for lost data under NSS. '

Ca_._Installatiop Backiog

In splte of the change in instaliation roles for Peter and
Grace, the 1installatlon backlog 1s {lown,. About 12 onlline
installations are queued, and no hardcore Instaliatlons are
queued (28.3 has been generated, 28.4 Is on deck but not all 28.4
submissions have been recelved). ;

During May, Gary wlll learn the Hardcore Installation
process so that he can take over durlng the first two weeks In
June while Peter and 6race are attendlng 6.08S, a Summer Sesslon
course on mini-computers.

Qa___Libracy Reorganization

With the Installation of the new !lbrary tools, we can again
consider minor reorganizatlon of +the contents of the Systen
Librarles. Several MCRs have been approved for restructuring the
into tlibrarles. In additlion, the Include segment library lis
rapidly fillilng up and willl have to be spilt Into several
directoriese.

The subject of restructuring the Hardcore Library {lke the
Online Librarles was once agaln ralsed by John Gintell. It mwas
declded that, because of the reprogramming of tooils needed to
support hardcore Installations In a llibrary of such organlzatlion,
the declsion to restructure would have to walt untii July, when
all three group members were avalilable full time for Systems
Assurance worke
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With the advent of NSS and Ilts varlous flavors of updates,
documentatlion of the varlous system operating procedures hsas
falten well below par. CISL has promised to iInclude better
operational documentation wlith 28.4, the temporary mount/demount
system. Roger has requested that thls documentatlon describe at
feast the following procedures?

- hon to recover from a crash
- how to recover from disk problems
(hardware/software problems) v
how to remove a physlical volume from a loglcal volure
how to add a physical volume to a logical volunme
how to restart a SAVE after errors occur
how to do a restore ' ‘
how to do a cold boot/reload

II. _SUBGROUP MEETING QF APRIL 27, 1376

A meeting of the Multics Systems Assurance Group was held on
April 27, 1976. Attendees weret Grace Ackerman-Lewls,
Gary Dixon, Peter Kelley, and Roger Roach. The following toplics
were discussed at this meeting. '

As___State of the System Libcacles

Gary mentioned that, while investigating system problems, he
has been unable to find llstings for several Onlline and Hardcore
Library segments. We suspect one cause for this problem Is the
careless flling of llstings for commands whlich have subroutines
supporting their operation. When the subroutine 1is glven the
command name followed by underscore, then very.often el ther the
- command listing or the subroutine Iisting gets 1lost when the
other procedure ls updatede This and other types of human errors
. prevent us from having a complete set of llstings.
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The group declded that whenever any of us find or are told
of a missing listingy that person will? '

1« Generate a new listinge.

2. Compare the installed object with the newly-generated
objJect to Insure that compller or Include segment changes
do not Introduce mlsmatches between the object and the
fisting.

3. If the new object matches the old, flle the regenerated
ilstlngy noting on the Ilsting the oproper date of
compitation as stored in the old object segment.

4. More likelyy, 1If the new object differs from the old, test
the operation of the new object, and Install the object
(and flle the listing) within a reasonable period of time
(hopefully withln one weeak)e

In thls ways, we can keep the llbrarles up-to-date and avold
having a large backiog of {istings to be replaced all at once.

A second, more serious problem Is the milsmatch between
source and oblJect segments stored In the llbraries. Few checks
have been made In the recent past to detect such errors, but now
several people have reported lack of source for a given object,
or vice versae

fFeeling that thls problem ls too large to solve for all tre
ilbraries at oncesy the group decided to look for and correct
Inconsistencies In the Hardcore Librarles as a first stepe. Gary
will check the Hardcore Llibrary map for mismatches between source
and object. Grace will Investlgate 1Inconsistencies between
ilstings and Hardcore object segments, when the (istings elther
do not exlst or have dlfferent date/time compliied than the
object. Peter will investigate how two sources segments that nwe
know of were lost from the Hardcore Library, In an attempt to
correct the error that caused the loss. B8y Friday, May 7, 1976
we hope to have these investigations complete and will decide how
to correct any problems that are found.

Roger voiced concern that our malntenance of the System
Librarles Is one of the prime services which Honeywell Is buylng
from PDO. He therefore feel that correctlon of any probiems
which are found shouid have a high priority.

Bs___Prcoblems with Multics Svstem 28.4

With the Installation of 28.4ay there |is stltl one
outstanding problem known ¢to exist In NSS verslon supporting
interim mount/demount. One 1is 1oo0ping in tty_free on both
processors because the tty_buf wasn®t unlocked. A tix for the
suspected cause for the probilem Is known, and wiil be Installed
SO0Ne. .
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The generation of Systenm 28.4 gave Peter many problems.
Pathnames of the segments to be instalied were often omitted from
the installatjion forms, or the pathnames of old or debugging
verslons of the programs were glven. Also, an Onllne Library
command to register master directories is requirec for use wilth
28.4y but this command has not vyet been written. We were told
verbally of this requirement, but It was not indlcated on any of
the installation forms for 28.4 and w3s overlooked while we were
beset with the other 28.4 Installation problemse Hlithout tre
command, we cannot register any new master directorles.

Poor communication between the people at CISL who were
Installlng the Interim mount/demount verslon of NSSy coupled with
poor understanding on our part of the implications of the changes
being made, are attributed as the cause of these oproblems.
Roger Roach wili  dlscuss the problems witt John Gintell,
Tom VanVieck and other involved CISL peopile.

The operatlonal documentatlon for 28.4 did not Include many
of the procedures which we asked for during our last meeting (see
sectlon I.E above). We are delaying the generatlon of System
2845 untll the lack of these procedures can be discussed wlth
Bernle Greenberg next week. Hopefully, they will be forthcoming
In the very near future. '

L.___Delay in Publishing Instaliation MIBs

‘Roger noted that installatlon MIBs tor Hardcore Systems from
28.0 on had not yet been published, due to the backlog of work In
our group. The group hopes to pubiish these MIBs as ~soon as
possible. If they have not been published by Frilday,. May 7 (the
time of our meeting on the Hardcore Librarles, described Iin II.A
abovely, we willl glve publicatjon of these MIB8s priority over
other worke. ’

De___Tasks_for Next Year

A tentative list of tasks to be perfohmed’by the group next
vyear is shown In the task list attached to thls reporte.

Es__Nenw Meeting Time

The Multics Assurance Group will meet In tre future on May

.10y 1976 and every other Tuesday thereafter, at 23100 PM in

Roger Roach®s offjicee. Peter Kelley will be the recorder at the
next meeting.
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IiL._ ASSURANGE SUMMARY FOR APRIL

The followlng section brlefly summarizes the group®s work over
the past monthe :

As___Onilne Installations

There were 24 changes to the Online Librarles during Aprilie.
Most signifant of there are the changes to the Answerling Service
to support the Autocall faclility.

Things are stlli not up to speed yet, but Grace Is becoming
more familiar with the patterns and workflon of the Online
installation process. She expects Installatlons to be made more
frequentily In the next two weeks, and at full speed by the end of
May. It is a pleasant surprise that the Installation backlog is
small (only 12 or so Installations on deck) when you consider
Peter and Grace®s changing lInstallation responsibilitles .and
Dave's leaving the groupe (Since our meeting, the backlog has
increased to about 25 modules, as new changes have been submitted
and some of those on deck have failed theilr submisslon tests.]

Ba___Hardcore Instaliatlions

The end of Aprll was a busy perlod as 6 Hardcore systens
were Installed in 6 dayse In all 9 systems were Instal led durlng
Aprilsy including MSS 28-2 (mentioned In the last report), 28-2a,
28-3, 28-4y 28B=4a, =-Ub, =4Cy =-4dy and ~ke. Slgnificant changes
Iinclude? implementation of new tty_ input canonjcalization
rules, replay and polite I/0 modes, and dump_fnp and patch_fnp
control operatlons; Instaltation of Hardcore support for the
Autocall faclillity; and Installation of a new voiume reglstration
facilityy support for virtual mounting, and a new master
~ directory controi. In addition, many bugs were filxed (inciuding
at least 7 which caused system crashes) and 35 Hardcore modules
were modifled and recompiled to take advantage of the EIS
Instructlion set.

Cs__Crash Analysls

The crash rate increased this month as we began to shake the
bugs out of the new TTY software, new BOS systems, and the
varlous new features of NSS. In addlitlon, our hardware has
developed its usual Spring fever as temperature and humidity
vVarye The table below shows our crash rate In the varlous crash
categoriese.
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04703 g4/09 04717 g4/24 Total

04709 047156 04/23 04/ 30 ‘
Hardmare 1 7 5 6 19
Hardware ? 0 2 0 0 2
Software 0 8 3 7 18
Software ? 1 0 0 1 2
Hard/Soft 0 1 0 0 1
Operator ? 0 ¢ 0 1 1
Unanalyzed 7 G 1 0 i
Total 2 18 9 15 44y

Thirteen ot the 418 software bugs were caused by repeated
occurrences of 3 bugs in the TTY software (both tty_. lnput and
output). They caused the system to crash depending wupon what
llnes wusers typed in or out. In most cases we were unable to
find the users in question until the system had crashed several
times. Thankfully, Mlke Grady and Robert Coren were able to find
and fix these bugs rapidly..

The table below summarlzes our down time and mean time downn
for failures for the varlous cataegorles of crashes. .

Time Lost '# Mean Down
Hardware 23854 19 1315
Hardware 7 6856 2 3828
Software 7816 18 124
Software ? 110 2 1 §S
Hard/Soft $15 1 115
Operator ? 109 i $ 09
Unanalyzed $08 1 $ 08
Total 38348 4y $53
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