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UNIFIED USER-LEVEL PROTOCOL
by Michael A. Padlipsky

Attached is the current draft of what will eventually be a Network RFC
on my Unified User-level Protocol. It will serve as the basis for discussion
at a subsequent CSR group meeting (presumably on November 30). However, as
it will also serve as the basis of discussion at a meeting of the Network
User Issues Interest Group in early January, and 1'd like to get it in the
mail to participants at that meeting as soon as possible, I'd be glad to
hear substantive comments in advance of the CSR meeting.

Two points about the Telnet Protocol which I think I neglected to men-
tion in the November 16 CSR meeting might be of aid in understanding the
document: 1) The Telnet Protocol's most interesting feature philosophically
is its definition of a 'Network Virtual Terminal". This strategy allows
translation to and from a common intermediate representation by '"User" and
"Server'" Hosts, obviating the necessity of Server Hosts' being required to
assume direct control of any and all types of physical terminals at which
users might actually be. (The User Host, that is, retains physical control
over the user's actually terminal.) As the alternative would require n Hosts
to be aware of m terminal types, this strategy is often referred to as the
solution of the "n by m problem". 2) User-level protocols which evolved
after Telnet--- particularly the File Transfer Protocol -- assume that they
are employing a "Telnet connection" (although initiated by an ICP to a
socket other than 1) for such control purposes as the exchange of user
identification information and the transmission of per-protocol commands
(e.g., STORe a given file). Thus the "Telnet world" is basic to all
user-level protocols. (This was a major point of my earlier Network
RFC 451, alluded to in the document.)

This note is an informal working paper of the Project MAC Computer Systems
Research Division. It should not be reproduced without the author's per-

mission, and it should not be referenced in other publications.
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Rayan~ the Telzanhnona Llne Surrnistas?
Sneclflcatlon of the Unlfled liser-tLey2] Protocol

Thls anrument renresents the results of various inouts, Hoth In
raspnnse  to RFC LB1 ang from ofther sourtes. The underfylng
antivatlinn Is to take a slanificant step haevon? ftraasting tha2
Natwark merely 313 a tel=ohone line wnlch atiaws direct loyins to
ramote conputers, In particutar, the talrly a:narzl icceptance
nf the Natwork common edltar “NETEN" (PFL 5/I) sajcasts that the
Natwork dorwkina Group h3is beaun to come tn the roezlizatlion that
[+ 15 Aeslrantae to oerform Jencrle functlons In common fasnlons,

(Y1na commant not really 123lt with hare Is that the acronyn JULP
Wsnunns fapay™.  As thls Is cne of tre anly cases T knouw of wher2
thne rama wWAas crhosen Al thout oremed]ltztion in reyary Yo ts
jeranvm, re3ders ray feel freo tn asoume that sonmnatnina ik
“ArLY stands  for  "unlitied usar-leva2l orotocol'™ rather tnan for
“mammon command language' and uzse 1t in alace of UWULPL)

Intent

A major Intent of the orotocol 13 tn broaden HNatwork use Dy
furnishing a "common cnmmand subset’ wnich wlill allow both users
ani programs to azcess varlous Sarvers opver the Network oath
fnteractively ani, 1 f dJesired, In A bater moiz, altrout b=alinn
constralned to 123rn all the varlous "command lancuates™ which
apnuny = 3nd without ellminating the richnzss renresentel by
axlsting commant lanyuajes In thelr "natlve™ farms, That 1=, in
the snlrlt of the Tealnet Protocol®s ‘common intarmediate
raprecentatlion' approach to solving the locai-cornvantions nproblenm
tor termlas!l marnsirement, thoe UULD takes tne vlea that of is far
patter far the uszsr to b= 3ble to say “who'™ an any Hast In order
tn Jlearn aho elae is Inaged In than to rave to  ramemhor whetner
on  thle particular Host [1°s "systat'™, s eanolic™, "tistf Tty
Ar ayen Yaba', {Ana [ t*3 almost aandatory for a3 oraaram tn L
anle tn d0 57, If w2 3are to avoll the tran of 23ch nast®s raving
to maintaln full knowladi2 of tha jdlosyncrzsies of  esch  othar
hast == the so=-called "n oy m problam™ of the Tainel Protocol.)
In otrer words, furctlons wnlch re In soame sersa caeneric anon
tna  Servers are to bve Invoked in 3 common fashjion, dhere the
comman asnects nf othar Usor=ltavel protocols area cleartly
janeric, thay taoo are t3 bhe jnvoked via tne UNLD,

Note trot only minimal assumnntlions are made apout & Sarver®s
imoiementation, Tn Jeneral, the j0al ts to allow the UULP  to
“front ond" ontn locsl Implamentatlons, by mannlal comman command
subhset calls Into calls to pre-oxijisting "nativa" commanicsy Lf 0
1agired. Twis 15 meant to ©e A commnn camman i lanyd=ae DY
3441t ior, ot by replacenant,
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Tt s iImportant to nobserve that this protocol 1o sneclfically
intenae~ to pde ussble “directly oy & »umpan ucer 33 wali 39 by 2
prn1cam, Tha mntlvation 1S the same 15 thnat wnicn underllaes the
view axnrassod In  REQ 451 that jeneric furctlons  srould X
Invoked wl= tha UUL? rather than wvia the varioaus seoarat:
usar-level nrotocnalst economy of mechanlsms Just 315 It i~
wasteful to requlre fjfferent responiing (N ayan sending)
meachanltisms far tha Teinat, Fiye= Trangfar, Pannte Jab Frtry,
firaphlics ant Yhataver 2rotocois, so toon Is 1t wistaful to soeclty
an  interme~lats commani langusjy® which 1s no* <iltenta for himan
US2a Far thls necessitates the user at a termninnal sinpoart  nast
syeh  3- an ANTS or 3 TIP to <anloy 2 3ecoant Servar-cl3ss nost 33
an Intermailary, whers N2 ¢auld nive tean goina Jiretiy to tno
tarjet Server had r23 been able to "sp2ax< Tnae CoNNOAN ton1ue'
himself.

Nor Tnes this view hnampor inter-nast func*tioans such 3
distrlhutad  fite systemst rathar, it aids cu=nrn 2nte2rorizes in
that |t makes no assumotlans about the jntra-nost nafementatlon
2, S3VYye “foreln fi1as*, (For exanple, on» would s3y "Cooy
<Noataork virtual »nataniame>™ tn 32t a fll2 copln’ from 3 remnta
flle syste~ Instead of “cooy <spacial focal oatnrara>™ == mavin:®
In the tatter c3c2 hag to #2stabljsn tne soecleal lecsi name in
alvance. Af coursey, Nathina rulas aut sucn ore-estastishment as
3 convanliance? thzs point Is tnat we don®t reguir2 11, Nor Jdo  w#
rayuirs that fthe native CoD0y cammant be 3ltoarac to deal wlth
Notwork nathpramest opacause thoa UULP ls 3 salf-container
anvironment, it 11lows tne Implerentar the ootinn of suoplying 3
naw cammand or of pasciny off to 3an obd nna,) Aayzlry 1T i3 the
kaawn method of invokiny the generlc functlinn wnic™ n3atters, not
the particular Imolementatlon on 3 particulsr Server, agout whicn
latter nsrotncals shoul i make as few assumntlons 35 aassible.

I R B YY)

A third Intent, In aditition to furnisning a comaan Commang sUunsat
for Auman cnnvanianc2 ani far economy of machanism In roth  User
and Servar ar3arars, ls to furnlst an epvirsnnsst in whilcn such
true proc2s3s to process protocois as Jday's Flle  daooass Pratocol
(RFC *»2x) can »aperate conveniantly, panecsially ‘n ragart th
3ccnuntint and agtnentlcatlon. That ls, a5 k3agc haeon Hbserved  In
various RF(C*S about Networx a1 3ng genzeral tile transtear,
sarlous coamnlicatlons arlse from the nalve asuastion »f "frant
Altn “io3lnless™ -- to s3y notriny of sltuatiors aher> scecaunting
for servylcas Jls aoporoprlate, Tharetfora, 3 carnarston: of tna
JULP ls a genarlc leoaln command, wnich a3l 1ows far crextion ot
"the rilant sort nf orocess'™ ot the Servar »rd in proc23s 15
arncecs sttuatlons, (Mor> detail»a drscusslon of tri3 oount can
ho found ndelow, ln the sactlon on Lazine) '

Furtner trastment of the Intent ant impllaatlons of tha oratocol
eauld Aoubtiass 10 on at arblitrary Ianatn, Aftor 31t, thers: ar 2
stltd come who thling that tra Szarver Telnet reslly whould z35qm:2
dirert caontral nt the yser®s toerminal, Foar  th3at mattar, tho
nrotocol*s ohllosonhical advantsses could pa taxtt wlth i pore
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I2t3fl == 3% couly [¥s vractical advantanes, Hawayar, thils ls
319 rathar apstact, 52 untll anad urnless canments coamz: In ahlcen
raogpen tha “esiruenllity juestlions et us turn to the aoctusl spec.

Canteaxt

Altragah gl timately lntend2a tn nacoms the jgeneral rasoander to
ths Initlal Tonnactlan Pratacal, tre HJUL? 's Inttialiy to ba 3
Toatnat 2rotocHl "na2aotlatad ontion™, Hrian tn2 ontion 15 enabled,
thea Servar Host will furnish 5 comamant snviraonmant wnicn suoooarts
Yne common cnwventlons and commanis Airccusc-ad rarajir,

ITn 3 sansa, the BULP Je 3 ‘'"salactor', That ls, tha common
cormmard  subset [Includas commanids to exlt fron tha common commnanid
anylrgnment and anter varlous otnar environmentsy 3loni the lflnes

of TCN*s  current  Taelnet Sarver, To exlt from tha yuL»
environment to  the "natlve" command oroc2assar, the L2 command
I3 "tocal"™ (seae also the dlscussion of C3se, H2low), Nota that

all commands terminate In Talnet “Noallin2"” (currantly cr=1f),
untess 31tered by the "eol' command (below)? Intarnal separator
s spacs {(blank), {Entrance into otrar anvironments == such as
tna TP Saryaer ==~ 1g dlscusse’ balow,. ! There are two reasons for
Intracusing 2 mechanlsm othaer tnan tTnhe uapnarently nztur il ane of
simniy 1e=negotiating the ontlont Firsty, !t 1s baund to be more
coanvenlaent for the user to tyoe z command than to =2s5¢H3p2 to nis
User Telnat prog~um to cause the sotlon disan!ing, Sacaond, 1t s
hoaned  tnat  avaentuslly the UULP wit| be lezlstztatd to be tha
fefault environment encountered by any Network tog3ln, in wnhlch
cas2  the natyral nay to ~nter the Sorver®s “native™ command
environment woul ¥ be hy UULP conmand,

Note! =21t YHULP commanig tiscusse nepaein ars listedas in
dnoanalx 1 categorlz2d g to optioratity, wlth
sbbravistions: and brief Jdescriotions SPOWN. Tne aprendix

may e taken as 3 flrstenagss UDLP Users® Manual,.

Any  ocotjioralf commands  which ire not suopnorted by 3 particular
Sarver ara to b2 regnondad to by a messzges of tha foarm  *“Not
Imolementad:? commandnana.’™y where the varlarte [3 tre name aof tna
command whlach was requestet, Naota that throuaboat this dscumant,
all titerats nmust. be sent exactly 25 snecifiedy, so0 as to allow
for tha poassitllity of Servars® Leing  Ariyvan by proarams
(inctuvina “automata™ or "commant macron™) in 311l tion tn "l iva't

1SeT S,
Z3sz2

Altrnouasr 1t aopears To Nave bean leglsiatad out of existence by
the csnpacliflication of tha Network Virtual Tarminal*s kayboard In
the Telneat 2rotocaly, the Jusstlon of what to Yo apcut A58rs at
nper=-cas3=-aonty termlnals remains a treorny or2 in oractice. S50m=
Servarsg hava no focal orablems [n susn circurstantes, as tnay
anoerate Internally In all) upper-cacse or all !tower-czs2 411 neraly
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map all I~put aporonriataiy. {(Proplema 43  ari3>. tRou b, wnan
ane Is usinng the  Usar FTO on cgen A systen to doal o witn 3
mixed-casa sytem, for axamole.) Ttnor Saryars, howayar, 31t acn

tna nrormal lincuistic sinlflcance to CaAsa. (C ey Sntth®*s ama
Is "Smith™ == nat “SALTHY, ard pot UaomlthT) To minlnlze

suner flucus procassing for thnse Servers anlch a7 intiffarent 1o
case, 33ll UJLP commands are to de recodnlzed 35 suchk whether tnay
arrjve as 31V uoner-ciase or il lower=-case. {Thay Wwilt D2 shown
nare as all Yower merely for tyoing coanvenlenc2.) Nate that
arbltrarily mixed case Is not recorgnlzed, as 't {5 an anwarrante
assumotlion Jpout locsl Implementation to suonos= that Inout wiltl
narassarjly na rcaje=-manpaid,

Any Server which does dlstlinsuish petwaeen unoar= 30 fowsr=caze
fn rcommandgs? arzumants {3eKsds parametars) rust furnisn 3 JULP
“nap® cammant as speclfled Irn fonsnalx 2 In oarter to  supoart
lojzins fror uoner-case-only torminals 3ttacnan to User Hoasts
Ahich =sither 10 nat supoart the Telfnet Pratocolt s Yictum that st
128 ASATT cohrles must ba 3enerible, or sundort it sAakAardly, Tnis
snsems a silmailer 3nd orafarabis solution tnan the stternative o f
jrals]atina that wuopar-case Notwork-wiin? nermsoansl [ lantifiers
{and perhi3ps eaven Network Virtual Patn Namas) oo pr:=conititioang
to a usarle common cHaMnand subsat, (A= notes bolow, these Tafter
cnncents wlll fi1t in smoothlv when thoy are a3raed J4pdn. Tha
polnt here, thnouth, Is that wa n2ad not duprive surcelyes of the
banaflts of a3  JuLP untlli thay AL e 3arens d30n,) Tna "“mao®
coammard snoild not be 3 orobiam, for the anty Host wnlch [ 3 KNoaAn
to be a raspecter of c3s2s 3lready h3as ona. v

Usar Nares

A< Impllai aboves, the varlous Servers have thelr varlous ~ays ot
exnressing  users® NGNS, “lesrly, the orlacinti> »f 2conemy of
memory Jdlctatas that there snould ce 3 comman intermedi ata
renresentitisan  of nan23 In any for tre MNotwark, 1t 1y praovanty
also clear that tnls renresentation wliil me  nasedl  gypoan the

Network Infornation fenter®s “NIC  T0*c™, Howayar, ir is
anfortunately Aamply c¢l=2ar than an  accentasbld» mechanism for
sacurina un=to-d1ate Informatlinr canrot ne  Iealslateg Aree ==

muchless 3 mechanism tar securely undatina tnz impliesd 4313
Thnarefore, »t thls stajes !t seems to be Tnhne cans it
speclfy only tha JULP gyntax for corvevini to ths Seryer thn
that 1+ l1s to treat 3 user nAame A5 A Netwirk-wlo=
than =5 3 Iacal name, and fet tne supportlina mpchanlsng ayodifve as

tney mMava.

The nrefarjng of a name wltn  an astorisk [ ienoten 3
Hatwork-wlds nans, (Sucn prames may be sither sl gnpar=-cs3sa2 or
A1) lower=c3sey 33 witn UULP comman.1s® namag,) Trn> name Rt satt
Is exnilcitly reservad ta maan that (In tra conntext of logsing
Iny % lorin L3 d423ired on 3 supnarte i or sanpling sccount, if
such an accyunt is avalliables. Tha ragponsa Lf no steh atcount |5
avaltanie iz ta bhe “Invalld ldentd *fren," Whar Networh=-waldo
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namasg 3re genaralily avalliable Sarvers will aithar men  tham  into
Incal names or ¢ause thenm to bhe rajisteret nis I2¢al names acs
nrefar, The enint Is that 5 Network=wloe nam: W11 he made TO
Work' by tha Sarvor [In tha contaxt of tne UL o,

2neclesl Charagcters apnd 3lanals

Aantrer ares In wnjch tha facts of l1fe must autaalan *thoe lattoer
o f the Talnet Protocol if the us2r®s convanlrnce s to ne served
s thzt of "erazso™ angd "kI11"™ characters, T+ Is gozsible  that
ser Telnets wlll} unlformiy faclifitata the drarsmlssion of the
Tajnat contrnl cnies far jenerlc charzcctar sraca anc Janaric [lne
LSRN It 13 certaln, Nowever, tnat User Telnateg will diffor ~-
and  users wlilt, 1f they use maore thain an= User T2ln2t, ne ajain
aiaces In thna uyncoanfortable posltion of raviny ta AdAavalnn  too
many sets of roaflexes,. Therefore, the HUL? will oantionally
supoort the followlng commandst "erass char’”™ and  “kitl  ghar",
where char 1s 3 o»orintable ASCIT character (to svoid possible
contlilicts wltn “cantrol craracters”™ whlcnh ars recoarlzed In  the
Innermost areis of . partlcular ooneratina systzmce), Thase commands
Ire suonlamants to the ratated Telnet contral ¢3:t25, ant have tha
s3ama  mean[ns, The nolnt nere Is that it may h« tar mors
canvenjent for 3 user to ne ablz to say "erzza 4" 3rd jet tre “#*
tn be recoqgqnlzes 35 tha arase chiaracter by the Saryaer than for
the user to 13et hls Usar Telnzt 9 csend tha Talnet ejulvalent.
The commands ara deslgnatad as antional becauce they may lazd to
SNV ere Impltementation problems an some Servars, 3rd bacause tha
etdivalent functlons 4oy after all,y, exist In Telnat,

Note! th2 erasing Is assumed to e nerformaed 3%  early as

possible, That s, the s2iyence "erase x™ "erase x should
come out erujivalent to “z2rase x ' "arss2'™ == tne seconid
invocatlon rasulting In tha araslng of ths <n3cae  |n tha
cnmman i IIna, Presumabply, thils Is a sufficlentiy uncommon
path trat 3nomalous results would k2 tolarated by tnhne user

cammuntty,y Dt tha Intent ouagnt to e claar,

The Teln2t *synch™ and "break'" moechanisms ar2, by thelr very
N3ture, best left to Telnet, En+ of lina, haowevor, miynt well L=
3 Alfferent story, Therefore, as a potentlial convenlence, tho
JULP  ontlonatltv  suoports "eol char' to ask th2 Sarver to trast
gnrar as the end of lne characta~ thencafortr, To revert toa
Teinat Neallna, "20l" {(l.2sy no argumant, current terminator).
2rompls

Aao0tner asnzact in which Servers vary while beint tre same 1s now
they intjircate "beiny at command {ayel”, Some cutout “ready
massajes"’® otners, "onromnt characters'. Fo~ the YULP, whare soma
tfunctlions wlli b2 performed bty means of a commarnd®s 1oriiny In to
another systom, the anlltity to specify o %nown prompt character
s axtremajy Aagiran]a, The UULP command I= "oromot char' whara
char 1s the charasste~ which s to be 3ent whey the yser's process



51

Iraftt #? : UULP Spec , D

(an the Server) 13 at command 1ovel, It i= =2xollcitly parmitted
to preflix ¢har tn a tina consisting »f 3 "natlv='" aramnt a2r rzany
massac2. Alsa, thls command Is exolicitly 3cxnowledareq to be
narmlissible prior to Io3ln.

Note:! “naromot™, “"en|", 'eras2™, and "wiV1I" may 3t pa
re-lnvoked with 2 naw value of g¢nar in ord=~ t5 cnanje tha
relevyant scttinnl 3ll may pe turnas off wy lrvocation witn
no arguamant,

Lazlin

Parhaps the stlcklest wlcket of them all In the attemnt to
speclity a3 32neric toglny but here w2 90, Trne WL lojin Ccommandg
s "ionain userident™ N whare usertdent ls alther 3
Incaliy=-=cceptable wuser identitler or 3 Natworx=wide jdentiflar
35 Alscusse? aboves Not2 that tor  wutilbity in contexts To o2
4lscucseq later, the locally=-accapntabia foarn must ot contaln
SPACeSe (A13in, the only Host kxnown to nzave oroblems on tnis
score 15 nrepared to cope == wlth a nerjo- ("*,"™) hatwaoen personal
name and orajlect nam2.) Servaers may resopont to the fr1in attenpt
with arbitrary TtText (such as 3 “messagze ot tnha d3y™), out s3ome
iine of the respanse must be ana of the faolloawinyt = oromot (a3
discussed abovel Indlcatling, in the present contaxt, successitul
I1nain)?! "Passwor ™t or “Invalia lzxent: ugerldant.” dnen
nasswords =are reaulred, 1t I3 tha Scrver®s responsioil ity either
th send a mask or to successtully negotlata the Hl e Your Inout
ootlon.

Note tnat *login *frea" 15 speclflicallv zefinat to r214ire no
paIssAord, (Tf a "“froecinaiar' nhas 3ccess to a User Telnat anil Nnas
laarnad of tha "*frea' syntax, it is fruittess to 3ssume tnat  he
cnaldn®t hava also raead th2 common DASTWAr . ) Tf 3 password must
be Jiven, acceptabls resoanses are ~rpltrarv toxt coantalmiang 2
line tealnningy elther with a promot or witn “Losin unsuccesstut.™
or wlth "Accountt™, In the latter case, raspansas to the 3ccnunt
nust be one af the foarmer two. [f any arrors oaccuar  Auring tha
loaln Seuence, users sre to ra=try by startiny fros tne 1030n
command, (Te@ey 1T is not reiuira1 that the Sarver *“romempar®
tdents ar paIsswoarise)

Tt Is expliclitiy acknowledaed thnat I sceeontanta rasononse to
“jogln ®free™ ls "LImnit2d access ynty.™ (faoliaywnd hy 3  promotl,
This L1s Intenn2t to warn (human) users that Th» fras a2count on
the Server In aquestion axlsts oniv to allow <Such functions a3
accaptlny =all and tolling 1f 3 particular usor NI00ens o ne
1nqyged in, (For otlactions to "loilinless™ onerfirmnancs o f 5 4Ch
t3IsKSy sae  RFC 491, Note also0 thst noftnina harae says that 23
Sarver must Ao anythlngy other than refurn 3 promnt In resecansa: tn
“ioqln *frea™ In the event that louinless onarztion |5 nitural to
ite) Gluan the UULP lo3ln dlscinlina ant the Yararntt Command,
1+ iIs reasomanly strafiintforward for a3 prozran tn lovin on 3 tree
account ani perform one of theas fynctione, for Lf thn (9a1in
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coammant succesavted, tne proarat Al Sue k) 1ar3antzod proaant

character,

To make 11f2 s<simnler for thos? Hoctg which normgily nave some
sart of "dAsaman'™ orncess service mall ant 1ra lixke, u further
axpanslon tn Tnaln s in orter, The palnt here [3 that som2
Hnsts mav rot know w«hat sort of nrocess to pass ar  unwatiflaed
“lonin *frgce"™ to, whereas tnay®*d bte  sure wnat o to o with an
axnliclt redu2st to oracess mall, 40 a whd  command, a3 set up
cInsols  to console conmunicatlons, Thercfara, UULP "togln" wll|
311 ow “econtrol iragument™ (s2e bB2low) of 20tner “evail', "-who',
Ar Mernnpneom™, anit the resoa2ctlve JULP comman~s jnvoivad must use
tha praspactlve <trlngys in any togln tin: tray transalit, Agalng,
nothing 135 naing sa)ld about what a Server 235 to 1o wltn tna
Informatlion, but some Servers na21/want 1T,

Y

Ysage Irfarmation

Moo t Servers nffer 3ome snrt of nn=11Ine documentztion, fromn

cailting saguences of commands tn entirs users® manusl . Tnera
aras two sarts of informatinn of Interest in the L2 environmantt

“narmal" system Intormation, ani infarmation abaat the oarticular
Seryvaor®s  UULP inplementation. To learn now to 32t do2scrlotlions

of “native'™ comnands, th=  UyLe comman- P S re o -5ys"
(aphrayiationt 7', Note that "-sys® 1o viawed 33 3 "“control

argunert and as such nrefaced by 3 nynhen (- tn fuacltitata
4istinction from other sorts of name (2,0.y comaand names), To
et 3 descrintinn of tha Servar®'s ULP Iastementation, "nealn
-uulon®,. Ta get a descriotion of 3 particutar UL? command®s
Imnlamentatlion, *"nelo ganname'. To he ramindad of FoWw to dse tha
naln comnand, “nein',

Nnte! 35 wlth command namas  an-A Noatwork-aAlde U520 Namas,
controt anrymants may of2 wjither all unnaer=caye or all
lower=-casa,

It 13 snaclitfically acknowledged tnat "Yo pecullaritles,” (s  an
aopronriste responsea to  "help gamnane'™ 1f nothiny of fnteraest
naad he s3t 4 about the Server®s implementation ot tha HuLR
commin i in 1uestlon., {after all, wa're <pariny users the
naceassity of stuidying a 3Inzen or so0 users® manyat ¢t the feast
they c¢an 0 is to read tho HULP command 1ist,) doppronriatn
informatlon far leoss taclturn Hosts to furnlesh woaul ™ e such data
35 Iocal command [rvoked (1§ such be the cace), ar U2t 3yntax
(Pe 14y nathnams descrintion, or nama of nelp tile anout
natrnoames), “Ty> = Imolementaid,', nr oy an Nt to o2
Imptaomentag,”™

"aall”

Eyen trauah 3 s2pirate mall protocol (s belirn evolved for enersl
DUrNOTaS, the JULP needs to adiress this thanjc as, by virtusz of
palng 1no1lr based, [t 3llows systems arhjich 30 access contral an
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sender autranticatlon on mall to make fthese aplilties avallante
th users wl*thin Its framework of 1enerlic furctinnse Therefyra,
tr rosd one®*s majilbox, the UULP command IS “resximall™ . To nave
“Jlve” Input collect2d ana sent to 4 YR JdT Ay RELER
userlidert™: to a remote user, “mall useridznt -3t nastnana™,
whare the arguments havae the “obvious™ meaninis. Ty seni 3
previously-creatad file, “maijl -f filenams uysarlient -=ot
hostname™. Szveral userldents a3y be furnlshadt trnz H1z2tlmlfer Is5
sp3aca (blank). Simllar conslierations aoply th hostnames. If
path are lists, they sould be treated onalralse, (A more
slaborate syntax could ba invented to deal witn The Jzsire to
sand to several users at a alven host and then to athar usars at
other nrasts, hut It sSeens unnecassary ty5 19 59 at trls point, for
multtiple lnvocatlons would get The |od done,.)

Tna mall cornmand prefacas the massage wlth 3 1in2 tcentifyleg the
sendar (Hast any tlima qeslrable, but not mandatory). Foar  "live™
collaction, the and of message is inilcated ny 3 llin>» consisting
af only & parlod (*,") followed by the reagrant llre terainator
(vsualty tra Tatnet Newllne, nut see also the discussion nf th=2
anl command), Tf remste mall is not succassfullv trarsmittea, 171
1s tno be ne saved In 3 local flle ann that file®*s nama [3  tOo  De
autput =s nart of fthe fajlure messane, ("Yusuelny'® for later
transmlission ls admlred, but not resuliraed,) Thae transmisslon
mecharlism will follow the general mall protocol. Mota that when
invoked witr 3 "=3t" ctause, the mall commann will send "logln
tfrea =-mall™ to tha remote Host(s), fol lowag npy a mall command
wlith no “=3t* cliuse.

A deslirarle, but not reiulrec, 2apellishment to “raadmall"™ would
he the acceotlny of a Hnst name {("-at hostpame'™) to c3ause The
Incal Hoast to a0 Hff to the named Host (via "loain *frae =mail')
3nd cneck for mall tnare, Several hostnames could, of <¢ourse, be
sneclflet, A further embelllshment, whlch woul{ nrotarly b=
yulte expenslive, would be to accant "-all" as a ragquest tn  cheock
all Hnsts (or, perhaps, all Hosts kKnown to hive = free accaunt
for tr> purrose) for m3ali.

Qlrect Cammunligntion

The anllilty to »xchanae messares directly wltn ytner 121 1ed In
asers Is =2poonarentily jreatly onrizen by many users., Tharefoaras,
jesnlte the fact that there ls a 3ens2 In whlcr tnls function  is
not withir the opurviaew of the UULP, we wlttl o dra2zs 1ty after a
Aiaression.

Nl arasgion? The UuLe AS3UMEe S that thern can pa
straignhtforasrd  “front enis’ 3t tna various Servers wnlch
trans] ate seneric functlon calls In 3 comnman spaliiry t9
calts for snaclficy ore-exlsting “Aatlve™ tunctiydnt. In tne
nran yf consnlje to consdle communicationGgs NOWavar, tni s
premlsa does not re3lly nold. Trhe aronlan is that natn
malor “native" implementations KNnown t tr2  auther area
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sarlously flawed, The TEMEX *“link™ wmecnanlse I3 botn
insecure (you've jot no business seclna averytring T fTvoe
avyan 1f T*m carelass enouyh to jat you) ana  inconvenlaent
{why shoul+ T be forced tn remember trat pesky <=2ml-coioan?
Fow do I get hacx Into pnase after T*ve foriotten one?). It
1s alsa llkelv t2 he extramaly Apfficult tno simulate  on
csyctamsg whlch do not  forcae Metwork 170 thnrcugn local TTY
ruftfers, aven 1f tne user intertacs were not  sublect to
critliclism, The “ultlcs "sen<_messaa>" mackanlsmy on fthe
othar hand, H3s$ a3 more copnhlsticated dasiin, but s apsurdly
expensiva. Thereforae, the (JJLP maechanizm  to D2 Jescrioped
agsumes that, far this tunctioan, new Incal impolemantatiians
w11l be Aavenloned to supcort it.

Trne prerequlsltes for estabilsning communications are to flna out
1t the user 13 In3jged In, and what “addracst to use |[f S0 . The
wacharlsm far jatheriny  this Iinformation 13 3n exsinded "who'
mammand, (Nate that “who™ Is the UULP command to lnvoke the
teneric whn's togy2d 1n furction, witn no carstralnts on format
of replys) The svyntax Is “wro u3erlient -zt nostnanat, wWhare
noth araurents may be multlola, If ro “ent" clause, tnen check
tocal Host oanly. Responsa must begln “Cram hostname? usarcident:™
trllowed by elther an aoproporiate adidress (2.7).y A L { local
“rancom'  (3ee beilow) uses TTY nuabers and ggarldzant 1s toaged in
nn TTY 11), »nr "Not lazjed In."

As wlith maity a4 “=311" embelllsnment nlaht hHe nlessant, Noteae
that *the sa33rch for the cspa2ciflad us2rl(s) -- whathar or not
Woaltt 1s used == stlll assumes that = "login *free =ano™ lojin
wilt he ysed on the aporanrlate remnte Host(s), foilawad by "aho
ysarlaent”. Thls s why responses ta the wxdanded who  commnand
nist he so rlaicl specitini, Note alsny that reogardliess of
Abather tne lnaulr 5 made In terms of NMetwork=-wlies or locsal
Jsar nama2, the r=s3ponse must be snpropriate for use in “concom',
Further, 1§ nultloie Inwlrles ar2 mata, r2e0ionsas rust be in tn=2
nrder racaived,

Lok

o

Y
1
2

Ui <

T enanle consols to cansole communicationst *concom -on': to
4ls3nle, “concom -oft', Dofault {= nff, Ty enter
message-senilng moges concor yserldent ~o* hostnamz" ("-3t"
clause I ontlonald. Tn exlt from message-sendiniy noa=, tyoe 3
Jlne cnnsisting of only 3 perloa (cf. *Mall, atove). Tha first

messala Sent by concom must be nrefaced by ar ldentifyling llne,
pealnning "From:™ and contalningy an sppropriate 3ddress to which
tn renjv, The cinslng oarlod-only llne shoult b2 transmlitted, so
a3 to 3l1low the otnor concom to close as well, Acceontable error
rasnanss 1s "Not ovallable! ugerldent.” {whlch nelthaer conflirms
nor Aenles the axlstance of the particulsr usar -- 3 matter of
cancarn on *the sacurlity front). The commant must, ¢t caursa, 20
whatoeyar 1= necessary to ftransmit tne messznast l.es, if Vtocally
Invoxed, access tne local mechanlism, any 1 f irvoxk=d for remote
communlications, access the ramate Host's «<oncom comman? {vlia
“inalr *free ~concom™).
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"nond'™ roncom Impiementatlons wlll prasumnadiy ©92 3an 2xpandesd  whn
commard autamatically, so as tn spare the user tne nacessity Hf
naylng to do {t sz2parately. Tniead, the =cancom cortrol arjumant
tn Joaln Is tafinad to Imoly tha abillty to 19 3 Ahd a5 wall as 3
concom to catar to this onssiplilty. Tt I1s tamntin~ to I=2lsiate
that such 2an approacn be tne rule, Dbut tna imatementation
impilcatlions are not aulte claoar enoujh 1o 15 30. Tne imoiicit
Aho should be viewed as 3 strona nint to Implementars, thou ih.

£lle Creatinsn and Manlaulatlion

For file manipulation commmands, the user cnuld antar tTre  Flte
Transter Protocol spvironment, Howaver. tha FTP usar interfaca
15 corstralned by a very hlah dedree 3f oroarar-irivaolility. It
also tarks abnreviatlons ant suffers from the lack af mnanonizcity
{1letatet by limltin3 comamand names *to four characters, Furthar,
some valuahle functlons (such as causing 3 file *o he typed out)
are nrot dealt wlthe Therefora, various UULP filie manipulation
commanis ars qlven In Anpenclx 1. They nzed not be aidrassed 1N
detalt tere. Hownver, some contaxt would be usa2full

The t112 raniputation commands 3ssune that atll Sarvers hav? 502802
notlon rouahbly coarresodndina to "tne user's workline Airectory',
At flle names, whiother the yat to He Invanted Network Vietuald
Pathname nr the "“locsl"™ varlety, ire takan to rofer tn flles 1iIn
tnis alractory uniess otherwise Indicated, Tnat sy, thz user
shoula nnot have tn furnish “daki™ or the |ike! it Is taken 33
1lven that when he refers to flle "x" ne m2ans "tha file named
*x* In my current working dlrectory®™ anc The Servar "knows”™ wnat
that means.

At the nrasant staze of Jevalopnent af the UBLP, 1T 1d0e3 ndt seon
frultful to  go into & reasonayg e¢xplicatlon of the followln
statement, FOr nNOW, suffice 11t to s3y that tnase fii
manipulation commands {3 copy of a forelan filne, for axamnie)
ahlch need to emoloy the FTP 29 2mplioy thao FTP 4ny lat 1t Jo 3t
that, Az the context and lnolications of tne pratacol decome
more widaly understood, the detalles impiamentation naotes wlil b2
3id4ed to tro $t1le commanis -- ani reflireaed far tr> otnar coMmanis,
Joubtiess. In & ways the common fila commands niy £2 viewad as 3
Kin< of "“User FT?2" of known human interface when they P03 wlth
foreln flles. (And, of course, untii trnere’s 3 Network virtusli
pathname, thre lssue doesn®t roally Arised) 1 excect that 3n
“idantify"™ command mli3ht ©2 yaslrabj v, 59 ftnat YULP commainids
anlch have to access other Servers In turn o benialf of tha
speciflc current user can nave fthe necestary togln Infarmation
avalliaple tn tnhnem, Such a command Is lncluded i Apo2ndix 1, dHuf
should rank 3s spaculation for nowe

ad

i

An the tonir of file creation, matters ara  ratn~  complicat-2d.
Tt s c¢clear tnat the ahllity tn Ccraate fites In the UYULP
eanvironmant |35 exftremely dasjirabla. Tt Iz alsoe cleosr tnat  using
nail to 3 faxe atiress to Jet tne flle craatad, than

rananing tho



Iraft #2 UyL® 3Spac o. 11t

“ansant mall® fite 1s too byzantine 19 exnpect users to 10.
Unfartunately, 1t 1s not cl2ar exactly what the alternative 15
Thnat Is, it's falrly clear that w2 ne=2d 3 Common edltor, but [t*s
not 3t all clear whilch adltor 1t should be,.

Two wldely=-xnown =ditors come to mird! TECDY) and TED. Honwever,
nat avaerybody hac them, FEfven 1f evervbody alc, the Tdlalects™
orablem Is  bound to pe 2 la~1e ornze Sven [f atl the relevant
systen praarammers could sarez, there ramalns  the ausstion of
whather tha [ntandad user populatlon wouldt oo wliidin: to bother

lasr~nlng a lanjuajye 3s complex AasS TECO aor VD, . Tnarefore an
antional YyL® command to ce callea "nated™ is pronosed. Tnls
siltor s 3 line-orlented contaxt enjtor {(no “reogular
axnrasslons™, but also no llne numbers). It iz cooiously

Ancumenter In Chaoter 4 or tha Multics Programmers® danualy
Incluilra  an  annntataid listliny of the (PL/T) saurce cnlea A
simple user®s gulde has peen oreaoared {(see Anneniix 3. Saveral
Imnlentatlons &already exlst, ani commltments have bean made for
Mora, 1+ may 3lsn be repugnant to some 2f *thea system 2roirammars
who would ba catled upon to implzament 1t -- wnhjch 1s  wny it is
sntlsonal, until and unless hilagher authority makes [t manaatory.

Qiher S2ratozals

Tha nomlnatl Inlttal Impetus for oroposinig 3 L2 was to allow new

Network user nrotocols to o] Invoxkable trou n a common
mechianlsmy rathar than r2auirling 3 new raspanilnit mechanism ta be
huyltt for a na2w contact socket for each new nrotocol. Althouan

twis 303l has hean shunted Into the backarosuns 0Oy tha admlisslon
5f the true 3oal of the UUL2, It has not bteeon dropoed comolotely.
Tnerefore, to enter tne FTP Server environment, the UULP command
s "“fton"® tna enter the PJE Server environment, the LJLP command
Is "rie". &£xlt Is as ner the respective pratacols, (WNnere
pnssible, exlt =houtd be back to the UULP pnvironrenrt,)

Invokina Foralan Pro3rams

Proaramring tanauages are much too big 3 problam ta tackle hare,
Hawaver, assumlng that 3 user somehow Manijes tn creats a source
Or0Iram, ne m!lyht want some commonallity of spefltlir) In lnvoking
the spproprlate comolier, or even the nhlect oDrocram. As an
notlional yuL®  cnommanid, then, "call pame’™ stroutd lnvoke object
program niame (whera the named program may b2 A “native” commani
with aaruments speclfled  as appropriste). Tha valuas "-ol1",
“okacice™, "efoartran’, "-llso"™, atc.y shoul~ o2 recoagnlzed  as
rajuasting the irvocation of the appronrliata lanju3zle pracessor
(to anerate an 3 name SoUrc? file or
Interpretivaly/intersctively 1f no soaurce fila was ramed), alth
“"roasonabte” dJefaults In effect, Hnte that thls all [35 meant to
Imply tnat *“natjive’™ commands are not Jirectly invokaula fraom tne
HULP environmant (other than by “cali'™), to avoll ootantlal
Aaming conflicts hetwean svystem commands 317 Ned HyLe commandse.
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Note that the ™“c3ti®™ commang [In  the JUL?  2nvilronment
constltues a rubrlc for “parallel"™ computation, 3lven any a1
noc convention for trhe return of completlion information,
(Wrltiny an the Telnet write socket plus 2 would seam
saperaprlate, provided the inltiastor has the spillty T0
“listen'” for tha ~fct but 2ven a3 responsa in the fata stream
would 10, as a sneclal=-cased proaran is 2ssumaed on the
*user' slde 3nyway.)

Qther Matters

The toolc of “batch®™ mode mer)ts soms attention. Az with tho»
f11e man~lpulatlon commands, more2 consultatlion s necessary for 3
firm spec. However, I suspect that a "-hatch®™ control araunent
to Jogln shauld Inltlate batch molie proc2ssint by tha Server, an i
ylven the call any lientify commands all we mlant tran r2yulre Is
a conventlaon for dasignatinz the output flle {n or3ar to return
1t via a 7ony commnanid In the "Job"™ jtself (it output Is to e
raturnei rather than stored at tha Server), Nf course, =DatCn
will probsbly need some substructure as to  ©03I33IwoOra andg tinling
matters. Mare dJetalls wlll emerde In thls aray in futura
Iteratlonrns,

Nn the topnlc of togalny osut, the UYUL? commaniy Is "iojout™, Tha
Sarver must ciose the Telnet connectlon after dolnj whatever s
annropriate to effect a loaout, To retaln trha Tejnet connection,

"fognut ~s3ve'. Haviny the Sarver close 135 vlewed as 3
convarlance for the user, In that |t spares »ln the necessity of
causing his User Telnet to close, (11t I3 assumed to Dde no

hardshlio on Servers to sten beyontd tha atavictiec positlon tnat
anybody wno logs In to them Is at a hardwlred local teornlnat,)

fFlnally, a comment seems to be In order on 2rror messajas, Same
axpilclt messaaes have beer lejlslated herein, Many areys hava
not bean Adealt wlth, thouah. It is the solelt of the HULP  tnat
arror  messates s3hould1 be composed in futl awzraness of the
Al fference natween conclseness and terseness, anit srouli err, if
NeECASSAryy an the 5ide of aver=-cxallining rsther tnan
ynder—-exnitalining. Anothar way of puttina 1t Is that CANTTY 1=
an  error ~ossate whlch vialates fthe splirlt nf the QULP (and tha
sansiblliitiss of Its prooounder).

APDENDTX 1. THE COYMON COMMANND SUTSET
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T. “Saet-uo" Commands

togln 14 ara
The 31 may b2 Network=wide or Host-speclflc,
“itfrea'" (s reserveds,
Tmne ara may be "=mali", “awho', "-concom',
“_natch'", or may be 3bsante.
Result Is to be alther 1ogjed In or passed
off to appronriate daemon,

srompt ¢har
Speclfles that ghar Is to become or
preced2 the normal promot messaje.
fcceptable prlor to loaln.

arase ¢ghar X
Snaciflas that char lIs the erase character.
Invocation with no argument reverts to defaulft.

ittt ghar X
Speclflies that char 1s the klll cnarscter.
Invocatlon wlth no 3rijument reverts to Jefault,.

eol ghar » X
Speclftles that char [s the newline character.
Invocatlon with no argument reverts 1o default.

tocal
Fnter the local command environnent,
fto
Entar the FTP ervironment.
rle
Enter tne RJE anvironmant,
foout

Lojout and saver the Telnet connectlone.

l1ojout =~s3vy>P
Laaout but k2ep the Tainet connectlion.

man
Aonly the case-mappiny conventions a2f Aopenilx .
Peaulred on Hosts to which case s s3ignlficant,
1dentlfy 1d arg X

Spaclflas that ld is to be used as the user

ldantifier In any “fanout"™ loalns reaulred.

1f ara Is speclflea, It Is to be elther the

passwori to ve used In such logins or “"-pw'y in

which case the Server will furnish 3 mask or nagotlate
the Hlde Your Innut Telnet ontlont !'f no 3ryy then no
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password 1s to be furnlsnei on fanout joglins,
Nefault lg Is "*frea",

IT. Communlcatlons Commands

readmall
Tyne out “mallibox".
readmall (}2) -3t host X
Tyne out “mallbox® »onn remot: Has3t NDOSIT.
Muttiple Hosts may te sneclfled,
separated by spaces {olanks).
Imptles abltlty fo chanije worxing directory
at hpgst to directory lmnlle? by known
user ldentlfler, or {(optionally) Ly L.
readmall -ali XX
Search for majile.
Extramely ootlonal,
mall ld

Coflect Lnout untll ltlna ceonsisting of
onty 3 perlod (".") for mallina to ltocsl
user speclfied by jd.

matl -f file Id

Sand contents of scecifled ftile fo spaciflel
lacal user.

mall Ld =-at host
Caltlect Input untll 1in2 corslstlna of

only a perlod (".") for maltling to remata
usaer{s) at speclflec Hostis)., Roth j3 and
nn3t may be multiole, sepsrated by 5paces.
(TFf multiole, thev snoiuld ba taken nalrwlseldd

majl -f flle 1d -3t host
Send contents of specified fita to specifleld
rempte user(s).

who
The generic who®s log3e! In command.

who 1g . :
Is ld 19og99ed In? Constralned responses,

who ld =-at hagt
Is the specifled user togisg In at the
sneclflno host,. Constriinad resconses,

concom =-on . .
Fnable console to console comrmunicatlons.
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concom -0oft
Nicsapte console to console communjcations,

concom fd
Send messajes to speclfled tocal usar
untllt line conslistling of onlv 3 period (.

concon 124 -3t host
Sand messajes to so=citlad ramnte user.

I17T. ¥1lte Commands

tvyoe pDath
Type out the contents »of the speciflet fjile.
Pathname may 52 Jocal ar Natworkewlide.
Nefault to current worklna 2lrectory.

{lstdir _
Llst the coantants of tha2 current working virectory.
(Local format acceptaople.)

tistair path
Llst thae contants of tne specifled dlractory.

raname 011 ned
fh3anje the soeclfled flle®s nane as Intlcated.

addname old now X
Glve thre speclfled flle trhe specifled extra nima.

4a2lete path
Get rld of the speclfiond flile,
{("Expunje' Lf nercessary.)

- . s mn

Mak» 3 copy of the flte speclfied by the first natnname
at the second nathname.

1ink from 19 X
I1f vour flle system has such a conczpt, mzk=2 3 “Yink"
batwaen the two patnnamaes., If nn sacond arjument,
use samne entry name lA workingj dlirectory.

status path st X

If your file system has such 3 concepty 3lve 3tatus
informatlon about the soecltledt file or jlroctory.

chanitawd path A
1t no a~aument, return to tne Yhamae'' dlrectory.

tvpewd X
Tyna nut the pathname of the currant worklni directory.
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neted path
Sea Appendix 3e

IVe Invoklinray "Native' ?roarams

call naps (2cas)
ITnvoke the soeclfled orogram with The
snpecifled arjuments (1f anvy).
The followiny names are reserved 1o iniflcatz the
invocation of tne corresponalny 1aniudie nraycessord
“epni1", "-baslc™, “-fortran™, "-ilsn', ‘
(T no source flile indlcated, lnvoke “Interaratlivaly”

i1f posslbles)

Ve Nn=l1lna Nocumantation

help pame :
Tvoe out Infrrmatlon Aabout the speclflad UUL? commanie

1f namg Is "=-sys', Tyoe out Information Aabout nhow to
use the jocal system®s nedp mechanlsm? e

“.yulp', about the local systemn*s UULP imclamentationg
If no name glveny describe the command 1tealf,

APDENNIX 2. MAP COMMAND COMVENTIONS

Tnls appentix wlit eventually contalin tne cage=mapnling
conventlons datalled in RFC 411,

APPENDIX 3o EDIT COMMAND PENUESTS

Thls acpan~ix wlll eventually contain descrirtiaing of the neteld
cammani reauests (a 1raft of which now exslt1s), ar a3 reference 1o
the Resaurce Notebook verslon, if that jets published first. For
now, 1t should be sufficlent to oolnt aut that Thne raruests 32
baslcally locatey, next, tony cnanage, save,ani qult == leeay 115
the "olAd-fzshionad® flavor of context edltor.



