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A currrent area of research at Prolject MAC concerns the
certitication of a security kernel for Muitics. The slze and
complexity of the current Multics supervisor makes certification
difficult, To make the task of certification easier,
Investigations are underway to simpllfy the ring 0 resident
supervisor, the most protected part of the supervisor. These
simpiitfications Invoive the removal of mechanisas from ring 0 as
well as the simptification of those remaining. Richard Bratt In
ch 49 presented a proposal to remove the name space managenment
of a process from ring 0 to an outer ring. This removal wuill
have the effect, among others, of removing the current abliity of
ring 8 to directly assoclate a segment number wlith the object
named by a fille system path name. Ring 0 currentiy has thls
ablilty by using the name space manager which resides In ring 0.
This abliity Is lmportant as wmany ring 0 procedures currently use
path names In a way which requires them to obtain a pointer to
the seginnt named by the path name. This polnter consists of
essentlially a segment number since It points to the base of the
segment. The only mechanisa which will be In ring 0 to associate
a segment number with an object specifled by a path name 1is by
direct reference to the file system, In wmost cases such a
reference Is not really needed. An alternative wmethod Is
avallable to obtajln the segment number. In many casess the path
name that ring 0 has originally came as a parameter from an outer
ring where the new name space manager will reside. It thus Is

reasonable for the 6ufcr ring to assume the responsibility 6!
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obtaining a segment number corresponding to the path name by
using the name space manager before calting the ring § procedure,
and then passing the segment number, instead of the path name, as
a parameter. There seems, on the surface at least, (lttle need
for ring 0 procedures to concern themselves wlth path names. The

proposal ogtllnes @ way to remove the use of path names from

ring 0.

In this report, we dlscuss work done on this proposal to
remove ring 0°s present use of path names. Hork undertaken to
date has been In two phases. In the tirst phase, an audlt of
ring 0 was conducted. This audit generated a list of modules in
ring 0 which use path names. Also determined were how these
modules obtain the path names they have and how they use those
path names. The essence of these Iists is contalned In the
appendices. The conclusion drawn from these {(ists was that the
removal of the use of path names from ring g was not an
Impossible task or even a monumental one (in terms of the amount
of work [nvoived). Atthough the number of affected modules was

/
targes, no implementation problems were anticipated and the
6ecessary changes appeared falriy simpte. MWIth this conclusion
the second phase of work was begun =~ the modification of the
ring 0 moduies themselves. This has proceeded without dlifficulty
andy, as of this writlng, 1Is essentlally compliete, No ma)or
prob lems have been encountered. When completed, the result ‘will

be 3 new ring 0 which does not accept or use path naames
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exptl icitiy. Subsequent paragraphs of this report will dilscuss
the types of changes made, the problems encountered and the work

remaining to be done.

When the audit of the ring 0 supervisor was coapleted, the
changes necessary to remove the use of path names by ring 0 were
tound to fall into fbur categories. The first class of changes
concerns parameters to procedures. Many modules currentiy accept
a path name as one of their parameters. The change made s the
obvious one. All such modules have been modifled to accept
segment numbers as parameters Instead of path names. This means,
ot course, that callers of the changed moduie must be modifled to
pass 3 segment number instead of a path name to these modules.
In partlicular, thls Impacts non=ring g procedures. This witi be
discussed fater. The ring 0 modules have, however, been modified

to use this new Intertace.

The second class of changes iInvolves those modules which use
text embedded path names (that Is, a string constant such as
“>process_dlir_dir*). The sotutjon is for such text embedded path
names to be expanded by the module itseif. By expanding the path
namey it is meant that the wmodule wuses ring @8 primitives to
generate a segment number correspondlng.fo the path name. Thls
ls done by ftirst obtaining the segment number of the root, then
uslng 1ty by a call to Inltiate_, to obtaln a segment number

corresponding to the first component of the path name and then
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using itees In this way we ultimately get 3 segment number
corresponding to the segment named by the path name. As noted In
appendlix C text embedded path‘names occur infrequently and even
then along Iinfrequent control paths (system Iinitialization,
process creatlon and process destruction), thus the silght

lnetticlency of such expansion Is unimportant.

The third class of changes concerns those modules which use
the path name of the process directory, which is currentiy stored
ln'pdssprocess_dlr_nane. For these modules, a new entry In pds
s provided, pds$process_dir_segno, which contains the segment
number of the process directory. This datum must be set when the
process first wakes up In ring 0 (In the module inlt_proc) after

being created.

The fourth and iast class of changes occurs In system
initialization. At the time of system Initlatization directory
path names and entry names corresponding to segments are read
from the MST (Multics System Tape) and saved In the SLT (Segment
Loading Tablel. Later, during system initiallzation, these same
names are used to add the corresponding segment to the file
system, These path names may be arbltrary. In order to append
these branches, we need a segment number corresponding to the
directory named by the path name. There Is no module In the
ring 0 supervisor which wiil be able to obtain a segment number

for this directory path name for this purpose. We are forced,

/
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therefore, to have a module around at system initlalization time
to perform the parsing and lnlfiatlng of directory path namese.
This parser represents the only ring 0 module which ever parses a
path name. Into one of these four categories fall all of the

ways that ring 0 obtains a path name.

The last paragraph would lead one to believe that there are
no problems assoclated with removing the use of path names from
ring G. Unfortunately this Is not the case. Problems occur in
one speclfic and one general area. The specitic area 1ls the
on_I ine_salvager which accepts a pointer to a directory segment
as a parsaeter. Currently, the on_Iline_salvager then obtains a
path name corrssponding to this pointer. It uses this path name
withln iIts Informatlive messages to the system programming staff.
A slimple replacement of a path name by a segment number (or
pointer) wiil not dol a message contalning a segment number (or
peinter) [Is oprobably not very informative or very usetul. The
general cliass concerns serlous error conditions. When some
errors occur, the ring 0 module detecting the error attempts to
report the error to the operator using the module syserr. The
message passed to syserr frequently contains a path name. With
path names no longer being passed around within ring 0, these
modules wlit tlose this ability, they will be forced to use a
segaent nuaber In thelr messages. The resulting message will
probably not be, as for the on_line_salvager, very informative or

useful. In both of these cases the concern is with loentifying
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an object in the storage system within an informative message.
Even with the removal of the name space manager from ring 0, It
is stilt possiblie, with ring 0 data bases and oprimitives, to
construct an ldentlifying string for the segment fronm 1?5 segment
IHUIbOP and then use this string in the message. Two forms for
this string suggest themselves, a unique ID path name and a
“standard™ path name. The unique ID path name can be obtalned
from the KST (Known Segment Table) fairly easity. It consists of.
the unique ID of the superjior directories of the segment as well
as the unique ID of the segment [tself. A “standard™ path nase
can be constructed by looking within the superlior directory of
the segment for the entry of the segment. This gives one an
ASCII representation of the branch name. Applying this to all
the superlor directorlies, we can construct an ASCII path name for
use. Both alternatives are viable and not too hard to implement.

Aside from these two areas, no major problems were encountered.

At this fime not all work on this project ls complete. Two
areas need to be worked on. First, the items In the previous
paragraph relating to the on_lline_salvager and error conditlons
must be solved. Second, something must be done to cope with
non-ring 8 routines which cail a modute with a changed interface.
One clearly unacceptable solution 1is to require all such
procedures to be changed to correspond to the new Interface. The
other solution 1Is to insulate non-ring 0 routines from the

changes by write arouﬁds. Non=ring g calls to the changed
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Interface are transferred to an Intermedlate, non-ring 0, rbuflne
whlch can use the name space manager. This Intermediate routine
uses the name space wmanager to obtain a segment number
corresponding to the object named by the path name It recelves as
a parameter. It then passés this ségaenf number Instead of the
path name to the new ring 0 Interface along with the other
parameters. Thus non-ring 0 procedures need not know of the new
Intertfaces, they will work Just as lf nothing had changed. New
non~-ring 0 procedures should be aware of the new interface and
use 1t when possible. With fthe completion of these items,
Multics will be ready to operate without using path names withln

ring 0.

In thls paper a review of work done to remove the use of
path names within ring 0 has been presented. The signitlicant
conclusion to be drawn Is one of feasibility. It has been found
to be quite practical to remove the use of path names from
ring 8. The necessary changes, uhlle numerous, present ljittie
conceptual difficulty. Instead they represent fairly minor
textual changes.' The resulting changes to ring 0 are, however,
not significant In thelr own right. The hope is that a review of
the remalning lfens, in particular the flle system,; In ring 0
given the removal of name space management and path names from
ring O, nill reveal mechanisms and Interfaces which are not
needed In the security kernel. Such a revliew does have the

potanflai for signlficant simpliflicatlions to the kernel.
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Appendix A
A List of Affected Modules

Thlis appendix {lsts a4l modules known to be
affected by the proposal presented in this report. All
atfected modules are segments of the ring 0 supervisor
or are system Initlatizatlion routines. Subsequent
appendices break down this list Into groups of modules

with siwmilar changes.

act
act_proc
append
asd_
asslgn_device
bound_fault_hanaler
chname

deact_proc

delentry

dei_dir_tree

ex_acl

force_access

fs_move

ts_search

gim_assign
initlate_search_rules

init_branches
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Appendix A

A List of Affected Modules

init_proc
level 0_
tist_dir
load_systeu
makecls
makestack
make_branches
nakd_seg
move_device
ncp_maln_
on_Iline_sailvager
quota
rest_of_datmk_
ringbr_

set

star_

status

status_

truncate



Appendix B

Pacameters

These modules currently take a path nameg as a parameter,
they are modifled to take a segment number Iinstead. When onily a
modute Is listed, all entry points of that moduie are affected

except those listed In Appendix C.

acl
act_proc
append
asd_
chname
delehtrv
del_dir_tree
ex_acl
tevel_0_
fist_dir
 make_seg
move_device
quota
ringbr_
set
star_
stafu§
status_

truncate
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Appendix C
Enicy Points Not Affected by the Changes in Appendix B

asd_$set_exmode_{level
detentry$dsegno
quotascheck

quotagcused
set$bc_auth_ptr

setgbc_seg
set$max_tlength_ptr
set$safety_sSw_ptr
status_Sget_nmax_length_ptr

status_gget_safety_sw ptr

status_$mins



Appendix D

Modules Internally Exoanding a Path Name

act_proc
deact_proc

init_branches

Path Name Excanded

"»>pdd*® ana ">pdd™ (1 some_unique_nanme
n,pddu -

=>" and “>pdd” and ">system_ilbrary_1"
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Appendix E

Mlsceliansous GChangses

appsnds$branchr

Parametfer three 1ls deleted (it refers to

finks) .

init_Dbranchessbranch

makestack

Returns In a new silxth parameter the segment

number corresponding to its first parameter.

Refers to pdsg$process_dir_segno for the

segment number of the process dlirectory.

make_branches

make_seg

Returns In a new eighth paraiéfer the segment
number corresponding to lfs first parameter.
Also it calls a new modul e,
initiate_path_name, to expand a path name to

a segment nuaber.

Parameter three ls deleted (1t is a reference
name) . Also it refers to
pdss$process_dir_segno for the segment number

of the process directory.
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Appendix F

Affected Modules Not Yet ﬂnﬂlllaﬂ

bound_fault_handler
force_access

fs_move

ts_search

glm_assign
initiate_search_rules
Init_proc

makecis

ncop_main_
on_line_salvager

rest_of_datmek_



