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1. Introduction

This paper describes the interface to a conventional encryption authentication server of the type
proposed by [Needham78]. The server is intended to provide a key distribution service to intcrnet
users. Keys obtained from an authentication server may be used in secure data communication

protocols such as those described by [Kent 76].

This server will use the internet user datagram protocol [Postel 79a]. Encryption will be provided
by the Data Encryption Standard [FIPS ?7] in cipher block chaining mode [Kent 79].

2. Encrypted Blocks

The encrypted blocks returned by the authentication server will be generated using the cipher
block chaining mode of DES. Encrypted blocks will be multiples of cight bytes in length and are
padded at the end if necessary. The prefix used in cipher block chaining to exclusive-or with the

first eight byte block shall be the encryption key.

The integrity of encrypted blocks is insured by the inclusion of known values at the end of the
block.

3. Time Stamp

Needham and Schroeder present a protocol for initiating a conversation using a cached response
fiom the authentication server. Since DES ciphers can be broken by brute force scarch, it may not
be acceptable to start a conversation using too old a key. For this reason a time stamp is included in
the encrypted block which might be cached. The recipient of this block may decide upon

decrypting the block whether the key is too old (o be acceptable for a conversation,
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4. Datagrams

The maximum length of the datagrams used by the authentication server may be implementation
dependent. The internet protocol [Postel 80], which the user datagram protocol calls on,
recommends that hosts limit datagram length to 576 bytes. The internet protocol requires from 20
to 60 bytes of header and the user datagram protocol requires 8 additional bytes of header leaving
508 to 548 bytes as a practical limitation. [f names are very long (200 bytes or more) then it may not
be possible to complete a reply in one datagram. If this happens then the authentication server
returns an crror responsc. Note that this problem only occurs when one client with a long name
wishes to talk to another clicnt with a long name. It is recommended that names be kept to

reasonable length,

The datagrams sent and reccived by the authentication server consist of one byte request type
codes followed by one or more items. [tems consist of a one byte item type code followed by a one
or two byte item length, followed by item data. The item length should count the item code byte
and the (onc or two) item length field byte(s) as well as the data. '
4.1. Key Distribution

4.1.1. Request to the Authentication Server
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Where:
Key Reg is a onc byte request code indicating that this is a key request (== 1).

Name v is a one byte item code indicating that this iteny is a name (= 1).



Length is a one byte binary number giving the length of the item in bytes. The item
code and item length are counted.

Initiator's name s a string of ASCII characters.
Recipient’s name is a string of ASCII characters.
Nonce ‘ is a one byte item code indicating that this item is a nonce identifier (=4).

Nonce IA is a eight byte binary number chosen by the sender to use to verify the time
integrity of the response.

4.1.2. Response from the Authentication Server:

The following is a normal response from the authentication server. Error responses are explained

below.
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Where:
Key Reply is a 1 byte reply code indicating that this datagram is a reply to a key request
(=2).
Enc Block ~ isalbyteitem code indicating that this item is an encrypted block (=254).
LLength is a two byte binary number giving the length in bytes of the encrypted block
including the length and item code bytes.
Outer Block is a block of items encrypted with the sccret key which the Authentication

Server had stored under the same name as the fI1lnitiator’s name in the request.
This block contains:
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Name is a one byte item code indicating that this item is a name

(=1).
Length is a one byte binary number giving the length of the item in

bytes. The item code and item length are counted,

Recipient’s name is the ASCII character string from the ffIRecipient’s Name
field of the request datagram.,

Key is a one byte item code indicating that this item is an DES key

(=5).

Conversation Key is an eight byte binary number suitable for use as an DES
key. Each byte has odd parity as called for in the DES
standard. '

Enc Block is a 1 byte item code indicating that this item is an encrypted
block (=254).

L.Length is a two byte binary number giving the length in bytes of the
encrypted block including the length and item code bytes.

Nonce is a onc byte item code indicating that this itcm is a nonce
identifier.

Q)



Nonce 1A

Inner Block

o Hmmm
|Key |Length
| =10

| I

Hm e mmm
|Name |Length
I I=7

I |

e e Hmmmm
| Time [Length
| Stamp | =6

I I
et Hmmmm
|Key |Length
| =10

I I
e e

is the eight byte binary number from the fflNonce A field of
the request datagram. The authentication server client may
check this field to verify the integrity of the response.

is a block of items encrypted with the secret key which the
Authentication Server had stored under the same name as the
Recipients name in the request. The block contains:
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Where
Key is a one byte item code indicating that this item is an DES key

Length

(=9).

is a one byte binary numbcr giving the length of the item in
bytes. The item code and item length are counted.

Conversation Key is an eight byte binary number suitable for use as an DES

Name

Initiator's name

Time Stamp

key. Each byte has odd parity as called for in the DES
standard. This is the same key as {f1Conversation Key in
M1Outer Block This item is repeated at the end of the block to
provide an integrity check.

is a onc byte item code indicating that this ilem is a name

(=1).

is the string of ASCH characters from the {TTInitiator’s name
licld of the request datagram,

is o one byte item code indicating that this item is a time
stamp (= 0).



Key Time Stamp  is a four byte binary number giving the time at which the
conversation key was created in seconds since 00:00 Jan 1

1900. ~
4.2. Digital Signatures
4.2.1. Requesting a digital signature:
To request a digital signaturc from the authentication scrver the following datagram is sent to the
authentication server.
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Where: -’
WSig Reg is a onc byte request code indicating that this is a request to write a signature
block(= 3).
Name is a one byte item code indicating that (his item is a name (=1).
Length is a onc byte binary number giving the length of the item in bytes. The item

code and item length are counted.
Requestor's Name is a string of ASCII characters.
Enc Block is a 1 byte item code indicating that this item is an encrypted block (=254).

.Length is a two byte binary number giving the length in bytes of the encrypted block
including the length and item code bytes.

Req Block is a block containg a single item, padded to length 0 mod 8. and encrypted with
the secret key which the Authentication Server has stored under the sanie name
as the Requestor’s Name in the request. 'The block contains:



Where:
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Bytes is a one byte item code indicating that this item is an

uninterpreted byte string (=253).

LLength is a two byte binary number giving the length in bytes of the
bytes block including the length and item code bytes.

Request Data is a block of data, variable in length, which the authentication
server does not interpret.  The data should be the
"characteristic value" of the digital signature. An integrity
check should be provided by the client.

4.2.2. Response from the Authentication server:

Where:
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is a one byte reply code indicating that this is a reply to a request for a signature
block(= 4).

is a 1 byte item code indicating that this item is an encrypted block (=254).

is a two byte binary number giving the length in bytes of the encrypted block
including the length and item code bytes.

is a block of items, padded to length 0 mod 8, and encrypted with the sceret key
ol the Authentication Server, This block contains:
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Name is a one byte item code indicating that this item is a name

(=1).
Length is a onc byte binary number giving the length of the item in

bytes. The item code and item length are counted.

Requestor’s Name is the string of ASCII characters from the requestor’s Name
field of the request to the authentication server.

Bytes is a one byte item code indicating that this item is an
uninterpreted byte string (=253).

Request Data is the request data from the request to the authentication
server.

4.2.3. Reading digital signatures:

To read a digital signature the following datagram should be send to the authentication server:

where:
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RSig Req

Name

Length

Reader’s Name

Enc Block

[.Length

Sig Block

is a one byte request type code indicating that this is a request to read a digital
signature(= 5).

is a one byte item code indicating that this item is a name (=1).

is a one byte binary number giving the length of the item in bytes. The item
code and item length are counted.

is a string of ascii characters identifying the client of the authentication server
wishing to read the digital signature.

is a 1 byte item code indicating that this item is an encrypted block (=254).

is a two byte binary number giving the length in bytes of the encrypted block
including the length and item code bytes.

is the signature block, encrypted with the secret key of the authentication server,
as defined above.

4.2.4. Response from the Authentication server:

Where:

RSig Reply

Fnc Block
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is a one byte reply code indicating that this is a reply to a request for a signature
block(= 6).

is a 1 byte item code indicating that this item is an encrypted block (=254).

is a two byte binary numbcer giving the length in bytes of the encrypted block

“including the length and item code bytes.

is a block of items, padded to length 0 mod 8, and cncrypted with the secret key
which the authentication server had associated with the Reader’s Name from the
RSig Req message. 'The contents of this block are defined above.
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4.3. Error Responses

If an error occurs in processing a request the authentication server returns the following

response:
R +
| Error |
| Reply |
I
e mm e R il oo to-meme - domm I et tm==f) ===+
|Error |Length | Error | |
| |=7? | Code | Error String |
I | I I I
e s N e Fommmmm e e Fomm e t===/l-=+
I I
| additional items if required to explain error |
| (see error code descriptions below) |
P ———— L it R ety Fomm e et e +-==//=-=+
where:
Error Reply is a one byte reply code indicating that this is a response resulting from some
error(= 7).
Error is aone byte item code indicating that this is an error item.
Error Code is a one byte code specifying the error. The following error codes are defined.
Code Mcaning
0 Undectermined or undefined error
1 Name not found (a name item with the unrecognized name
follows)
2 Response would not {it in one datagram
Error String is a string of ASCII characters explaining the error.

5. Code Summary

Codes were chosen to be compatible with those uscd by [Postel 79b).

i
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Request/Reply Type Codes:

Type Value
Key Req 1
Key Reply 2
WSig Req 3
WSig Reply 4
RSig Req 5
RSig Reply 6
Error Reply 7
~ Item Type Codes:
Type Value Length or LLength
Name 1 variable
Error 3 variable
Nonce 4 10
Key 5 10
Time Stamp 6 6
bytes 253 variable
Enc Block 254 variable ((multiple of 8) plus 3)
Error Codes:
Code Mcaning
0 Undetermined or undetined error
1 Name not found

2 Response would not fit in one datagram
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