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ABSTRACT

This thesis describes a scheme for monitoring remote
terminal communications lines in a multiple-user, multiplexed
computer system. A software mechanism is provided to aid users in
getting "on" and "off" the system smoothly via the communications
lines. The syétem operator is provided with the ability fo specify
which of the system's terminal communications lines should be in
use at any time. This giveé the operator a great deal of control over
the usage which the system will support. A mechanism is provided
to automatically inform the system operator of the identification
names of any defective lines as soon as such lines are detected

so that these lines may be repaired as soon as possible. A designis
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iv ' ABSTRACT

presented for the line-monitoring mechanism which is independent
of the number of lines which are to be serviced, thus providing for
flexibility in the number of terminal lines which may be attached to
the system. Finally, the proposed.design for the line-monitoring
mechanism emphasizés a highly modular structure so that it will be
possible to add new types of terminal communications lines to the
realm of control of the system with a minimum amount of re- |

programming required.
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MONITORING REMOTE TERMINALS IN

A MULTIPLEXED COMPUTER SYSTEM

CHAPTER ONE

Introduction

In the design of the computer utility, means must be’
provided by which a large community of users may be effectively
serviced. The computer utility should run continuously in much the
same ménner_as the public utilities. Users of the utility should be
provided with easy access to its facilities, and these facilities should
be available to users when they need them.

The problem of monitoring remote user terminals in
a computer utility can be statéd briefly as follows: Given a large
multi-user computer system consisting of user terminals connected
to th‘e computer via communications. lines, design a line-monitoring
subsystem of an operating system which allows users to get into and
out of the system at their convenience. In addition, the operating
system should prdvide the facility for the system operator to observe
the c’ondii‘:ion of the communications lines at any time and to specify
which lines should currently be in use. |

This thesis desc ribes the design for an ‘answering |

service, the terminal line monitoring section of an operating system.
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INTRODUCTION

The proposed answering service provides the following services for

the effective operation of the computer utility:

1'

2.

Aiding users to get into and out of the system.
Providing the system operator with the facility
to control which communications lines should
be in use at any time.

Aiding the system operator in the detection of

malfunctioning communications lines.

In addition, the answering service provides the following properties:

Allowing for flexibility in the number of terminal

communications lines which may be attached to

the system,

Providing‘ for the addition of new types of terminal
communications lines with a minimum amount

of reprogramming.

Let us consider why the services performed by the

answering service are important. First, in a multiple-user

computer utility, there is a constant turnover of users currently on

the machine. New users are constantly attempting to "log in"

(i.e., get on the machine) and old users are 'logging out"

(i.e., leaving the machine). It is therefore necessary to provide

a means of aiding users to get on and off the system and, in

particular, of allocating terminal communications lines to new
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users and reclaiming relinquished lines from users leaving the
system.

Second, by providing the system operator with the.
ability to specify which of the terminal communications lines should
be in use at any time, the operator is givén a great deal of control
over the usage which the system will support. In particular, he
 may want to bring the system down for testing purposes, and he will

be aided by having the answering service refusé to accept new
users on the lines that should be placed out of use. If a certain
subset of the lines should be taken out of operation for repairs, the
operator merely specifies (via typewritten command at his own
terminal) that the answering se ryice should not allow any new users
to log in on thesé lines until they are repaired. - |

| Third, in a computer utility it is mandatory that if a
malfunction should occur, it must be immediately recognized.
Af_téf the answerihg service processes each operator requést
to set the configuration of communications lines which should be in
use, it provides the system operator with information abqu_t the
» condiﬁon of these lines. If the operator is not satisfied with the
reported status, he will tell the answering service not to allow any
users to log in on the faulty lines until they have been repaired. The
answering service itself might sometimes detect malfunctions in the
operation of the communications lines. When this occurs, the
answering service immediately informs the operator of those lines

which are malfunctioning.
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Fourth, the capacity of a computer utility should be
flexible. It should be possible to add more devices as the need for these
devices becomes apparent. In particular, more communications
lines might be added to a given configuration so that it will be
capable of supporting more user terminals. The answering service
provides this flexibility in that, if it is programmed to support a
particular type of communications line, it can support additional
lines of that type without any reprogramming.

Fifth, the computer utility should have a modular
structure so that if it is necessary to add new types of devices, the
amount of reprogramming required will be minimal. If new types
of communications lines are added to the system, the answeﬁng
service reguires only slight modification to be able to monitor
these new lines. Of course, it is necessary to program a new module
to handle the peculiarities of each of these lines, but these modules
interface in a simpie manner with the answering service, and fhe
interfaces are very similar for each of the various types of lines.

The proposed answering service described in this
thesis is being implemented as an integral part of the "Multics"
system (Multiplexed Information and Computing Service) under
development at Project MAC at the Massachusetts Institute of
Technology. This system is a general time-sharing operating
system for the computer utility. The Project MAC implementation
is for the General Electric 645 computer. The reader interested

in exploring Multics further should consult a group of papers
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which were presented at the Fall Joint Computer Conference in 1965
as an introduction to the purposes and major design ideas of the
Multics system [ 1,2,3,4,5,6]. Project MAC Technical Report 30
contains a discussion of the organization of the computer utility and
a description of the basic design of the Multics oberating system [ 7].
In this thesis it is assumed that the reader is familiar with the
current terminology of the computation systems field as exemplified
by the terminolo:gr used in the cited references. However, every
attempt is made to explain terms as they appear for the convenience

of the reader.

Approach.

Chaptér Two discusses the environment which the
answering service operates in. Both the hardware and the softwaré
of the environment are considered.

In Chapter Three, the problem of making the com-
municaﬁons lines ready for users to log in on is cqnsidered in
.detail along with an explanation of how the system operator gets
logged in. |

Chapter Four discusses the problems involved in
managing communications lines during the logging in and logging
out of usérs.

| Chapter Five considers the control over the com-
munications lines which is provided for the system operator by the
answering service. The status types of éommunications lines are

defined, and the method by which the system operator observes
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and changes the status of particular communications lines is
explained. Other topics discussed here include: the handling of
disabled lines, changing the status of a line which is currently in
use, the method by which commands from the system operator reach
the answering service, and how the answering sérvice actually
causes a communications line to assume a particular status.

In Chapter Six, the details are given for the complete
design of the answerihg service with the major emphasis on its

modular structure.



~ CHAPTER TWO

Environment of the Answering Service

Before proceding with a discussion of the operation of
‘the answering service, it is meaningful to describe the envirorment
in W‘hich the answering service operates. In this chapter, the various
portions of the computer utility with which the answeriﬁg service

interacts will be considered.

Features of Multiple-User System.

The main purpose of the computer utility is to provide
a computing capability to a large community of users in which several
of the users are currently ''on' the system. The oéerating system of
the computer utilify, achieves this "simultaneous" servicing of
several independent users by multiplexing (i.e., sharing) its resources
among them. In the Compatible Time-Sharing System (C.T.S.S.) [ 8]
developed in 1962 at M. I. T., the programs and data of each user are
‘kept on some secondary storage medium, and brought into the
-computer for a short period of time during which the system services
only this user. Upon completion of the time period, the user's

programs and data are placed back out on the secondary storage

15 -
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medium until such time as the system has given the other users
their periods of computation and is ready to service this particular
user again. Thus, the effect of simultaneous operation of several
independent programs is simulated by rapidly multiplexing the
resources of the computer system amongst each of the programs in

execution. |

‘ Although processes may be scheduled independently

- of each other, it is possible that certain computations in one process

: may need the results obtained by certain computations in another,

. and thus there is a need for some means of synchronizing the

operation of independently scheduled‘processe s. In the Multics
system, this me chanism is provided in the Interproc.e‘ss Com-

munication Facility [’f] . If one process needs the results obtained

' by another process, it can go "blocked" (i.e., voluntarily half its

execution) until these results are available. At this time, the process

performing the required computations sends a "wakeup" (i.e., an

order to schedule a process) to the blocked process to indicate that

{ it should become active again continue its proces sing in light of the

| fact that the réquired computations have been performed.

! In the Multics implementation, it is also possible for

this parallel type of operation to occur between the various programs

of a single user, collectively referred to as this user's user-process-

* group. For example, a process which interprets user commands from

' a typewriter terminal might go blocked until the process which reads

lines from the typewriter has obtained the next line at which time a
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wakeup is sent to the interpreting process to indicate that the next

command is available.

Use of a Telephone Switching System.

Standard telephone lines (with special adapters to
allow the lines to handle bit transfers) have proven sufficient for
transrﬁis sion of data to and from remote typewriter terminals. Thus,
compﬁter utilities such as C.T.S.S. at M.I. T. have been able to.
utilize existing telephone networks to provide access from remote
terminals to a central computing facility. -

In this type of configuration, a private branch
telephone exchange (PBX) is connected to the communications lines
from the computer. Remote terminals are connected to the PBX
'byv private lines 6r through othér switching netwofks. A user wishing
‘to gain access to the computer, dials up (on a standard telephone data
set such as the Bell System DATAPHONE data set 103E) the number
of the éomputer. The dialup signal eventually reaches the PBX. The
PBX attempts to find a line to the computer which is avaiiable for use.
If such a line can be found, the PBX establishes a hardwére connection
between the line to the computer and the line to the terminal.

There are many ad{rantages to using a switching system

such as this. Among these are:

1. It is possible to have many more terminals than
there are direct lines to the computer. Terminals

can be conveniently located in many places
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throughouf the user community for easy access.

2. If a communications line to the computer is
disabled, it is still possible for a user at a
particular terminal to establish a line to the
computer. The switching facility avoids connecting
a user to a malfunctioning line, and attempts to
find an available and properly functioning line to

connect to this user's terminal line.

Data Sets.

The switching system is used in conjunction with
standard telephone data sets. These are hardware mechanisms used
_ for adapting telephone lines for the transmission of digitized data.
Data sets also aid in controlling when the data should be sent over a
line, when it should be possible to establish a line connection to the
computer from a remote terminal, and when a line should be busied
out so that a potential user cannof log in to the system over the line.
Thus, the data sets are extremely useful in controlling the state of a
- communications line since the signals to the data set can be used to
| "ready" or "busy'' the communications line it is attached to. In
particular, data sets can assume states such as "automatic answer"
(corresponding to ''ready to accept dialups"), 'busy', and
"unattended" (corresponding to "will keep ringing without an answer).
The reader interested in the details of data set operation should

consult reference [ 9].
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Input/Output.

In large operating systems, all input/output operations
are usually under the control of a detailed input/output software
system. Ultimately, all input/output requests are serviced by a
hardware input/output controller which reads and executes command
words created by the software system. In order for a process to
cause some input/output operation to occur, it must call the software
system to create and activate these command words. To control a
- communications line (i.e., ready it for usef dialups, or bust it out
to prevent dialups from getting through to the system) calls are made
to this softwaré system to cause the data sets attached fo the com-
munications lines to assume particular states (corresponding to

"ready' or '"busy", etc.).

Device Assignment.

If a process wishes to perform input/output on an I/O
device, it must request of the system that the device be assigned to
-this particular process. In this way other processes are prevented
from ﬁsing the device while this process is performing its I/O. When
a process no longer needs a device, it relinquishes control of the
device so that the device may be assigned fo another process.
(Note: The reader interested in further details about the Mul_tics

system should consult reference [ 10].)






CHAPTER THREE

System Initialization

In order to get a corhputer operating system running,
it is necessary for the system to undergo an initialization procedure.
For example, cdmputer systerﬁs are often designed to be modular
in that the number of I/O devices (and other devices) can vary from
one configuration to the next. For each device it is necessary to
supply certain information which must be filled into systeni tables
so that at execution time the necessary information about each
device will be available. There are many areés in> a computer
system which require initialization. In this chapter, the initi-
alization needed to put the communications lines into working

‘condition is discussed.

Logging in the System Opefator.

Following system initialization, the answering service
is called upon to get the system operator into the system and
initialize the communications lines. At this time, the answering

service is given the identification of the operator's communications

21
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line, The answering service then calls the user-identification
process to log in the system operator and informs the user-
identification process of the identification of the operator's com-
munications line. The user-identification process assigns the line |
to itself and proceeds to attempt to log in the operator. (Note: In
order for a process to assign a line to itself, the line must cur-
rently be available for assignment, i.e., it may not be assigned to
_any other process. At the time the user-identification process is

~ called, fhe answering service will have released the line so that
the assignment may take place.) Once the operator has logged in,
he is in c.ontr'ol of the system., When the operator wants the
system to accept dialup signals from user terminals; he types a
command specifying ovef which communications lines the system
should accept énd respond to diaiups. The procéssing of operator

commands to the answering service is discussed in Chapter Five.

Initialization of the Communications Lines.

After the system operator is logged in, the answering
service must initialize the remaining communications lines to
prepare the lines to accept new user dialups. The answering
service must obtain a list of all the communications lines in the
current system configuration so that it may assign each of the lines
to itself and thus be able to receive dialup signals from the lines.
The necessary information is contained in a system configuration
list which is read in during system initialization. The answering

service obtains a list of all the communications lines it is to be
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responsible for from this configuration list, and places this
information into its own data base (where it will also store other
information about each of the lines). The answering service then
makes a series of calls to the system procedure responsible for
assigning I/O devices to particular processes. These calls specify
that each of the communications lines be assigned to the answering
service. After the assignment of the lines is coﬁnplete, the
answering service is ready to respond to user dialups on each of
th.e lines.

| It is desirable to prevent users from dialing up over
the communications lines untii such time as the operator wants
usérs to be able to get into the system. Hence, after i:he lines are
aSsigned to the answering service they must be placed into a étate
in which it is impossible for a user to be able to dial up ovér the
line. See Chapter Five for a discussion of how to place a coni-

munications line into a particular state.






CHAPTER FOUR

Line Monitoring During User Logins and Logouts

in this discussion, a multiple-user environment in which
there is a constant turnover of new users on the machine is
assumed. New users are constantly attempting td get on the machine
and users who have been on the mééhine for a while are leaving it.
The problems of line management are particularly pertinent to the
logging in and logging out processes because at these times the lines
are assigned to new users and de-assigned from current users. In
thisvchapter we consider the part played by the answering service in

logging users in and out of the system.

SECTION ONE: LOGGING IN A NEW USER

In order for a new user to be able to attempt to log in
to the system, a sequence of both hardware and software events must
occur. First, the user's "dialup' signal must propagate along a |
communications line from his terminal to the computer and the
computer hardware must be interrupted from whatever it is doing to

either process the dialup signal or in some way save the signal for

25
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future processing. Second, software within the computer must
determine what event caused the intevrrupt, cali an appropriate
software routine to process the interrupt, and eventually execute
the routiﬁes which are responsible for identifying the new user.
In this section, these hardware and software events are discussed

in detail.

How a Dialup Interrupt Reaches the Answering Service.

When a new user dials up the following sequence of

events occurs to activate the answering service:

1. Dialup signal propagates down a coinmunications
line from the user's terminal to a private branch
telephone exchange (PBX). |

2. The PBX makes a hardware connection between
the line from the user's terminal and the line to
the computer. |

3. The PBX sends a ringing signal to the data set
at the computer end of the line from the PBX
to the computer.

4. If this data set is in the proper state, it
"shakes hands' with the data set at the user's
terminal and establishes the line connection
from the terminal to the computer. If the data
set.at the computer end is not in the state in

which it automatically answers dialup signals
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from the terminal data set, the line connection
is not established.

5. Once the line connection is established between
“the two data sets, a "call-received" signal is
put out on the data set at the computer end of
the line.

6. The input/output controller detects this signal
and interrupts a processor.

7. The processor stores information about the
machine state at the time the interrupt occurs,
and causes a branch to the system interrupt
handling routine. (Note: Until this point, all the
operations have been performed by ‘hardwar'e.
.Now the system software takes over.)

8. The system interrupt handling routine examines
the stored machine state to determine what
caused the interrupt.

9. The system interrupt handler calls to schedule
the appropriate process to handle this type of
interrupt. In particular, for a dialup interrupt |
on a communications line, the answering service

process is scheduled.

Answering Service Processing of Dialups.

When the answering service is scheduled as a result

of a user dialup, it creates a user control process to identify and
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log in the user. In order for the user-process-group to be able to
communicate with the new user over the new user's communications
line, it is necessary for the user-process-group to assign the line
to itself. However, at this time the line is assigned to the answering
service (see Chapter Two) and hence the answering service must
release the line before the user-process-group can assign the line
to itself. A problem of possession arises here which is worth
noting. After the answering service releases the line there is a
period of time during which the line remains unassigned before the
user-process-group assigns the line to itself. It is thus possible
for some other process to obtain the line before the user-process-
group can do so.

To avoid this problem, it is necessary to inform
the sysfem procedure which handles I/O device assignments that when
the answering service releases a line, the line should only be
assigried to a specific user-process-group. Thus any other process
but this user's user-process-group will be prevented from getting
control of the line. This call to ithe system procedure which handles
the line assignments is perhaps best implemented in the form of
a "hold for a specific period of time'" call, i.e., this line may
only be assigned by this user's user-process-group over a certain
period of time after which the line becomes available for assign-
ment by any process. Thus, if the user-process-group does not,
for any reason, assign the line to itself, the line is not permanently

withheld from assignment to other processes.
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SECTION TWO: LOGGING OUT A CURRENT USER

| When a user has finished using the system, he
indicates his intention to leave the system by typing a command at
his terminal. This "logging out" causes any traces left by this
user to be removed, i.e., any resources of the system which the
user had assigned to him are released and thus made available
for assignment to other users. In particular, the user's com-
munications line is released and made available for new users

- for attempting to log in.

After the user-process-group logs out, its final
operation is to call the interprocess commuhication facility to
schedule the answering service. The answering service interprets
this as‘ ine aning that this user is finished using the system and that
his communications line is a\}ailable for reassignment to other
users. The answering service reassigns the line to itself so that
it will be able to receive dialup. signals from new users over this
liné. Finally, any traces left byv this user-process-group in the
answering service's data base are deleted by the ans_wering
service since this information is no longer needed for the answering
service to manage the communications line. |

A user may log out of the system willingly by
typing the appropriate command at his terminal, or he may be
automatically logged out by the system. >The latter case occurs,
for example, when a user's time-allotment runs out and the system

therefore logs him out because he is no longer entitled to use its



30 LINE MONITORING DURING USER LOGINS AND LOGOUTS

facilities. However, regardless of how a user is logged out, his
logging out procedure will be executed and it will return to the
answering service. Thus the answe‘ring service is informed of all
user logouts in the same manner, and its processing of them is

identical.



CHAPTER FIVE

Operator Control of the Communications Lines

Dufi.ng the operation of the system,the system
operator may want to specify that only a certain subset of the com-
munications lines should be in operation, i.e., the answering
service should respond to dialup interrupts from certain lines and
not from others. In particular, the operatoi‘ will specify an
ini_ﬁal configuration of active lines following answering service
initialization, and he will specify that all of the lines should be
busied out at system shutdown time when no further users are to
be able to attempt to log in to the system. Since the answering
sei‘vice is the system module concerned with managing the com-
munication line, it is appropriate to provide it with an interface
with the system operator to enable the operator to control the status
of the communications lines. In this chapter, the details of this
interface and the method with which the answering service sets the

status of the communications lines will be discussed.

31



32 OPERATOR CONTROL OF THE COMMUNICATIONS LINES

Status of a Communications Line.

Before the system initialization routine makes its
initial call to the answering service to initialize the communications
lines, the lines are not as yet assigned to the answering service
“and hence a user cannot successfully dial up and log in to the system.
Once the lines have been assigned to it, the answering service
maintains them in one of four possible types of status. These
status types reflect whether the line is currently in use, ready to
be used, operational but not available for use, or not operational,
and are indicated by status switches for the line in the answering

service's data base. These status types are:

1. "active" - The line is in use by someone using
the system and is currently assigned to that
user's user-process-group. No other user
may successfully dial up on this line until this
user has relinquished control over it by
logging out.

2. '"on-hook' - The line is not currently in use.
It is assigned to the answering service which
is ready to create a user-process-group for
anyone who dials up on this line so that he may
attempt to log in to the system,

3. "off-hook' - The line is not currently in use.
It is assigned to the answering service which

will not accept dialups on this line and hence
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no user may log in on this line.

4. "disabled" - The state of the line is uncertain.
The answering service is not able to maintain
this line in proper operational status. An
inventory of disabled lines is maintained by the
answering service and the system operator has
access to this information. Whenever a line is
classed as disabled the systeﬁ operator is
automatically informed and he sees that it is

serviced.

When the answering service receives a call from the
system operator to set (or reset) the configuration of communications
lines, it first checks the status switches in the answering service's
data base to see which of the above status types is applicable for
each line. From this in.formaﬁ:i.on it is able to avoid attempting to
put a line "on-hook" if it is already "on-hook' and similarly for the

other status types.

Observing the Status of a Communications Line.

‘It is desirable for the system operator to be able to
interrogate the status of a communications line during the course of
operation of the system. For example, the operator might be
informed by some user that a particular line is not functioning
properly, so he interrogates the status of the line to determine if

the answering service has classified the line as ''disabled"
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(if the operator does find trouble with a line that is not "disabled",
he will call the answering service and inform it that the line is to be
classed as "disabled" until such time as it can be repaired). The
operator should at any time‘ be able to determine which of the com-
municatioris lines is in each particular state. For example, he
might want to know how many of the lines are "on-hook", i.e., how
many of the lines are available for new users to attempt to dial up
on. If the operator finds that this number is too small, he may
want to specify that more lines be placed into the "on-hook" state.
A later section of this chapter explains how a call from the system
operator to interrogate the status of a communications line reaches
the answering service, and how the answering service actually

supplies this information to the operator.

Changing the Status of a Communications Line.

Just as it is‘ desirable for the system operator to be
able to interrogate the status of a line, it is also important for him
to be able to change the state of a line. When it becomes nece ssary
to scale up (or down) the number of lines over which users may log
into the system, the operator will type a command at his terminal
specifying the desired change in configuration and the answering
service will perform the change for him and return information to
him i{ndicating the new status of the lines. The method with which
the answering service causes the status of a communications line

to be changed is discussed in a later section of this chapter.



OPERATOR CONTROL OF THE COMMUNICATIONS LINES 35

Setting the Configuration of Lines.

The operator, in his capacity as one in charge of the
resources of the system, should, in particular, be in control of the
communications lines at all times. When the system is brought up,
it is the operator who sets the initial configuration of lines. He
decides vx)hich particular subset of all the lines should be operative
for accepting new user dialups. This decision is based on such
criteria as what the system is to be used for in the immediate
future and what the anticipated demand upon the system is for .this
particular application. In particular, if the system is to be used
for some demonstration which requires the complete attention of
all its resources, the operator might want to specify that only a
certain terminal should accept dialups and that all the others
should not.

When it is timé to shut down the system,. the opérator
issues a shutdown command at his terminal which resrults in all the
users being automatically logged out. After this occurs he logs
out and the answering service receives the logout signal. In order
to prevent new users froﬁl being able to dial up before the operator
logs out, the operator specifi(es that all of the communications lines
be placed into the "off-hook" status. Thus as each user logs out
his line is immediately busied so that a new user attempting to dial
up on this line is not able to do so.

Besides setting the configuration of lines at system

initialization time and system shutdown time, it is sometimes
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desirable to reset the configuration during the operation of the
system to reflect changes in anticipated usage. To scale up

(or down) the number of lines which re spond to dialups, the
operator first examines the current status of the lines and decides
what modifications to make to the current configuration to achieve
his desired configuration. He then types a command describing
the desired modifications, or alternatively, he may describe the
desired configuration and the answering service will make the
appropriate modifications to the current configuration. In the
latter case, the answering service checks the status switches for
the lines in its data base and decides which lines must have their

status changed in order to achieve the desired configuration.

Disabling a Communications Line.

It is to be assumed that malfunctions in the operation
“of the communications lines will occur and there are several ways
in_vs)hich these malfunctions may be detected. If a user has trouble
with his terminal he might suspect that either the system, his
‘ter'mir‘ral, or his communications line is malfunctioning. He -
informs the System operator of his problems and eventually the
trouble may be traced to the communications line. In such a case,
the system operator interrogates the status of the line via the
answering service and if the line is not classed as "disabled" he
informs the answering service that the line should be reclassed as
"disabled" until it is repaired.

During the operation of the answering service
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routines, it may become apparent that a particular line is not
functioning properly. In this case the answering service classifies
.the line as "disabled" and immediately informs the system operator
that the line has been so classed. The operator sees that the line
is repaired and then informs the answering service that it should
once again ready itself to feceive user dialups over that line.

| _ When the answering service classiﬁés a line as
"disabled" it attempts to put the line into the "off -hook' state so
that the line appears busy to new users attempting to dial up. This
prevents new users from being connected to a malfunctioning line,
by the switchihg network. Unfortuﬁately, it is not always possible
to place a ''disabled' line "off-hook'.

In general, the answering sefvice calls routines
which are more intimately tied in with the I/O system and these
fouﬁnes are the ones most likely to detect malfunctions in the
iines. These routines 'ther.efore interface with a set of tesi and
diagnostic routines because they are close to the malfunction.
However, the answe»ring service does not operate ai: such an intimate
level with the I/O system and hencé when it detects trouble With the
line4s it merely informs the system operator that a line is

- malfunctioning.

'Changing the Status of an "Active'" Line.

If a communications line is currently in the "active"
status, i.e., it is currently in use by some system user, the

answering service can only regain control of the line if this user logs



38 OPERATOR CONTROL OF THE COMMUNICATIONS LINES

out and sends a return signal to the answering service. If the
system operator specifies thét a particular line should be placed
into any status other than "active'', and the line is currently in the
"active' status, then the answering service cannot perform the
operator's request. The problem here is that the answering service
is not a privileged routine. Its line ménagement functions do not
require that it have immediate access to the privileged routines
‘and tables in the system and thus it is unable to perform functions
such as forcing a user to log out of the system. Thus, in the case
that a communications line is "active' some special provisions must
be madé for changing the status of the line is response to an
operator configuration request.

In the case that'the system is in operation and the
operator wants to scale down the number of lines over which
dialups are to be accepted by the answering service, the operator
specifies that certain "on-hook" lines should be placed "off-hook"
and he may also specify that certain "active" lines should be placed
"off-hook'. In order to perform the operator's request (even though
it cannot be performed immediately) the answering service, upon
noting that a particular line is "active' sets a switch for this line
indicating that as soon as the user on this line logs out, the line
should be placed "off-hook''. Thus the operator's request is
preserved until such time as it can be performed by the answering
service. There are times, however, when the operator's request

is more pressing and must be serviced immediately. This occurs,
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for example, at system shutdown time when the operator wants the
system broughi down immediately without having to wait for users
to log out when they care to do so. The operator circumvents this
problem by making two calls. One call is made to the ahswerin"g
service to place all the communications lines "off-hook'' as soon as
~ possible and another is made to the system routine responsible for
automatically logging out a user. Thus, any lines which are in the
”aétive" status do not cause a problem here. The switches are set
for each of these lines to indicate that they should be placed
off-hook'' as soon as logout return signals are received from the
users on these lines. The retufn signals, however, follow shortly
because the automatic logout mechanism was triggered by the

- system operator.

How System Operator Commands Reach the Answering Service.

When the opérator wants to observe the status of a
communications line, or when he wants to change the status of a |
line, he types a command to his own c.ommand language interpreter.
Confained within the cOmmand'ianguage' interpreteris a set of
roﬁt‘ines‘ to process each of the commands which he may type. Since
the information which is specified in the operator command is to be
readbby the answering service, it must be deposited in a segment
which the operator's command language interpreter shares with the
answering service. After depositing the command information in
the shared segment, the operator's command processor wakes up

the answering service. The answering service becomes active,
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determines that it v;/as activated to process an operator command,
reads the information from the shared segment and performs the
appropriate processing. If the operator's request was to observe
the status of a line, the answering service looks at the switches for
the line in its data base, deposits the status information in the
shared segment, and wakes up the system operator's command
procedure. The command procedure reads the information in the
shared segment and types it out at the operator's terminal.

(Note: Other éolutions to the above problem can be worked out. In
particular, in séme cases it might be possible for the operator's
command procedure to read the status information directly from
the answering service's data base thus eliminating the need for the

shared segment,)

How the Answering Service Sets thé Status of a Line.

| When the operator's command is to set the configuration
of the communications lines, fhe énsWering service calls ap-
propriate routines within the input/output system to place each line into
the specified status. As mentioned in a previous section, the
answering service first examines the status of the communications
lines as indicated by the status switches in its data base to determine
what status changes must occur to achieve the desired configuration.
It then calls ap'propriate modules within the input/output system
depending upon the type of the communications line whose status
is to be changed. These modules then call the general software

interface module which manages the input/output controller. The
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input/output controller is the hardware device which manages all
Of the system's input output devices and, in particular, the com-
‘munications lines. The control commands to the input/output
controller from its software interface module contains all the
information needed to make the input/output controller perform the

appropriate operation to the communications line.






CHAPTER SIX

Design Proposal

In Chapters Two, Three, and Four, the operation of
the answering service has been described in detail. In this chapter,
a modular design is proposed for the answering service which

delegates respoﬁéibilities to a small group of interacting procedures.

The Procedures of the Answering Service.

The functions of line-monitoring during the logging in

‘a'nd logging out of users is handled by the answering service
procedure. Its responsibilities include logging in the system
operator, initialization of the communications lines, and aiding in
the assignment of communications lines to new users ‘log.ging into
the system and reclaiming communications lines from users
logging out. |

| T’he‘functions of providing for operation control over
the status of the communications lines are handled by the com-
munications line vmaﬁvagement module. Its responsibilities include

processing commands from the system operator to observe and
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change the status of particular communications lines, handling
commands from the system operator to set the configuration of
communications lines which should be in use at any time, and
automatically informing the system operator of any lines which
appear to be malfunctioning.

The answering service procedure and the com-
munications line management module together perform all of the
line -monitoring operations of the answering service. However,
thesé procedures should operate independently of the types of lines
. which they monitor since their functions are not intimately involved
with the detai._ls of the opetrator of the particular types of lines.
Thus it is necessary to provide a set of procédures which will
interface with the line-monitoring procedures of the answering
service and will make the appropriate calls to the input/output
system to observe and set the states of the communications lines.

These procedures are called communications line
interface modules and there exists a separate module of this nature
for each different types of communications line under answering

service control.

Flow of Control in the Answering Service.

To see how these various procedures of the answering
service interact to perform the line -monitoring functions, let us
consider the actions performed within the answering service in the
initializatioh of the communications lines.

After the answering service procedure has aided the
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system operator in logging in to the system, it calls the communications
line management module to initialize the communications lines. The
communications line mé.nagement module reads a system-provided
configuration list to obtain the identification names of each of the
communications lines in the current system configuration and the
line type of each of these lines. It calls the system process
rééponsible for assigning I/O devices to assign all of the com-
munications lines to the,énswe‘ring service. The communications
line ihanagement module then makes a series of calls to the ap~
propriate communications line interface modules tdplace all of the
communications lines in the "off-hook' state (to prevent users from
diéling up on these lines until the opé rator waﬁts them to d'o.so). B
-The. communications line interface‘ modules are programmed to
handle the ‘peculiarities of each type of communicati ons line and |
they make fhe calls to the I/O system to put each line into the
"off-hook" state. (Note: The meaning of "off-hoo. " 'may differ for
diffe renf_types of communications lines._ In particular, for one
ty,peblo_f: _iine 1t may be possible to put the line irﬂ:o a "busy' state

to prevent dialup interrupts frdm réaching the answé ring éervice,
whereas for another t&pe of line this busy state may not exist and
"off-hook"' for this line would be simulated by no response from the
answering service to user dialups on this line.)

As each line is placed into the "off-hook" state, the

communications line interface module returns status information

to the communic aJ:ipns line management module, When all of the
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lines have been placed "off—hook", the communications line manage -
ment module returns status information to the answering service
to indicate that the communications lines have been initialized.

The answering service then informs the interprocess
communication facility of the system that shquld a dialup interrupt
come from any of the communications lines, the answering service
should be immediately awakened. The initialization of the com-

munications lines is now complete.

Modular Structure of the Answering Service.

There are two basic reasons underlying the choice of
a modular structure for the answering service. First, the line-
monitoring functions performed by the answering service can be-

logically divided into two categories:

1. | Aiding in line assignment to new users. The
maiﬁ interface of the answering service vﬁth the
system to perform this function is the system
procedure respbnsible for I/O device assignment.

2. S.etting and observing the status of the com-
munications lines. The main interface of the
answeririg service with the system to perform

this function is with the system processfwhich

controls the hardware input/output controller.

It is therefore possible to break the answering service down into

several sméller modules each of which can be programmed
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independently of the others with only minor interfacing réquired.
This facilitates a more rapid implementation of the answering
service.

Second, it is desirable to requi‘re a minimal amount
of reprogramming in the event that a new type of communications
line is to be installed on the system. By creating a separate
communications line interface module to handle the peculiarities
of each type of line, it is thus not neceséary to make modifications
throughout the answering service in order to place this new type of
line under answering service control; it is merely necessary to
program a new communications line interface module for this type
- of line; Deletion of an old type of line from answering service
control is trivial with this modular structure. It is merely
necessary to delete the appropriate communications line interface

module for this particular type of line.
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CHAPTER SEVEN

Summary

In Chapters Three, Four, Five, and Six, we have

discussed the design of an answering service made up of a small

group of interfacing procedures. These procedures are intended

to handle the following line -monitoring problems in the computer

utility:

1. Aiding users to log in and out of the system.

~ Because of the turnover of users who are

currently on the system in a computer utility, it

is necessary to provide a mechanism for assigning
the available »comr‘nimications lines tb new users
and >reclaiming c_:ontrollof lines relinquished by
users leaving the system.

Operator confrol over the communications lines.
The system operator should have the ability to
specify that a certain subset; of the communications

lines should be in use at any given time. This

!
1
by
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gives the operator a great deal of control over
the usage which the system will support.
Aiding the system operator in the detection of

malfunctioning communications lines. In the

~ computer utility, as in the public utility, it is

necessary to repair any malfunctions as quickly
as possisblé so that normal service may be
restored to the user community.

Allowing for fie‘xibility. in the number Qf terminal
communications lines which are attachable

to the system. The demands upon the computer
utility may increase with time and it is fherefore

necessary to provide a framework which makes

~ addition of new terminal communications lines

both possible ‘and easy to implement.

Pfo&iding for the addition of new types of terminal
commuhications lines with a minimum amount

of reprogramming. In-the corhputer 'util_ity, :

as in any other utili,fj, improvements in
technblogy may‘result in the need for a new type
of service. In parficular, in the computer utility
it might be necessary to add new types of terminal
commu_nicatidns lines to the realm of control of
the utility. The computer utility should be

designed in such a manner as to make it possible
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to addbnew types of lines without having to do any'

major redesign work of the utility.

To solve these problems, a modularly structured
answering service hae been designed. - To aid users in lqgging in
and out of the system an anstvering service procedure is included in
v' the des’ig‘h. It aicis in the as’si‘gnment'of communications lines to new
users and the re claiming of communications lines from users leaving
_ the system. | : _ |
| o 'If'o pfovide the system opet'ator with the ability to
‘control the usage and status of theb communications lines and detect
ma].functi‘ens in the operation of the li.n'es‘, a cdm'munieations line |
management module and several communications line mterface
' “quules have bee_n promded._ The se modules make calls whtch |
'_i'ﬁes_t;ilt in'hai'dWare ‘signalvs being sent _by -the ‘hardware 1_nput/output'
' contrbller to the eornrnunications.li-nes to e_ither 'sevt or“'olbserfve the..
: - status of the hnes ’ -

To, make the answermg service flex1b1e in the number
of termmals whxch it can support it has been designed independently
of the number of llnes-tt is to momtor in any particular _conﬂguratlon._ '
At system initializatton time, the answerihg service obtains all the |
informa‘tto_ln it needs to know ab'out the commuhicatioris lines and

.fpllaces: this“infermation'into its own vari'able_ size data base. Frem '
tvhi.sv point 'otx it assurhes Acontr.o"l ‘ove.xl' the lines regardless of h_bw
many lines there are. |

Finally, to provide for deletion of old types of lines and
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addition of new types of lines to its realm of control, the ahswering
service has been designed in a modular manner. In particular,
independent communications lines interface modiles have been
provided to haﬁdle the peculiarities of ea’ch.type of line. Deleting
an old type vof line from answering service control merely requires

- deleting the appropriate communications line interface module.
Addition requires progrémming a new communications line interface
module to interface in a simple manner with the line-monitoring
modules of the answering serviéé. The procedures of the answering
service provide a workable mechanism for solving the line-
monitoring problems in the computer utility. In addition, the
modularity of the ‘design' of the answering service provides a
convenient structure for the addition of new procedures to handle

further line monitoring problems as these problems become apparent.

7
.




APPENDICES

The following three documents will soon be published
as sections of the Mulltics'Syétem-‘Progrémmefs Manual (Project MAC
internal documentation). The reader who finds some of the terminology

unfamiliar should consult the overview sections of reference [ 10].

t

These documents describe the Multics iﬁmpleméntation of the answering

service in detail.
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Multics System-Programmers' Manual Section BQ.2.00 Page 1

DRAFT
3/23/61

Identification

Overview of the Answering Service

H. M Deitel

Purpose

The Answering Service is a system process which monitors the GIOC
channels frord whi.ch. a uvs'er‘r‘nay log in to Multics. Included in the
Ansvs}éring Sérvice are an'AnvSWering Service Prbcedure , a Com- |
munications Line Management Module, several Data Set Interface
Modules, and a Dedicated Line Interface Module. This section

' deiscribes the fimctioris of each of ‘thes_e modules and. the relationships
between them. Detailed descriptions will be found in the remaining

sections of BQ. 2.

@érati:gt_‘i_ ‘

Following sysfem initiaIizatio’nQ'fhe Answering Service is created by
the System Control Procedure. Iis first task is to create a user-
process- group for the System Op'erator; Ii calls the User Identification
Subsystem in this user-process-group which proceeds to log the |
System Opei'ator in to Multics. The Answering Service f.hen allocates
to itself all of the cothunications lines from which users may attempt

to log in, and creates event channels to signal dialup interrupts on |
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Multics Systém- Programmers' Manual Section BQ.2.00 Page 2

each of the allocated lines. It then calls the wait entry of the Wait
Coordinator to await a command from the System Operator

Specifying the initial conflguratlon of active lines, i.e., the particular
subset of all the communications lines from which the Answe ring
Service is to accept "dialup" and "turn-on" interrupts and ultimately
allow users to attempt to log in to Multics. Once the initial con-
figuration of lines is set, the Answering Service is prepared to

handle incoming interrupt signals from these lines.

In attémﬁti.ng to gain access to Multics, a poteni:i'al user dials up on
a DATAPHONE data set (or turns on some device‘attaé_hed toa
dedicated line with or without data sets), The resulting interrupt
causes the ‘An_s'we'r"ing Service ts wake" up and proceed to deté rmine
from which» l‘ine the interrupt came. The Answering Service thén
creatés a user;process—gfoup fbr this user, .c'reaté's ah'event‘ ‘

» Cilannel to receive a return signal from this user-proéess-grbup,
and calls the User Identlficatton Subsystem in this process-group
informmg it of the commumcatmns 11ne over which it is to attempt
to log in the user. Upon successfully logging in, the user proceeds
to utilize the system. When he is finished using the system, he
types the "logout'" command which evehtually causes his user-
Iprocess-group to send a return signal to the Answering Service. ‘
The Answermg Service destroys this user-process- group and
reallocates the commumcatwns 11ne to itself. It then cglls _u_r_aﬁ

to await further wakeups.
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While Multics is runn_ing. the System Operator may want to reset the
configuration of active communications lines, and at system shtrtdown
time he specifies that fo lines should be active. To set the con~

| ﬁguration. the System Operator types a command Specufy'l.ng either
‘the number of lines of each type Whi'ch should be active, or the
Registry File Names of particular lines and whether these lines should
be active or not active. The Answe ring Service sends calls to the

GIM to "activate' or "deactivate" particular lines until the desired
configuration of lines is vaclneved, and then calls wait to await further
wakeups. At system shutdown tlme. the Answering Service returns -

to the System Control Procedure instead of calling wait.

Modular_ Structure

In order to facilitate the lnoorporatiOn of new (or del‘etion of old)

types of commumcatmns lmes. the Answering Service has a modular :
struct ure thh separate modules to handle the peculxaritles of each
type- of line. The Answermg Servme Procedure creates and destroys
user-iproc‘:ess -groups in response to user dxalups and Qverseer

, returnsb, reSpectwely. The Commumcatwns Line Management

Module handles allocation of the commumcatxons lines to the Answering
Serv1ce Process at system initialization time, and 'see‘s that commands
from the System Operator to get the configuration of active lines |
result in a series of calls to the appropnate Commum.cations Line
Interface Modules. The Communicatmns Line Interface Modules

(i.e., the Data Set Interface Modules and the Dedlcated Line Interface

Module) are informed by the Communications Line Management Module
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.of the device index of a particular line, and that they are to either
"activate" or "deactivate' the line. They call the GIM informing it
of the device index the line and particular parameters which are

.necessary for the GIM to pérform the desired operation on the line.

The system-programmer deletes a certain type of line from the

realm of Answering Sermce control by deleting the apprOprlate
Communications Lme Interface Module and by making some minor
deletions in the Communications Line Management Module. - To add

a new type of line, the' system-programmer programs a new Com-

. mumcatxons Line Interface Module and makes some minor addm.ons to the
Commumcatwns Lme Management Module. In e1ther case, no further
modifxcatlons to any other parts of the Answering Service are

necessary.

The Answering Service Procedure

The Answering Service Procedure is first called by the System
Contr_OI‘Proce‘dure foliowing system initialization. It creates a
usér -érbce’ssfgro_up ,fdf the Systenl‘Operator so that he may log in
to the syst»em.1 ‘It then calls the Communications Line Management
Module which proceeds to allocate to the Answering Service Process
| all of the comfnuniéations lines listed in the Communications Line
Table. This table is read into the syatem as a part of the System
Configuration List and is placed in the File System hierarchy in

such a manner as to be easily accessible by the Answering Service

)
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Process. It contains a listing of all those communications lines in
the current Multics configuration from which the Answering Service
may expect users to attempt. to log in, and their associated Registry
File Names. There is also an entry for each.line specifying the line
type of that line so that the Answering Service will know which
Communications Line Interface Module to call in order to "activate"
or "deactivate" that line. The Communications Line Management
Module reads the entries in the Communications Line Table at the
time'that it initially allocates all fhe communications lines to the
Answering Service Process. At this time it creates an entry for each
vof- the lines. in the Answering Service Data Base, and fills in the
Registry File Name and line type of each line. Both the Answering
Serw}ice Procedure and the Communications Line Management Module
use the Answering Serviée Data Base. The Coinmuriications Line
Management Module utiiiies jstat'us switches for each line in the

table to indicate the current operational status (such as "active') of
thét_particular line. The Answering Service P‘rocedu‘re'ﬁtilizes the |
table inits ihterfat:ing with the Interprocess Communication

Facility for the storage of information necessary in the creation of
event channels, and for deterinining information about an event |
(such as what-CQMunications line is allocated to a user -pro‘gess-group
which just sent a return signal to the Answeririg Service via the

Interprocess Communication Facility.
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After the allocation of the communications lines is completed, the
Answermg Service Procedure creates a separate event channel to
signal a dialup interrupt on each of the allocated lines, It then calls
the wait wait entry in the Wait Coordinator to await a command from the
System Operator specifymg the initial configuration of active lines.
It is important to note here that immediately after the Communications
Line Managemen:t Module allocates each line to the Answemng
Service Process, it calls the apprOpnate Communications Line
Interface. Module for that parttcular type of line to' macttvate" that
line. This is to assure that no users can successfully dialup the
Answermg Service before the System Operator specifies the uutx.al

_ conﬁguration of active lines. The System Operator may: choose to
activate" any number of the commumcattons lines in his imtial

Specification. _

-When a dia.lup (or "turn- on") interrupt occurs, the Answering Serv1ce
Procedure determines whxch line caused the mterrupt and creates a
user-process-group for this new user, It calls the Reserver to B
deallocate the line so that the new user-process- group is able to

| capture control of. the line. It then creates an event. channel to 31gnal

- the return of this user-process -group to the Answering Serv:.ce.
Fmally. it calls the User Identification Subsystem in this process group
informmg it of the line over which 1t is to attempt to log in this new

~user, and 1.t then calls wait.
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When a user-proces‘s-grbup returns, the Answering Service Procedure
determines which_user-procevss-group returned and thus over which -
line this usef-pro_céss_-g’roup was communicating. It then calls the
Reserver to g_l_lgg_-g_t_g the line _fo the Answering Service Process once
again in oi'def to recapture control over the line, and hence allow
other 'use‘rs to attémpt t(; dial up over this line. The Answering
Service Procedure then calls Process Control td destroy this user-
process-group since it is no longer needed. Finally, Ai‘f:vit is the
Systein Operator‘é user —proce‘és -group which returns, and all other

" lines are not in use, the Answe_ritig Service Procedure returns control
to the System Control Procedure. Otherwise, it calls wait. This

First situation occurs at“syétem shutdown time.

The Commur).ic#tions ‘Line Management ‘Module

During Answering Service Initiéliza_tion, the Communiéétions :Lirie
'Managernént Module is called by the Answering Servicé Procedure to
éllocatg all of the lines listed in the ‘COm'muriicati»bné‘Line‘ Table to the
An'S\'ver_i‘n‘g Sérvic_.e Process. It obtains the Régistry Fi.lé Name of

~ each line from the table and calls the allocate entry of the Reserver
'specifying'thése Registry File Names. The Reserver returns the
device index of each line as the line is allocated. The device index of
a line is used in calls to the GIM by the Communications Line Interface
Modules to infofm the GIM to "activate" or "inactivate' a line. The
Comhunications Line Managqmént Module fills the device indices

into the Answering Service Data Base and sets the status switches to
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indicate that the lines just allocated are all "inactive". As it sets
the switches for each line, the Communications Line Manage ment
Module calls the appropriate Communications Line Interface Module
to make'the lines "inactive' to assure that no users may dial up until
The System Operator has given the command to set the initial vcon-
figuration of active lines. The Communications Line Managément
Module then calls “.Ei expecting the nexf wakeup to the Answering
Service Prbcess to be from the System Ope rator in order fo set the

initial configuration of active lines.

Status of a Communications Line

Before the Systern Control Process ‘makes its initial call to the
Answerin'g' Service, the communicati'ons»lines have not as yet been
allocated"t_'o the Answering Service Pfocess (or any other process,
fof thatvma‘tter) and hence a user cénnot suécessfﬁlly dial up and
log in to Multics. Once the communications lines have been
aLloca‘ted to it, the Answering Service Procéss maintains each ﬁne .
~ in one of four possible types of s'.tat:us‘. These status types re’flelgt
whether fhé line is currently in use, ready to be used, or cannot
be used until made ready, and are indicated by the status switches
for the line in the Answering Service Data Base. These status

" types are:
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1-  active" - The line is in use by someone using the
L ,system andb is currently allocated to
‘that user's _user—process-gifoup. No
- ‘other user may successfully dial up
| on this line until this user has
' rehnquished control over it by loggmg out.
L 2- "onf-h00k"‘ - Tbe line is not currently in use. It is
| allocated to the Answering Sefvice |
. Proc’ess which is ready to create a user-
v process—group for anyone who dials up on
this line 80 that he may attempt to log in
» _ ‘ ‘:to the system. ‘
. 3- "off-hook" - -‘L'The line is not currently in use. It is
B s allocated to the Answermg Service
: »;' Process which will not accept dial ups on
this line and hence no user may log inon
; "this line.» If this communications line has
" :data sets, then the Answermg Service will
| ,put the data sets into the busy state. If
this line is a dedicated line mthout data
‘sets, ,then the Answering Service will be
. awakened by interrupts from 1t. which

it will ignore. ,
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4- "disabled" - The state of this line is uncertain.
The Answering Service is not able to
maintain this line in proper operational
status. An inventory of disabled lines
is maintained by the Answering Service
and the System Operator has access to
this information. When System Oéerato‘r
‘notes that a line is disabled, he sees

that it will be serviced.

~When the .AnsweringSerVicé :Process receives a call fronﬁ the System
Operator to set (or reset) the configuration of active lines, it will

first check the status switches in the Answering Service Data Base to
see which of the above status types is applicable for each line. From
this information it is able to avoid attémpting to put a line "oi;-hoo' " .
if it is already "on-hook" and similarly for the other status types.

If a line is currently in the active status and the System jOéer"a‘fof has

| réques'téd this line to be made "inactive" (i.e., 'f)laced in the "off_-hook";
state), then the Answering Service ﬁvéits’ until a return signal is :

" receive_d from the user-process-group in control of this line before

it bproceeds to place the line'ffoff—hook'f. The status switches in the

» Answering Sérvice Data Base h_avé, jm'any other important functions.

These will be discussed in the remaining sections of BQ. 2.

Types of Communications Lines

The Answering Service monitors those GIOC channels from which a
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user may log into the system. Each of these falls into one of the

following three types of line:

1 - dedicated line without data sets - This consxsts of a
commurﬁ.cations line running dxrectly from the GIOC to a
termmal device. There are no DATAPHONE data sets
attached to the line, ‘a‘nd hence a user does not actually
dial up over such a Iine.. Instead, he causes an interrupt
_te occuf (Which 'willvevehtually wake up the Answering
Serv:.ce) by merely turmng on the power switch at
his terminal. | |

2 - dedicated line with data sets - This consxsts of acom-

- munications une running from the GIOC to a terminal
device with a data set on each end of the 11ne. At the
GIOC end there is a data set adapter between the data set
and the GIOC. Over this type of line, the user also causes
‘an interrupt to qecur-by turmng on the power switch at his

= , terminal. : This lnterrupt also causes the Answering
Service to wake up.

3 - links With data séts and a PBX switchboard - On the GIOC

 gide of the PBX, there is a fixed number of lines to the
GIOC. On the opposxte side of the PBX, there can be any
numbei- of lines running into the PBX from remote

- terminals., A user wishing to gain access to the system

dials a special tel.ephone number which is unique to his
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type of terminal device and communication line typee. ’
There may be many terminals of this same type on the
terminal side of the PBX and on the GIOC side there may
be x‘nany.lines to the GIOC which are}pre}pared to handle

this type of device and: line combination. When the user
dials his particular tselephone number, the PBX will hunt

- around the GIOC lines until it finds one for this particular
telephone numb_er, i.e., until it finds a line which is
asstgned to handle tnie users device and line combination.

~ If it finds such a line it connects the line to the terminal
with the line to the'GIOC and a dialup interrupt oceurs
eventually Wakmg up the Answe nng Serwce. It is possible
that a user may dial an 1mproper number and hence an
1mproper connection ml.ght be made. In this case the
Answering Service creates a user-process group for
this user which attempts to log him in. The Device
Manager Precess in this process-group runs tests to
determine. if a proper cennection exists. It finds thet an
improper connection has been made and proceeds to log
out this user-process-group so that this user is‘able to
attempt to make a proper connection for his type of

terminal.

The Communications Line Interface Modules

Ultimately, all input/output requests are serviced by the General
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Input/Output Controller (GIOC). The actions performed by the GIOC
are épeciﬁed in lists of command words which are created by calls |
to the GIOC Interface Module (GIM). The content of these command
words is, in general, differenf for each type of I/O device (including
communications lines) to be serviced. To perform the functions of
creating and activating these lists of command words, there is, in
the Answering Service Process, a separate Communications Line
Interface Module for each type of line which the Answering Service
monitors. These modules call the GIM to cause Data Channel words
(DCW's) and Connect Chamel Words (CCW's) to be created and
activated. The information regarditig thel formatti;\ng of these command
words is contained in the GIM's Class Driving Tables (CDT's). The
tables are tailored to the individual devices and will be described in
detail ih the sections of BQ. 2 déscfibi,ng_ the various Communications
Line Interface Modﬁles. Hence, the Comhiunica:tions Line Interface
Modules are responsible for causing the particular types of lines

(via the GIOC) to perform thedesired action such as assuming the

"on-hook" status, Cebe

The Communications Line Interface Modules will be called by the
Communications Line Management Module which will supply the
device index of the line, the desired operation to be performed, and
any other pertinent information which is necessary to build an

‘appropriate call to the GIM.
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DRAFT
4/21/67

Identification

Answering Service Procedure
H. M. Deitel

Purpose
The Answering Service Procedure is a subroutine within the Answermg

Servo.ce_Process.‘ Its functions include creating a user-process-group
to iog in the System Operatbrk l_follo.wil.ng s‘yste"vx'n initialization, respondihg
to dialups from uée,r terminal‘g by creating user—proeess-fgrdups to log
in the new users, and r'espondii;'g to return signals from user-process-
grbups (indicating that the user has logged out) by destroying the user-
process-group and reclaimlng contral over the commumcations line so -

-that some. other user may dial, up on the returned 1tne. |

Answerng Semce Intttalizatlon

;Ev‘onowmg_' system imt;ali_zetiqn, the Answertng Servu:e Procedure is -
lled by . ontrol ; e to create a us r*proeess-group
for the Systeiii Qperator. and to create event channels 50 that the
Answermg Semce Process will be awakened by user dlalups and operator |
commands. The Answering Service Procedure calls Process Control

to create a user-proces s-group ‘for the System Operator. It then calls
the }Ir‘x_terprocess .Communtcatipn, Facility to create an event channel to
signal the return of the Operator‘s user-process-group to the Answering
Service _Pro'ceél‘s__- It tt_xen.ceug_“tﬁe pserv-idenfi,ficatien?eubsystexﬁ in this

i

69
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user-process-group m.formi.ng it of the Registry Fl.le Name of the
Operator's termmal (this mformatwn was given to the Answermg
Service Procedure by the System Control Procedure). The user-
identification-subsystem contains the user-in procedure which
vahdates that this user is indeed a valid System Operator and

proceeds to log him in to the system.

The Answering Service Procedure then calls the Communic ations

Line Management Module to allocate all of the lines listed in the

Commurications Lme Table to the Answermg Service Process. :

The Communic ations Line Table is read in at the same time as the

System Conﬁguratton List. It contains a hstmg of the Regtstry File
Names of each of the communications lines in the current system ‘

conﬁguratlon, and the type for each line (such as a line for 1050's,

a hne for model 37 teletypes, etc ) The table is read into the file
system hierarchy in such a way as to be- eas11y accessxble by the

Answermg Servxce Process. In partl.cular. the table resxdes in

the user ring for easy access.

The Answermg Serv1ce Process mamtams a data base called the
Answering Service Data Base. This table contams all the
ini‘ormation about the communications lines, including Registry
File Names, line types, and. mterprocess commumcatton
information such as event channel id's, etc. As each line 1s

initially allocated to the Answermg Service Process, a switch is
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set for this line in the Answering Service Data Base indicating that
the line is currently in the "off-hook" state,f i.e., the line appears
busy to new users attempting to dial up and hence no new users may
log in to the system. This is done o prevent new users from getting
~en the system before the 'Syster‘n Operator actually authorizes that
users should be-aliowed on the system. The Communicatidns Line
‘Management Module act'ually performs the el,location and in‘itialization ‘
of the communications line S. ,To, insure that each particuler line
assumes the appro'pri'ate stafe‘. the Communications Line Manage ment
Module calls the' e.ppropriate Communications Line‘ Interface Module
which in turn calls the GIM to put the line into the appropmate state.
This is explamed in deta:.l in MSPM section BQ. 2., 02.

After ihe cdnnnunicetions li,nes have been ailocaféd to the Answeri.ng
Service. Process. the Answermg Servwe Procedure calls the Inter-
process Commumcation Facthty to create event channels to signal
d1a1ups on each of the. allocated lines. This msures that when a user
dials up from a te rm).nal. the resultmg mterrupt causes the Answering
: Servme Process to wake up. Addltmnal event channels are created to
stgnal commands from the System Operator to the Answering Service
Process. See MSPM sectlon BQ. 2. 02 for a detailed summary of

the se commands.‘

After creating all the necessary event channels, the Answering Service

- Procedure returns control to the System Control Procedure informing
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it of the. configuration of the communications lines. This informs

the System Control Procedure that the Answeri‘ng Service Process

has allocated the communications lines to itself and that it is awaiting
a wakeup from the System Operator‘ specifying the initial conﬁgﬁration
- of communications line«s which should be in the "on-hook" state,
namely those commuﬁicatioris lines over which the Answering

Ser-vic,e. Process will accept user dialups and hence those lines over
which users may attempt to log in to the system. The Operator
command to set the configuration of "on-hook' lines is processed by

| the Communications Line Management Module and is explained in

detail in MSPM section BQ. 2, 02.

Answering Se ﬁice Event Diépatching |

Follbwfng the command by the System Operator to set the initial
configuration of "on-hook" lines, the Answering Service Procedure

- is ready to receive wakeups from user dialups a'ﬁd Sysi_:em Operator

» commands. Whenever an event of interest to the Answering Service
occurs (i,.é. » whenever an event océurs for which the Ané.wer"ing |
Service has created an event channel) the process noting the event
will send a wakeup to the Answering Service Process via the Inter-
process Communication Facility. There are many different types of
wakeups which are of interest to the Answering Service and the
Answering Service contains a subroutine to process each type of
wakeup. All wakeups to the Answering Service Process cause a

particular subroutine of the Answering Service Process to be called,
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namely that subroutine which was specified at the time that the
~ particular event channel was created. Hence, there exists no event
dispatching me chanis.m within the Answering Service Prdce ss.
Instead, the dispatching is done within the Interprocess Communication
: Facility by reference to informattion which is supplied at event |
channel creation time. Thus, whenever the Answering Service wakes
up , the appropriate procedure within the Answering Servi_ce‘. is

activated automatically by the Interprocess Communication Facility.

‘Proce ssing of User Dialups

When a user wishes to gain acces-s to Multics, he dial.s‘_ up on a data
set (such as the Bell System DATAFHONE: data set 103A) or turns on

- some device attached toa dedmated line with or- without data sets.
The resultmg interrupt causes the Answering Service Process to
wake up and causes the "new-user-dialup" procedure of the Answering
Service Process to become active. The "new4u8ef-dia1up" procedure
calls Process Control to create a user -process -gr‘bup for this new .
user. It then: c;alls' the I’ntéfprbc'e_s“s Communication Facility to ére.atte
an event channel to signal the reti.xrn of this user~process-group tothe
Answering Servxce Process. The "new-user-dialup" procedure then
calls the Re server to deallocate the line from the Answermg Service
Process so that the new user-process-group may allocate the line
to itself. ‘The deallocate call to the Reserver specifies that the only
process whtch may allocate the hne is the new user‘s user-process-

group. ThlS is to insure that there is no perxod of time during wh:.ch
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the line is not allocated to any process, and hence that another
process cannot come along and grab thts line away from its intended

user-process-group. Once the line has been deallocated from the

Answering Semce Process, the "new-user- dtalup procedure sets

the status switches for this line in the Answermg Service Data Base

to indicate that this line is in the "acttve status (note: for definition
of status types see MSPM section BQ. 2. 00). 'l’he "new-user -dialup"
procedure then calls the User-Identiﬁcatton-Subsystem in the new
user process group which proceeds to log in the new user.’ Finally,
new-user~dtalup returns to the Interprocess Commumcatton

| Facility to indicate that it has ﬁmshed processmg the wakeup.

1

.Processu}grj User-Process-Group Returns

When a user has finished using the system he types the "logout"
‘command to his Working Prbcess which eventually results in a wakeup
to the Answering Service Process. The ' user-process-group return
procedure is activated and proceeds to call the Reserver to. allocate
‘the line to the Answermg Servtce Process. It then calls Process - |
Control to destroy the user-process group and calls the Interprocess
Commumc ation Faciltty to destroy the event channel which was used

to signal the return of this' user-process-group to the Answertng

Service Process. It sets the status smtches for this line in the

Answering Service Data Base to 1ndicate that the line is in the
on-hook" state, i.e., the line is ready to accept dialups from new

users once agatn. If this user-proce ss-group belongs to the System
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Operator the system is being shut down so control is returned by the
"user-process-group return' procedure to the System Controi
Process. If it is not system shutdown time, control is returned to
the Interprocess Communication Facility to indicate that the
"uéer-prqc,ess-group return' procedure I.S finished processing the

wakeup.
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DRAFT
4/22/67

Identification

Communications Line Management Module

H. M. Deitel

Purpose

The Communications Line Management Module is a subroutine within

the Answering Service Process. Its functions include initializ ation

of all the communications lines at Answering Service initialization

time, servicing configuration and reconfiguration requests of the
System Operator to set the number of terminals which accept user

dialups, servicing System Operator requests to examine the status of

particular communications lines, and automatically informing the |

System Operator whenever a communicatwns line has been classed as

"disabled" by any of the subroutines in the Answering Service Process.

Initialization of the Communications Lines

Affcer the 'Answéring Service Procedure creates a usér-proces s-group
for the System Operator and calls the User Identification Subsystem

in this user-process-group to log in the System Operator, it calls

the Communications Line Management Module to initialize the
communications lines. The Communications Line Management Module
reads thé Registry File Names and line types of each line from the
Communications Line Table and places this information in the

Answering Service Data Base, creating a separate entry for each of

77
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the communications lines. It then calls the Reserver to allocate _

each of the ‘communications lines tn the Answering Service Process.

- The Communications Line Management Module then calls the Inter-
Process Communication Facility to create separate event channels to
signal dialup interrupts on each of the allocated lines. The Com-
munications Line Ménagement Module then makes a series of calls
to the "set-up-device" entry in ring 0. It specifies the Registry File
Namé and event channel name of a communications lire and the
;'set-up -devfce" enfry returns the device index of t‘ne line. The
-Communications Line Management Module places the device indices
into the appronriate entries in the Answering Service Data Base. The
device index of a cominﬁnicaﬁo_ns line is used by the Communications
Line Interface Modules in their calls to the GIM specifying that a

-certain lline shouid be placed into a particulai' state. The device
index serves as the identification of the I/O device to the I/O system.
The Communications Line'Manage‘ment Module sets the status
switches in the Answering Service Data Base to indicate that each of
the communications lines is currently_in the "off-hook' state, i.e.,
users may not successfully di‘alup‘on any of the lines. To insure
that each line appears to the users as if it is indeed "off-hook'", the
Comimunications Line Management Module calls the appropnate
Communications Line Interface Module for each line specifying that -
the line should be placed into ‘the "off-hook" state. The Communications
Line Interface Modules will make appropriate calls to the GIM to
insure that the GIOC actually puts the lines into the proper state
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(riote' the operation of the v‘arious Communications Line Interface
Modules is explamed in detail in later sections of BQ. 2.). The
Commumcations Line Interface Modules each return status information
indicating if the attempts to put the lines into the "off-hook" state are
vsuccessful. The status inforrnatton for each line is placed in the
Answering Service Data Base by the Communications Line Management
B Module and then the Communications Line Management Module returns
to the Answering Service Inittalizatton procedure mdicating that its ]Ob

. of initializing the,_commmications lines is comp_lete.

Processing;()perator Requests to Set the Configuration of Lines

: Durmg the operation of the system it is desuable for the Operator to
be able to specify the configuration of communications lines over whxch
the Answering Service should accept user dialups. , For example. at
system shutdown time the Operator specifxes that all of the com-
rnunications lines should be placed into the "off- hook" state 80 that no.
' user may dial up. and at system initiahzation time the Operator '

| specifies the initial configuration (perhaps "all") of the lmes whxch
should accept dialups. During the operation of the syste m, the

o Operator may want to ready specific hnes and busy others 80 that only

users of a certain type of line may have access to the system. Each
of these conﬁguration requests is typed by the Operator to his Working '
Process. This results in an tnterprocess call which wakes up the
Answering Service Process and activates a procedure within the

Communications Line Man_agement Module. The .configuration _
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information is deposited in a segment accessible to the Answering

- Service and the Communications Line Management Module reads
this information from this segment. The Communications Line
Management Module then makes a series of calls to the appropriate
Communications Line interface Modules to put the specified lines
into the specified states. The Communications Lihe Interface
Modules refurh status inforrnétion indicating the states the com-
municatibns lines é.re pat into and the Communications Line Maxiag’e‘-
ment Module deposits this information in the interprocess segment
used to communicate with the System Operator's Working Process.
Fin_a’.lly,‘ the ""Set Configuration" procedure“ returns to the Inter-
érocess Communication Facility to indicate that it haé 'finish_gd
proceséing its wakéup. See a later section of this do.c}ur‘nenvt for a
detailed .-de‘scriptio'n of th'é Operator commands used to inférface with
fhe Vai‘iéus p‘rocédures of the Communicaﬁons Line Managément

Module .

~ Processing of Disabled Line Information

When the Avnswering Service discovers that a line is not reépondifig
properly to its requeéts to place the line into a certain state, it
classifies the line as "disabled" (see MSPM BQ.2.00) and immediately
informs the System Operator of the Registry File Name of the

disabled line. The Operator sees that any difficulties with the line

are repaired and then informs the Answering Service that the liné

is once again operative. When the Operator discovers some
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malfunction '(independently of Answering Service prompting) he
informs the Answering Service that the line is to be "disabled" until
further notice. The Communications Line Management Module
contains the procedures which handle disabled line problems. The
module which.responds to the Operator's request to di_seble_ a line
sets the switches for this line in the Answering Service Data Base to
indicate that the line is '"disebled" and then calls the appropriate
Commumcattons Lme Interface Module for that type of line to make
~any approprxate calls to the- GIM to d1sab1e the line fr om system
_ USage. This module then returns status mi‘ormatlon to the System
Operator and returns control to the Interprocess Communication _
Fac1hty to indicate that it has finished processmg its wakeup. The
module whlch informs the Operator that the Answering Servxce has
, dlsabled a line is called by any subroutme of the Answermg Ser\nce
‘whtch sets the status switches for a line to mdtcate that the hne should
 be dlsabled. The Registry File Name of the line is deposz.ted in the
‘Interprocess Commumcatlon segment and a wakeup is sent to the .
System Operator. This module then returns control to the subroutme

of the Answermg Service whlch called it.

Processing of Operator Requests for Status of the Communications Lines

At any time during the operation of the system the System Operator may
request a description of the status of the communications lines by
typing the appropriate command to his working process.: :_The details

of these Operator commands are explained in a later section of this
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document. The parameters of the command are deposited in the
‘interprocess communication segment shared by the Answering
Service and the System Operator's Working Process and then a wakeup
is sent to the Answering Service. This causes the "Inventory Request"
procedure of the Cbmmunications Line Management ‘Modu'le to become
active. The "Inventory Request" procedure reads in the status
request and depending upon the particular reques‘t returns gither the
status of a line or a list coritaining the status of each of sefreral lines.
The "Inventory Request' procedure gets its information from the
" Answering Service Data Base and for each line it returns the
following: |

1 - Regisfry File Name of the line

2 -  Line type |

"3 - Line status
- "active"
"off-hook"

-  "on-hook"
- "disabled"

Qa0 op

Operator Commands to Set the Line Configuration and Request Line
Status ' ‘ , v ’

To inform the Answering Service to set a particular line conﬁgurati_én
or to have the Answering Service return line st.‘atus information, the
System Operator types commands to his Working Process. These
commands deposit parameter lists in a segment sha"redfby the
Answering Service and the System Operator's Working Process, and

then send a wakeup to the Answering Service specifying which
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proc’ed.ure of the Answering Service is to be activated. The activated
- procedure reads thie parameter lists and perforbms the appropriate
aétivity. It then returns status information to the System Operator
by depositing the information in the comm_eﬁ segment. ‘The following

commands are available to the System Oberator:

set_line_config - this command is used by the System Operator to set
the configuration of communications lines.. i.e., to
specify over which linies users are allowed to dial up

and log in to the system.
There are three methods of specifying the line bonﬁgufatiOn:

“a- the Registry File Name of each line is specified .alo:ng with the
operation which is to be performed to ti_:lat particﬁlai"*line {i.e.,
‘put the line into the "on-hook" or "off-hook' or "disabled" state).
This form is used mainly during the operatxon of the system when .
the Operator wants to change ‘the. status of a. few lmes. In partl.cular, '
he might specify that e line be placed mto ;the'dtsable.d status .
(for test and dia.griostic ebsefvation) so'that the Aﬁstveriﬁg Service |
will not allow or wait bforvincom‘i.ng‘ interrupts until the line has
been serviced, _

b- the line type is specified along w1th the number of lines of that type
which are to be in each state. Thts form is used in the Sp601f1cat10n
of the states of a large number of termmals such as at Answering
Servlce initialization time when the ent:.r,e conﬁgurahon must be

- specified.
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c- the Operator may specify that all or none of the communications

lines should be in a particular state.

get_line_inventory - this command is used by the System Operator
to examine the status of a line or group of lines.
The information returned to the Operator is the

Registry File Name, line type, and status of the

line.
Here, too, there are three forms of the command:

~ a- the Operator may specify the Registry File Names of one or a
number of lines. |

b- the Operator may specify that he wants status for all lines of a »
particular type (or several typés). | , |

c- the Operator may specify that -the status information for all of

the communications_ lines should be presented.
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