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ABSTRACY

Meay concepts regarding the organizatlon of an information processing
vtility ave pertinent to the design of on-iine information systems in gemeral.
Two evecas of particular isporisnce form the subject of the present article.
One concerns fovmelizing the sivvcture of programs so tnat intervelations
between processes operating in & system may bo better undewstood, The other

soneexrs the organizatlon of system hardware so that computation Tegources

may be effectively shared amonz many concurrent iasks.




1. INTROBUCTION

ev system syganiosiion

P

Tn this paver we osutline some concepis of compt
that have arisen from the eviiuticn of an inforwation procassing uviility a2
envisioned by Projest MAC st M.L.T. We hope to show how these concipis sve of

gigniflcance to the design of on-line resl-time information oyoteme in genewal.

e
m

Project MAD was established ia May 1963 to bring together = varleiny
of fairly advanced work in the cn-line use of computaticn--work vanzing from
development of problem orienced languages for cn-line applications to the gystenm
design of experimental multi-access cowputer systems. The ovevall objective of
Project MAC is the evolution of the concept of an information precessing utility,
including the development of hardware organizations, philosophies of executive
control aznd programming languages. The lmpedinte object of research is an
evolving mulii-arcess computer svatem developed at the M.I.T. Compuiation Center.L

Apn information processing willity congists of processing uniis and

directly addressable main memory in which procedure information is intarpreted

as gequences of opevations on daty, a system of fLerminal devices through which

users may communicate with procedures operating for them, and mpagss menovy where
information is held wvhen not required for immedlate reference. Omne fundamental
attraction of the MAC concept ls the increased prcducﬁivity cf "computer catalyzed
regaarch™t that veculte from close pan-mechine intevaction. aAncthev sitraction

18 the wveslth of date and precedures that can be made sccessible to s lorge user
conmunity through the file memory of an information processing utilicy.

Ag our concepts have cryatallized, certaln sysicm atvtributes have
impressed us with their preeminent importance for the success of a large scale
systenn. These attributes also ceem pevtinent to on-line computer systems in
general. |

The gbility to evelve ip cre of these gysiem qualitic He leorge system

ie g static entify--it must be capakle of eupansion of cepacity end elteration
of fumction to meet new and unforsecn vequiremsnis. The ability of ¢ system
to adept to new hardwere, improved procedures aund new functions wirkout inter-

fering with normal gystem operation is mandatory.

“ifith opoiogies to E.8, David.
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L. COMCEPTS OF PRUGRAM STRUCTURE

Reforencipg faformation onc Allocation of Ma

A pumber of difficult prograne vrcblems facing the zystam designer

relace To the naming and vef

Listic

=
£
o
o

(1) Yariable size caica objecks ~ in os~ifine computoti

bounds on the size of date strvetures ave ciificult, «f not impossibly to
specify ot the inidiation of a process. fn a conveniicnal smemory systm the

set of addresses scrves two furetionz--if parvmits the zelection of gpzrific

&
wowds fi: the physical main memoxy, and it ig the name space from whileh the
of all information weferenced by a process must be chosem. The

wssigument of variable size dalba structures Lo 8 conventional memory i3 a
Jowmidable problem because the space of physical locations for informa:ion
znd the space for rames of ivformation coincide. {f too many contiguous
menory locations ave assigned, the uvnused physical locations are unavailable
for othor uses becouse cf a possible future conflict in the use of addresses

Lf too few locations are asvigned to a data struciure. diffi-

:n vdditional locations are needed, HWot only must physical

sc reasaigned, but the addrvessss used to refer to thewm must be reassigned

{2) Common procedurcs - fn a wultiprogrammed computer system the use

oi conmen procedures has offered an attraction in improving system 2£ficicizney

viiere it i likely that several

stem functions will inveoke the same pro-
cedure. The principle of expressing algerithms in "pure procedurs” form so
that concurrent execution by several processes is possible is already widely

appreciated, Mowever, the problem of assigning locations in name spac: for

procedures that may be referenced by several system funstions and may ;erhans

-

shave refevenscez to other procedures, is not 1 and lezvs to

severe couplications whea iwmplementation is

contexl of con-

menory addressing.

{53 Common data ~ Tue nced for Lwo or wore processes to reference

4 comacn data structure is a {requent osccurvence in on-line systems. This

~

problem is ilar to the prodlem of common procedures with the added complie

satilon that one oy wmore processes may aeed to change the contents of the data
structur?, A mechaniem for locking out woferences by some proceases during

sodlfication of a data styructurn by a pariicular process s needad.



orzation

syetens provision

Tor dyns she
aente. The use of relecation vegisters coupled
storage, L oaly o partial solutlon since moviang information betwesn nhysical
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Scpment Styucture of Prograssg
The most siznificant conce in gur thinking about prograa
structuge is to view a proegram as counceraing information that iLs grouped iutc
a collection of cbjecis called gepmente after Hoiﬁi. A segment is an ordeced

get of words, it is refevenced by 2 segment name that distinguishes the
scgment from all cthews and sn integer address that selects & particular member
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L1y in the course of a computation

apy tizme a sepment contains a definite

ie segmeal. rowever, the length may vary

process

‘erenced in the course of a particular comutation

process hos on associlated glass which determines what forms of reference to
iz awve valild for that precesa. For the present discussion, threc clacses %dll
e ldentified:

iyt EN (R

fay  Puoceduro

{2y Datn

{e ouk
w2 pawe dhay proceduts

3 w@nt contalins machipe fostructions
chat describe a computation pro
Tiee cepment contains data that ave ieferenced

1fied by a compi

contains data char

DNEE pYooesure foym.

T e i 2 b s et il Rt



A segment being cctively vefercnced as 2 procedure by a processing
unit of the computer system is said to be in execution. We will use the term

Ke
process to deaote the act of ewecutlrg o single sequence of instructlons taken
from a succession of precedure segmoenis. in a muitipreocassor compulcy systen,
a numbcr of processes may be in executiocn simultamcaﬁsly.

At any instant o process is reforvencing exantly cone segmeni ag
procadure and one OT mOre sogrents as deta. ‘Tae pure procedure convint ior

for procedure sepaents permits several precesses to vefersnce the

i preeedure
segmeni: concurvently without interference,

fmplementation of Segmentation

The implementation of segmentation veguires that cach mas

refecence generated by & process ilmply the name of o segment and an
wizhin the segment. A4 scheme for accomplishing thie is {llustraked
This purticular scheme is chosen bo sliustrate and clarify the conecepis that
have baen introduced. In practice, hcwaver, various compronises necessary in a
particalar system design could icad to a quine different implementation.

Scvera’. special registers called attachment vegisters are included in cacl

processing unit. The data attachmen: registers can he loaded with sepnent

pemes by special instructions available to @)l processes. The typlcal sirgle
address instruction code formut is ezpanded slightly asshown in Figuwe ib, teo
include a field that sclects a data attachment vegister. This attachnent
registor contains the segment name pertinent to the data reference ol the
{pstrusiion. Procednre referonces by a processing unit are made to the

segment vamed in the procedure atiachment register. The procedure atlachment

register is avtcmatically loaded Ffrom oxe of the data attachment registers
wher ¢ transfer of control or a subroutine entxy instruction is executed.
The memory references in terms of segment name and addreszs are
effected by dividing main memory into equat-sized blocks and using 2 page
jndex as shoun in Figure

P

of bleck sized pages o

2. Each segment is made up of an integral aumuat

may be arhitrarily distivibuted throughout main

&
s
[
o

e

memory. Therefore an eddress withir a segront 1s broken into the conca-

cenaizion of a page number and & linc addyoss within the page. Eadlh =nlTy
in the page index memory centains an effertive segment name, & page
aumber and a block number., Ghe block rumbev pives the tock in main memory

whers the indicated page of the named segacnt is to ke found., When the

processing unit wnakes e refervence Lo maln memory, it supnlics to the page

B

index the name o!f a segment frem ons of ifus attuchweni registers oyl

the eiffective address within the asepmont

serated by novmal indexing

viques, The effective wdd
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Ceneration of Memcry References
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The Page Index

Figure 2
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and the segment name and page number are used inm an associative lock-up in

the page index to find the block number to be used for accessing waln memory.

[y

if no match is obtained in the -page iudex, the reference was Lo an address
outside the current bounds of the segment and a fault coadition is signaled.

Nooments Regarding Sepmentation

A segmentation scheme offers an ﬂttf&cﬁive‘solutiwn to ths
protloms of naming and allocating information for refarence by procesies
performing diverse functions in an on~line syscen. Dynamic storage allecation
1g achieved through changing the associatioas of blocks of physicel main
semery with pages of segménts. Common reference to a data segment by several
processas is posgsible simoly through the wse of the same segment name
hoth processes. It is natural to lmplewent dota lockout on a segment bas
Cogmon cxecuiion of a procedur:2 segment by Two O more processes io possible
through the communication of data segment numes as parameters . This points
out the nocessity of not embedding segment names ln procedurss, hut considering
them c& a sysiem resource that is applied accoxding to need, & veriazble
sized cata structure is handled by making it a distinct segment and allocating
more or fewer blocks to it as the structure changes in size,

The *page turning” or lock -behind” concepts can be cmployed at
three levels in cconection wita segpmentation. First; page turning may be
employed within any segment so that only pertinent pages are keptt in main
memory. S€cond, the lovk-behind principielcame@ applied to the preblem cf
deieting entire segments frem cove memory so new informaticn may be broughi
in. Finally, & lcok-behind technique can be used to avold use of the page
index except when reference is made to a new block of a sagménﬁ.

{nput Joutput Functions

Pitiing input/cutpat operations inte the wodel of program
structure presented so far requires the development of a general trealmont
of communication between peripaeral units and processes in & 2ompuber systean.
freliminary counsiderasion has led to the following charactevization: f
computcr systam includes a number of paripheval units that  in geperal perform

°

a gredicr number of input/output functions, cach identifice by a distinet

1/0 #unction name, These input/output functions have the propaity that

sheir execution frequently requires a time that le very large tompared with

that wege




We suppoge that each input/output function is at any time associated
with o epeclfic procedure otep that cails for performance of the T/0 “unction
by ite fuacilon name. Vhen a process sucounterys an 170 procedure step, it
conses execution and enters 1/0 pause ctatus. The process resumes exzcution
once the function requested has been completed.

Using o multiple arm digk storage unil as an exasple, wme T/0 function

ek aczions

and itg correspondiag routiag ccould be asgociated with controlling

b

for coch arm. Another function wouid be the rransfer of data te or fvom &
speciiic segment in memory. Tinally, executd of a 'status funaiion” could

deliver status coaditions pertaiaing to the dish p9T1pHeL31 at & “whole,

Creation aut Termination of Procecges

Parallelism ie an inherent prrt of the description of many om-line
computaticn procedures. It is the esscnce of multiprogrewming, and i neces8sary

for contvelling possibly simultancous iaput/output functions. The program

fork %o the fundsmentel mechanism by which new processes are craaced. A
process that haz completed 1lts fumctlon terminates through a cuit procedurae
step. In conventional machlue crganizuitionsz, psrallel execution of input/
output functione is previded through en intervupt system Chat causes coms?
apecific processing unit te switch processes upon each functlon complete gignal.
Concepinally, however, 1t is not clear which of geveral on-going procusse
should be interrupted. On the contrary, the complziion of an fapui/output
function merely mgkes a new process avellable for esecutiom wish un associated
priority. Thege thoughta lead to the concert of a queuve of procezses awaliing
execuiicn by procesring uniisz. The marsgement of the queue weuld be acrordiag
te the following principles.
(1) Proceszeg are entered into the queue by propgram forks and the
completion of 1/6 functicns.
(2) A process is taken from the queue and placed in executicn when-
ever a processiang unil becones free.
{3) A procecsing unii becomes free when it encounters & quit or
L/0 function procedure sitep, or the process Las exceeded iis
allotted i

Zrotection of Processes

in presgent~day on~line sysiews, protaction awmong processes pevforming

diffevent tasks ig either aogont or confined te one level of abject wrocesces

that run under the egls of a wester contral program. In congeguence. tha
evolution of the sysuiem in ferms of new equipment or new functions (fgals) is

Cagy X

poinful:  All havdwars and software smuwaf bo debugged befove a

il



ystem csu be made cperatlonal. Peprogramning canuot be accowmpiished oo toe
spoeratioral facllitys thus duplicate equipment is roquired for developmoent
cffort. lurthexmore, new functions capnot be tested in a realistic eon-

o3 ronment. even whth duplicate equipnent. before eaing eatersd in the
operational system. Since the=e is no absolute guarantee that a progran

‘e pver wompletrely ¢rror free, there is aiways the possibiiity that a
progren valfunction wiil induce a catastrophlc system failuve whon adegusnte

oy egr o
DGty

n mechanisms are not provided. Tn & complexn evolving en~line sysien

guch posuibilities may well become probabilities ox cevyalniies. Pyroteciion

acchanizue, by timiting the scope of possible damage wesuliing fuon an
ayror, osn greatly lessen the chance of disastraus failure. IE the
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pogforaance of input /output functions requires special
the mascer control program of a system, then altering ihe set of pevipucrals
or changing in/out functions requires medifications oI the master contuol

nrograms, leading to the same roblom of coping with evolution that hacs
4 A H fe= ]

tn the context of en information processing utilicy as viewed

by Project MAC. protection 15 a necessity for several additional veasons.

(]

A pumber of users ave testing procedures gndar development that are not
free from errors. Program melfunctions induczed by such errers musl acl
soterfers with correct executioa 2f tusks proceeding concurrenitly for
other usors. Also, the qualilies of privacy and security cof informatioen
Lalonglog to the various users and user groups i3S esseatial. A user must
caly bepernittedaceszifo prpcedures and dara owpned by him, and other

information as authorized by its owner.

Spherce of Protection

The segmented structure of precedure iufommalion and data

digrussed in the preceding -

provides a aatural nasis for a

caplh of protection.



Je thince of cach process as operabting with a g

the name of each segment that may be legal.y

-

class of reference permitted. The sphere of protection als

asmes of o f0 functions assigned to processes operating ia
a process to segments or §£/0 functionaz uzot within its sphere of protecticn

are illagal, as are references of incorrect class to valld segmonts. fmple-
mentation of the sphere of protection coacepl with reupect Lo sezments Jccupy-
irg wain memory can be accemplished through the use a gegment inden aos
shown la Figure 3. Each entry of the sepment index contsdps a sphore
name-~segment name pair 4and a class code that indicates the nature of vefeveunce

zo the segment that are legal within the associated svliexe of protecticn,

Rach processing uait is equipped with an additicnal special register
contailns the sphere of protection name for the process being oxecvted. Whenever
the prozess attempts to leoad an attachment waglster with a new sffective
segment name, the segment name end the sphere of pratection ave nresented @o
the segaeat incex. This palr is associatively matched agalnat the eccraspond-
icid

(23]

13 in the segment index., If & mateh is found. the naw sesmeni name is

ot

ing
legal; the class code i3 placed im a class irndicator associated with iho
attachmoni register, and execution of the process is conliaucd.  If

watch 1s found, reference to the segment is wnof valid ‘o the current aphere of
aorotection. This is a fault conditlon that tewmminates the process. From

the forepoing, it is evident that the attachment regisiers will culy contain
segment names to which walid reforences may be mede within the esteblished
sphere of protection, with anp indication of the class of z toron"" parmitted.

e
“After W, Van Hown
S ——

Since a segment way be in geveral zphereg of proteciicon at once,
have o basice framework for allowing indepandent taske to shave aceeszs to
procedures and data as appropviate. Note thaet within this schems xsny lovels
of compan access are possible: Two tasis way share certain prosedures and
data segnents for which accese is denied to other processes. Bach of these

sasks xay reference private information md publiec routines as w2ll.
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The Segmert Index

Pigure 3
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ielations Jeiween Sp sheres of Protection

2y
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Tt is ugeful to think of a sphere of puotecti

Ey

establiphed through the actioa of a process operating in o digtise? orhere

£ protection A, In this cownection, we shall zefor to A as the gy
of T, and B ag an inferior of A. We suppose thave Lo gxactly ome
protection that has po superior and we call this the paster sob

rpe of nroteciion

discussing the reascns for establishing this hievavchy of szt

we must mention the powers possessed by & process in connection with ihe hioer-

archy- A process operating iun a sphere of protaction 3 that ¢ inlerior to

gpheye A may
{a) create and velesse seguents.

-

{b) ecreate an infevioyr sphere of proteciion €.

{c) oenter a segment velid in spheve B an walid in G
{d) initiate a processs in {.

{e) zalt all processes io G and its subbiecavchy oi infevior
. spheres.

{f) destroy sphere G and its subbievarchy.

Yhe vaiatlon between spheves of proiecstion in the Dicvarehy would
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encountexed by a process that is meaningless in its sphere of

A

reoateciion yilelds
an exceptional condition. Examples are ¢ reference to aa invalill szzmeat, en
invalid class of reference to o valid gegment, wefsience Lo & pon-enlstent
address within 2 segmeut, or an undefined operation code. We postulate that

an ¢xceptional condition aricing from a process in sphere B tevninates that

procesze and initiates a specific process in the supczior spheve of protectlon,

sphe?e A.

villustrations '

Fropgram develcopment is ao esserntial funciion din an cuoly on~Iire

-~

gynts and an Lllustration of vthe walue of a hiesvarchy of ept
r

cras of srobtection,

A par-on creates proceduvrxes to pevform new Zashks by compunicaing wlith & preo-

grama’ oy loaguage system. Suppose [he procecses pevfeormed by tha programmlng
systan on behals of the programmer arve ecrvied out o a sphewe ol pritectisn B,
Theg? processes creste & nvmbeyr of segmeris wvhich ave velovenvsd ag lsta in

sphere B and constitute the codling of L g preocedure.

procadure, the programming system ruaning in gphere B creates cn lalrior

o R S %y - - £ nta. oy ppron b o g U g o pm oyea
of proteciion € In which the scgrenis of thoe vser's trogram appess o:



or doia, according to declaration uiade to the progromning system, aud then
caitiates a process in sphere . Exceptional conditions arising in sphere «
termiuate the process and reestablish a process in sphere B. FBacepiional
condicions should not cccur in the egecution of the language system procedures
in spheve B as they are presumably debugged programs. If ome does vecur, &
process is created in the spheve A that is superior to B.

The ressons for placing € duferior to B rather than dirvectly wnder A are
saveval. Fivst, it is natural that the programming system in B shovld have the
wower of creating, deleting, and allocating resource £o sphere €. Second, the

system Lu ¥ is avere of the intevpretaiion to be made for execepiional

cungliions arisi&g in the programming system itself requive action by z higher
vysten.  Cleariy, furtber levels may be nseded-~-for ewnample, 3 peveon may be
debuzzlog & vrogvamming language sysienm.

snotaer tllustration of the use ¢f hievawchy of spheres is & tesching
prograe fhat runs under & noniior snd intaracts with wany students whose files
wast Le h2ld confidential. A related example 1s a4 group of students working
on & larg: desige proiect with the aid of on-line information procescing. Each
srudent 13 casizned the deeige of & component, working with partly private
and portly common infouwrmation. The iastructor monitors perfoxmance and alters
apeci lica.ion through processes operating in a superior sphere. Ar analogeus
pitwa lon in mititary command and control is the treinilng of new personuel in

the vreracion of a specific systeam under the guidance of aa instructar.

“he astey @nhere

B0 that an oa-line system hes a high svailability to perform its function,
we roqaive that the elfect of a maliunction {due to either a programniag error

or & raucient hardware Fault) of a proucsess operating iw a spherve of protection

ve cordioned to Tugell and srocesses operating in inferior spheres. Thus it e
eecerrary that medifiication of data describing the curvent a2ligcation of main

wewor, L0 functions and procescing uniis be disallowed for any process
ercep’ one operecing in the master sphere of protection. Otherwise, some
process eperating in an inferior gpuere could, thrvough a malfuncilorn, leave the

allocerion data in an unauthorized or unmeaningful staete. The reselring intezfereace

with rrocessag operating In orher psheves interior to rhe master would be ia vio-



iation of our premises. Thus, procesées executed in the mester sphere must
perform all acts of allocating resources and scheduling procesges. O the other
nand, the more functions assigned to the master sphere, the greater the chanee
of cainstrophic faillure, since waster proccsses may be critical te syctom oper-
stion. Consequently, 1t is envigioned thai processes in the master sphere serve
oaly the Jollowing funciions:
(1) Maintain allocation tables for wain memory and 170 functionyg
and prevent conflicts in their assignment.
(2) ¥Maintain queuce of processes avallable for cxeculica and walting
for input/output events.
{3) Take sppropriate action upon exceptional couditiocns arising

1mmediately inferior apherec.

(4) Escablish and delete spheres of protection iaferior to liself
in response to commands given by staff perscanel through a

suitabla private terminal,

Inferion to the master sphere, several executiwve systems could exist,
each wichin its ow: spheve of protection., Each systern: would authotize allecation
of syatom vesources te spheras inferior to itself, and execute allocation and
scheduling acts by communicating with the master sphere. With this arrangement,
one or more of the exscutive systems could be in operstion while acother was
being debugged cr wmodified.

Savrying these thoughts a step further, i is attractive to
srrange the supervigory functicas of an on«line systen into modules of procedure
gperating in sepavaie soherves of protection, On-lime debugging of supervisory
moduies would then be possible in pavaliel with normal system operatica, and
the pariitions between modules weuld be a safeguard arnd tool of diagnosis in the

avent of a malfunciion.

Coymnication Between Soagres of Protection

s e

There ave several siruatloms in on~line systews whore a func:.ion must
b2 sceonged by pany procegses operating in diffevent spheres of protec:ion. One
such dnotance ariges vhen one peripheral ueit is a commen system vesource for
wany harka--a disk £ile, for instance. In the private use of ccmmon procedure
segmenic 1€ dia sufficiznt pretection Lo limit processes ¢o procedure (mstruction
fetelb) references to the common sagment. Howaver. this is not the case vhere
the procuedure segment operates on a commen dota segmenn since manipulacion of the

data segumeni would hovz to be valld in the sphexve ¢f proteciion




v disk £ile control program

commen tables deseribing the allocatic

is such a procedure since

it must operate oa
n of storaze suace on the disk

units and the nature of ite contents. Thus, 1t L gl active W0 EXTOIEE
the programming so that the disk control processcs oprrale in taciy own
sphere sf protection. We cail such & program a protected service igufine.
To fmploment o subreutine call to a protectad seviiee voutive, 1L is
accessary to establish a mechanism wheraby a proce & operating Lo one
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the mochanism of wwltiprogramming. The vesovrces availablie {for allocation
gmong oystem tacks iluclude addresseble main mewmory. provcssing capability,
secondary memory, aad perviphevai univs, and ave fixed in their toba: amouLt

for = particular configuration of equipmant eb e parcicular ¢ine.

The demsnd of any function for resources can vary widely according
to the demand for the gavvices of ehis fuaction, and sccording o the com~
plexivy of processing required Lo provide the servize. Two general problems

arise. How should zn onsline system be structuzred to facilitate vhe
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efficient sharing 0f regources smong its severzl functi

the regources available and the resources vequized to pevfomn tie services,
and yei vetaing the £lexibility to expend withour the need for & radical
change or reovgeairzatien of hewduvare?

fn the contexi of a typlcal batch processing computer insiallation
where a siggle taegk al a time has access fo system w2sourves, & truve balance
of rescurees is difficult to attain. The configuraticon of the [nstallation
is tvagd to the requirements of cewtain large jobs that consilitute ¢ major
postion of the ioad. In consequence; other jabs ave made fo Iiu within this
configiraiion, possibly resulting in compromiscd performance. ard very likely
wasting & large fraction of the systes’s resourcen that are =f o value for
these Zasks,

In the contert of a2 system ip which a numbex of functions are
served concurrently, vescurces not being cnploved in the axcounion of one
tack avz availeble for allocation to orher taske. The gystem requirements
for cach variety of computation rescurce (nuin memory, Protessilg, iiles
and parvipherals) are related to the zum of the different Jumctzins ina {e
theyofore Dotter defined under eversge ozevating circumstances ly the

gtatistics of sums.

Within a framework vhers dynmeic allocstion is meaning ful. the
view of the user or the designer of procedures with respect Lo compriation
resovrees becomes quite diffarent;, He loager ls it necessary £ou him to
be concerned aboul applving the full vesources of 2 system to his jobe
resovrees nok meeded by him may be allocated to othsy tasks. O the otherx
hand. go that the systam as a whols oparabes smoothly, it ig escential thav

processes ralurn regsourses as they becom: unneeded 3o they may te voalloceted



to other tasks. This is en importent distinction, for im batch prazessing
eaclh iask has a well~defired cnd poind at which all resouvces ever alloceved
to ii are released. In a myitifunciion cu-iine system, ogl fasks nave no
weli-defined eud point.

fa an informatica oyocessing viility, the ellocatlon 2f vazources
is especially dvaamic. Users call foir rerformance of vasks tha: invike a
wide vange of resources and make thair request at vnpredictable polats in
gime. A scheduling and allocation poicy must be cdonted that applies
resources to the tosks in 2 wray that s consistent. equitable, and svovidas

cuick vesponse “or simple rgyuasta. “his is aecoxpliched throuzh o2

mea of sach process Lo a oriovity level depepdent op ¥ho amoun: of systenm
resources required for Lts operatlon, ard alleiting guanta of processing
pime to rasks “n each level in tuvn ao long as higher Lovels are cudly =--
ghe principle of time sharing. fn the implementafion of such a aolicy, it
i inherenily neocessavy €0 &Ssign resouices Lo 4 process not just oate, but
many times for the successive quantz grented to the process. Taig iz in
conivast with a telephone exchange where a vesource. once wvensasad from a
particular process will not be assigned fo the same process agaim. it should
be pointed out that a process may not use all of & cuantun assizned to it &8
it may be suspended by executiion of an 1/C fupciion. In this circumstance,
the process losss tha vemainder of its time quantun which becomes avaliable
for other tasks.

Modular System Stzucture

The »vobien of matching sysien reguivezents fov coupuiation resources
with specific ejuipment suggests a wmodular apgproach to systew configuration.
Each variety of couputaticn resource is supplied in the form of a couponent
{processing unis, menoxy module, file unit, comwmicavions unit}, A system
ig fommed from these building blocts »y ivcliuding us aany of cech Component
as roguired to meet the total demand of the sysvem applivatisn fov that
varioiy of computation resource, If the system in plamned with prevoer
attenidon to generality, the modular apprveach makes possible a continusus

halance between available snd requirel ressurces wir an evolving sysiem



To avtain the necessary zenevaliny, the sysiem 1 designer muast

{mens: that all cystem modules representing the same rasource arz ediivalent

appiicablo po aay rack pewiormed by the system. Man, designs
qav: mbibited a tendepcy toward unnacesgaly specialization of tae Livks

perfsased by certain modules of.a partloular xcsource, LGI enanple, the
prazesiien in & systen design that a special processing unili vill perform

the fopction of organizing all /0 activity. such cpeatalization

essen:ially a built-in allocation of rasourcss and Limits the flexibility,
and w:liability of the system. Whenever a resodrcee i commitged Co a

gpeciiie functivs, one is sither wasting tho reszcurcc becguce it is not

being fully stilized, ov one {8 in danger of aot being able to mect peak

@

deman for the funcilon, Hystem ava i1labiiity alse suffers whove
o

a2y gubsiitutes are present

speeinlization of funciion exiuts siuze
for a specizlized compenent that has Iailed.

The ~uality of orgapfzatieonsl generaliny requires a symﬁetricai
corfimration of system components. Fow ex suple, aquivalent *fn“nn:catxon
patfs should exist between each processing wnit  and each main memmry module.
Furthermore, any processor should be ablc to directly reguest any 1,0
function. In this respect, 2 computer syshan should be modeled aftox
modern telcphone exchanges ubere pools of inherently aquiv&lenﬁ trunlis,

ication to the

receiving vweglsters, markevs, ete., oxe available fow
sepciata requests for seyvice. tThe teleshune sxchange zualog fo alvo
an eristence preof of a system capeble of erderly expansion of capacity
wailc maintaining efficient operation with a balance of resources.

Multiprecessing

The view of syeton modulasivy exprossed above, places e
concept of multiprecessing in its proper framsverk. The koy techpicue
is m:ltiprogramming-~the asplication of 2 computer syztom €0 many osncur-
ceny processcs through a rapld scheduling wf resenicas. The myiviprocessor

iGen ig merely o mesps of achicving processing capecity in balance gith

othy rescurces in a large compuber svstom--the exictonce of wpore Thian

one uvocessor nakes it possible to cxmocute o queue of process at a faster

rat 2. the presence of multiple procassing units in a systen yvialds the
addivional benofit that a processing wnit may he seeiomad entirely <o a

cienlar eask if o resl-time requirement o demsnds.  Also, paraiial

crion of a procedure by Luo or meure processing unlis cen mase wor2

ive une of prececuse informaticn in main mEmoeTy.



Distributed Erezerive

“n a discussism of vesource allecaiion in 2 multiprocecsor computer
gystem, Lt must be realized that, in a sense, prograas themselver become an
slloeonable vescovee. The emecutive pyogram of a more conventioral tomputing
gystex (s written as & single entity perpatually cccupying a portion of main
meimory. Coding the executive g8 o pure procedure allows i to be exccuteod
simultaneousiy by several processcing units. The yarious tasks in progress
call on vavious portions of the executive program vhenever supervisovy funce
tions are required. As the number of tasks in progress incyeaser through syse
tem erpauncion. via muléiprocessing@ the number of calic for supervicosy funce
tions likewise increases, and the heavily used poriions of the exeguiive pro-
gram may become major system bottlenecks. On the other haund, certain other
erecutive functicns are only rvarely reguired, and keeping these procoedures
in meia wemory is a waste. The application of the segnentation rotions to
the mejority of the executive program as suggesiced in Sectlon T of this paper
can alleviate the latter prablem. The boteleneck brought about by the possi-
bility of seversl processers colliding in the execurion of a common enecutive
procecure coan be resalved by replicating the pzocedurs among several nemory
modules {o eliminate conflicts.

With several copies of & system procedure in main memory, fhere
18 @ raage of mechanism from simple to complex for distributing calls betuween
the copies. In the simplest avrangement, each pracessor would be ascigned
a specific copy to use. Alternatively a common procadure of a fovw dastructions
could vrocess the calls for a systems procedure end distribute them smong the
copies. Since the need fov a system funciion will vary dynamically just as
the demand for other resources, tho system design would have to inciude means
for sutoraticelly providing copies of procedure, and for deleting then laver,
accovdiag o fluctuating demand

fysten Availability

A most important chavacteristic of any on-line real-time system is
ite availability. By availability we mean the ability of the system to pexr~
form its overall function in the preserce of the possibility of component
Failuzes. Availebility does not imply relizbility in the sense of guuranteeing
the svcuvacy of individeal results, vhere this is acconplished by a compromise

teadirg to a significent fraction of shutdown time for the system a8 2 vhole.



The use of modular configuration of components and the
Gistrihuted executive principle just described insures thews ave

wultiple compenents of each system resource. The fail £

ure of any sirgle
componcnt need net produce falluwe of the systen as a vhole. Uince procesces
are irdependent of the particular proeesgsdy or wemeiy module Zney usd,

or the particular copy of & procedure they may call, the process of ve-
constyuction after a breakdowsn is greatly simplified. Lf therve cre

more than two components of each system rasource, we se€ that & highiy
reliakls system is possible with less veliable components, withoit the
necessity of complete dusplicarion of the zomputabieon vesoureas yo-

guired by the systems's mission.
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