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An :nitial draft of conventions was drawn and circulate .
by F. H, Westervelt (University of Michigan) on May lL, Eir I
was Theo subject of an intensive veview by interested parties
May 19, 1967 at ARPA headquarters. Following that movLAAg furi
work has been carried on by R. Mills, A. K. Bhushan, R. H. Stot
et =1 (llassachusetts Institute of Technology) and by F. H. Ve
D i111ls, K. E. Burkhalter. et al (University of Michigan’B z
niting in the current proposal.
Twe distinet sets of conventions for ARPA contractor machino-
to-machine data communication purposes are required. The # st se
of conveitions detail the characteristics of the physical o 1i. . .5
to be enployed. The second set establish the programming c S ne
and proiocols for using the physical equipment. Clearly, e et

of convertions must reflect the needs and constraints implic. b
the other. Further it is expected that both sets of conventions
will evc. ve continuously as further developments and equipmer-
becomes avallable. his document then reflects the current co
bilitie: for the purpose of establishing an initial interchanc
among Al A contractor machines.

oy

1. Phys.cal racilities

—mas B

The physical facilities required for ARPA Contractor Maclhiiic-
to-Machine Data Transmission shall have the following characicpr.stics:

1. The data transmission interconnection facility shall be
full-duplex with equal bandwidth for simultaneous data
cransmission in either dirsetion.

2. The method of transmiss 1on shall be binary serial
YNohYonous.

3.  The communications interconnection shall be established
by utilizing dialable facilities.

4. Cach installation shall be capable of automatic 'wﬁ--iuy
of incoming calls and capable of automatic dial 1
opiginate outgoing calis.

0

5. TFach simplex side of the full-duplex transmission .
shall have a minimum capacity of 2400 bits per second
Thus, the full-duplex channel shall have a minimum cap o Ly
of 4800 bits per second.

The above specifications are within the capability of :cver
major coimon carriers. These specifications are nominally thcs oL
voice~grade systems using Western Flectrice type 201 serial synch
nous modulator-demodulators. The selection of the common-cal
to supp.v these facilities will be made by ARPA headquarters
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order to obtain the necessary uniformity of equipment and service
at-the most favorable price.

M second facet of the physical facilities neoded by the
ARPA Contractor system is the necessary interfacing of the con-
tractor machines to the modems and facilities specified above.
Here one must also recognize the implicit need to conform to the
prosramming conventions specified by Section II of this document.
Such interfacing probably shall always remain in the jurisdiction
of the local facility because of the peculiar characteristics of
each individual contractor machine. However, it has been
sugoested by Wes Clark, and supported by many others, that ARPA
headquarters give support to the development of an Interface
Message Processor (IMP) designed +to operate with internal buffer
and programs between the common carrier facility and the vario:
contractor machines. Such a machine would tend to insulate each
installation from the problems certain *to be encountered during
the development of the ARPA contractor machine dialogues.

A prototype machine of this type has been constructed to
implement specific objectives of the CONCOMP project at fjhe
University of Michigan. This machine consists of a Digital
Equipment Corporation PDP-8 with 8k core and special hardware
interfaces to an IBM 2870 multiplex channel on the System/3260
Model 67 and to the common carrier modems. Provision for
automatic dialing has been made in this equipment. This device
is capable of handling all of the message conventions in this
document including error recovery, line status and message fermatting
as well as adapting these conventions to local systems practices
at The University of Michigan. If the IMP concept were adopted,
a similiar but newly designed and implemented facility would be
developed to interface with each contractor machine and observe
the ARPA conventions between contractor machine systems.

Alternatively, a contractor may e¢lect to interface his
machine directly with the common carprier modems and provide +the
software support for the ARPA conventions within the operating
system for the installation. Clearly, the responsibility for
system performance rests with the local installation. 7n one
case, the IMP may be programmed to look like a device with a well
known set of characteristics and a well understood behavior thus
minimizing the impaet on any local system features of chanpres in
ARPA conventions. In the other case, the local system must include
the ARPA conventions and be prepared to include periodic modlfications
of these conventions within the system as further experience may
direct.

II. Data Communications Conventions

The communications conventions described herein ape compat.ble
with “he American Standard Code for Information Interchange (ASCII}
~and follows the recommended standard siven in "Control Procedures
for Data Communications - An ASA Progress Report,” published in
the February 1966 issue of the Communicationqﬁgﬁmghe ACM,
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The message format is the ARPA Contractors Convention for
data communication between machines, using fill-duplex b‘-r"y
synchronous communication facilities. It permits convenient
multiple message transmission in a multipoint operation duiﬁh
may oce may not be centralized.

Communications Syntax

The ARPA convention for data communications is defined
syntaxically by the constructions in Table I together with 1
character codes defined in the USASCTI standard displaved in
Table II and Table III. The cyclic parity code computation
procedure is given in assembly code for a PDP-8 in Table IV.

che

An examination of Table II will emphasize the odd lateral
parity implied for all USASCII characters. All data is trans-
mitted in the ARPA convention in eight-bit frames from least to
most significant bit. The parity bit is the last bit sent in
any frame.

Cyclic parity check characters for longitudinal error control
are calculated from the modulo two poljnomnal X%#1E + X¥%)5 & ¥2e?
This method was selected to provide for protection against burst
errIrors exteﬁdlnp over several character times because of Jline fade
or other iransmission system malfunction. The cyclic parity check
furthzr allows for error control during transparent binary trans-
mission since error control does not depend upon lateral par

oS
a3
*C

Transmnission

The unit of activity on a simplex sgide of the full-duplex
interconnection is a "Transmission". Ag defined in Table I, a
Transmission 18 an unbroken stream of 8§-bit charactewﬂ beginning
with two (or more) -SYN (Synchronization, hexadecimal 16)
chavracters followed by the "Content" of the transmission and
terminated by an EOT (End of Transmission, hexadecimal 04) and
folloved by at least two NUL (Null, hexadecimal 80) characters
for line paddinr.- The important concept is the unbroken stream
of eight-bit frames from initial line synchronization thru the
end of fransmission. Because the interconnection is pPQSumed
to be full-duplex it is desirable to structure the ‘tontent’
syntax to provide multiple messages, control information and
multinsle priority levels.

Content

"

The "Content" of a transmission may consist of a "Header'
or a "Message" or a "Message" followed by a "Header". As nay
be observed, a "Header" consists of an SOH (Start of Headar,
hexadecimal 01) followed by a "Hnading" and an arbitrary number
of SYN characters as needed to maintain a continuous transmission
strean. More will be said about Headers and Headings later.
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Message

A"Message'consists of a Header followed by "Text', or a
Mescsage followed by a Message, or a Message followed bj an
ﬂPb]|PJPy number of SYN characters. Thus, the contenr of a
trannsmission may contain any number of rﬁgsages. It should be
noted that every component of a transmission content has a
Header profix. The Header may stand alone and if so no error
checking 1s required and no dcknOWLedpcmﬂnt or’ other response 1isg
expected from the receiving station.. The collection of ecyclic
parity begins with the character folloéwing the SOH. Error con-
trol is eXercised at the end of each "Text" (or "Text Block” as
will be described later).

0.

Each Messag requires acknowledgement in a Header vhuu[z
by the receiver via the return channel of the full-duplex int:
connection. A Header alone requires no acknowledgement. ”thi:—

0 0

wise one might be faced with an unending sequence of acknowledgements

of acknowledgements.,

It may be interesting to examﬂno two special transmissions.
The Non-Text transmission is a minimum of six characters plus any
Heading characters desired. No acknowledgement is required or
sent.

fa s lis Eln|n
g lyto Heading o}u
WINIH i

Non~Text Transmission

A second special case is8 the Null-Text Transmission. In
this case, error control is applled and conflrmatlon is expacted
from the receiver. The smallest Null-Text Transmission is ten
characters plus any desired Heading. Clearly the Null-Text Me
is useful whenever confirmation of Header control is desired
the reciever.

=7 i Yo 1 |
is o SIE JClCIE N IN
’y Y. 10 Heading | T | T {cjc o lu lu
N | N |H LA JX jdp2 LT L]
j¢—=Null - Text Messege—b|
j«-Null ~ Text Transmission ¥
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The ARPA convention allows the simplex side of the cormunications
interconnection to go quict between transmissions. Clearly the
overhead of synchronous transmission is reduced thru the use ol
multiple messages and long transmissions. The asynchronous nature
of full-duplex operation may require the interruption of a long
message by high priority traffic (such as controls, ete.). Also
"{he nature of interaction between the communications system and the
host computer may sometimes force the breaking of Text inteo blocks
whonever the communications system is unable to get service from
the channel on the host system. The ARPA communications syntax
provides for the necessary generality to treat these situations.

J

Figure 1 - Transmission Structure and Timing
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Headers and leadings

[

Information in the header of the message is used only to a
the communications programs to tranemit, receive, and seque
mesgages efficiently . The header informaticon is never
the user, and all information regarding the contents of
portion of the message (e.g., should the ASCII character
text be interpreted as ASCII or binary) is contained ' in the text
portion of the message.

All characters in the heading are divided into three cate-
gories-~control characters, key characters, and argument characters.
Control characters are all those characters with octal values fromnm
.00 to and including 37. Key characters are all those characters
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with octal values between and including 40 through 77, excludins
the numerals. Argument characters are all those cheracters with
octal values greater than 77 and the numerals (see Table II and

The uses for the ASCII control characters are defined in

It 2

the ASA standard and are not redefined here. The key characters,
defined below, may or may not have arguments following them. The

same argument may take on a differert meaning depending on which
key character preceded it.

Summary of Key Characters

f arg argurent is message identification

s

ek + arg acknowledgement message #arg (message 0.X.)

“ NA-L ~ arg negative acknowledgement message farg (message in error)
? arg repeat acknowledgement of message faryg (equivalent to END)
= n make standard buffer size n. See note on n belcw.
e send transmissions no longer than size n.
< n "=n" request rejected.
> n "=n" request accepted.
* n size n blocks of text only.
:arg sender's status
3 arg sender's interpretation of receiver's status.
s Interrupt (similar to TTY break)
’ Quit (similar to TTY quit) stops transmission of messages.

arg message routing information.

’he character n in the above list stands for any numeral.

-3

A mes
n rans

I W

a
i

v

age of size n contains no more than 2%%(6+n) characters, with
ng between 0 and 9. This means that the range of allowabie

message sizes falls between 64 and 32,768 characters. Since messages
can be of variable length, n serves primarily as an upper bound on

up receive buffers. Additional key characters may be generated
using the ESC (Escape) character. An ESC followed by an ASCII
graphic (octal 040 to 176) assumes the meaning of a new key
character (ESC graph).

the maximum size of the message. This bound is needed in cettin

x
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The unassigned key characters (or ESC graphic characters) may
be made use of to define supplementary header information as ar
when needed, but ASCII control characters should be assig
ing only in accordance with ASA recommendaticns.

Text

L

As shown in Table I, "Text" may consist of either "Chapacter

Text" or "Binary Text". As may also be seen it is possiblc <

Yy J
break text into "Blocks" at any time without prior notice or warn-
ing to the receiver. The need for this capability arises whenzver

the transmitter is unable to get service from its host computer.
Clearly the receiver must be informed that the text received “hus
far is only a portion of the full text and not yet complete.
Further the full-duplex nature of the ARPA communications con-
vention admits the possibility of tr=ific on a subchannel at

same time that acknowledgements and other control or high priority
data must go thru the subchannel. The syntax of "Text" allows
Message to be imbedded in any text in a Last-In-First-Out fashion
with no inherent depth constraints on nesting. Note that e
controcl is complete within any block of text. Thercfore an
erroneous message may be stopped before the entire text has been
sent in some useful cases and retransmission or other corrective
procedures initiated. If the message accounting space exceeds
available space for this nested Dehavxor the un11n1%hod mess
may by negatively acknowledged and error indications sent to ih
host computer.

Character Text

" Character'T ext begins with an STX (Start of Text, hexadecimal
02) character and ends with either an ETB (End of Text Block,
hexadecimal 97) in case the current text is not yet complete or
as ETX (End of Text, hexadecimal 83) for a completed message.
Error control codes follow either ending character. If a text is
interrupted because of an inability of the host computer to
maintain the text stream then the accumulation of cyclic parity
commences with the character following the resuming STX (or DLE /
STX if the text is binary). Note that text error cont trol is
never left unresolved. As soon as any text or block is terminated,
error conirol is transmitted and may be used by the receiver to
finish its message accounting tasks for the section.

The information which may be transmitted in Character Text
is defined in the syntax of Table I. In other ‘terms, it may be
observed that all USASCII characters are allowed except for the
ten control characters of sets 8 and ¥ reserved by the ASCII
standard. It should be observed that binary data may be sent
within character text by using the following conver tion:
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1. The Binary ASCII string is begun by the occurence ol the
6S (Group Separator, hexadecimal ¢D) character.

2. The binary ASCII string is composed of the low ordev gix
bits of the suceceeding characters.. The characters are
chosen from the set T and admits 2° = OU unique combinaticns
with all 7th level bits forced to one (thus avoiding any
conflict with control characters)

3. The binary ASCII string is terminated by the FS (Field
Separator, hexadecimal 1C) character.

All text is passed untouched by the communication system as
noted by the section on [eaders and Headings. The Dbinary ASCII
string interpretation is therefore an ARPA convention not an

ASCII standard.

Binary Text

Nearly transparent eight-level binary text is allowed in
the ASCII standard thru the use of the DLE (Data Link Lscape,
hexadaecimal 10) character. As shown in Table I, the DLL is used
to przcede the control characters STX, ETB and ETX modifying their
action for binary transmission. As may be observed, all eight
level codes may be transmitted within binary text except Lexadecimal
10 (DLE). The code DLE is transmitted within binary text as a <oOnt
pair of DLE codes.

Within binavy text the receiver looks for DLE characterc

passing all other bits ‘thru untouched. When a DLE appears the
receiver examines the next character for ETX, LTB or DLE. All

other characters are erroneous. The second DLE, if It occuxrs,
is deleted from the text stream thus passing the desired
‘hex decimal 10 code thiu the system.

The ETX and ETB end the text (or text blcck) and initiate
error control. The cyelic paritv check will rrovide the necerssary
error control) without lateral paritv on each character. eral

parity "evrrors" obviously occur on one-half of all eight level
codes. Cyclic parity checking does not require lateral parity
for system integrity.

Further Needs in ARPA Conwention Discussions

s e o

——i P

(1) A need for multiple message transmission is envisaged to
reduce the number of interrupts on the computer by short messapes,
A large nunber of messages may be transmitted and reccived in a
single transmission, and then the receive computer can take ¢
priate action and send back acknowledgements. An EOT is used
for this purpose.

N0~
1
1

i
iguous
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By suitable protocol procedures, the transmitter will have
an idea of the receiver-bufier size available (or crecate a stan-

dard buffer size in receiver). An EOT will be sent as soon as
this capacity is reached. Transmission may then bn Pﬁxuuﬁd \0}
proper acknowledgements are received and buffer space is availl
again.

mnen
.)'
i

.(3

D.EE

If a standard buffer size was not created and the rececive-
buffer capacity is reached without the veceipt of an EOT, the
receiver may take the appropriate action by itself, and send a
quit signal to the transmitter. Xt may also indicate to the
transmitter to send transmissions no longer than size n.

The exact procedures for creating buffers, when to caus
interrupts, etc., need further discussion and elaboration.

(2) The format and syntax for status information to be transmitted
and used, and what is to be contained in it, has not been decided.
Further investigation and discussion is required.

(3) The manner in which routing information is to be contained
in the header and used needs to be discussed.

(8) Protocol arrangements have not been indicated and are left
open toﬂ discussion. It seems that it will be desirable to us
a conversational mode {(i.e., having information in thaur) for all

protocol purposes (acknowledgement, link establishment and relin--
qu*ohment, and priority, etc.). Further discussion is needed on
exact implementation, and requirements.

C L e
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TABLE I
ARPA COMMUNICATIONS CONVENTION SYNTAX

(SEE TABLE II FOR CHARACTER DLFINITIONS)

SS ENN
<TRANSMISSION> ::= YY <CONTENT> OUU |
NN TEl
S
Y<TRANSMISSION>
N
N
<TRANSMISSION> U
Li
<CONTENT> ::= <HEADER®> |
<MESSAGE? |

<MESSAGE><HEADER>

» s
<HEADER> ::= O<HEADING> |
H S
<HEADER>Y
N

i

<MESSAGE> <HEADER><TEXT> |

it

<MESSAGE>»<MESSAGE? |
Q

<MESSAGL~»Y
N

<HEADING> ::=' <KEY CHARACTER> | <CONTROL CHARACTER> |
<HEADING><ARGUMENT> |
<[IEADING><HEADING>



O

ARPA Machine-tp-Machine

Transmisslon

Page 11

<TEXT> ::=. <CHARACTLR TEXT>!

<CHARACTER TEXT BLOCK><TEXT> |
<CHARACTER TILXT BLOCK><MESSAGLE><TLEXT> |
<BINARY TEXT>| ,
<BINARY TILXT BLOCK><TEXT>]
<BINARY TEXT BLOCK><MLSSAGE><TLXT.

<f >

1815

<KEY CHARACTER>

4]

4#CONTROL CHARACTER> ::= <g>|<¥>

<ARGUMENT> ::z <a>]<¢>|<¥>|<ARGUMENT> <ARGUMENT>

E
<CHARACTER TEXT> ::= <START CHARACTER TEXT>T<LRROR CHECK CODLS>|
S X
<CHARACTER TEXT>Y
N
E
<CHARACTER TEXT BLOCK> ::=<START CHARACTER TEXT>T<ERROR CHECK CODES> |
B S
<CHARACTER TEXT BLOCK » Y
DE N
<BINARY TEXT> ::= <START BINARY TEXT>LT<ERROR CHECK CODELS>|
B S EX
<BINARY TEXT>Y
N
: DE
<BINARY TEXT BLOCK> ::= <START BIMNARY TEXT>LT<ERROR CHECK CODLS>|
i EB
S
<BINARY TEXT BLOCK> Y
N
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call

cnisslon

L
o
(S
<START CHARACTER TEXT> ::= T
X\
<START CHARACTLR TEXT><ASCII STR
ns
<START BINARY TEXT> ::= I.Ti
EX}

<START BINARY TLXT>»<BINARY STING>

<ERROR CHECK CODES> ::= CYCLIC CHECK CHARACTERS SLE Table IV

FOR SAMPLE PROGRAM.
<ASCII STRING> ::= <PURE ASCII>|<NULL STRING>
<BINARY ASCII STRING> |
<ASCII STRING><ASCII STRING>

<PURE ASCII> ::= <a>|

<11> |

<e> |

<> |

LY ‘
<BINARY ASCII STRING> ::= <START BINARY Ascxz>g
«START BINARY ASCII> ::= g

<START BINARY ASCII><t>
<BINARY STRING> ::= <a>|<B>]|<6>|<e>|cp>]c¥>]<h>]
DD

L
EE

<NULL STRING?>|

<«BINARY STRING>«<BINARY STRING>

<NULL STRING> ::

1

EMPTY STRING, NO CHARACTERS WHATSOLVER.
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