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Tdentification J‘”LD o Draft: for Discussion

Login Procedure 1n(/:2 Overseer Process

Carla Marceau

Purpose

Login is an Overseer procedure which controls the user's access to Multics

References T
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The following discussion assumes that the reader is familiar with(&g;; ("User [ J

. U

Definition by Karolyn Martin), which presents an overview of the processes - é V*V%*‘

D /W )’)7&»‘4»&4’4 5 th:{, €Ay /z,ém / 9 Wioas oD -} . B //”'/
Overseer, B‘m»rwbﬁ - which serve the user; in particular it describes the

(ot dhaqe

operation of the Overseer process, and the position of login =rfdar it.

Introduction o
TR by e

Immediately after dialup 2 processes are created to serve the user: the Davice

v -

A . T . i

ﬁmnager and the Overseer. Before the user can be served by a lworking ﬁrocess and

the Multics shell (see BX.2.00), he must pass through the login prouedure in the

Overseer process, which controls access to Multics.

b
The login procedure is called when the Overseer reads and recognizes a login input
line typed from the user's console immediately after dialup. The functions of login
are three:
1) to identify the user;

2) to grant or deny the user access to Multics;

-
1 = 3) to lntroduce thiS user to. ‘\7b0i}'l it may concern. %
~3 3y

When login has completed its action and retucns, the Overseer called Process Control/

3 "}‘J‘,«M {\/L;.:'L‘ﬂ 343 \‘
to create a %> and wakes up the newly- created process. The Overseer then calls
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the shell in the<#®P., passing to it the commhnd Qlolog with the*® same arguments
v o
as were glven in the login input llne.izélolog will prlnt out invaluable messages

to the new user: it informs him that he is logged in, tells him the message of the

day, and notifies him of the presence of mail in his mail box.’¥>

If a user types a login input line at a console where someone is already logged in
—J; *r
and at command level (cf BX.0.00), the line is 1n;0r§@gied not by the Oversecr but

by the current user's shell, which calls the login command. The login command is a
dummy: its job is to create the situation which would have obtained had the new

By, 7 gt AfLn oo
user just dialed up.j:it sends a "logout' wakeup (cf.¥FiJi%) to the Overscer and sets

a switch to indicate that after logging out the current user, the Overseer should

‘o
call login &y log in the new user.‘TS

Note
As part of the Overseer process, the login procedure cennot be lntrrruptcu bv a C}& ,
. q vt/.f"/
quit. However, the prolog command can be interrupted. 5“““@
Usage
+£ .
login  name - projmo- —accno- ~wfd- . [
.JWA e ’ M““,
name is the name (or some unique mngmonic) of the person desiring to log in. N
wewr VA s QN

e
rojno is the project jhumber|{under which he wishes to log in. If the Qiig types

no project numbfr, login will assign to him the default project number in

his entry in fhe personnel list

WA (’.Q“s"""‘

of the account to which the peer wishes to charge this console
sessibn. If thke—wser types no account number, this session will be charged

WA .
acecno is the

to a default account number for that user kch in the user profile.
: Ser pro:

et
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wfd is the path name (starting from the root directory) of a directory which the
\\m’\"}(\v .
user wishes to be his‘éai"As with accno, a default WFD for that user is

kept in the user profile in the user list.

Options have no meaning for the Overseer login procedure, but will take effect in

the prolog command (see below).

b e
An alternative login input line is o Lo w Y
- c,w N LA w w T
(W U 4 {7y
‘-"f((’“
+ . ) \J\ e & -~ ‘\’/\
i <y for -projno~ - - ~wfd- v v
login proxy for name -projno- -accno- - 9
' . A
proxy is the name (or some unique mnemonic) of a person desiring to log in as

a substitute for the person signified by name.

This alternate type of login might be used by a secietary, for example, whose job
requires her to update files for her boss. Or one user may ask another to update
files while he 1is on vacation. The proxy, by this type of login, gains access to
all of the user's files, but uses his own password. Thﬁs the éecrecy of the user's

password is preserved.

‘Note: Unless project numbers, account numbers, and file directories have distinct

and recognizable (E;;;:;Tﬁn Multics, it will be necessary for the user to indicate

......... ~_.7 al
the absence of projno or accno with/ 5 signifying a null argument. JVLE‘°k R
|\ : X u {

- A

g g .
o o

‘

Identifyihg the User

Login first assures itself, through the use of a secret password, that the person

at the console has a right to be represented by name. Login then has to make sure
*‘\)\N- %MW “\ . & oy :'.<.:.‘<_‘ n_.-..;

that name and projno representsa legitimate user of Multics. It then wupdates-the
~ A

-/

-agency-copy—of-the-user profile.clls fle wae,-woile (Coko Lo .
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1. Login will in most cases have to have at least one argument. Some user$ who has-
N

exclusive access to one console, may make arrangements to have login accept an argument-
less login input line from his console. Other users who type no arguments will be
tactfully reminded:

login format:

4
login name ~-projno- -accno- -wfd-

A
i
A g =
- QEeE— _ _
2. Login will look for name in the user list, If name does not appear,an error

SRy

message is printed:

name not a user

208 . M

.
Please retype<§;;:7 urbv”J ’ . T .
-f-l/,/l‘:/ "no togin ™, coreed

It will repeat this game for three tries, theqﬁhang up in disgust. (See explanation
el = .

of hang-ups in MOO--.) The same is true for an incorrect project number, account

) U,&Ja:\e_ At Q’ibwvv) e
numbet, %fd name% or password, as indicated below. Login waitsfiwe minutes for a

pos
A\

ik by
V&,\\J/{ ér o v( 5&4"&&:{ [

7
i

response each time before hanging up. S

A s B
i ol | 02 4

3. Haviﬁg ascertained the user's name, login next asks for a password by printing
| password

Login attempts to turn off printing at the user's console to ensure the privacy of

his password. If it cannot turn off printing it will render the password line

illegible (.e.g, it may black over n spaces with random symbols, where n is some

number greater than the maximun numbers of characters in-a passwordl. Login then

P A

reads the password which the user types, turns on the consoléx and checks to see
if the password agrees with that in the personnel list. If not it says:
password incorrect
please retype password .
g

and again turns off the consol£ or renders input illegible,
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A person who logs in for amother _.:son (using the proxy for name convention) typeé

his own password. In this case login checks the personnel list to see that proxy

has permission to log in for name and that his password-is correct.

= -
o
A
ahy

4, Can name use projno? Login checks the psef’list. If the answer is no:

name may not use projno

please retype project number.

5. Now that the user at the console has been identified, his user profile can replace

the dummy profile in the user-wide data base (M00,--) and his account number and wfd
E o catoasaa- o i .

TS ~

[§
- . . 3 3 3 3 . - Q_G“"
may be updated using information from the login input line. iFlrst login checks to\\x

VR ] ) N -
}%} \§§ see if name and projno may use accno (if one was specified)il'[t he may not:

KLS/
. name may not use accno

please retype account number

A correct account number replaces the user's default account number in the user profile.

6. Finally login checks to see that this user may be attached to wfd (if one is
specified). If he may not:

wfd incorrect

please retype directory name

as usual in all input requests, login gives the user three guesses and waits only a

>

Lok D ./kxya?v—f&'c.-c,r.-@ Free "] watdt

finite length of time (two minutes) for input. & Cearecd
. L, 4o . CERV S i . foo 0 -
et o lede T WF D ceee Loy Haoe )7:yz_:/,,<,t_o. c e
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. w fa @
Login Permission CkﬁA} “r

After the user has been identified, login must find out whether he should be

allowed to use Multics at this time.
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¢ 1. The npmber one consideration in granting permission to use Multics is whether the
user has sufficient funds to log in. A call to accounting asks for information about
his solvency. Accounting will return a simple answer - Yes or No - after its own more
or less complicated deliberations. (Accounting might take this opportunity to charge
the user for his attempted login, or to allow him to negotiate, via the Transactor,

<
for more money if he has none.) 1If accounting declares the user insolvant, login

prints:

.user insolvent. no login

LA

c-‘f»‘( &

and hangs up. _

/\ AL >

\v

r;. Are any more users allowed on the system? Login calls a procedure which compares

|

the number of current users to the number of possible users and returns an answer -

Yes, No, or Maybe. (Only money is absolute.) Yes - more users are allowed on the

i ' .
;b;, | system. No - the system is completely full. Maybe - the system is almost full.
éy‘j If the answer is yes, the user is logged in without delay. If the answer is Maybe,
o . . .
\}“J ‘f he receives this warning:
N
ClRe
Q*”VJW on by the grace of God
. e\
prepare to fall from grace ... A
- : ’ ] -
\ 3. If the system is full, login looks in the user list to -'see if the newcomer is ,th
| a VIP who can always log in. \ \w%ﬁ
| L v
4. Login also calls the Transactor to ask if the user has a reservation within
the next 15 minuteséz (cf£. BT.1.00). 1If so he may log in.
5. If the new user is to replace some current user, login calls the bump procadure to
' pick out some poor slob. Bump sends a logout wakeup to the Overseer of the poocr slob.
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6. If the newcomer is denied permission to log in, login prints its regrets:
sorry, computer is busy
please try again later

It also calls accounting to inform it of the failure.

Introducing the New User

If the user is still with us, he is now introduced to any part of Multics that cares.

1. First login calls the signon entry in the accounting module. One accounting data

;
(A'-"'t‘/Z//.’/MU“ f)/z./: DT oR i B

segment serves the Overseer, the Device Manager, and the A~P: When the accounting
data segment is first created, at the creétion of the Overseer, it charges all costs
to overhead. Now signon modifies this segment, charging costs to the user's account
number. Depending on administrative decision, signon can charge to the user the
entire logging-in operation since the creaﬁion of the Overseer.

\

’(\ Y W_\X)«}“ ikﬁ/\; ’

2. Login notes in the User Log that so-and-so logged in when. Avwe— &7 ¢
A ittt -1

This completes the action of the login procedure in the Overseer. The Overscer now
(e x,ifu,.;s Proecsaar
creates a WrP7 and passes a prolog command line as input to the shell. Prolog will

inform the new user of his success.



